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Attachment E (continued) 

EMC Infrastructure Managed Services (IMS) Terms 

 

1. Disengagement/Transition/Wind-Down Services 

 

In the event of termination or expiration of the Agreement or any SOW, Customer and Provider shall use 
commercially reasonable efforts to agree on a Disengagement Plan (a) at least sixty (60) days prior to the 
expiration of the applicable SOW; or (b) in the event of termination, within thirty (30) days immediately 
following notice of such termination.  The terms of the Agreement will continue to apply during any 
Disengagement Period except to the extent mutually agreed to in the Disengagement Plan. 
 

2. Change in Customer Laws 
 
Customer shall promptly identify and notify Provider of any changes in law, including regulatory requirements, 
that may relate to Customer’s use or Provider’s delivery of the Services.  The parties shall work together to 
identify the impact of such changes on how Customer uses, and Provider delivers, the Services.  In the event 
that a change in law results in Provider being unable to deliver the Services, or results in an increase in the 
cost of providing the Services that Customer declines to pay, Provider may suspend its obligation to provide 
the affected Services with no further liability under the applicable SOW, and Customer shall be responsible 
for any losses arising from any noncompliance by Customer with any law relating to Customer’s use or 
consumption of the affected Services.  If a change in law prevents or delays Provider from performing its 
obligations under this Agreement, the parties shall endeavor to develop and implement such changes to the 
Services as may be required in order to comply with changes in law; provided that Customer shall be 
responsible for any additional fees for the Services and costs incurred by Provider in connection with the 
changes to Services, at Provider’s then-current rates. 
 

3. Service Levels 
 

Provider shall perform the Services in accordance with Appendix 2 (Service Level Methodology) and the 
Service Levels set forth in the applicable SOW.  In the event Provider fails to meet the applicable Service 
Levels, the Service Credit calculated in accordance with Appendix 2 (Service Level Methodology) and the 
applicable SOW shall be Customer’s sole and exclusive remedy.  Provider shall not be responsible for the 
failure to meet any Service Level to the extent that any such failure is attributable to any of the Excused Events 
set forth in Appendix 2 (Service Level Methodology). 

 

4. Tracking of Use/Consumption of Services 
 
For consumption-based Services, Provider shall monitor and/or audit the billable volumes in order to calculate 
the applicable fees.  Provider shall conduct such activity through the use of electronic means, remote access 
and/or on-site inspection by Provider’s Personnel in order to authenticate Customer as the user of the Services 
and verify the Customer’s billable volumes.  Customer will take any actions required by Provider to permit 
such tracking of billable volumes and provide access to all necessary equipment.  If Provider is unable to 
monitor billable volumes for any reason, Customer shall pay an amount for the affected Service period based 
on Customer’s average billable volumes during the previous three (3) months.  Provider shall promptly notify 
Customer of an inability to electronically and or physically access the Assets, as applicable, and work 
cooperatively to reestablish access.  Once access is reestablished, then Provider shall provide a corrected 
invoice for the affected Service Period. 
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5. Audit 

 
Audits Generally  
Provider shall cooperate with Customer’s reasonable audit requirements as such requirements are articulated 
in an applicable SOW, to enable Customer and its Approved Auditors to conduct appropriate audits of the 
Services as required by the applicable SOW; provided, however, that in no event shall Provider be obligated 
to (a) disclose confidential information of any third party to whom Provider owes a duty of confidentiality, or 
(b) disclose proprietary information regarding the means and methods by which Provider provides the 
Services.  In furtherance and not in limitation of the foregoing, if reasonably required to protect Provider’s 
confidential and proprietary information or to avoid breaching a confidentiality obligation owed to a third party, 
Provider may elect to provide (in good faith) data/information responsive to an inquiry rather than access to 
the associated systems, controls, equipment, or other materials.  Customer will not be granted access to any 
facilities, equipment, or materials that (a) are not directly and solely related to the provision of the Services for 
Customer and/or (b) contain the proprietary or confidential information of a third party.  The results of any 
audit shall be considered the Confidential Information of Provider. 
 
Audit Procedures   
Upon request, at reasonable times during business hours, and upon at least thirty (30) business days’ prior 
notice to Provider and no more than once per year, Customer and Approved Auditors shall have access to 
Customer’s records and Provider records directly related to the Services in order to audit Service Level 
performance and the accuracy of Provider’s invoices, provided that no such information shall be taken offsite 
or otherwise disclosed to any third party.  Notwithstanding anything herein, Customer and its Approved 
Auditors shall not have access to other Provider records, records of other Provider customers or suppliers, or 
records related to Provider’s internal or third party costs or cost structure.  Approved Auditors shall observe 
such procedures as Provider may reasonably require to protect any information disclosed to them, all of which 
shall be deemed to be Provider’s Confidential Information.  Customer shall cause Approved Auditors to 
perform entry and exit interviews, and to provide Provider with copies of the audit reports. 
 
Costs 
If Provider is required to provide services or incur costs, other than of a routine nature, in connection with any 
audit performed pursuant to this Section, then Customer shall pay for such services and costs at Provider’s 
then-current rates. 
 

6. Security 
Provider will comply with the Provider security framework detailed in Appendix 3 (Security Framework), and 
any additional security requirements set forth in an SOW. 
 

7. Relationship Management 

Governance 

Governance of the parties’ relationship pursuant to this Agreement will follow the guidelines and principles set 
out in Appendix 4 (Governance).  Each party will make management decisions, respond to the 
communications and perform the other governance responsibilities set forth in Appendix 4 (Governance) in a 
timely manner. 

Dispute Resolution  

Any dispute arising under this Agreement shall be considered in person or by telephone by the Customer 
Relationship Manager and the Provider Service Manager within seven (7) business days of receipt of a notice 
from either party specifying the nature of the dispute; provided, however, that a dispute relating to Provider’s 
proprietary rights or intellectual property rights shall not be subject to this Section and Provider shall retain 
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the right to pursue its rights and remedies in law and equity.  Unless the Customer Relationship Manager and 
the Provider Service Manager resolve the dispute, such dispute will be escalated through the process 
described in Appendix 4 (Governance). 

 

8. Customer Responsibilities 
 
Use of Services 
Except as otherwise provided in an SOW, the Services shall only be used for the internal use and benefit of 
Customer and Customer shall not permit any third party to access or use the Services.  Customer will not use, 
and will not authorize any third party (other than Provider, if applicable), to use any open source software in 
connection with the Services in any manner that requires, pursuant to the license applicable to such open 
source software, that any Provider Confidential Information or Services be (i) disclosed or distributed in source 
code form, (ii) made available free of charge to recipients, or (iii) modifiable without restriction by recipients.  
Provider owns all intellectual property rights in the Services, or Provider has the rights necessary to provide 
to provide Services as contemplated by this Agreement.  Except the right to use the Services as set out herein, 
this Agreement does not grant Customer any rights to, or in, any intellectual property or any other rights or 
licenses in respect of the Services and Provider and its third party providers reserve all rights not expressly 
granted herein.  Provider owns any ideas, suggestions or other feedback that the Customer may provide to 
Provider with respect to the Provider business, products and/or services (including the Services), and 
Customer hereby assigns all right, title and interest to such feedback to Provider. 
 
Customer Data and Licenses 
Customer represents that it: (i) owns or has the right to use all Customer Materials, data and content which 
are processed by, stored on or used in relation to the Services; and (ii) has all necessary licenses and 
permissions for usage of any third party software to be supplied/provided by Customer to Provider and used 
with the Services.  Customer hereby grants to Provider the right to use all such data, content and third party 
software solely for the purposes of this Agreement and the performance of Provider’s obligations hereunder.  
Customer shall encrypt any data or content prior to storage of such data or content on Provider’s platform. 
 
Provider offers Services to other customers in addition to Customer, and with respect to tenant compute 
security capabilities, the responsibility for deploying, implementing and measuring compliance is the 
responsibility of the applicable customer/Customer.  To the extent applicable to the delivery of agreed upon 
specific contracted for Services, Provider will comply with the intent of the security controls agreed upon in 
this Agreement or an applicable SOW.  Applicability of specific agreed upon controls for Services shall be 
listed in the applicable SOW. 

Customer Managers   

Customer shall maintain an individual who shall serve as the primary Customer representative under this 
Agreement (“Customer Relationship Manager”).  The Customer Relationship Manager shall: (a) have 
overall responsibility for managing and coordinating the performance of Customer’s obligations under this 
Agreement and (b) be authorized to act for and on behalf of Customer with respect to all matters relating to 
this Agreement. 
 
Customer Responsibilities  
Customer shall, upon Provider’s request: (1) make available to Provider, Customer technical personnel 
familiar with Customer’s business requirements; (2) provide to Provider complete and accurate information 
regarding Customer’s business requirements in respect of any work to be performed by Provider under the 
applicable SOW; (3) respond within the time period specified in this Agreement or the applicable SOW (or if 
no time period is specified, within three (3) business days) to all Deliverables presented to Customer by 
Provider for Customer’s approval, or other requests for approvals, which approval shall not be unreasonably 
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withheld or delayed, provided however approval shall be deemed to have been provided if Customer has not 
responded within the applicable time; (4) cooperate with Provider; (5) promptly notify Provider of any third 
party claims or invalid or nonexistent licenses that may have an impact on this Agreement or the Services; (6) 
give Provider Personnel and its subcontractors access to the Customer Service Location to the extent 
reasonably necessary for them to perform the Services, including to effect the necessary adjustments, 
maintenance and repairs; (7) provide any Required Data, and (8) perform all other obligations of Customer 
described in this Agreement and any SOW.  Customer shall not act in a way that affects or impacts the Assets 
or Services without Provider’s prior written approval. 
 
Remote Access   
Customer shall provide and maintain remote access to Provider for the purposes of providing the Services.  
Any equipment and software needed to enable electronic communications for the purposes of providing 
remote access shall be provided by Customer to the specifications stated in the applicable SOW.  Customer 
authorizes Provider to store at the Customer Service Location, or load onto the products used for electronic 
communications, such equipment and programming as may be needed by Provider to track usage levels or 
perform any repair or maintenance related services for the Assets. 
 
Customer Resources  
Customer shall provide to Provider, at no charge to Provider: (a) use of space for the Assets (if any), at a time 
on or before arrival of the Assets; (b) necessary power, cooling and space required to support the Assets; (c) 
servers, power and network connectivity required to support the Assets and any related software; (d) access 
to any Customer Service Location(s) and related facilities and infrastructure that Provider reasonably requires 
for business purposes in connection with the performance of the Services; (e) full access to, and use of, the 
Customer Supplied Products, which Customer shall maintain in good repair and working and usable condition 
as required by Provider to provide the Services; and (f) such other resources specified in the Agreement and 
the applicable SOW.  Customer shall further provide Provider with the services, utilities, equipment and 
supplies reasonably necessary for Provider to provide the Services consistent with that which Customer 
provides to its own personnel, including office space, office furnishings, janitorial service, local telephone 
service, utilities (including air conditioning), office-related equipment, supplies, duplicating services, and 
premises security in the Customer Service Locations.  At all Customer Service Locations, Customer will 
provide Provider access to and use of Customer’s voice and data telecommunications equipment and 
transmission lines, including printers, terminals and cabling.  Customer will give Provider access to such 
facilities twenty-four (24) hours a day, seven (7) days a week.  Customer shall provide adequate storage 
space for spare parts and adequate working space including heat, light, ventilation, electrical current and 
outlets for the use by Provider’s Personnel.  These facilities will be within a reasonable distance from the 
Assets to be serviced and will be provided at no charge to Provider.  Customer shall maintain and repair all 
facilities accessible by Provider in compliance with all laws.  Customer will be responsible for all reasonable 
leasehold improvements to the Customer Service Locations required for Provider to deliver the Services.  
Customer will also be responsible for all costs and expenses associated with any relocation of Provider’s 
operations that are done at Customer’s request, provided that nothing contained herein shall obligate Provider 
to relocate operations unless mutually agreed to by the parties in a Change Order.  Customer shall ensure 
that Provider is legally authorized to use any resources provided by Customer.  
 
Product Utility 
To the extent Provider is providing Assets for Customer’s use, such use shall be in accordance with Appendix 
5 (Assets). 
 

9. Proprietary Rights 



 

5 
 

Customer Software  

Customer hereby grants to Provider, or undertakes to secure the necessary rights for Provider from the owner 
of the Customer Software on behalf of Provider as applicable, at no cost to Provider, a nonexclusive right to 
access and use, load, execute, store, transmit, display, copy, maintain, the Customer Software in connection 
with the provision of the Services.  Upon the expiration or termination of the Agreement, the rights granted to 
Provider in this Section shall immediately terminate and Provider shall, at Customer’s request, cease all use 
and make available for return to Customer, or at Provider’s option, certify destruction of Customer Software 
(including copies) to Customer.  Unless otherwise specified in an SOW, Customer shall pay all costs and 
expenses with respect to the Customer Software, including the costs associated with maintenance, license 
payments, insurance, taxes and the consents.  Except as set forth in an SOW, Customer is responsible for 
maintaining, upgrading, and replacing the Customer Software as necessary for Provider to deliver the 
Services.  In the event that Customer does not comply with such obligations, Provider shall be excused from 
its obligation to perform the Services, including Provider’s obligation to meet the Service Levels, to the extent 
that its inability to meet such obligations is caused by Customer’s failure to comply with its obligations under 
this Section. 
 
Provider Proprietary Software 
To the extent use by Customer of Provider Proprietary Software or other Provider proprietary information is 
authorized or contemplated by an SOW, Provider grants Customer a limited license to use the Provider 
Proprietary Software solely for Customer’s internal use in connection with its receipt of Services for the Term 
unless sooner terminated or cancelled.  The foregoing licenses shall be non-exclusive, non-transferable, non-
sublicensable, revocable and subject to the restriction that the Provider Proprietary Software be used solely 
in the manner described in the applicable SOW and for no other purpose.  If authorized, the license 
contemplated herein shall solely apply to Provider Proprietary Software.  Provider may terminate licenses, 
without liability, if Customer breaches this Agreement or any SOW, or if this Agreement is otherwise 
terminated or suspended.  Upon any such termination Customer shall cease all use and if applicable, certify 
destruction or erasure of Provider Proprietary Software (including all copies).  Customer shall not, without 
Provider's prior written consent, copy, provide, disclose or otherwise make available Provider Proprietary 
Software in any form to anyone other than Customer or Customer Representatives, who shall use Provider 
Provider Proprietary Software solely to the extent necessary to receive the Services as contemplated by the 
applicable SOW and solely for Customer’s internal business purposes.  In no event shall Customer’s internal 
business purposes be construed to include use of the Provider Proprietary Software by Customer’s customers, 
unless otherwise stated in the applicable SOW.  Customer shall be liable to Provider for the compliance of its 
personnel herewith.    
 
Provider Third Party Software 
Where Provider Third Party Software is licensed by Provider for use in the provision of Services, Provider will 
procure a license for Customer to access and use the Provider Third Party Software, solely to the extent 
necessary for the receipt of Services under the relevant SOW.  The license insofar as it relates to an SOW 
will terminate on the expiration or termination of that SOW.  Provider may be required to flow down terms 
related to Provider Third Party Software to Customer.  In such event, Provider shall provide such additional 
terms and conditions to Customer upon request. 
 
Deliverables  
Provider shall retain ownership of all Deliverables, work product and all other materials provided to Customer 
(Provider does not perform work for hire), provided that Customer shall retain ownership of its Confidential 
Information embedded (if any) in any such Deliverables or other materials.  Provider grants Customer for a 
period of one year following termination of the Services, a non-exclusive, non-sublicensable, non-transferable 
license to use, copy, maintain and modify such Deliverables or other materials solely for Customer’s internal 
business purposes and solely in conjunction with the Services or disengagement from the Services; Customer 
shall not provide or otherwise disclose Deliverables or any Provider intellectual property to any third party, 
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including any third party service providers or Provider competitors (as reasonably determined by Provider), 
without prior written consent from Provider.  
 
Ownership of Provider IP   
No title to, or ownership of, the Provider Proprietary Software or documentation is transferred to Customer.  
Neither Customer nor any of its agents, personnel, or independent contractors shall modify, enhance, 
supplement, create derivative works from, reverse assemble, reverse engineer, reverse compile or otherwise 
reduce to human readable form the Provider Proprietary Software without Provider's prior written consent.  
Any Provider Proprietary Software that is accompanied by a “break-the-seal” hard-copy license agreement or 
is obtained after indicating acceptance of a license agreement by electronic means shall be governed solely 
by the terms of this Agreement and the applicable SOW and not by the terms of such accompanying license.  
Any Provider Third Party Software shall be governed by the terms applicable thereto.  Provider does not 
convey nor does Customer obtain any right in programs, configurations, systems or materials utilized or 
provided by Provider in the ordinary course of business in the performance of the Services other than as 
described in this Agreement.  Provider may bring onto and store at Customer's premises certain manuals, 
tools and software which will be used by Provider to maintain the Assets, and Assets may have maintenance 
code loaded on them from time to time.  Such manuals, tools and software, including maintenance code, are 
the property of Provider, regardless of whether or not such items contain any confidential markings, and 
Provider may remove all such manuals, tools and software at any time.  To the extent required, Customer 
hereby grants Provider the right to execute Provider’s maintenance-related software on the Assets and any 
host central processing unit to which such Assets are attached.  Notwithstanding anything to the contrary in 
this Agreement, Provider shall retain all right, title and interest in and to any and all ideas, concepts, know-
how, development tools, developments, methodologies, processes, procedures, technologies or algorithms 
and tools which are based upon trade secrets or proprietary information of Provider, including all 
enhancements, modifications or improvements thereto.  Provider retains all rights not expressly granted 
herein.  
 
Reservation of Proprietary Rights   
Each party reserves for itself all proprietary rights that it has not expressly granted to the other.  Provider 
and/or its licensors own all intellectual property rights in the Services and any Deliverables.  Except as 
expressly stated herein, this Agreement does not grant Customer any rights to, or in, any intellectual property 
or any other rights or licenses in respect of the Services.  Provider shall not be limited in developing, using or 
marketing services or products which are similar to the Deliverables or Services provided hereunder, or, 
subject to Provider’s confidentiality obligations to Customer, in using the Deliverables or performing similar 
Services for any other projects or customers. 
 

10. Warranties 
 
Mutual 

Each party hereby warrants to the other that: (a) it is a corporation duly incorporated and in good standing 
under the laws of its state of incorporation; (b) the execution of this Agreement has been duly authorized by 
the requisite corporate action on the part of such party; (c) it has obtained (or will obtain) all licenses, 
authorizations, approvals or permits required to perform its obligations under this Agreement, except to the 
extent the failure to obtain any such license, authorizations, approvals, consents or permits is, in the 
aggregate, immaterial; (d) it shall comply with all laws applicable to such party during the Term. 

By Provider 

Provider warrants that all Services provided hereunder will be provided in a professional and workmanlike 
manner.  Provider shall use commercially reasonable efforts to deliver the Services in accordance with the 
applicable SOW.    
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By Customer 

Customer warrants that: (a) all Customer information systems, Customer Service Locations and Customer 
Supplied Products that are required under an SOW shall be made available for use by Provider to provide the 
Services and are available and operating in accordance with their specifications; and (b) the Required Data 
is and shall be true and accurate and shall meet the requirements specified in the applicable SOW. 

DISCLAIMER  
PROVIDER DOES NOT WARRANT THE ACCURACY OF ANY ADVICE, REPORT, DATA OR 
DELIVERABLES PROVIDED TO CUSTOMER BY PROVIDER THAT ARE PRODUCED WITH OR FROM 
DATA OR SOFTWARE PROVIDED BY CUSTOMER.  SUCH ADVICE, REPORTS, DATA OR 
DELIVERABLES ARE PROVIDED “AS IS”, AND PROVIDER SHALL NOT BE LIABLE FOR ANY 
INACCURACY THEREOF. OTHER THAN AS EXPRESSLY SET FORTH HEREIN, THE SERVICES, 
CLOUD SERVICES AND ANY RELATED EQUIPMENT, SOFTWARE AND OTHER MATERIALS 
PROVIDED BY PROVIDER IN CONNECTION WITH THE SERVICES ARE PROVIDED WITHOUT ANY 
WARRANTIES OR REPRESENTATIONS OF ANY KIND, WHETHER STATUTORY OR IMPLIED, 
INCLUDING BUT NOT LIMITED TO, WARRANTIES OF TITLE, NON-INFRINGEMENT, 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, ACCURACY, COMPLETENESS OR 
ANY RESULTS TO BE ACHIEVED HEREFROM. PROVIDER MAKES NO WARRANTIES OR 
REPRESENTATIONS CONCERNING THE COMPATIBILITY OF SOFTWARE OR EQUIPMENT OR ANY 
RESULTS TO BE ACHIEVED THEREFROM, OR THAT ANY SERVICES WILL BE FREE FROM LOSS OR 
LIABILITY ARISING OUT OF ANY THIRD PARTY TECHNOLOGY, ANY THIRD PARTY ACTION SUCH 
AS HACKING, OR ANY ACT OR OMISSION OF CUSTOMER, INCLUDING FAILURE TO ENCRYPT, AND 
PROVIDER SHALL HAVE NO RESPONSIBILITY THEREFOR. PROVIDER EXPRESSLY DISCLAIMS ANY 
WARRANTY OR LIABILITY WITH RESPECT TO COMPLIANCE WITH LAWS, REGULATIONS, OR 
OTHER OFFICIAL GOVERNMENT RELEASES APPLICABLE TO CUSTOMER, WHICH SHALL BE THE 
SOLE RESPONSIBILITY OF CUSTOMER. 
 

11. IP Infringement 
 
Provider shall, at its own expense defend Customer against any claim by a third party that the Services infringe 
any copyright or United States patent and pay the resulting costs and damages finally awarded against 
Customer by a court of competent jurisdiction to the extent that such are the result of the third party claim, or 
pay the amounts stated in a written settlement negotiated and approved by Provider.  If the Services are 
subject to a claim of infringement or misappropriation or, in Provider's opinion, is likely to become, the subject 
of such a claim, Provider shall, at Provider’s option and expense: (i) procure for Customer the right to continue 
use the Service; (b) replace or modify such Service so that it becomes non-infringing while retaining 
substantially equivalent functionality; or (c) if Provider determines that none of the foregoing are commercially 
reasonable, terminate this Agreement and/or the applicable SOW and refund to Customer the price paid for 
the allegedly infringing Services by Customer in the immediately preceding six (6) month period.  Provider 
shall have no liability if the alleged infringement is based on: (1) combination of the Services or any Provider 
provided materials with (a) any products, services, items, or technology not provided by Provider, or (b) any 
non-Provider products or services; (2) use of Service (i) for a purpose or in a manner that is not expressly 
permitted by the Agreement, or applicable SOW, and/or (ii) after Provider notifies Customer to cease such 
use due to a possible or pending claim of infringement; (3) any modification to the Services not made by 
Provider; (4) any modifications made by Provider pursuant to Customer's or an end-user's specific 
instructions; (5) any intellectual property right owned or licensed by Customer (or any End User), including 
any data or information that Customer or a third party provides, records on or utilizes in connection with 
Customer’s use of the Services and/or Provider’s provision of the Services; (6) violation by Customer or an 
End User of Service Provider’s acceptable use policy (to the extent applicable); and/or (7) any Provider 
product that was licensed or purchased by Customer under a separate agreement, in which case any third 
party infringement claim brought against Customer alleging infringement in connection with Customer’s use 
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of such Provider product will be governed exclusively by the provisions of such separate agreement.  This 
section states Customer's sole and exclusive remedy and Provider's entire liability for infringement claims 
related to the Services.   
 

12. Third Party Products 
 
To the extent Provider is responsible for the provision of Third Party Products hereunder, such Third Party 
Products shall be identified in the applicable SOW and this Section shall apply.  Unless otherwise stated in 
the applicable SOW, Provider shall have no responsibility for the provision of Third Party Products.  
Notwithstanding anything herein to the contrary, Customer shall comply with all terms and conditions 
applicable to such Third Party Products as included in the SOW and such terms and conditions shall 
supersede any conflicting terms in this Agreement.  
 
With respect to any Third Party Products provided by Provider under this Agreement, Provider shall pass 
through to Customer, to the extent possible under Provider’s agreement with the relevant vendor, the 
applicable indemnification rights it obtains from such vendor for such Third Party Products and Provider shall 
have no indemnification obligations with respect to such Third Party Products. 
 

 

 

 

 

 

 

 

Appendix 1 – Definitions 

 

“Approved Auditor” means Customer’s auditors, with the exception of auditors that compete directly or through 
affiliates with Provider, that execute a non-disclosure agreement in a form acceptable to Provider. 

“Asset” means the hardware, software and related assets installed at a Customer Service Location and used to 
provide the Services, including those detailed in an SOW. 

“Asset Life” means the refresh lifecycle defined for that class of Asset in the SOW. 

“At Risk Amount” means the maximum percentage of the monthly Charges which are available to be paid or accrued 

as Service Credits for that month. 

“Business Day” means Monday through Friday, local time, excluding public holidays observed by Provider. 

“Change” means with reference to the Agreement, Appendices and SOWs, a proposed change which would require 

a Change Order to be agreed between the Parties; and with reference to the technical environment, the proposed 

addition, modification or removal of an item that could have an effect on the Services. 

“Change Order” means a document agreed upon by the parties in accordance with the Change Control Process that 
alters the terms or services described within an SOW. 

“Change Window” means the period of time during which a technical Change has been approved for implementation, 

having regard to potential downtime and other impacts. 
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“Charges” means the monthly fees for the Services calculated in accordance with an SOW. 

“Commencement Date” means the date defined as such in an SOW. 

“Customer Material” means hardware, software, and any other materials and information to which Provider has been 
provided access in connection with the Services.   

“Customer Supplied Products” means the products referenced as such in an SOW.  

“Customer Representatives” means contractors and agents of Customer. 

“Customer Service Location” means the Customer’s location where Services will be delivered and where Assets 
may be located, as listed in an SOW. 

“Customer Software” means software developed or owned by the Customer, and software used, licensed or leased 
by the Customer from a third party. 

“Deliverable” means those written deliverables expressly identified as such in the applicable SOW. 

“Disengagement Period” means the period during which Disengagement Services are delivered. 

“Disengagement Plan” means the plan detailing the method and schedule of delivery of Disengagement Services, 
and the associated fees. 

“Disengagement Services” means the services delivered by Provider to assist Customer in disengaging from the 
Services, as defined in an SOW. 

“Earnback” means the process described in Section 7 of Appendix 2 (Service Level Methodology) by which Provider 

is able to earn financial relief from incurred Service Credits. 

“Earnback Period” means the six (6) calendar months immediately following the month in which a Service Level 

Default is experienced, not including that month in which the Service Level Default occurs. 

“Earnback Report” means a report, issued monthly, showing average performance against the Service Levels over 

the Earnback Period.  

“Escalation Process” means the process set out in Section 6 of Appendix 4 (Governance Model). 

“Excused Event” means an event aligning with an event type listed as such in Appendix 2 (Service Level 
Methodology). 

“Go Live” means the date, specified in each SOW, on which the Steady State Services commence. 

“Governance Model” means the model by which the relationship between the parties is governed, as set forth in 

Appendix 4 (Governance). 

“In-Scope Environment” means the environment to which the Provider supplies the Services, as defined in an SOW. 

“Key Performance Indicator”, or “KPI’ means a measure of Provider’s performance of the Services which are not 

Service Levels and are not subject to Service Credits, but are specifically stated in the SOW or a run book. 

“Measurement Period” means a calendar month during which Service Levels are in force. 

“Personnel” means Employees, agents, subcontractors, consultants and representatives provided or to be provided 
by Provider to perform the Services pursuant to this Agreement. 

“Provider Proprietary Software” means any and all versions of software licensed directly by Provider or Provider 
Affiliate (and not through distribution or sublicensing) as a standard Provider product.  

“Provider Service Location” means the Provider locations from where Provider will deliver the Services.  
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“Provider Third Party Hardware” means hardware provided by Provider and manufactured by a third party that is 
used in connection with the Services. 

“Provider Third Party Software” means any and all versions of software that is licensed by Provider from a third 

party that is used in connection with the Services. 

“Required Data” means any data reasonably required by Provider from Customer to support Provider’s performance 
of the Services. 

“Root Cause Analysis” means the process and review by which the primary cause of an Incident or Problem is 

identified and determined. 

“Security Incident” means any event, act or omission which is defined as a security incident within Provider’s 

information security policies. 

“Service Credit Allocation” means the weighting allocated to each Service Level within an SOW, expressed as a 

percentage, and referenced in the calculation of Service Level Credits. 

“Service Credit” means the amount, calculated in accordance with Section 5 of Appendix 2 (Service Level 
Methodology), payable by Provider to Customer as a result of a Service Level Default. 

“Service Establishment Services” means the activities performed in preparation for Go Live and the commencement 

of Steady State Services, as defined in an applicable SOW. 

“Service Level” or “SLA” means a target performance standard applicable to Provider’s delivery of the Services, as 
defined in an SOW. 

“Service Level Dashboard Report” means a monthly report prepared by Provider and presented to Customer, 

detailing Provider’s achievement against the Service Levels during the previous Measurement Period. 

“Service Level Default” means a failure by Provider to meet or exceed a Service Level, determined in accordance 

with Section 4 of Appendix 2 (Service Level Methodology). 

“Service Level Target” means the level of performance agreed between the parties for a particular Service Level. 

“Service Window” means the period during each day within the Measurement Window when specific Service Levels 

are to be measured. 

“Services” means the services specifically defined within an SOW. 

“SOW” means a statement of work executed by the parties that describes the various services to be provided to 
Customer by Provider, including Services.    

“Stabilization Period” means the period after Go Live during which any remaining Service Establishment Services 

are completed and any Provider-defined service improvement activities are undertaken in order to achieve stability 

within the Services, the length of such period to be defined in the SOW. 

“Steady-State Services” means the Services defined as such in the applicable SOW. 

 “Third Party Products” means any equipment, software or other products and services provided by Provider to 
Customer under this Agreement but were obtained by Provider from a third party (such as an EMC select product, 
brokerage product, or any other technology, item or service not developed or manufactured by Provider) which Provider 
utilizes in providing the Services, including Provider Third Party Hardware and Provider Third Party Software. 
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Appendix 2 – Service Level Methodology 

 

1 General 

1.1 The methodology set out in this Appendix 2 will support the Service Level management cycle of agreeing, 
monitoring, reporting and improving the delivery of the Services to Customer. 

1.2 Specific terms applicable to Service Levels are set out in SOWs (where relevant) including the Service 
Level definitions, their measurement criteria and how they are calculated. 

1.3 Commencing on the first of the month following expiration of any Stabilization Period defined within an 
SOW, or where no Stabilization Period is defined, the first of the month following commencement of 
Steady-State Services, Provider will perform the Services with the goal of meeting or exceeding the 
Service Levels.  

1.4 If the Services provided under any SOW are changed, modified or enhanced in accordance with the 
Agreement, the parties will review the Service Levels then in effect and in good faith determine whether 
the Service Levels should be adjusted, or whether additional Service Levels should be implemented in 
accordance with the Change Control Process set out in Appendix 4 (Governance Model).  

1.5 If there is a Service Level Default in any Measurement Period, Provider will provide a Service Credit to 
Customer calculated in accordance with Section 5.1 below and take the other action described in this 
Appendix. 

1.6 The parties acknowledge that the achievement of the Service Levels by Provider will require the 
coordinated, collaborative effort of Provider and Customer.  
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2 Measurements 

2.1 Each Service Level will be measured during the Service Window applicable to the particular Service Level.  
The default Service Window, if none is specified for a particular Service Level, is 24 hours per day 365 
days per year. 

2.2 Provider will use appropriate tools and procedures to measure and report Service Level performance 
which will report at a level of detail sufficient to verify compliance with the Service Levels as set forth in 
this Appendix. 

2.3 The Service Level Target for certain Service Levels is expressed as a percentage of events occurring 
during a Measurement Period.  In such circumstances, if the number of events which occurred during a 
Measurement Period is less than or equal to 100, the following calculation will be applied to determine the 
number of events that Provider must successfully resolve to meet the relevant Service Level Target (and 
notwithstanding the percentage set out in the relevant Service Level description as the required level of 
performance):   

2.3.1 the number of events which occurred during the Measurement Period will be multiplied by the 
relevant percentage; and   

2.3.2 if the result of the multiplication referred to in Section 2.3.1 above is not a whole number, that 
result will be rounded down to the nearest whole number (or zero where the result is less than 1).   

2.3.3 By way of example, if a Service Level description states that Provider must successfully resolve 
95% of events within a specified period of time to meet the relevant Service Level:   

i) if the number of events is 100, Provider must successfully resolve 95 events to meet the 
relevant Service Level (100 x 95% = 95 events);   

ii) if the number of events is 99, Provider must successfully resolve 94 events to meet the 
relevant Service Level (99 x 95% = 94.05 events which is rounded down to 94 events); and   

iii) if the number of events is 9, Provider must successfully resolve 8 events (9 x 95% = 8.55 
events which is rounded down to 8 events). 

3 Reporting 

3.1 Unless otherwise set out in an SOW, Provider will report performance against all Service Levels monthly 
in the Service Level Dashboard Report. 

3.2 Unless otherwise set out in an SOW, Provider will provide the Service Level Dashboard Report within 
fifteen (15) Business Days after the beginning of the month following the end of each Measurement Period. 

3.3 In the Service Level Dashboard Report, Provider will state reasons for any Service Level Default and 
corrective actions being performed to prevent recurrence, and will report any Service Credits accruing.  

3.4 The Service Level Dashboard Report data and detailed supporting information will be Confidential 
Information of Provider.  

4 Failure to Meet Service Levels 

4.1 If a Service Level Default occurs in any Measurement Period, Provider will: 

4.1.1 Investigate, assemble and preserve pertinent information with respect to, and report on the causes 
of, the Incidents or other factors which led to the Service Level Default, including performing a Root Cause 
Analysis if Provider considers that it is warranted; 

4.1.2 Promptly propose an appropriate, written corrective action plan for each Incident for which a Root 
Cause Analysis is conducted (unless a corrective action plan has already been implemented) and proceed 
to execute the action plan; 
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4.1.3 Advise Customer, as requested, of the status of remedial efforts being undertaken with respect to 
Incidents and Problems; and 

4.1.4 Take appropriate preventive measures (where the measures are within the responsibility of 
Provider) so that in the reasonable opinion of Provider, the Incidents and Problem will not recur. 

4.2 If a Service Level Default has occurred, and if Provider or Customer identifies a trend in Service Level 
performance which reasonably indicates that there will be a future Service Level Default, then Provider 
will perform a Root Cause Analysis of the trend, report to Customer on its findings and take any necessary 
steps indicated by the Root Cause Analysis to prevent an actual Service Level Default. 

4.3 If there is dispute between the parties regarding achievement of Service Levels, the Escalation Process 
set out in Appendix 4 (Governance Model) will apply. 

5 Service Credits 

5.1 If a Service Level Default occurs under an SOW, and that Service Level Default is not excused in 
accordance with Section 10 below, subject to any Earnback opportunity in accordance with Section 7 
Provider must calculate the Service Credits that may be payable in respect of that Service Level Default 
in accordance with this Section 5. 

5.2 Any Service Credits calculated in accordance with 5.1 above will be reported to Customer in the Service 
Level Dashboard Report.  Subject to any reductions resulting from Section 5.3 below, the value of such 
Service Credits will be accrued by Provider for the duration of the Earnback Period which applies to such 
Service Credit.  

5.3 In no event will the total amount of Service Credits calculated in respect of all Service Level Defaults 
occurring during any Measurement Period exceed the At Risk Amount.  The At Risk Amount is 8% of the 
Charges applicable to the relevant SOW.  By way of example, if the actual amount of all Service Credits 
calculated for accrual for Service Level Defaults occurring under that SOW for a Measurement Period is 
greater than 8% of the Charges applicable to that month under that SOW, then each of those Service 
Credits will be reduced in equal proportions such that the total amount accrued is equal to 8% of those 
Charges.  

5.4 In the event of a Service Level Default, the Service Credit is calculated by multiplying the Service Credit 
Allocation for the associated missed Service Level by the At Risk Amount, by the Charges applicable to 
that month under that SOW.   

5.5 If Provider misses more than one Service Level in the month, then the Service Credit will be accumulated 
but at no time shall the Service Credit for a month exceed the At Risk Amount.   

5.6 Any Service Credit calculated in accordance with this Section 5 shall be the sole and exclusive remedy for 
the act or omission that led to the failure to meet the relevant Service Level.  

5.7 If multiple Service Level Defaults occur during a Measurement Period as the result of a single event, 
Provider shall only be liable for Service Credits related to the Service Level with the highest Service Credit 
amount.    

6 Allocation of Service Credit Percentages 

6.1 Customer will allocate Service Credit Allocations to the Service Levels, provided that at no time shall the 
sum of the Service Credit Allocations exceed 100%, nor shall the Service Credit Allocation to any individual 
Service Level exceed 20%.  

6.2 Customer may provide written request to Provider increasing or decreasing the then-current Service Credit 
Allocation for one or more Service Levels.   

6.3 The changes noted in Section 6.2 above may be made no more frequently than once every six (6) months, 
subject to the Change Control Process. 
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7 Earnback 

7.1 Provider shall have the opportunity to earn back Service Credits as set out in this Section 7.  

7.2 Where a Service Credit has been accrued in accordance with Section 5.2 above, within fifteen (15) days 
after each Earnback Period, Provider shall provide a report to Customer that will detail, with respect to 
each Service Level for which there was a Service Level Default within the original Measurement Period, 
the performance average for the Earnback Period. 

7.3 Where, after accruing a Service Credit for a Service Level Default, Provider achieves a performance 
average for that Service Level greater than or equal to the Service Level Target in effect for that Service 
Level during the relevant Earnback Period, Provider shall “earn back” such Service Credit and the related 
accrual shall be adjusted to zero (0). 

7.4 At the end of the Earnback Period, where the Service Credit has not been earned back in accordance with 
Section 7.3 above, Provider must pay Customer the amount originally accrued in accordance with Section 
5.2 above by way of a credit to the following monthly invoice. 

7.5 If any Service Credit remains accrued in respect of an SOW on the expiration or termination of such SOW, 
the Earnback Period will be the period between the end of the Measurement Period and such expiration 
or termination, and Provider must, within thirty (30) days after such expiration or termination, pay Customer 
the amount of any accrued Service Credits which are not earned back. 

7.6 If, during a Measurement Period, a Service Level is removed from the SOW, Provider shall earn back any 
Service Credits assessed during the preceding six (6) months for Service Level Defaults for that Service 
Level, provided that Provider's performance for the duration of the last-measured Measurement Period 
was greater than or equal to the Service Level Target in effect at the time such Service Level was deleted. 

8 Key Performance Indicators  

8.1 Key Performance Indicators are measurements of Service against metrics that Provider will strive to 
achieve; however, no Service Credits apply if Provider does not achieve the relevant metric for any KPI 
as set out in an SOW.  

8.2 If Provider fails to achieve a KPI, Provider will carry out reasonable corrective actions in order to meet the 
KPI, and the parties will discuss corrective actions as part of the governance process outlined in Appendix 
4 (Governance Model). 

9 New Service Levels 

9.1 Customer may provide written request to Provider for a new Service Level or KPI.  Such request shall be 
considered through the Change Control Process. 

9.2 Where Customer so requests a new Service Level or KPI, the parties will negotiate in good faith to agree 
on the Service Level Target or KPI metric, including where applicable having regard to: 

i) the design specifications for the relevant Service; 

ii) existing measurements for similar Service Levels; and 

iii) industry standard measures 

9.3 If Customer believes that any Service Level Targets or KPI metrics determined in accordance with Section 
9.2 above are at a standard that is below the level required by Customer, Provider will prepare a plan 
detailing alternative solutions, related fees and timeframes to address the requested performance.  If 
Customer wishes to implement any such alternative, Customer will authorize Provider to proceed with one 
of the proposed alternative solutions and will pay the associated fees.  If Customer and Provider cannot, 
in good faith, resolve the matter then the Escalation Process in Appendix 4 (Governance Model) will apply. 
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9.4 New Service Levels and KPIs for which tracking and reporting can be achieved using existing toolsets, in 
their then-current configuration, will be added at no additional cost.  Where new Service Levels require 
additional toolsets to be deployed, or require reconfiguration of existing toolsets, any cost associated with 
such additional toolsets or such reconfiguration shall be borne by Customer.  

10 Excused Events 

10.1 Provider shall not be responsible for the failure to meet any Service Level to the extent that any such 
failure is attributable to any of the following causes: 

10.1.1 Force majeure event; 

10.1.2 Customer or Customer Representatives’ acts or omissions; 

10.1.3 An event which is already the subject of Service Credits against another Service Level; 

10.1.4 Deficiencies or failures of assets purchased or used by Customer, with the exception of those 
Assets that are covered by the Service Levels as explicitly included in an SOW; 

10.1.5 Any action taken at the authorized request of the Customer or within an approved Change Window 
or scheduled maintenance window; 

10.1.6 Service or resource reductions requested or approved by Customer and agreed by the parties; 

10.1.7 Customer's failure to take corrective actions reasonably requested and identified by Provider in 
writing to Customer as essential to maintain Service Levels; 

10.1.8 Failures to meet Service Levels while operating under a business continuity or disaster recovery 
plan;  

10.1.9 Occurrences outside the In-Scope Environment; 

10.1.10 Infringements of third party proprietary rights;  

10.1.11 Failure to approve required Change Windows or maintenance windows;  

10.1.12 Customer’s failure to approve a corrective action plan developed as a result of a previous Service 
Level Default; and 

10.1.13 In addition, with respect to Service Levels where the target is time-based, measurement time shall 
be suspended during periods when Provider is awaiting performance of functions by any party other than 
Provider that are necessary for Provider to complete the activities required by such Service Levels. 
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Appendix 3 – Security Framework 

 

1 Information Security Management Program 

1.1 Security Management ISO27002: 2005 

1.1.1 Provider will maintain an information security management program aligned to the ISO27002:2005 
framework, to maintain commercially reasonable administrative, organizational, technical, and physical 
measures to protect the security, integrity, confidentiality, and availability of Customer information. 

1.2 ISO27001:2005 Certification 

1.2.1 The following business units, Provider Service Locations and activities are in scope of the ISMS, 
ISO27001:2005: 

i) Remote systems management  

a) Ireland – Cork 

b) India – Bangalore 

ii) Managed services – On-site and remote services  

a) UK – Brentford, City and Customer Services Locations 

 

2 Information Security Policies and Standards 

2.1 Provider Policies and Standards  
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2.1.1 Services and solutions will be designed, delivered and maintained in accordance with Provider 
policies and standards which are aligned to the ISO27002:2005 framework.  This includes the following: 

i) Management sponsorship and direction; 

ii) Organization and governance of information security; 

iii) Asset management: inventory and classification of information assets; 

iv) Human resources security: security aspects for employees on-boarding, transferring, and off-
boarding;  

v) Physical and environmental security:  protection of the computer facilities; 

vi) Communications and operations management: management of technical security controls in 
systems and networks; 

vii) Access control: restriction of access rights to networks, systems, applications, functions and 
data; 

viii) Information systems acquisition, development and maintenance: building security into 
applications; 

ix) Information security incident management: anticipating and responding appropriately to 
information security breaches; 

x) Business continuity management: protecting, maintaining and recovering business-critical 
processes and systems; and 

xi) Compliance: ensuring conformance with information security policies and laws applicable to 
Provider. 

3 Security Incidents 

3.1 Provider will implement and maintain a commercially reasonable and appropriate data security incident 
management program.  In the event Provider becomes aware of a Security Incident, Provider will notify 
Customer of the Security Incident in accordance with Provider information security policies.  In the event 
a Customer becomes aware of a Security Incident that may impact the Services, the Customer will 
immediately notify Provider of the Security Incident. 

4 Service Industry Control Reporting 

4.1 Provider will conduct both SSAE 16 and ISAE3402 Type II audit attestations on an annual basis.  The 
audit results, provided in a letter to the Provider management team, may be provided upon Customer 
request and are subject to when the findings become available to Provider. 

5 Physical Review of Provider Information Security Policies 

5.1 Customer may, from time to time, but not more than once in any calendar year for itself or on behalf of its 
Affiliates, conduct a physical review of Provider's information policies relating to Provider's performance 
and this Agreement through its own Personnel or through agents, auditors or advisers and will ensure that 
such persons are bound by Section 9 of the Agreement and any other applicable provisions therein.  All 
requests for audits shall be written and provided no less than ninety (90) Business Days prior to the 
commencement of the review.  Provider will permit the review of selected samples of Provider’s information 
security policies directly related to the Services during an onsite visit to a Provider executive briefing center 
("EBC") during Provider standard business hours.  Provider information security policies are classified as 
Provider Confidential Information. 
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6 [Intentionally Omitted] 

 
 
 
 
 
 
 
 
 
 
 
 
 

Appendix 4 – Governance 
 

1 Overview 

1.1 This Appendix 4 sets forth the governance model under which the parties will perform their respective 
roles and responsibilities under the Agreement.  

1.2 The principal objective of this governance model is to: 

1.2.1 provide the guiding principles of the parties’ working relationship; and 

1.2.2 assist both parties in managing their relationship in a manner consistent with achieving the 
underlying objectives of the parties. 

1.3 Provider, based on the governance model described herein, will develop a governance plan within thirty 
(30) days of the effective date that defines Provider and Customer: 

1.3.1 interactions and boundaries; 

1.3.2 governance committee members, roles, and responsibilities (individuals and teams); and 

1.3.3 communication plan. 

1.4 The governance plan will be reviewed no less frequently than once per calendar year.  During such review 
updates will be made to reflect mutually agreed changes to the governance mechanisms, so as to provide 
flexibility and scalability. 

2 Governance Model 

2.1 The governance model shall reflect three (3) levels of engagement, as follows: 

2.1.1 executive level; 

2.1.2 management level; and 

2.1.3 delivery level. 

2.2 Escalations will flow from the delivery level to the management level, and ultimately to the executive level. 

2.3 Decisions will flow from the executive level to the management level, and ultimately to the delivery level. 

3 Executive Level 

3.1 The executive level of governance is the highest level in the governance model, responsible for: 
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3.1.1 establishing committees at all levels (executive level, management level, and delivery level) of 
governance that include representatives of both parties; 

3.1.2 organizational cooperation and communication of shared goals and obligations across parties; 

3.1.3 managing business decisions and priorities; 

3.1.4 escalation management as last point of resolution for disputes or issues; 

3.1.5 alignment of strategy and direction; 

3.1.6 confirming updates to the governance framework relationship on a periodic basis; and 

3.1.7 financial review of the engagement. 

3.2 The executive level committee(s) will meet to review the performance of the overall Services being 
delivered under the Agreement and provide guidance to the management level committees in the following 
areas: 

3.2.1 strategic objectives; 

3.2.2 major risks, issues and escalations; 

3.2.3 key service decisions including approval of changes and prioritization; and 

3.2.4 emerging Customer and Provider corporate objectives and developments. 

3.3 Executive level committee meetings will be initiated by Provider within 3 (three) months of the 
Commencement Date, and thereafter will be held quarterly, or as otherwise agreed by the parties. 

4 Management Level   

4.1 The management level is in the middle level of the parties’ governance structure and includes 
representatives of both parties that participate in committee(s) responsible for: 

4.1.1 management of the SOWs; 

4.1.2 delivery accomplishments; 

4.1.3 service performance; 

4.1.4 status of key initiatives and projects; 

4.1.5 managing and mitigating risks, issues, escalation and disputes; 

4.1.6 managing proposals relating to Changes to any SOW; 

4.1.7 providing strategic technical direction and prioritization of projects and Services; 

4.1.8 establishing policies, processes, and practices that support priorities; and 

4.1.9 maximizing technical investments and resource utilization. 

4.2 The management level of governance committee(s) will meet to review the performance of each SOW 
being delivered and provide guidance to executive level and delivery level committees in the following 
areas: 

4.2.1 program performance and prioritization; 

4.2.2 risks, issues, escalations, decisions and resolutions; 

4.2.3 contract and project change reports or requests; 

4.2.4 quality management; 

4.2.5 compliance; 
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4.2.6 communication management; 

4.2.7 delivery management; and 

4.2.8 evaluating operational readiness. 

4.3 Management level committee(s) will meet to review the technical plan and solution of each SOW being 
delivered and provide guidance to executive level and delivery level committees in the following areas: 

4.3.1 technical innovation; 

4.3.2 technical optimization; 

4.3.3 technical prioritization; 

4.3.4 technical roadmaps; and 

4.3.5 technical approvals. 

4.4 Committee meetings will be initiated within 2 (two) weeks of the effective date of the Agreement and 
thereafter held monthly or at a frequency agreed by the parties and documented in the governance plan, 
as updated from time to time. 

5 Delivery Level 

5.1 The delivery level is in the lowest level of the parties’ governance structure and includes representatives 
of both parties that participate in committee(s) responsible for: 

5.1.1 Planning:  

i) scope definition and clarification;  

ii) project plan and schedule; and  

iii) policies and procedures supporting the achievement of the objectives; 

5.1.2 Organizing:  

i) establishing the team structure;  

ii) implementing roles and responsibilities; and  

iii) ensuring each party’s compliance with the relevant obligations; 

5.1.3 Leading:   

i) directing performance of the Services consistent with SOW;  

ii) setting priorities and directions;  

iii) coordinating activities across different organizational functions;  

iv) assigning work;  

v) ensuring quality; and 

vi) managing risks, issues and escalations. 

5.1.4 Controlling:   

i) tracking, measuring and checking progress against scope and objectives;  

ii) status reporting and dashboards;  

iii) evaluating delivery deviations and cause;  

iv) taking corrective actions to resolve deviations to plan; and  
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v) defining project baselines. 

5.2 Delivery level committee(s) will meet to review each SOW being delivered and provide input to the 
management level committee(s) reporting and reviewing the following areas:   

5.2.1 key decisions;  

5.2.2 action items;  

5.2.3 risks, issues and escalations;  

5.2.4 status reports and dashboard;   

5.2.5 policies, processes and practices;  

5.2.6 technical quality and compliance;  

5.2.7 technical performance;  

5.2.8 interoperability;  

5.2.9 operational readiness; and  

5.2.10 required coordination across different organizational functions. 

5.3 Committee meetings will be initiated within 2 (two) weeks of the effective date of the Agreement and 
thereafter held at a frequency agreed by the parties and documented in the governance plan, as updated 
from time to time. 

6 Escalation Process 

6.1 Subject to the terms of the Agreement, the parties shall comply with the following Escalation Process:  

6.1.1 In the event that a dispute arises between the parties relating to the Agreement, the party claiming 
dispute shall deliver to the other party a notice containing the information regarding the dispute.  Within ten 
(10) days of delivery of such notice, the parties shall escalate the dispute to the relevant delivery level 
committee in order to seek to resolve the dispute by discussion and/or negotiation.  

6.1.2 In the event that the parties cannot resolve the dispute in this initial period, the parties shall refer 
the dispute to the relevant management level committee, which shall meet within three (3) Business Days 
after a matter is referred to it and shall use reasonable endeavors and act in good faith to resolve the dispute 
within five (5) Business Days after the matter is referred to it.  

6.1.3 If the dispute cannot be resolved at the management level, the parties shall refer the dispute to 
the executive level.  Executive representatives of each party shall meet within three (3) Business Days after 
the matter is referred and shall use reasonable endeavors to resolve the matter within five (5) Business 
Days after such referral.  

6.1.4 If the dispute cannot be resolved at the executive level, each party may exercise its rights under 
the Agreement.  Notwithstanding anything contained herein, a dispute relating to either party’s proprietary 
rights or Confidential Information shall not be subject to this section and Provider shall retain the right to 
pursue all rights and remedies in law and equity pursuant to the Agreement.  

7 Changes to the Services 

7.1 General 

7.1.1 The purpose of this Change Control Process is to provide the parties with a robust and 
manageable process which can be followed when proposing, reviewing, agreeing and/or implementing 
Changes to the scope of the Services, Service Levels and other areas supporting the business, but not 
related to IT operational Changes. 
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7.1.2 Any notification required to be given in writing by a party under this process may be given by email 
to the relevant representative of the other party.  Each party must authorize a Change Order prior to its 
implementation or deployment. 

7.2 Requesting Changes 

7.2.1 Either party may, at any time, request a Change. 

7.2.2 The parties shall hold discussions in respect of such request within 5 (five) Business Days of 
receipt (or such other period as may be agreed by the parties in writing), and shall attempt to reach 
agreement with regards to the proposed content of the request. 

7.2.3 If such agreement cannot be reached, or if either party does not consent to the request, a Change 
Order shall not be prepared.  The requesting party may escalate their request through the Escalation 
Process identified above. 

7.3 Implementing Changes 

7.3.1 Where the parties have reached in principle agreement to a Change, the requesting party shall 
within ten (10) Business Days prepare a draft Change Order in the form indicated in Appendix.  

7.3.2 The receiving party shall review the draft Change Order and shall respond to the requesting party 
within 10 (ten) Business Days.  The receiving party may request further details, information or costings in 
relation to any aspect of the draft Change Order, which the requesting party shall provide within 10 (ten) 
business days of such request, or as soon as reasonably practicable thereafter.  

7.3.3 When the parties agree the format and content of the Change Order, both parties shall cause such 
Change Order to be signed by their authorized representatives. 

7.3.4 Any discussions which may take place between Customer and Provider in connection with a draft 
Change Order prior to the signature of such Change Order shall be without prejudice to the rights of either 
party. 

7.3.5 Both parties shall use reasonable endeavors to review proposed Change Orders promptly. 
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Appendix 5 – Assets 

 

 

1 Title to Provider Assets.  

Title to all Provider Assets provided by Provider pursuant to this Agreement shall remain with Provider at all times until 
such time as Provider transfers title if mutually agreed to by the Parties.  All Assets shall be and remain personal 
property notwithstanding the manner in which the Assets may be attached or affixed to realty.  Customer shall have no 
right or interest in the Assets except as provided in the Agreement. 

2 Treatment of Provider Assets.   

Customer shall keep the Provider Assets (including Provider Software) free from any liens, attachments or third party 
claims.  Additionally, Customer shall not move the Provider Assets from the Customer Service Location without prior 
written approval of Provider or remove or permit another to remove the original identification marks or move or use 
Provider Software on any equipment except as permitted in writing by Provider. Customer shall not remove any other 
Assets as needed by Provider to perform the Services.  

3 Risk of Loss.  

In the event that there are Assets at a Customer Service Location, Customer shall bear the entire risk of loss, theft, 
damage or destruction with respect to such Assets from any cause other than Provider’s acts or omissions from the 
date of delivery of the Provider Assets to the site(s) until the Provider Assets are removed from the site(s).  In the event 
Customer’s acts or omissions result in any loss, theft, damage or destruction to the Provider Assets, Customer shall 
promptly repair or replace (at Provider’s discretion) the Asset with an asset of the same manufacturer, model, capacity, 
configuration and condition, free and clear of any liens. Provider shall be relieved of its Services obligations to the 
extent any such loss, theft, damage or destruction to the Provider Assets impacts Provider’s ability to provide such 
Services until such time as Customer replaces or repairs the Provider Assets.  Upon replacement of any Asset, the 
replacement units shall be the property of Provider and, for purposes of this Section, shall be deemed to be the Asset 
which it replaced, and thereupon shall be subject to the terms of this Agreement.  

4 Customer Insurance.   

Customer shall obtain and maintain, at its own expense, Commercial General Liability insurance and insurance against 
all risk of loss or damage to the Assets.  Such insurance shall be (i) initially in the amount equal to the replacement 
cost of such Assets; (ii) increased or decreased upon notice from Provider to reflect changes in the delivered capacity; 
and (iii) with such insurers having an A VIII or better BEST rating.  The Commercial General Liability insurance policy 
shall name Provider as additional insured and the Property policy shall name Provider as loss payee thereof, as 
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Provider’s interests may appear; and shall provide at least thirty (30) days’ written notice of cancellation or non-renewal 
to Provider or its successors and assigns.  Upon request, Customer shall provide to Provider a certificate of insurance 
as evidence of insurance coverage.  

5 Tracking of Usage Levels.  

Provider shall monitor and/or audit the usage in order to calculate the applicable fees.  Provider shall conduct such 
activity through the use of electronic means, remote access and/or on-site inspection by Provider Personnel in order 
to authenticate Customer as the user of the Services and verify the Customer’s usage levels.  Customer will take any 
actions required by Provider to permit such tracking of usage and provide all necessary equipment.  If Provider is 
unable to monitor usage for any reason, Customer shall pay an amount for the affected Service period based on 
Customer’s average usage during the previous three (3) months.  Provider shall promptly notify Customer of an inability 
to electronically and or physically access the Assets, as applicable, and work cooperatively to reestablish access.  
Once access is reestablished, then Provider shall compute the unavailable metrics by calculating the capacity change 
between next successful measurement and the preceding successful measurement, plotting a straight distribution over 
the number of missing monitoring events, and will provide a corrected invoice for the affected Service Period in 
accordance with that calculation. 

6 Technology Refresh.  

Provider is responsible for the implementation of technology refresh in the ordinary course of the technology lifecycle 
as detailed in each SOW.  Notwithstanding the foregoing, (i) Provider shall comply with any direction by Customer not 
to implement technology or refresh Products, provided that in such an event, Provider retains the right to modify the 
applicable fees and (ii) Provider shall have no obligation to refresh Provider Assets within the twelve (12) months prior 
to expiration of the Term.  On the occasion that (i) or (ii) above occurs,  Provider shall have no liability with respect to 
the Services provided under the applicable SOW where the root cause of such failure is determined to be lack of refresh 
or implementation of new technology, including without limitation, failure to achieve any Service Levels.  

7 Termination or Expiry. 

7.1 Purchase of Assets.   

Upon the cancellation, expiration or termination of the Agreement or an SOW, Provider will advise Customer 
which Provider Assets are available for purchase.  Customer has the option to purchase such Provider Assets 
according to the provisions herein.  Customer shall notify Provider in writing of those Provider Assets that it wishes 
to purchase, such notice to be received no less than thirty (30) days prior to the termination or expiry of the 
Agreement or applicable SOW. In the event Customer does not exercise the option to purchase an Asset and 
with respect to Provider’s Assets which have not been made available for purchase, Provider and Customer shall 
promptly develop a plan for (i) migrating Customer’s data from Provider’s Assets; and (ii) enabling Provider to 
promptly recover possession of such Asset or any part thereof in accordance with 7.2 below.  Where Customer 
elects to purchase any Asset, such Assets shall be purchased for a Residual Value, which shall be calculated for 
each individual asset according to the following approach:   

Residual Value = List Value x (1 – Contract Discount) x ((Asset Life – Deployed Months)/Asset Life) 

In addition to the Residual Value, Customer shall pay any transfer fees or taxes associated with the transfer of 
ownership of the Assets. For the avoidance of doubt, title to any Assets transferred pursuant to these provisions 
shall be subject to Customer payment in full of the applicable fees, and any other fees associated with transfer; 
and the fees calculated herein shall include prepaid maintenance (hardware or software) solely to the extent 
advised by Provider.  Customer shall be responsible for procuring maintenance post transfer.  Any Assets 
purchased under this Section shall be purchased “as is”.  Provider shall have no further liability with regards to 
the Assets, with the exception of any liability that is created through the separate purchase of ongoing support 
and maintenance for the Assets under a separate agreement. 

7.2 Migration and Ongoing fees.   
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In the event that Provider Assets are included in one or more SOWs and located at a Customer Service Location, 
on or before the end of the termination assistance period, Customer shall permanently remove all data from the 
Provider Assets, at Customer’s sole cost and expense.  Customer shall be solely liable for (a) any and all damages 
to the Provider Assets and (b) any loss or damage to Customer’s data, in each case arising out of or relating to 
the removal of such data.  At the conclusion of the termination assistance period, Provider may terminate 
Customer’s access to the Services and/or immediately enter upon any Customer Service Locations where any of 
the Provider Assets are located, free from all claims, and recover the Provider Assets.  Customer shall be 
responsible for the payment of the actual documented costs and reasonable attorneys’ fees incurred by Provider 
in retaking possession of the Provider Assets and/or seeking to recover amounts due.  
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TERMS AND CONDITIONS FOR PEGASYSTEMS PRODUCTS AND SERVICES 
 

MASTER SOFTWARE LICENSE, MAINTENANCE & PROFESSIONAL SERVICES AGREEMENT 
 

This Agreement (“Agreement”) describes the terms and conditions that will apply to licenses for Pegasystems’ products 
that Customer purchases from time to time, and maintenance services and professional services and training from 
Pegasystems relating to those licensed products. This Agreement consists of specific terms and conditions relating to 
Licenses, Maintenance and Professional Services and Training, general terms and conditions relating to the relationship 
between the parties, the defined terms specified on Exhibit A, and the terms and conditions in any License Schedule. 

 

Pegasystems’ products include the Pega Platform for CRM and BPM applications, Artificial Intelligence for adaptive real-
time decisioning, Robotic Automation for assisting workforces, and strategic applications and components.  Pega 
Platform products are composed of Pegasystems’ RuleSets to develop specific Customer Applications.  Customer 
Applications may be deployed on the Pega Cloud, a Customer Managed Cloud, or a partner-managed cloud, each as 
described in a Schedule to this Agreement.  Professional services and training may be obtained under a Statement of 
Work to this Agreement.  Definitions are stated on Exhibit A. 
 

Subscription Services and License Terms  
 

1.  Subscription Services; Software License   
 (a) If designated in an applicable Schedule, Pegasystems will provide Customer with the Subscription Services 

and/or Pega Cloud Collaboration Services in accordance with the Documentation to develop, test and/or deploy 
Customer Applications within the Scope of Use.  Customer will be responsible for any Customer managed or 
installed third-party products that are not included as part of the Subscription Services.  

(b) If designated in an applicable Schedule, Pegasystems will grant Customer a non-transferable, non-exclusive 
license to install the Software in a Customer Managed Cloud in accordance with the Documentation to develop, 
test and/or deploy Customer Applications within the Scope of Use. Software licensed for use in a Customer 
Managed Cloud will not include the Subscription Services.   

(c) Customer is responsible for the performance of any Customer Application(s) and for configuring Guardrail 
Compliant Customer Application(s) in the Pega Cloud. 

(d) Customer will receive support, upgrades, and updates during the Term in accordance with the terms of the 
applicable Schedule and the Customer Support Handbook. 

 (e) Pegasystems will email to Customer a URL to allow Customer access to the Software and/or Subscription 
Services. The Software and/or Subscription Services will be accepted upon delivery ("Acceptance").  This 
Acceptance is not dependent on any remaining services, conditions or contingencies, and there are no other 
written or verbal agreements with respect to Acceptance. 

(f) Pegasystems may host, copy, use, transmit and display Customer’s data, Customer Applications, and any third-

party products, only as necessary to provide the Subscription Services.  Customer agrees to allow Pegasystems 

to use anonymized information about Customer’s use of the Subscription Services and Software to improve the 

Pega services generally.  Pegasystems will not acquire any title or interest from Customer in or to Customer’s 

data or third-party products. 

2.    Restrictions. 
(a) Customer’s use of the Subscription Services and/or Software will comply with the terms of this Agreement. 

Customer’s use of the Subscription Services will comply with the Documentation, Customer Data Rights and 
Responsibilities, and Acceptable Use Policy.  Customer agrees not to sell, resell, rent, outsource, timeshare, 
lease or sublicense the Subscription Services and/or Software to any third party or otherwise use it except as 
permitted under this Agreement and the applicable Schedule. Customer will not use shared User IDs to avoid 
or reduce the counting of individuals that use the Subscription Services and/or Software.  

(b)  Customer’s use of the Subscription Services and/or Software will be in object code and/or RuleSet form.  Unless 
specifically authorized by law, Customer may not reverse engineer, decompile, disassemble or otherwise 
attempt to determine source code or protocols from the Subscription Services and/or Software.  

(c) Pegasystems retains all right, title and interest to the Subscription Services, Software and Background Materials. 
The Software will contain Pegasystems’ copyright notice and Customer will reproduce such notice in any 
permitted copy made by Customer.  
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Professional Services Terms  
 

3.    Performance of Professional Services; Deliverables. 
(a) Pegasystems may provide Professional Services to Customer under a Statement of Work.   
(b) All Deliverables that Pegasystems creates when providing Professional Services for Customer under this 

Agreement will be a “work made for hire” and will become, effective upon payment by Customer in full, the 
exclusive property of Customer.  Customer will also retain all right, title and interest in any new RuleSets that 
Customer develops for itself using the Software.  So long as Pegasystems has not used any Customer 
Confidential Information, Customer agrees not to challenge or make claims against Pegasystems’ ability to 
provide its products and services to other customers. 

(c)  Pegasystems may use its Background Materials when providing Professional Services to the Customer.  
Background Materials are the property of Pegasystems, and if Pegasystems incorporates any Background 
Materials in a Deliverable that is provided to Customer under a Statement of Work, Customer will receive a non-
exclusive, non-transferable, fully paid-up license to use those Background Materials solely in connection with 
the Deliverables in which they were incorporated under the terms of the applicable Schedule.  

 

General Terms and Conditions 
 

4. Reserved. 
 
5.    Reserved. 
 
6.    Representations and Warranties. 

(a) Each party represents and warrants the following: (i) entering into and carrying out the terms and conditions of 
this Agreement will not violate any obligation binding upon it; (ii) each party will comply with all applicable laws 
in connection with its performance under this Agreement; and (iii) the executing persons have the authority to 
bind their respective parties. 

(b) Pegasystems warrants that (i) the Subscription Services and/or Software will operate substantially in accordance 
with its Documentation for a period of 90 days from initial delivery, (ii) no disruptive or corrupting software that 
would damage, disable or compromise the security of a Customer Application will be intentionally or knowingly 
introduced into the Subscription Services and/or Software by Pegasystems or its employees, and (iii) all 
Professional Services provided under this Agreement will be performed in a good and workmanlike manner, 
consistent with applicable industry standards.  Pegasystems will, at its election, promptly repair the Software or 
Subscription Services to resolve any failure of the warranties described in (i) and (ii) above, which can be 
replicated or verified, or replace the Software or Subscription Services with alternative software that provides 
substantially the same functionality.  These remedies will be Customer’s exclusive remedy for any failures of 
these warranties.  To invoke these remedies, Customer must provide written notice to Pegasystems within the 
warranty period, expressly outlining the nature of the alleged failure or breach. 

(c) The foregoing warranties will be void to the extent that any failure of such warranties is caused by (i) anyone 
other than a Pegasystems employee modifying the Subscription Services or Software (unless Pegasystems 
authorizes the specific change in writing), or (ii) non-Pegasystems’ service, software, or hardware, or (iii) non-
Guardrail Compliant Customer Applications.  

(d) EXCEPT AS EXPRESSLY STATED IN THIS SECTION 6, PEGASYSTEMS MAKES NO 
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, WITHOUT LIMITATION, IMPLIED 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE 
OR NON-INFRINGEMENT. 

 
7.    Confidentiality. 

(a) “Confidential Information” means all non-public information provided by or on behalf of a party to the other 
party unique to the disclosing party’s business, including but not limited to Subscription Services, Software, and 
Documentation.   

(b) Each party agrees that any Confidential Information is the exclusive proprietary property of the disclosing party 
or its licensors and may include trade secrets and other highly confidential information.   

(c) Each party agrees to receive and hold any Confidential Information supplied by the other party in confidence 
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and agrees:  
(i) not to disclose or publish any such Confidential Information to third parties;  
(ii) not to use any such Confidential Information except for those purposes specifically authorized by the 

disclosing party;  
 (iii) to disclose such Confidential Information only to those of its officers, directors, agents and employees who 

have a need to know, have been advised of the confidential nature of the Confidential Information, and who 
are under obligations of confidentiality to the receiving party; and 

(iv) to follow the other party’s reasonable on-site security procedures.  
(d) The above confidentiality provisions will not apply to information that: 

(i) is in the public domain at the time of its disclosure; 
(ii) is disclosed to a third party who is under no obligation to maintain the confidentiality of the information with 

the prior written consent of the disclosing party; 
(iii) becomes known to the receiving party from a source other than the disclosing party, provided such source 

is legally entitled to have and disclose the information; or 
(iv) is independently developed by a receiving party without use of the Confidential Information of the disclosing 

party, as demonstrated by written records of such receiving party. 
(e) In the event that a receiving party is required by a court of law or by a governmental, regulatory or administrative 

agency, body or tribunal to disclose any of the Confidential Information of a disclosing party, the receiving party 
shall (i) provide the disclosing party with prompt prior written notice of such requirement so that the disclosing 
party may seek appropriate relief to prevent or limit such disclosure, and (ii) furnish only that portion of the 
Confidential Information which is legally required to be furnished or disclosed.   

(f) If, in connection with the Subscription Services and/or Software, Customer communicates suggestions for 
improvements to the Subscription Services and/or Software, Customer assigns to Pegasystems all of its right, 
title and interest (including all intellectual property rights) in such suggestions for improvements and 
Pegasystems will own all right, title, and interest in and to the same and shall be entitled use the same without 
restriction.   

 
8.    Indemnification. 

(a)  Pegasystems will indemnify and defend Customer against any third-party claim that the Subscription Services, 
Software, or a Deliverable infringe upon a United States, Australian, Canadian or European Union trademark, 
copyright, trade secret or patent (“IPR”).  If the Subscription Services, Software, or a Deliverable is found to be 
infringing or if Pegasystems deems it advisable as the result of a claim or threatened claim, Pegasystems will, 
in its reasonable discretion: 
(i)  procure for Customer the right to continue using the Subscription Services, Software, or applicable 
Deliverable;  
(ii)   replace or modify the Subscription Services, Software or applicable Deliverable so that it becomes non-
infringing; or 
(iii)  if Pegasystems cannot reasonably do either of the foregoing in its discretion, terminate the Schedule to 
which the IPR infringement claim relates. 
These remedies will be Customer’s sole remedy for any IPR infringement claim. 

(b)  Pegasystems will not indemnify Customer when the alleged infringement results from (i) content provided by 
Customer or developed for Customer as a Deliverable pursuant to written specifications or instructions provided 
by Customer; (ii) modifications made to the Subscription Services, Software, or applicable Deliverable by 
Customer or a third party; or (iii) any Customer Application (excluding unmodified Pegasystems provided 
RuleSets) or any other RuleSets created by Customer or a third party.   

(c)  Pegasystems shall indemnify and defend Customer against any third-party claim to the extent that it is 
attributable to bodily injury or to death of any person or to damage to or destruction of any property, resulting 
from the willful or grossly negligent acts of Pegasystems, its agents, or employees. 

(d)  Customer will indemnify and defend Pegasystems from and against any third-party claim that (i) arises from any 
use of the Software by Customer that is not in compliance with the terms of this Agreement or the applicable 
Schedule (other than an IPR claim that is subject to indemnification by Pegasystems pursuant to clause (a) 
above), or (ii) alleges that any of the Customer Applications (excluding unmodified Pegasystems provided 
RuleSets) or any Customer RuleSets infringe or misappropriate any third-party intellectual property rights.  
During the term of this Agreement and for three years thereafter, Customer will not assert against Pegasystems 
or its affiliates any patent infringement claim relating to its use of the Software or Subscription Services.   

(e)  In asserting any claim for indemnification, the relevant party must provide prompt written notice describing the 
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claim and cooperate fully with the indemnifying party. The indemnifying party will be entitled to control any 
proceedings or litigation for which it is indemnifying the other party, except that the indemnifying party will not, 
without the other party’s prior written consent (not to be unreasonably withheld), enter into any settlement that 
would require the other party to take any action, or refrain from taking any action, other than permitting the 
indemnifying party to pay money damages on its behalf. 

 
9.  Limitation of Liability.  Each party will have unlimited liability to the other party for the following types of actual, direct 

damages arising under, or related to, this Agreement: 
(a) damages, and related reasonable legal costs and attorneys’ fees, for which the other party has agreed to provide 

indemnification under Section 8 of this Agreement; or 
(b) damages resulting from a breach of a party’s confidentiality obligations under Section 7 of this Agreement or 

from the infringement or misappropriation of the other party’s intellectual property rights. 
Each party’s liability for all other damages arising under, or related to, this Agreement (regardless of the type of 
damages, and whether for breach of contract, breach of warranty, tort or otherwise) will be limited to the amount of 
fees received by Pegasystems from Customer in connection with the Schedule(s) under which such damages arose, 
or to which such damages relate (except any claim by Pegasystems for payments owed by Customer will be limited 
to the amount owed plus any additional amounts owed for use that exceeds the Scope of Use).  However, 
Pegasystems’ liability for any damages resulting from a material, uncured breach of Pegasystems’ Data Security 
Obligations under this Agreement shall be limited to two times the amount of fees received by Pegasystems from 
Customer in connection with the Schedule(s) under which such damages arose, or to which such damages relate. 

 
10. Reserved. 
 
11. Insurance. During the Term of any applicable Schedule, Pegasystems will maintain insurance from a company 

rated at least A- by A.M. Best's Rating Service or equivalent with limits no less than those set forth in the 
Certificate of Insurance that Customer may obtain directly from:  
https://online.marsh.com/marshconnectpublic/marsh2/public/moi?client=D133 

 
12.  Additional Terms and Conditions. 

(a) Cooperation.  In the event of any dispute, which cannot be readily resolved within 30 days, the parties will each 
escalate the matter to senior management who will meet in person or by telephone within 15 days of receipt of 
notice of the dispute, to attempt to resolve the open issues. 

 (b) Assignment or Delegation.  Neither party may assign or delegate any rights or obligations under this Agreement 
or any Schedule without the other party’s prior written consent, except that, subject to Section 12(c), either party 
may assign the entirety of its rights and obligations under this Agreement (i) to its parent company or an Affiliate, 
or (ii) in connection with a merger or sale of a business unit or majority stock ownership provided that the 
successor party assumes the rights and obligations in writing and has adequate resources to meet its obligations 
and Customer notifies Pegasystems in writing prior to the assignment. Customer will not assign or delegate any 
rights or obligations under this Agreement or any Schedule to a Pegasystems competitor.  Any assignment is 
subject to the terms and conditions of this Agreement. 

(c) Customer Combinations.  In the event that Customer should merge with, acquire, or be acquired by another 
entity (collectively, a “Combination”), the resulting combined entity may only use the Subscription Services and 
the Software within the scope of the Customer’s operations at the time immediately prior to the Combination.  In 
addition, the parties will negotiate in good faith a proportionate adjustment to the scope of use and the fees due 
under the applicable Schedule as a result of the Combination.  

(d) Non-Solicitation.  Neither party will hire or contract with, either as an employee or an independent contractor 
(either directly or through a third party), any Covered Personnel of the other party.  The term “Covered Personnel” 
of a party will mean that party’s employees or any contractors retained by that party who are professional 
services personnel or who were involved in the performance of this Agreement within the preceding six-month 
period, or any person who would have been considered Covered Personnel but for having terminated 
employment or contractual relationship within the past six months.  Breach of this Section 12(d) will constitute a 
material breach of this Agreement.   

(e) Export Compliance.  The export and re-export of the Software and any Pegasystems technology is subject to 
export controls under the laws and regulations of the United States, including but not limited to the Export 
Administration Regulations, 15 C.F.R. Parts 730-774, and the Foreign Assets Control Regulations, 31 C.F.R. 
Parts 500-598.  The export and re-export of the Software and any Pegasystems technology may also be subject 

https://online.marsh.com/marshconnectpublic/marsh2/public/moi?client=D133
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to export and import controls under the laws and regulations of other countries. Customer agrees, at all times, 
to comply fully with these controls, laws and regulations.  Customer also agrees not to export, re-export, transport 
or otherwise make available the Software and any Pegasystems technology to any party, country or territory that 
is the target of United States sanctions, including Cuba, Iran, Syria, North Korea, and the Crimea region.  

(f) U.S. Government Contracts.  This subsection applies when any Software is acquired directly or indirectly by or 
on behalf of the United States Government:  The Software is a commercial product, licensed on the open market; 
developed entirely at private expense; and without the use of any U.S. Government funds.  Use, duplication or 
disclosure by the U.S. Government is subject to restrictions as set forth in subparagraph (c) of the Commercial 
Computer Software Restricted Rights clause at FAR 52.227-19.  Use, duplication and disclosure by DOD 
agencies is subject solely to the terms of this Agreement as stated in DFARS 227.7202. 

(g)  Anti-Corruption. Pegasystems and Customer each represent and warrant to the other: (i) that it is aware of all 
anti-corruption legislation that applies to this Agreement and in particular the US Foreign Corrupt Practices Act 
1977 and the U.K. Bribery Act 2010; (ii) it has implemented rules and procedures that enable it to comply with 
this legislation and adapt to any future amendments thereto; (iii) it has implemented appropriate rules, systems, 
procedures and controls for preventing the commission of Corrupt Acts, either by itself or its staff, and for 
ensuring that any evidence or suspicion of the commission of a Corrupt Act will be thoroughly investigated and 
unless prohibited by confidentiality or law, reported to the other party; (iv)  its records relating to its business, 
including accounting documents, are maintained and kept so as to ensure their accuracy and integrity; and (v) 
it has not made or offered or received or been offered any illegal or improper bribe, kickback, payment, gift, or 
thing of value from any of the other party’s employees or agents in connection with this Agreement (reasonable 
gifts and entertainment provided in the ordinary course of business do not violate the above restriction). If a party 
learns of any violation of the above restriction, it will use reasonable efforts to promptly notify the other party at 
the address for notices above. 

(h)  Reserved. 
(i) Cooperation; Usage Validation.  Pegasystems and Customer agree that each will execute and deliver 

documents, including confirmations to Pegasystems auditors, and take such other actions as may reasonably 
be requested to effect the transactions contemplated by this Agreement. Pegasystems reserves the right to 
validate Customer’s usage of the Software and/or Subscription Services and its compliance under this 
Agreement.  Customer will provide usage logs generated by the Software in connection with this usage 
validation. Upon request and not more than once annually, deliver to Customer (i) the current SSAE 16 SOC II 
Type 2 report, (ii) the current HIPAA compliance opinion letter, (iii) the current PCI-DSS Attestation of 
Compliance, (iv) the current penetration testing report, (v) an executive summary of Pegasystems’ Written 
Information Security Program and (vi) executive summaries of the security, data backup, and monitoring events 
for the Customer’s Environment(s) that are currently available. 

(j) Force Majeure.  Neither party will be responsible for performance delays caused by circumstances outside its 
reasonable control. 

(k) No Waiver.  Neither a failure of a party to exercise any power or right under this Agreement, nor a custom or 
practice of the parties with regard to the terms or performance under this Agreement, will constitute a waiver of 
the rights of such party to demand full compliance with the terms of the Agreement. 

(l) Counterparts.  This Agreement may be signed in counterparts, including facsimile or PDF counterparts or 
electronic signatures, each of which will be a legally binding method of execution of the Agreement. 

(m) Entire Understanding.  This Agreement and its Schedules constitute the entire understanding of the parties with 
respect to the Software and supersedes all previous agreements, statements and understandings from or 
between the parties regarding the subject matter of this Agreement.  This Agreement also supersedes any 
conflicting language contained in any applicable past or future purchase order regarding the subject matter of 
this Agreement. In the event of any conflict between the terms of this Agreement and the terms of any Schedule, 
the terms of the applicable Schedule will control.  This Agreement will not be modified except in a writing signed 
by an authorized representative of each party. 

(n) Enforceability.  If any portion of this Agreement is declared by a court of competent jurisdiction to be overbroad 
or unenforceable, the remainder of this Agreement will be valid and enforceable to the fullest extent permitted.  
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EXHIBIT A 
 

DEFINITIONS 
 
 “Acceptable Use Policy” means the then current policy as published from time to time at www.pega.com/cloud-aup.  
 “Affiliates” are those entities that control, are controlled by, or are under common control with a party to the Agreement.  

Affiliates may be entitled, subject to the terms of this Agreement and the applicable Schedule, to use the 
Subscription Services, Software, or purchase maintenance services or Professional Services.  For any Schedule 
to which an Affiliate is a party, the Affiliate will be additionally considered the Customer for purposes of the 
Agreement and such Schedule. 

“Background Materials” means processes, methods, software (including but not limited to the Software), related 
documentation, designs and know-how which Pegasystems creates independently of the services for Customer.  
Background Materials also include all tangible and intangible materials created by Pegasystems that generally 
apply to other Pegasystems customers, products or services and which do not include any Customer 
Confidential Information. 

“Cloud Data Storage” means the storage of business data and rules data in the Pegasystems database that is available 
for the Production Environment only. 

“Cloud File Storage” means the storage of files associated with features such as archive/purge, large attachment 
handling and file transfer services that is available across all Environments.  

“Connector” means an integration facility that permits the Software to call applications for data or processing. 
“Corrupt Act” means any act of seeking, authorizing, offering, promising or granting a financial or other benefit 

(including a payment, loan, gift or transfer of anything of value) for the purpose of inducing a private person or 
public official to perform his or her duties dishonestly or in breach of his or her professional, legal or contractual 
obligations and/or to obtain or retain business for Pegasystems and or Customer in an undue or dishonest 
manner. 

“Customer Application” means a unique collection of rules and processes as part of one or more new RuleSets that 
are created using the Software and that provide specific business function for the Customer. 

“Customer Data” means any information received by or on behalf of Customer from its end customers or any 
personally identifiable information about Customer’s employees or agents that is stored, transferred, or 
processed by the Subscription Services. 

“Customer Data Rights and Responsibilities” means the additional rights and obligations related to Customer data 
as published at: https://community.pega.com/knowledgebase/articles/customer-data-rights-and-responsibilities 

“Customer Managed Cloud” means use of the Software in Customer or third party owned and controlled environments 
that are run and managed within private clouds or on infrastructure-as-a-service (IaaS) offerings delivered by 
third party providers. 

“Customer Support Handbook” means the terms for Pegasystems’ provided support, upgrades, and updates 
located at: https://community.pega.com/knowledgebase/documents/support-pega, as may be periodically 
updated. 

“Data Security Obligations” means Pegasystems’ obligations regarding the security of Customer Data available at:  
https://community.pega.com/knowledgebase/articles/pega-cloud-security-standards 

“Deliverable” means RuleSets, documents and other tangible work product that are produced by Pegasystems for 
Customer during the course of the performance of Professional Services under a Statement of Work, excluding 
any Background Materials. 

“Documentation” means, as applicable, the Subscription Documentation or Software Documentation. 
“Environment” means one of the following Pega Cloud deployments provided by Pegasystems: 

• “Standard Sandbox” means a service that is intended to be used for development, functional/unit testing, UAT 
testing of Customer Applications and training. A Standard Sandbox is scaled to support up to 15 
developers/users with a storage limit of 50GB of Cloud Data Storage. 

• “Large Sandbox” means a service that is intended to support development, functional/unit testing, UAT testing, 
pre-production, staging, and/or training of the Customer Applications. A Large Sandbox is scaled to support up 
to 45 developers/users with a storage limit of 100GB of Cloud Data Storage. 

• “Production Environment” means a service that is designed, built and scaled to accommodate Customer 
Applications to process live and/or real-time data in connection with Customer’s ongoing business operations 
and is deployed within a single geographic region. The Production Environment is scaled to support up to the 
licensed metrics defined in the Schedule. 

• “Production Mirror Sandbox” means a replica of the scaled Production Environment that can be used for 

http://www.pega.com/cloud-aup
https://community.pega.com/knowledgebase/articles/customer-data-rights-and-responsibilities
https://community.pega.com/knowledgebase/documents/support-pega
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staging, scaled benchmark testing, and/or load performance testing or as defined in the applicable Schedule.   
“Guardrail Compliant” means a Customer Application with no severe warnings flagged by the Software and with a 

guardrail weighted score generated by the Software of ninety (90) or above as specified in the Subscription 
Documentation.  

“Pega Cloud” means a Pegasystems’ managed, single-tenant, virtual private cloud (VPC) deployment of the Customer 
Application. 

“Pega Cloud Collaboration Services” means multi-tenant, cloud hosting services for Pega Chat and Pega Co-Browse. 
“Pega Cloud HIPAA Edition” means that the Customer’s VPC will be serviced and deployed with HIPAA-eligible 

controls and infrastructure. The Pega Cloud HIPAA Edition supports the Customer in deploying a HIPAA-
compliant Customer Application to store and process PHI within their Production Environment.  Under the Pega 
Cloud shared responsibility and security model, the Customer is responsible for ensuring that the Customer 
Application adheres to all HIPAA controls.   

“Professional Services” means professional services provided by Pegasystems pursuant to a Statement of Work for 
consulting, installation support, and access to training courses.   

“RuleSet” is a named collection of configuration records created using the Software.  For Pegasystems’ provided 
RuleSets, the RuleSet names usually begin with “Pega” or the “&,” “@” or “)” symbol. 

“Scope of Use” means the purpose, metric and volume of use for the Subscription Services and the Software, in each 
case, as specified in the applicable Schedule. 

“Service” means an integration facility that permits applications to call the Software for data or processing. 
“Schedule” or “Statement of Work” means, respectively, an agreement signed by both parties for Customer to receive 

Subscription Services, Software, or purchase professional services from Pegasystems.  Schedules and 
Statement of Works are referred to collectively as “Schedules”.  Each Schedule will be non-cancelable and non-
refundable, except to the extent expressly provided in this Agreement or such Schedule or under applicable law. 

“Software” means the software listed in the applicable Schedule, including any enhancements, updates, upgrades, 
modifications or other releases provided to Customer. Software may be managed by Pegasystems as part of 
the Subscription Services or deployed in a Customer Managed Cloud pursuant to the applicable Schedule.  The 
Software includes Pegasystems’ provided RuleSets. 

“Software Documentation” consists of user manuals for the Software, which are provided to Customer in electronic 
form at the time of delivery of the Software.  

“Subscription Documentation” means the service catalog, product help files, operating guides, support services, 
service level agreement and security policies associated with the Pega Cloud as published from time to time on 
Pegasystems’ web site at https://community.pega.com/knowledgebase/pega-cloud.  

“Subscription Services” means the Pegasystems Software which is made available to Customer for use on the Pega 
Cloud within the Scope of Use, including any enhancements, updates, upgrades, modifications, releases, 
Environments, data storage, or other services pursuant to an applicable Schedule. 

“Term” is as defined in the applicable Schedule. 
“User” is a person who uses the Software in a particular month. 

1. “A “Sporadic User” is a person that uses the Software less than 10 hourly periods in a calendar month.   
2. An “Occasional User” is a person that uses the Software during between 10 and 50 hourly periods in a 

calendar month.  

3. Any person other than a Sporadic User or Occasional User that uses the Software in a calendar month, or 

that has the privilege to modify rules or processes, is a “Regular User”. 

Regular Users, Occasional Users and Sporadic Users will be the unit of measurement for work done by customer 
staff.  The number of Regular Users, Occasional Users and Sporadic Users will be measured each calendar 
month based on their actual usage of the Software in that month.  The Software tracks only actual use, so a 
person who has a User ID but does not use the Software in a month will not be counted as a User for that month.  
Also, for the avoidance of doubt, merely being “logged in” is not counted as actual use during inactive hours. 

 
NEW SUBSCRIPTION SERVICES CLIENTS: To access the Subscription Documentation URLs, first create an 
account by clicking this URL or pasting it into your browser: https://accounts.pega.com/register 
 
 
  

https://community.pega.com/knowledgebase/pega-cloud
https://accounts.pega.com/register
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EXHIBIT A-1 
 

PEGA DECISIONING DEFINITIONS 
 

For the purposes of the Agreement and any Schedule where Customer is licensed for Pegasystems’ decisioning 
Software, such as Pega Marketing or Customer Decision Hub, the following definitions will apply: 
 
“Batch/Bulk Decisions” means a unit of work (measured in blocks of 500,000 records per 4-hour segment) to reach 

a judgment (for example, determining the best offer to include in an email campaign to be sent to a segment of 
customers).  The processing time is counted from the time the decision batch process starts to the time it 
takes to complete processing, excluding the time to pre-process data before the batch run and the time to post 
process the output records and send/ship them to a fulfillment system. All batch/bulk processing must be 
configured by the customer to complete in a time window under 4 hours. 

“Cloud Data Storage” means the storage of business data and rules data in any Pega-managed database. For the 
Pega Marketing and/or Pega Customer Decision Hub applications this is the storage location for Interaction 
History or the Pega Customer Movie store. 

“Cloud File Storage” means the storage of files associated with features such as archive/purge, large attachment 
handling and file transfer services.   

“Decision Data Storage” means the storage used for the Pega Marketing and/or Pega Customer Decision Hub 
applications for recoding decisions that are leveraged through the Adaptive Decision Manager (ADM) module.  

“Real-time Decision” means a unit of work processed to reach a judgment (for example, determining the top five 
recommended offers for a customer/prospect).  Each unit of work processed is known as a “decision” and the 
number of decisions that can be handled is measured in decisions per second (“DPS”). A unit of work must be 
configured by the customer to complete in a time window under 200 milliseconds.  The time window is counted 
from start of the service call to when the service call completes, excluding the time for the called system to 
receive the start request and the time to return the results to the calling system.   

“Streaming Events” is defined as ingesting and buffering data records, performing pattern detection, and writing or 
updating one summary record per event.  Each data record is known as an “event” and the number of events 
that can be handled is measured in events per second (“EPS”). An event must be configured by the customer 
to complete in a time window under 0.4 milliseconds.  The time window is counted from start of the ingesting of 
the data records to the writing of the summary record, excluding the time for the called system to receive the 
start request and the time to return the results to a calling system.    
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SOFTWARE SUBSCRIPTION AND SERVICES AGREEMENT 

 
This SOFTWARE SUBSCRIPTION AND SERVICES AGREEMENT (“Agreement”) is entered into on the Effective Date by 
and between ALCOHOL MONITORING SYSTEMS, INC. (“AMS”) with its primary address at 1241 W. Mineral Ave., Ste. 200, 
Littleton, CO 80112 and      with its primary address at _______________   
   (“Customer”).  The Effective Date of this Agreement is the date of AMS’ signature. Activation of the 
Premium Software will be upon AMS’ acknowledgement of a fully executed initial Order Form as Attachment 2. The initial 
Statement of Work is attached to and made part of this Agreement as Attachment 1. 

 
1. DEFINITIONS 

“Access Fees” means the fees specified in this Agreement for access to, and use of, the Premium Software and Mobile 
Applications. 
“API” means application program interfaces which are a set of tools and protocol created to provide interfaces and data 
exchanges between applications. 

“Billing Period” means the agreed upon intervals for which AMS will invoice Customer for the Premium Software and 
Mobile Applications as specified on any Order Form. 

“Client” means any person who is an offender, an ex-offender, or participant under supervision by an officer or any other 
similarly supervised personnel of the Customer. 

“Client Mobile Application” means a Mobile Application used by a Client User under this Agreement. 

“Client User” means any Client who is using a device registered by Customer in AMS’s Compliance Platform 24/7 Sobriety 
Software™ user administration system as an active Client. 

“Customer Components” means Customer’s software, hardware and/or components of the same. 

“Customer Mobile Application” means a Mobile Application that allows a User or Provider User to access the Software.  
 “Intellectual Property Rights” means any and all intellectual property rights of any nature anywhere in the world whether 
registered, registrable or otherwise, including patents, trademarks, registered designs and domain names, applications for 
any of the foregoing, trade or business names, goodwill, copyright and rights in the nature of copyright, design rights, rights 
in databases, moral rights, know-how and any other intellectual property rights which subsist in computer software, 
computer programs, websites, documents, information, techniques, business methods, and instruction manuals. 
“Implementation Services” means services and other deliverables that are provided by AMS or its third-party suppliers 
in order to configure the Premium Software for its use by the Customer with the Customer Components. 

“Mobile Applications” are any applications listed in this Agreement which are provided by AMS or its third-party supplier 
and designed to complement the Premium Software, but which run on mobile devices such as smart phones or tablets.  

 “Order Form” means the AMS form, a copy of which is attached here to as Attachment 2, evidencing an order for the 
Premium Software and/or Mobile Applications and any subsequent orders for any of the foregoing submitted online or in 
written form. The Order Form shall specify, among other things, the order date, the services contracted for and software 
licensed, the applicable Access Fees, the Billing Period, number of Users, Subscription Term and other charges as 
agreed to between the parties.  
 “Premium Software” means (i) the software application(s) Customer is subscribing to as identified in the Order Form 
which is an AMS proprietary, online, web-based software application as provided by AMS (ii) any APIs to third party 
products provided by AMS, (iii) all AMS-included content and; (iv) any related User Guides accessed online or downloaded 
by Customer through its access to the Premium Software. 

“Provider User” is means an individual authorized and registered to access the Customer Mobile Applications and who 
is a treatment provider to active Clients of Customer who require access in order to perform his/her tasks and who is 
registered in AMS’ monitoring system as an active User. 

“SOW” means a Statement of Work executed by the parties, which is subject to and made part of this Agreement by 
reference which details project-specific activities, deliverables and timelines for the provision of Implementation Services. 
 
“Subscription Term” means the period for which Customer has committed to subscribe to the Premium Software and 
Mobile Applications as indicated on any Order Form, unless (and until) terminated earlier in accordance with this 
Agreement. 

“Term” means the term of the Agreement as set forth in Section 16.1 below. 

“Third Party Components” means third party software, hardware and/or content. 
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“Update” means maintenance releases, patches, fixes, extensions or enhancements of the Mobile Applications which 
AMS generally makes available in its sole discretion and which may be delivered automatically or made available for 
download via notification.  
“User” means an individual authorized and registered with AMS to access the Premium Software and/or Mobile 
Applications who is either an employee or an independent contractor engaged by Customer, who is not a competitor of 
AMS, and who requires access in order to perform his/her tasks and who is registered in AMS’ monitoring system as an 
active user. 
“User Guides” means AMS’s online user guides comprising instructions for the use of the Premium Software and Mobile 
Applications and/or descriptions of their operational and/or design characteristics.  
“User Types” means various categories of Users as listed in this Agreement that have different rights of access to and 
use of the Premium Software and Mobile Applications. 

2. GRANT OF ACCESS – PREMIUM SOFTWARE.  
2.1 Grant of Access – Premium Software. In consideration for the payment by the Customer to AMS of the Access Fees 
contained in the applicable Order Form(s), AMS shall grant to Customer a non-exclusive, non-transferable limited right to 
access and use the Premium Software pursuant to the terms set out in this Agreement and the applicable SOW for the 
duration of the specified Subscription Term. Customer's license to access the Premium Software shall commence upon 
execution of an Order Form and and Customer understands that the maximum number of Users at all times shall not 
exceed the number of Users and User Type subscriptions purchased by Customer. Customer agrees that it will not allow 
access to the Premium Software by anyone other than a User.  Customer shall maintain a written, up-to-date list of the 
current Users and provide such list to AMS within five (5) working days of AMS’s written request at any time.  Customer 
shall be, separately but fully liable for any acts or omissions of their Users related to the use of the Premium Software. 
Customer shall ensure that each User shall keep a secure password for their use of the Software or Mobile Application 
and that such password shall be changed no less frequently than every six (6) months and that each User shall keep their 
password confidential.  Customer agrees to (i) use reasonable efforts to prevent unauthorized access to or use of the 
Premium Software and notify AMS promptly upon becoming aware of any such unauthorized access or use; (ii) use the 
Premium Software only in accordance with the User Guides, any other written instructions and all applicable laws and 
government regulations; and (iii) use the Premium Software, Mobile Applications and User Guides only as expressly 
allowed under this Agreement. Customer’s failure to comply with Customer’s obligations under this Section 2.1 shall be 
deemed a material breach of this Agreement. 

3. GRANT OF ACCESS – MOBILE APPLICATIONS. 
3.1  Customer Mobile Applications. Subject to the terms and conditions of this Agreement and in consideration for the 
payment by Customer to AMS of the Access Fees contained in the applicable Order Form(s), AMS shall grant to Customer 
a non-transferable, non-exclusive limited license to install one or more of the Customer Mobile Applications specified in 
the Order Form for the Subscription Term for the purposes set out in this Section 3.1.  Customer shall procure that its 
Users/Provider Users (a) may use the Customer Mobile Applications only for the purpose of obtaining and analyzing 
information accessed through the Premium Software on behalf of the Customer and its Clients and interacting with any 
Clients who are authorized users of the Client Mobile Applications; and (b) may install or use the Customer Mobile 
Applications only on devices owned or controlled by the Customer, the User or Provider User.   
3.2 Client Mobile Applications. Subject to the terms and conditions of this Agreement and in consideration for the Access 
Fees contained in the applicable Order Form(s) AMS shall grant to Customer a non-transferable, non-exclusive limited 
license to install one or more Client Mobile Applications on its Client Users’ personal mobile devices.  

3.3 Access to Mobile Applications.  Mobile Applications are available by either a direct download link or through one of 
the mobile app stores supported by AMS.  For the Mobile Applications, AMS shall provide each User and, if applicable, 
Client User and Provider User, with an access code to enable such User, Client User or Provider User to download a copy 
of and use the Mobile Applications. To the extent there is any conflict or inconsistency between any license terms that may 
be embedded in the Mobile Applications (the “EULA”) and the terms and conditions of this Agreement, this Agreement 
shall prevail and apply to the use of such Mobile Applications and Customer shall be solely responsible and liable to AMS 
for ensuring all the Users’, Provider Users’ and Client Users’ compliance with the terms of this Agreement and associated 
EULA. 
3.4 Updates.  The timing and frequency of any Updates to the Mobile Applications will be determined at the sole discretion 
of AMS.   

 

4.   RESERVATION OF RIGHTS; USER RESTRICTIONS AND LIMITATIONS OF USE.    

4.1 Reservation of Rights. Except for the limited rights expressly granted hereunder, AMS (or its third party licensors) 
reserves all rights and title to and interest in the Premium Software and Mobile Applications (and all modification to the 
same), including without limitation all related Intellectual Property Rights.  No rights are granted to Customer hereunder 
other than as expressly set forth herein. 
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4.2 User and License Restrictions. Customer acknowledges and agrees that each User, Client User or Provider User 
subscription is for a single designated individual and cannot be shared or used by more than one individual unless it has 
been reassigned in its entirety to another individual. Subject to AMS’s prior written consent, Customer may purchase 
additional subscriptions during the Subscription Term at the same pricing as that for the pre-existing subscriptions, prorated 
for the remainder of the Subscription Term. Unless extended in accordance with this Agreement, the additional User, Client 
User, and Provider User subscriptions shall terminate on the same date as the pre-existing subscriptions.  

4.3 Limitations of Use. With regard to the Premium Software and Mobile Applications, Customer agrees not to and shall 
not permit anyone to (including, without limitation, third parties and Users) do or attempt to do any of the following, except 
as may be expressly permitted by any applicable law which is incapable of exclusion by agreement between the parties 
and except to the extent expressly permitted under this Agreement: (a) tamper with the security of the Premium Software 
and/or Mobile Applications; (b) access data not intended for Customer; (c) log into a server or account for which Customer 
is not authorized; (d) copy, modify, adapt, alter, translate, or create derivative works of the Premium Software or Mobile 
Applications; (e) rent, lease, license, sublicense, sell, resell, assign, transfer, distribute or otherwise transfer or 
commercially exploit the Premium Software or Mobile Applications; (f) make the Premium Software or Mobile Applications 
available to any third party not explicitly authorized under this Agreement (g) remove, modify, or obscure any copyright, 
trademark, patent or other proprietary notice that appears in the Premium Software or Mobile Applications; (h) except as 
expressly permitted in this Agreement, make the Premium Software or Mobile Applications available over a network or 
other environment permitting access or use by multiple mobile devices; (i) create any link to the Premium Software or 
Mobile Applications or frame or mirror any content contained or accessible from the Premium Software or Mobile 
Applications; (j) use the Premium Software or Mobile Applications for timesharing or service bureau purposes or otherwise 
for the benefit of a third party or use the Premium Software or Mobile Applications for creating a product, service or software 
that is, directly or indirectly, competitive with  or in any way a substitute for any services, product or software offered by 
AMS; (k) reverse engineer, remanufacture, decompile, disassemble, or otherwise attempt, in whole or in part, to derive the 
source code for or to decrypt the Premium Software or Mobile Applications; (l) probe, scan or test the vulnerability of the 
Premium Software or Mobile Applications or to breach the security or authentication measures without prior written and 
proper authorisation from AMS; or (m) wilfully render any part of Premium Software or Mobile Applications unusable. 
Customer shall not access, store, distribute or transmit any viruses (or similar) or any material during the course of its use 
of the Premium Software or Mobile Applications that is: (a) unlawful, harmful, threatening, defamatory, obscene, infringing, 
harassing or racially or ethnically offensive; (b) facilitates illegal activity; or (c) is otherwise illegal or causes damage or 
injury to any person or property, and AMS reserves the right, without liability or prejudice to its other rights, to suspend 
Customer’s (and/or Users’, Provider Users’ or Client Users’) access to the Premium Software or Mobile Applications in the 
event of any breach of this Section 4.3. 

5. OTHER TERMS OF ACCESS AND USE; COOPERATIVE PURCHASING. 
5.1 Other Terms of Access and Use.  Upon request from Customer, AMS may make Customer Components and Third 
Party Components available for access through or linked to the Premium Software and Mobile Applications. AMS disclaims 
all liability and responsibility for such Customer Components and Third Party Components, and Customer remains solely 
responsible for obtaining and maintaining the necessary permissions for such access or linkage and for obtaining and 
maintaining all necessary rights for Customer’s use of (and AMS’s access or linking to) the Customer Components and 
Third Party Components and Customer shall be solely responsible for any problems, conditions, delays, delivery failures 
and all other loss or damage arising from or relating to the Customer Components and Third Party Components. In the 
event there is a claim made against AMS by a third party alleging that the Customer Components or Third Party 
Components infringes or misappropriates the Intellectual Property Rights of a third party or violates applicable law, AMS 
will provide notice of such claim to Customer and AMS may immediately remove the relevant Customer Components or 
Third Party Components until such claim is resolved to the satisfaction of AMS. Customer warrants that its purchases 
hereunder are based on the current specifications, functionality and features and are not contingent on the delivery of any 
future specifications, functionality or features nor dependent on any oral or written comments, statements or other 
representations made by or on behalf of AMS regarding future specifications, functionality or features of the Premium 
Software or Mobile Applications, or other products or services.  Customer hereby assigns (and shall procure that each of 
its Users assigns) to AMS (by way of present and, where appropriate future assignment) all its right, title and interest 
(including Intellectual Property Rights) in and to all and any suggestions, enhancement requests, recommendations, 
communications or other feedback provided by Customer or its Users in connection with the Premium Software, Mobile 
Applications or other products or services of AMS, and Customer agrees that the foregoing shall be provided free of any 
confidentiality or privacy restrictions that may otherwise apply.  

5.2  Reserved 

5.3 Order of Precedence.  Should there be a conflict between the Agreement, the SOW, and Order Form the order of 
precedence shall be the Agreement, the SOW (if applicable) and the Order Form.  

5.4  Cooperative Purchasing. Pursuant to their own governing laws, and subject to the agreement of AMS, other entities 
may be permitted to make purchases at the terms and conditions contained herein. These purchases shall be independent 
of the agreement between Customer and AMS, and Customer shall not be a party to any transaction between AMS and 
any other purchaser. 

6. AVAILABILITY OF SERVICES.  AMS shall use commercially reasonable efforts to make the Premium Software and 
Mobile Applications available for twenty-four (24) hours a day, seven (7) days a week. Customer agrees that from time to 
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time the Premium Software or Mobile Applications may be inaccessible or inoperable for reasons beyond the control of 
AMS, including: (i) equipment malfunctions; (ii) periodic planned and unscheduled maintenance procedures or repairs; or 
(iii) interruption or failure of telecommunication or digital transmission links, hostile network attacks, network congestion or 
other similar failures or disasters. Customer shall not be entitled to any setoff, discount, refund or other credit as a result 
of unavailability of the Services except as expressly provided herein.  

7. SECURITY.  AMS shall use commercially reasonable efforts to prevent unauthorized access to restricted areas of the 
Premium Software and any databases or other sensitive material. AMS reserves the right to deactivate or suspend access 
to the Premium Software by Customer and/or by a User or a Mobile Application by a Customer, Client or Provider User if 
such Customer, Client, User, Client User, or Provider User (as applicable) is found or AMS reasonably suspects them to 
be using their access to facilitate illegal, abusive or unethical activities or otherwise in breach of this Agreement. Such 
activities include pornography, obscenity, violations of law or privacy, hacking, computer viruses, or any harassing or 
harmful materials or uses.  

8. AMS WARRANTY.  AMS warrants that the Premium Software and the Mobile Applications will perform in all material 
respects in accordance with their respective User Guides for the Subscription Term. The entire liability of AMS and the 
exclusive remedy of Customer for breach of this warranty is for AMS, at its expense and sole option, to: (a) use all 
reasonable commercial endeavours to correct any such non-conformance; (b) provide Customer with an alternative means 
of accomplishing the desired performance; or if (a) and (b) fail to remedy the breach, (c) terminate this Agreement and 
refund Customer in accordance with Section 16.3.2. 

9. CUSTOMER WARRANTIES.  Customer represents and warrants that (i) it has the legal power to enter into this Agreement, 
(ii) it will not transmit to AMS any viruses, worms, time bombs, Trojan horses and other harmful or malicious code, files, 
scripts, agents or programs; and (iii) that is has and will maintain all rights necessary to any Customer Components and 
Third Party Components accessed through or linked to the Premium Software or Mobile Applications in accordance with 
Section 5.1. Customer shall defend, indemnify and hold AMS harmless from and against all claims, actions, proceedings, 
losses, damages, costs and expenses, (including without limitation court costs and reasonable legal fees), arising out of 
or in connection with any breach of this warranty. 

10. IMPLEMENTATION SERVICES.   
10.1  Services. In the event that AMS agrees to provide any Implementation Services under a SOW in order to configure 
the Premium Software for its use by Customer, AMS shall provide such Implementation Services under the terms of this 
Agreement and the applicable SOW.  

10.2  Change Procedures.  In the event it is necessary to modify the scope of the Implementation Services at any time, 
including but not limited to, where such modifications would: (a) add to AMS’s obligations under the SOW; (b) extend the 
time needed to complete the Implementation Services; and/or (c) increase the cost to complete the Implementation 
Services, the parties will mutually discuss in good faith and sign an amendment to the SOW modifying the scope, timescales 
and/or cost of the Implementation Services accordingly. 

10.3 Deliverable(s), Ownership and Customer License. AMS retains all right, title and interest in any deliverables 
provided as a part of the Implementation Services (“Deliverables”), except for any Customer Components or Third Party 
Components incorporated in the Deliverable (hereinafter “Components”). To the extent Customer acquires any rights in a 
Deliverable, excluding in relation to the Components, Customer hereby assigns (by way of present and, where appropriate 
future assignment) all such rights, title and interest (including Intellectual Property Rights) in and to the Deliverable to AMS. 
Notwithstanding the foregoing and provided AMS has been paid for all amounts owed pursuant to this Agreement and 
applicable SOW(s) for such Deliverables, AMS grants Customer a non-exclusive, non-transferrable, limited license to use 
the Deliverables in conjunction with the Premium Software and Mobile Applications. 

10.4 Implementation Services Warranty.  AMS warrants that any Implementation Services provided under this 
Agreement shall be performed in a professional and workmanlike manner in accordance with applicable industry standards. 
For any breach of the foregoing warranty, Customer’s sole remedy and AMS’s sole obligation, at AMS’s option, is to: (a) 
re-perform the Implementation Services that failed to comply with the warranty at no additional charge to Customer, or  if 
re-performance of the Implementation Services does not remedy the breach;  (b) refund the amounts paid by Customer 
for the Implementation Services that failed to comply with the warranty, provided AMS has received written notice from 
Customer within thirty (30) calendar days after completion of any such Implementation Services (or part thereof) that 
Customer alleges fails to comply with the warranty above and AMS has been provided with sufficient access to assess or 
otherwise test the compliance of such Implementation Services. 
 

 11. DISCLAIMER AND LIABILITY OF THE PARTIES.  EXCEPT AS EXPRESSLY PROVIDED HEREIN, NEITHER PARTY 
MAKES ANY WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, AND 
EACH PARTY SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY WARRANTIES OF 
MERCHANTABILITY, NON-INFRINGEMENT, COURSE OF PERFORMANCE OR FITNESS FOR A PARTICULAR 
PURPOSE, TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW. Except as provided herein, AMS cannot 
and does not guarantee the privacy, security, authenticity and non-corruption of any information transmitted through, or 
stored in any system connected to, the Internet. Except in relation to any claim AMS may have for breach of its Intellectual 
Property Rights, under no other circumstances shall a party to this Agreement be liable to the other party (or in the case 
of such other party being the Customer, to its Users) whether in tort (including for negligence or breach of statutory duty), 
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contract, misrepresentation, restitution or otherwise for any indirect, special, incidental, exemplary or consequential 
damages including, without limitation, damages for loss of goodwill, profits, data (or use thereof), or business interruption 
arising out of any acts or failures to act, whether such damages are labeled in strict liability, tort, contract or otherwise, 
even if such party has been advised of the possibility of such damages. Nothing in this Agreement excludes or limits the 
liability of either party for (i) any indemnity or breach of the confidentiality obligations in this Agreement; (ii) any liability for 
personal injury, death or damage to property caused by its negligence or willful misconduct or the negligence of its 
employees, agents or subcontractors; or (iii) fraud or fraudulent misrepresentation; or (iv) any other liability that cannot be 
limited or excluded by applicable law. Subject to the foregoing, AMS’s aggregate liability to Customer, Clients and its Users 
in each Liability Period (defined below) in respect of any and all claims of any nature (including in contract, tort (including 
negligence or breach of statutory duty), misrepresentation, restitution or otherwise), arising directly or indirectly out of or in 
connection with this Agreement, including all SOWs or the performance or contemplated performance of this Agreement 
including all SOWs, in each case in respect of all incidents or series of incidents arising in such Liability Period, shall be 
limited to, an amount equal to the aggregate amounts paid by Customer to AMS in respect of the twelve (12) calendar 
months immediately preceding the earliest event giving rise to such claim (the “Liability Period”) less any amounts paid 
by AMS to Customer in such Liability Period under this Agreement. 

12. ACCESS FEES AND IMPLEMENTATION SERVICES FEES: PAYMENT TERMS.  
12.1 Access Fees.  Customer shall pay AMS in advance the Access Fees specified on the initial Order Form for each 
Billing Period commencing on the date specified in the Order Form for the Subscription Term.  Customer shall pay, all 
Access Fees under this Agreement and any subsequent Order Forms which for additional Users, Client Users or Provider 
Users upon receipt of the applicable invoice from AMS.   

12.2 Implementation Services Fees; Payment terms. AMS shall invoice Customer for the fees for the Implementation 
Services fees on a monthly basis unless agreed otherwise in the applicable SOW. Customer shall reimburse AMS for all 
actual and reasonable travel and related living expenses that AMS incurs in connection with delivering the Implementation 
Services.  Customer shall pay the invoices for the fees and expenses relating to the Implementation Services within thirty 
(30) days of date of each such invoice.  

12.3 Unpaid Fees. Without prejudice to any other right and remedies of AMS, if any invoice remains unpaid by the relevant 
due date, interest shall accrue on a daily basis on such overdue amounts at the rate of the lesser of: (a) 1.5% per month; 
or (b) the maximum amount permitted by applicable law, in each case whether before or after judgment.  

12.4 Taxes. Customer shall pay all taxes invoiced by AMS related to the Access Fees, Implementation Services fees or 
other charges or fees payable in connection with this Agreement to the extent such taxes are applicable to Customer. All 
amounts referenced or referred to in this Agreement shall be payable in US Dollars and exclusive of value added or other 
applicable sales taxes, unless otherwise stated. 

13. SUSPENSION OF SERVICE. If any amounts, fees, expenses or charges payable by Customer under or in connection 
with this Agreement remain unpaid by the relevant due date, AMS may, without limiting its other rights and remedies, 
suspend access to the Premium Software and/or Mobile Applications until such overdue amounts are paid in full together 
with any interest payable on such overdue amount. For a Client User who is responsible for paying his/her Access Fees, 
AMS may, without limiting its other rights and remedies, suspend access to the Client Mobile Application for such Client 
User in the event of non-payment. 

14. INFRINGEMENT INDEMNIFICATION. AMS agrees to defend Customer and pay any judgments, costs and expenses, or 
amounts paid in settlement to which AMS agrees, which Customer may sustain as the result of any claim by a third party 
that Customer’s use of the Premium Software or Mobile Applications in accordance with this Agreement infringes or 
misappropriates such third party’s (i) duly issued patent existing or issued prior to the Effective Date, or (ii) copyright, or 
trade secrets existing as of the Effective Date. Provided always that in the event of a claim for indemnification, Customer 
must: (a) immediately notify AMS in writing of the suit or claim; (b) give AMS sole authority to defend or settle the suit or 
claim (provided that AMS may not settle any claim unless it unconditionally releases Customer of all liability); and (c) 
reasonably cooperate and assist AMS (at AMS’s expense) with defense of the suit or claim. The obligations under this 
Section do not apply to the extent a claim against Customer arises from Customer’s breach of the terms of this Agreement. 

If either the Premium Software or Mobile Applications become or in AMS's opinion are likely to become the subject of a 
suit or claim of infringement of a third party’s intellectual property rights, AMS will, at AMS’s option and expense:  

(a) procure for Customer the right to continue to use the relevant software as furnished;  
(b)  modify the relevant software to make it non-infringing, provided that is still substantially conforms to the 

applicable User Guides in all material respects; or if (a) and (b) do not remedy the breach  
(c)  terminate this Agreement and/or the Order Form for the relevant software. In such event, AMS will pay Customer, 

as Customer’s sole and exclusive remedy, an amount equal to the prepaid Access Fees calculated commencing 
with on the effective date of termination. 

15. CONFIDENTIAL INFORMATION 

15.1   Confidential Information.  In connection with this Agreement a party (”Discloser”) may furnish to the other party 
(”Recipient”) confidential information, including without limitation, software, user and training manuals, data, Client 
information, designs, drawings, tracings, plans, layouts, specifications, samples, equipment and other information provided 
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by or on behalf of Discloser to Recipient, that should reasonably have been understood by Recipient, because of (i) any 
markings, or (ii) the circumstance of disclosure or the nature of the information itself, to be proprietary and confidential to 
Discloser or to a third party (“Confidential Information”). Confidential Information specifically includes the Premium 
Software, Mobile Applications, User Guides and all data and other information accessed by Customer via the Premium 
Software and Mobile Applications. Confidential Information may be disclosed in written or other tangible form (including 
digital or other electronic media) or by oral, visual or other means. Each party agrees not to disclose to the other party any 
confidential or proprietary information of third parties unless authorized to do so. The parties each agree to treat this 
Agreement, including all attachments and amendments hereto, as Confidential Information of each party.  

15.2   Nondisclosure.  It is agreed that, after receipt of Confidential Information of the other party, Recipient shall: (i) treat 
the Discloser’s Confidential Information as confidential; (ii) not disclose the Discloser’s Confidential Information to any 
other person without the Discloser’s prior written consent save to those employees who need to use the Confidential 
Information in connection with the performance of this Agreement, (iii) not use such Confidential Information other than for 
the purposes of this Agreement; and (iv) use no less than a reasonable standard of care in safeguarding against 
unauthorized disclosure of such Confidential Information. Recipient agrees to have an appropriate nondisclosure 
agreement signed by each of its employees, agents and contractors who are exposed to Discloser’s Confidential 
Information.  

15.3 Exceptions from Confidential Information.  Confidential Information shall not include information that: (i) is or 
becomes part of the public domain without violation of this Agreement by Recipient, (ii) is already in Recipient's possession 
free of any restriction on use or disclosure, (iii) becomes available to Recipient from a third party provided that such party 
was free from restriction on disclosure of the information or (iv) has been independently developed by Recipient without 
the use of such Confidential Information.  

15.4 Required Disclosures.  If Recipient is required by legal proceeding discovery request, “open records” or equivalent 
request, investigative demand, subpoena, court or government order to disclose Confidential Information, Recipient may 
disclose such Confidential Information provided that: (i) the disclosure is limited to the extent and purpose Recipient is legally 
required; and (ii) to the extent permitted by law, prior to any disclosure, Recipient shall immediately notify Discloser in 
writing of the existence, terms and conditions of the required disclosure and, at Discloser’s request and expense, cooperate 
in obtaining a protective order or other reliable assurance that confidential treatment will be accorded the Confidential 
Information. 

16. TERM OF AGREEMENT; TERM OF LICENSE SUBSCRIPTION; REFUND UPON TERMINATION FOR CAUSE. 

16.1  Term of Agreement.  This Agreement commences on the Effective Date and continues for the Subscription Term 
specified in the Order Form unless the Agreement is extended pursuant to Section 16.2 or has been otherwise terminated 
as set forth in its termination provisions.   

16.2 Term of Additional User/Client User/Provider User Subscriptions.  Additional Users, Client Users or Provider 
Users may be added by written addendum to the applicable Order Form. Additional User/Client User/Provider User 
subscriptions commence on the start date specified in the addendum to the Order Form and continue for the Subscription 
Term specified therein. User subscriptions shall automatically renew for additional periods equal to the shorter of the 
expiring Subscription Term or one year, unless either party gives the other party notice of non-renewal at least thirty (30) 
days before the expiry of the then current Subscription Term.  The Access Fees (and any other applicable charges) for 
additional Users, Client Users or Provider Users added during the remainder of the Subscription Term and for the 
subsequent renewal term shall be the same as the Access Fees (and any other applicable charges) that applied during 
the immediately preceding Subscription Term unless AMS provides written notice of an increase at least forty-five (45) 
days before the extension of the Subscription Term.   

16.3 Termination for Cause; Refund or Payment upon Termination.  
 16.3.1 Termination for Cause. In the event that either party breaches any of the terms or conditions in this Agreement, 
this Agreement may be terminated by the non-breaching party; provided that prior to any such termination or any claim for 
damages being made, the terminating party must provide the other party with thirty (30) days’ written notice and sufficient 
detail of any such alleged breach so as to afford the breaching party an opportunity to cure the alleged breach. 

16.3.2 Refund upon Termination for Cause. In the event that Customer exercises its right and terminates the 
Agreement in accordance with Section 16.3.1 as a result of a breach by AMS that remains unremedied, AMS shall refund 
to Customer any prepaid Access Fees covering the remainder of the Subscription Term of all subscriptions after the 
effective date of termination.  In the event that AMS exercises its right and terminates the Agreement in accordance with 
Section 16.3.1  as a result of a breach by Customer then, without prejudice to any other rights or remedies AMS may have, 
Customer shall pay any unpaid Access Fees through the remainder of the Subscription Term.   

16.4 Termination for Non-Appropriation of Funds.  In the event that Customer is unable to continue to make payments 
required hereunder due to a failure of the responsible governmental entity to make available funding to the level and in the 
amount required to remain in compliance with Customer’s financial obligations; hereunder, then upon the occurrence of 
such a non-appropriation event and on the date that the requisite funding ceases to be available to the Customer, Customer 
may terminate this Agreement, without further financial obligation or liability to AMS. 

16.5 Survival.  Upon termination of this Agreement for any reason, all licences granted under or in connection with this 
Agreement shall immediately terminate and Customer shall immediately cease (and procure that its Clients and Users 
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immediately cease) all use of, and access to, the Premium Software and Mobile Application. This Section and Sections 
11, 14, 15, 17 and 18 shall survive termination of this Agreement howsoever arising. 

17. MISCELLANEOUS PROVISIONS 
17.1 Applicable Law.  This Agreement shall be governed by and construed in accordance with the laws of the State of 
Colorado without regard to its conflicts of laws provisions. In any litigation in which the parties are adverse, the parties 
agree to waive their respective rights to a trial by jury.  

17.2 Arbitration.  Disputes arising under this Agreement that cannot be resolved informally by the parties through good 
faith negotiations shall be resolved by arbitration before a sole arbitrator appointed and operating pursuant to the Federal 
Arbitration Act and Commercial Arbitration Rules of the American Arbitration Association and the party not initiating the 
arbitration will choose its location. The written decision of the arbitrator shall be final, binding and convertible to a 
court judgment in any appropriate jurisdiction. Each party shall bear its own expenses with respect to such arbitration 
and shall share equally in the expenses of the arbitrator and the fees of the American Arbitration Association. 

17.3 Injunctive Relief.  Notwithstanding anything above to the contrary, either party at any time may apply to a court 
having jurisdiction thereof for a temporary restraining order, preliminary injunction or other appropriate order where such 
relief may be necessary to protect its interests (including, without limitation, any breach of the obligations under Sections 
3 to 6 and/or 15), without any showing or proving of any actual damages and without posting a bond or other security. 

17.4   Assignment.  Except as expressing permitted herein, neither party may transfer or assign this Agreement, in whole 
or in part, without the prior written consent of the other party and any such attempt at transfer or assignment shall be void. 
Notwithstanding the foregoing, AMS may transfer or assign this Agreement to an entity that is an affiliate of AMS or, in the 
event of a sale of all or substantially all of its assets or equity, each without the consent of Customer. This Agreement shall 
extend to and be binding upon any successors and permitted assigns of the parties. AMS may subcontract the performance 
of any of its obligations under this Agreement. AMS shall remain responsible for all acts and omissions of its subcontractors 
(and their employees) as it they were its own. 

17.5 Independent Contractor. This Agreement does not constitute and shall not be construed as constituting a 
partnership, agency, distributorship or joint venture between the parties and neither party shall have the authority to act in 
the name or on behalf of or otherwise to bind the other in any way (including, but not limited to, the making of any 
representation or warranty, the assumption of any obligation or liability and the exercise of any right or power). AMS is to 
be and shall remain an independent contractor with respect to Products provided or Services performed under this 
Agreement.  

17.6  Force Majeure.  Except for the obligation to make payments as provided herein, neither party shall be liable to the 
other party or in default under this Agreement if it is prevented or delayed in performing its obligations or from carrying on 
its business by acts, events, omissions or accidents beyond its reasonable control, including, without limitation, strikes or 
other industrial disputes, failure of a utility service or transport or communications network, wars, act of God, fire, flood, 
storm, natural disaster, riot or civil commotion, malicious damage, acts of the public enemy, compliance with any law or 
government order, rule, regulation or direction, government restrictions or acts of terrorism. Such party shall promptly notify 
the other party and use reasonable efforts to remove the cause and continue its performance under this Agreement 
whenever the cause is removed. 

17.7 Notices.  All notices, requests, demands or communications required or permitted hereunder shall be in writing, 
delivered personally or by electronic mail or overnight delivery service at the respective addresses set forth herein (or at 
such other addresses as shall be given in writing by either party to the other). All notices, requests, demands or 
communications shall be deemed effective upon receipt for personal delivery, or on the business day following the date of 
sending by electronic mail or overnight delivery service.  

17.8  Waiver; Severability.  Any waiver of any default or breach of this Agreement shall be effective only if in writing and 
signed by an authorized representative of the party providing the waiver. No such waiver shall be deemed to be a waiver 
of any other or subsequent breach or default.  

17.9 Severability.  If any provision or part-provision of this Agreement is or becomes invalid, illegal or unenforceable, it 
shall be deemed modified to the minimum extent necessary to make it valid, legal and enforceable. If such modification is 
not possible, the relevant provision or part-provision shall be deemed deleted and such modification or deletion not affect 
the validity and enforceability of the rest of this Agreement. 

17.10 Publicity.  Subject to Section 15, AMS shall have the right to issue news releases, press releases or other 
communications regarding the intended nature of the relationship between the parties in connection with this Agreement 
to potential investors and customers. However, AMS shall not disclose any names of Customer or Clients without the prior 
written approval of the relevant Customer or Client. 

17.11 Headings.  Headings used in this Agreement are for convenience of reference only and shall not be construed as 
altering the meaning of this Agreement or any of its parts. 

17.12 Execution.  This Agreement may be executed in any number of counterparts, each of which when executed shall 
constitute a duplicate original, but all counterparts shall together constitute one agreement. Transmission of the executed 



Version 20190617  24X7 NO PROVIDER TREATMENT LANGUAGE 
8 

 

signature page of a counterpart of this Agreement by email (in PDF, JPEG or other agreed format) shall take effect as 
delivery of an executed counterpart of this Agreement.  

17.13 Entire Agreement.  This Agreement constitutes the entire understanding of the parties, and supersedes and 
extinguishes all prior promises, assurances, warranties, representations and understandings between them, whether 
written or oral relating to its subject matter hereof. Each party agrees that it shall have no remedies in respect of any 
statement, representation, assurance or warranty (whether made innocently or negligently) that is not set out in this 
Agreement. Each party agrees that it shall have no claim for innocent or negligent misrepresentation or negligent 
misstatement based on any statement in this Agreement.  

17.14  Third Party Rights.  No one other than a party to this Agreement (and their permitted assignees) shall have any 
right to enforce any of its terms. For the avoidance of doubt, no Clients shall have the right to enforce any terms of this 
Agreement against AMS. The rights of the parties to enter into, rescind or vary this Agreement are not subject to the 
consent of any other person. 

17.15  Variation.  This Agreement may not be modified or amended except in writing and signed by both parties (or their 
authorised representatives).  

 
 
THIS AGREEMENT has been entered into by each party’s duly authorised representatives on the date of signature by AMS 
below. 

 
FOR AND ON BEHALF OF: 
 
 
CUSTOMER       ALCOHOL MONITORING SYSTEMS, INC. 

 
By: 

   
 
By: 

 

 
 

Name: 

Authorized Signature   
 
Name: 

Authorized Signature 
Lou Sugo 

 
Title: 

   
Title: 

VP 

 
Date: 

   
Date: 
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ATTACHMENT 1 – STATEMENT OF WORK 
TO  

PREMIUM SOFTWARE SUBSCRIPTION AND SERVICES AGREEMENT 
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ATTACHMENT 2 – ORDER FORM  
TO 

PREMIUM SOFTWARE SUBSCRIPTION AND SERVICES AGREEMENT 
SOFTWARE, PRICING AND OTHER TERMS 

 
1.   Premium Software and Access Fees: 
 

Premium Software  User 
Type: 

Maximum 
Number of 

Users: 

Price Per 
User (Specify Per 

Day/Per Monitored 
Day/Per Month/Per 

Year) 

Annual 
Access 
Fees: 

24x7 

Read 
Only    

Full 
Access    

 API Daily Operations:  N/A   
Subtotal:     

   Total Annual Access Fees:     $ 
 

 
2. Subscription Term:            X Years 
 
3. User Definitions: 

 
Full Access User:  Unlimited Client tests per day, unlimited number of Clients and 24/7 support call center. 
Has the ability to enter Client data, set/collect amounts due from Clients and full access to Power BI reporting, 
provide access for Data Access User, and set Client sanctions. 
  
Data Access User: Unlimited Client tests per day, unlimited number of Clients and 24/7 support call center. 
Client set up, collect amounts due from Clients, and assign but not set Client sanctions. No access to Power 
BI reporting. 
 
Read Only User:  Ability only to view Client data. Visibility to Client case load, test results and Client payment 
compliance.  

 
4.  Billing Frequency:  

 
24X7 - Access Fees: Annual, pre-paid in advance. 
TouchPoint Mobile App:  Monthly, in arrears  

 
5. Implementation Services Fees: The Implementation Services Fees are as described in the Statement of Work mutually 

executed by the parties. 
 

6. Training:   $2500 per day for on-site training with a 2-day minimum 
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ATTACHMENT E: PLURALSIGHT TERMS AND CONDITIONS 

 
Pluralsight, LLC (“Pluralsight”) is this day entering into a contract and, for their mutual convenience, the parties are using the 
State of Utah Cooperative Contract AR2485 (“Agreement”) This addendum (“Addendum”) is attached and hereby made a part 
of the Agreement. 
 
The Customer's Agreement is, with the exceptions noted herein, acceptable to the Pluralsight. Nonetheless, because certain 
clauses that appear in the Customer's Agreement cannot be accepted by the Pluralsight, and in consideration of the convenience 
of using that Agreement, and this Addendum, without the necessity of specifically negotiating a separate contract document, 
the parties hereto agree that, notwithstanding any provisions appearing in the attached Agreement, this Addendum will control 
where there is no conflict.  In the event of conflict, the Agreement will control. 
 

1. Services to be Provided. Pluralsight provides the opportunity to create progress through technology and develop the 
skills of tomorrow through: assessments, learning paths and courses authored by industry experts, and the tools to help 
businesses and individuals benchmark expertise across roles, speed up release cycles and build reliable, secure 
products. Customer desires to purchase a Pluralsight business Plan located at: https://www.pluralsight.com/plans or 
https://www.pluralsight.com/pricing/flow (each, a “Plan”)  for a number of its employees or affiliates (the “Users”) to 
access Pluralsight.com and any applicable subdomains thereof, or any applications, mobile applications, 
functionalities, content, materials, or other online services provided by Pluralsight (collectively, the “Platform”). No 
hardware shall be furnished by Pluralsight to Customer under this Agreement. 
 

2. Platform Access.  Depending on the Plan purchased, Customer may designate one or more of Customer employees 
to act as plan manager(s) (each, a “Plan Manager”). Any Plan Manager Customer authorizes will have the ability to 
view User data and content, purchase additional subscriptions, invite Users to utilize the features included in Customer 
Plan, including assigning and authorizing Users via the Platform’s Plan administrative functionalities. By purchasing 
a Plan, a specific number of individuals may register as Pluralsight users and receive access to the Platform. Each 
User must be designated and assigned by the Plan Manager, after which each User will be invited to register for a 
Pluralsight account and receive access to the Platform. Access to the Platform, including individual subscriptions, is 
to be used for the internal purposes of Customer and may not be shared. If Customer Plan requires it, or if Customer 
desire, we can assign and authorize Users to specific features included in Customer Plan after Customer purchases, so 
long as Customer provides us with the first name, last name, and email address of the individuals that will be entitled 
to access the Platform.  
 

3. Changing the Number of Users.  Customer may add additional Users during the term of the Agreement. Access to 
the Platform is conditioned upon timely payment for each User added, which will be prorated for the number of days 
remaining in the term and paid by your payment method on file (or invoiced). The number of individual Users 
permitted in Customer’s Plan may not be reduced during the term, nor will refunds be given for unused or unassigned 
licenses. 

4. Transfer of Access Not Permitted. Customer acknowledges and agrees that the User access is specific to the 
individuals designated. Except as set forth in the Agreement, access granted under this Agreement is not transferable 
to any other individual for any reason, and Customer will take all commercially reasonable steps to prevent Users 
from granting access to the Platform to any other individuals, both in and outside of Customer organization. 
 

 
5. Warranties.  Pluralsight represents, warrants and covenants that: (i) it has and will have all rights, titles, licenses, 

intellectual property, permissions and approvals necessary in connection with its performance under the Agreement 
and to grant Customer the rights granted hereunder; and (ii) neither the Platform (including the Proprietary Material), 
nor the provision or utilization thereof as contemplated under the Agreement, will infringe, violate, trespass or in any 
manner contravene or breach or constitute the unauthorized use or misappropriation of any intellectual property of 
any third party.  EXCEPT AS OTHERWISE INDICATED, THE PLATFORM IS PROVIDED “AS IS” WITHOUT 
WARRANTY OF ANY KIND, WHETHER EXPRESSED OR IMPLIED, INCLUDING ANY IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. 

 
6. Use of Materials.  Pluralsight’s Platform contains copyrighted materials, trademarks, proprietary and confidential 

information, and intellectual property of Pluralsight and licensors of Pluralsight (collectively, “Proprietary Material”), 

https://www.pluralsight.com/plans
https://www.pluralsight.com/pricing/flow
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including, but not limited to, video, text, software, photos, graphics, image, music, and sound.  Customer agrees, for 
itself and for each individual User, not to modify, publish, transmit, participate in the transfer or sale of, create 
derivative works of, or in any way exploit, in whole or in part, any Proprietary Material. Proprietary Materials may 
only be accessed through the Platform, and not from any other site or means.  The License granted by the Agreement 
is a right of access through the Platform only, and does not grant to Customer or the Users any right to download or 
store any Proprietary Material in any medium, other than that downloadable content that is provided for certain training 
courses, including exercise files, course slides, and sample code (“Authorized Downloadable Materials”).  Authorized 
Downloadable Materials are held by Customer or its Users pursuant to a limited license only, and are subject to all 
restrictions described herein, including the prohibition on further transfer, sale, creation of derivative works, or 
exploitation in any manner. 
 

7. Reservation of Rights.  Pluralsight reserves all intellectual property rights to the Proprietary Material, other than as 
specifically granted under the License contained in the Agreement. No posting, copying, transmission, retransmission, 
distribution, redistribution, publication, republication, decompilation, disassembling, reverse engineering, or 
otherwise reproducing, storing, transmitting, modifying, or commercially exploiting any Proprietary Material in any 
form or by any means, for any purpose, is permitted without the express written permission of Pluralsight. 

 
8. Prohibited Conduct.  Customer acknowledges that the Platform contains training videos that are viewable through 

online streaming methods and are not to be downloaded by Customer or its Users, except under limited circumstances 
and for limited times as permitted by the Platform’s offline viewing feature.  Customer acknowledges and agrees that 
neither it nor its Users may: 

(i)  reproduce, redistribute, transmit, assign, sell, broadcast, rent, share, lend, modify, adapt, edit, create 
derivative works of, license, capture, download, save, upload, print, or otherwise transfer or retain 
information or content available on the Platform other than with regard to Authorized Downloadable 
Materials, subject to the limited permissions set forth herein; 
(ii)   manually or systematically harvest, scrape, collect or otherwise extract information or data 
contained on the Platform, other than permitted use of Authorized Downloadable Materials or temporary 
storage of video materials for offline viewing (if permitted by your Plan). 
(iii) permit or provide others access to the Platform; 
 (iv) impersonate or attempt to impersonate Pluralsight, a Pluralsight employee, another user, or any other 
person or entity (including without limitation by using e-mail addresses or account information associated 
with any of the foregoing) or provide incorrect or knowingly false information;  
(v) remove or modify any copyright, trademark, legal notices, or other proprietary notations from the 
Proprietary Materials or any other content available on the Platform; 
(vi) violate or attempt to violate the Platform’s security mechanisms, attempt to gain unauthorized access 
to the Platform or assist others to do so, or otherwise breach the security of the Platform or corrupt the 
Platform in any way; 
(vii) co-brand or frame the Platform or establish a link in such a way as to suggest any form or association, 
approval, or endorsement on our part, without the prior express written permission of an authorized 
representative of Pluralsight; 
(viii) use any portion of the Platform to aid in transmitting, or procure the sending of, any advertising or 
promotional material, including any “junk mail”, “chain letter”, or “spam” or any other similar solicitation; 
(ix) post to any portion of the Platform any inappropriate, offensive, racist, hateful, sexist, pornographic, 
false, misleading, infringing, defamatory, or libelous content; 
(x) use the Platform or its contents (including User Content) to recruit, solicit, or contact in any form 
other users or potential users for employment or contracting for a business not affiliated with us without the 
prior express written permission of an authorized representative of Pluralsight; 
(xi) use or attempt to use the Platform to store or transmit software viruses, worms, time bombs, Trojan 
horses, or any other computer code, files, or programs designed to interrupt, destroy, or limit the functionality 
of any computer software, hardware, or telecommunications equipment; 
(xii) engage in any conduct that restricts or inhibits anyone’s use or enjoyment of the Platform, or which, 
as determined by us, may harm us or users of the Platform or expose them to liability; and/or 
(xiii) use the Platform in any manner that could disable, overburden, damage, or impair the Platform, 
interfere with any other party’s use of the Platform (including their ability to engage in real time activities 
through the Platform), or otherwise attempt to interfere with the proper working of the Platform. 
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9. Works for Hire and Deliverables. Any concepts of acceptance for services provided under the Agreement are hereby 
deleted in their entirety. Professional services provided by Pluralsight to Customer hereunder, if any, will be outlined 
in the applicable Sales Order. 
  

 
 
This Agreement consisting of this Addendum and the Terms and Conditions of Purchase Order attached hereto constitute the 
entire agreement between the parties and may not be waived or modified except by written agreement between the parties.  
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Tanium - Confidential  
End User License Agreement  
August 2021 

Tanium End User License Agreement  
 

IF CUSTOMER DOES NOT AGREE TO THE TERMS AND CONDITIONS BELOW, DO NOT ACCESS, 
DOWNLOAD, INSTALL, USE OR COPY THE LICENSED SOFTWARE.  BY DOWNLOADING, INSTALLING, 
USING OR COPYING THE LICENSED SOFTWARE, CUSTOMER AGREES TO THE TERMS AND 
CONDITIONS OF THIS AGREEMENT AND THAT IT IS LEGALLY BOUND BY ITS TERMS.  THE PERSON 
ACCEPTING THE TERMS AND CONDITIONS OF THIS AGREEMENT ON BEHALF OF CUSTOMER 
REPRESENTS THAT HE OR SHE (1) HAS FULL AUTHORITY TO BIND CUSTOMER TO THIS AGREEMENT; 
AND (2) HAS READ AND UNDERSTANDS ALL THE PROVISIONS OF THIS AGREEMENT.  BY CLICKING 
THROUGH OR OTHERWISE ACCEPTING THIS AGREEMENT ELECTRONICALLY, INCLUDING BY 
DOWNLOADING, INSTALLING, USING OR COPYING THE LICENSED SOFTWARE, CUSTOMER IS 
CONSENTING TO THE USE OF ELECTRONIC DELIVERY OF DOCUMENTS AND AN ELECTRONIC 
SIGNATURE, AND AGREES THAT SUCH ELECTRONIC SIGNATURE IN CONNECTION WITH THIS 
AGREEMENT AND THE TRANSACTIONS CONTEMPLATED HEREBY SHALL BE BINDING TO THE SAME 
EXTENT AS ORIGINAL SIGNATURES.   
This End User License Agreement (the "Agreement") is entered into by and between Tanium and the end user customer 
(hereinafter "Customer"), to permit the use of the Licensed Software and Support as defined herein and purchased by 
Customer.  The "Effective Date" of the Agreement and license(s) granted under this Agreement will be the earlier of the date 
set forth in the Schedule or the date on which Tanium initially delivers a license key that allows the Customer to download or 
access the Licensed Software.  "Tanium" means the Tanium entity listed or identified on the current approved Tanium-
provided quote for the Licensed Software and Support (the "Quote"), or otherwise communicated to the Customer by Tanium.  
Tanium and Customer may be referred to collectively as the "parties" or individually as "party." 
1. Grant of License.   

1.1 License.  Subject to the terms and conditions of this Agreement, Tanium grants Customer a revocable, non-
transferable, non-exclusive license ("License") to copy and use the proprietary software in object code form and related 
proprietary components made Generally Available by Tanium and provided by or on behalf of Tanium to Customer in 
connection with this Agreement (the "Licensed Software") in accordance with the Documentation for Customer’s 
internal use only during the applicable Licensed Term. The term "Licensed Software" will include Tanium’s then-current 
documentation made available by Tanium to its customer base for use of the Licensed Software, as updated from time-
to-time by Tanium in its discretion (the "Documentation"), and any updates, bug fixes, APIs, sensors, scripts, releases, 
‘Saved Questions’ and versions (collectively, "Enhancements") made Generally Available by Tanium and provided by 
Tanium to Customer.  During the Licensed Term, Tanium may also provide Customer with non-GA materials including 
‘Labs’ content, sensors, scripts, releases, and ‘Saved Questions’ (the "Support Materials"). Customer may use the 
Support Materials during the applicable Licensed Term only as needed for Customer to use the Licensed Software. The 
term "Generally Available" or "GA" means a production version made available to Tanium’s customer base, but 
specifically excludes Support Materials including any content marked ‘Labs’ or ‘Community’. 
The Licensed Software and Support Materials are licensed to Customer, not sold. The Licensed Software, 
Documentation, Support Materials and Support provided by Tanium contain material that is protected by copyright, 
patent, trade secret law, and other intellectual property law, and by international treaty provisions.  All rights not expressly 
granted to Customer under this Agreement are reserved by Tanium.  All copyrights, patents, trade secrets, trademarks, 
service marks, trade names, moral rights, and other intellectual property and proprietary rights in the Licensed Software, 
Documentation, Support Materials and Support provided by Tanium whether or not registered will remain the sole and 
exclusive property of Tanium or its licensors and suppliers, as applicable. 
1.2 License Metric.  The Licensed Software is licensed on a per Managed OS Instance basis. A "Managed OS Instance" 
means a physical device or virtual machine where the Licensed Software can be installed, and where that device is capable 
of processing data. Managed OS Instances include: mobile/smart phone, diskless workstation, personal computer 
workstation, networked computer workstation, homeworker/teleworker, home-based system, file server, print server, e-
mail server, internet gateway device, storage area network server, terminal servers, portable workstation connecting to 
a server or network, or container (host and/or constituent container). Certain Tanium modules may be licensed and 
charged on a per container basis, as more fully set forth in the Quote or Schedule. In the case of a virtual system, in 
addition to the virtual Managed OS Instance(s), the hypervisor is considered to be a single Managed OS Instance if the 
Licensed Software is installed at the hypervisor level.  
1.3 System Configuration. Hardware and software requirements for proper installation and use of the Licensed Software 
are set forth in the relevant Documentation.  Customer is solely responsible and fully liable for purchasing, providing, 
installing, and using all required equipment, networks, peripherals, third-party software, and hardware, including, but not 
limited to, third-party software, scripts, or other technologies that may interoperate and be used in conjunction with the 
Licensed Software, all of which are expressly excluded from all warranty, indemnity and support obligations described 
elsewhere in this Agreement.   

2. Restrictions. Customer’s license to the Licensed Software is subject to the following license conditions and restrictions:   
2.1 Customer’s Benefit. Customer must not use or permit the Licensed Software to be used in any manner, whether 
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directly or indirectly, that would enable Customer’s personnel or any other person or entity to use the Licensed 
Software for anyone’s benefit other than Customer or its Affiliates.  Customer must purchase each license it intends 
to use. 

2.2 Limitations on Copying and Distribution. Customer must not copy or distribute the Licensed Software, whether 
directly or indirectly, except to the extent that copying is necessary to use the Licensed Software for the purposes 
set forth herein.  Customer may make a single copy of the Licensed Software for backup and archival purposes.  

2.3 Limitations on Reverse Engineering and Modification. Except to the extent such a limitation is expressly prohibited 
by applicable law, Customer must not reverse engineer, decompile, disassemble, modify, or create derivative works 
of the Licensed Software whether directly or indirectly.  

2.4 Sublicense, Rental and Third-party Use. Except to the extent expressly permitted by this Agreement, Customer must 
not assign, sublicense, rent, timeshare, loan, lease or otherwise transfer the Licensed Software, or directly or 
indirectly permit any third party to use or copy the Licensed Software.  Customer must not operate a service bureau 
or other similar service for the benefit of third parties using the Licensed Software. 

2.5 Proprietary Notices. Customer must not remove any proprietary notices (e.g., copyright and trademark notices) from 
the Licensed Software. Customer must reproduce the copyright and all other proprietary notices displayed on the 
Licensed Software on each permitted back-up or archival copy. 

2.6 Use in Accordance with Documentation. All use of the Licensed Software shall be in accordance with the 
Documentation and this Agreement. 

2.7 Use of the Licensed Software. Customer shall be solely responsible and fully liable for its use of the Licensed 
Software, including, but not limited to, for ensuring that the use of the Licensed Software is in compliance with all 
applicable foreign, federal, state, and local laws, rules, and regulations.   

2.8 Tanium’s Intellectual Property. Customer shall not use the Licensed Software or Tanium Confidential Information 
whether directly or indirectly to contest the validity of any Tanium intellectual property, including the Licensed 
Software; any such use of Tanium’s information will constitute a material, non-curable breach of this Agreement. 

2.9 Competition. Customer shall not use the Licensed Software or Tanium Confidential Information in a manner to 
compete with Tanium or to assist a third party in competing with Tanium, or for benchmarking or competitive 
analysis. 

2.10 Notice and Prevention. Customer shall notify Tanium promptly upon learning of any attempt by anyone to misuse, 
misappropriate, copy, modify, derive, or reverse engineer any Licensed Software and Customer shall cooperate and 
assist Tanium in discovering, preventing, and recovering damages for any such misappropriation, copying, 
modification, derivation, or reverse engineering of the Licensed Software. 

3. Affiliates and Managing Parties. The term "Affiliate" means an entity that is controlled by, controls, or is under 
common control of a party, where "control" means the ownership, in the case of a corporation, of more than fifty percent 
(50%) of the voting securities in such corporation or, in the case of any other entity, the ownership of a majority of the 
beneficial or voting interest of such entity. Customer may allow its Affiliate(s) to use the Licensed Software and Support 
Materials provided that (a) the Affiliate only uses the Licensed Software and Support Materials for Customer’s or 
Affiliate’s internal business purposes and up to the authorized number of Managed OS Instances in accordance with the 
terms and conditions of this Agreement and (b) Customer is responsible for and remains liable for the Affiliate’s use of 
the Licensed Software and Support Materials in compliance with the terms and conditions of this Agreement.  If Customer 
enters into a contract with a third party that manages Customer’s information technology resources ("Managing Party"), 
Customer may allow its Managing Party to use the Licensed Software and Support Materials on Customer’s Managed 
OS Instances, provided that (a) the Managing Party only uses the Licensed Software for Customer’s internal business 
purposes and not for the benefit of any third party or for the Managing Party, (b) the Managing Party agrees to comply 
with the terms and conditions of this Agreement, and (c) Customer is responsible for and remains liable for the Managing 
Party’s use of the Licensed Software and Support Materials in compliance with the terms and conditions of this 
Agreement.  In addition, Customer shall ensure that its personnel comply with the terms of this Agreement. 

4. Term and Termination. Unless otherwise agreed in a Schedule, the License(s) will commence upon the initial delivery 
of the license keys that allow Customer to download or access the Licensed Software ("Delivery") and will continue for 
the term of the applicable License(s) or until this Agreement is terminated as provided in this Section, whichever occurs 
first (the "Licensed Term").  The Licensed Term will be as set forth in the Schedule.  Either party may terminate this 
Agreement on written notice to the other party if the other party is in material breach of its obligations hereunder and 
fails to cure the material breach within thirty (30) days of such written notice, or within five (5) days of such written 
notice in the case of Customer’s breach of Sections 1 (Grant of License) or 2 (Restrictions).  Notwithstanding the 
foregoing, if a material failure is not curable, the non-defaulting party may immediately terminate this Agreement upon 
written notice to the other party.  In addition, if Customer fails to make payments as required hereunder and such failure 
is not cured within fifteen (15) days of written notice from Tanium, Tanium may immediately cease performing Support 
Services.  Either party may, in its sole discretion, elect to terminate this Agreement on written notice to the other party 
upon the bankruptcy or insolvency of the other party or upon the commencement of any voluntary or involuntary winding 
up, or upon the filing of any petition seeking the winding up of the other party. Upon any termination or expiration of 
this Agreement, the Licenses granted in Section 1 (Grant of License) will automatically terminate and Customer will have 
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no further right to possess or use the Licensed Software. Tanium reserves the right to seek all remedies available at law 
and in equity for Customer’s material breach of this Agreement. 

5. Fees and Expenses; Delivery and Taxes.   
5.1 Fees and Expenses.  Notwithstanding anything else to the contrary, if Customer orders from a Tanium authorized 
business partner ("Reseller"), final terms of the transaction (e.g., pricing, discounts, fees, payments, and taxes) are solely 
subject to the agreement between Customer and its Reseller of choice.  This Agreement will govern Tanium’s provision 
of and Customer’s license to the Licensed Software and Support whether Customer orders the Licensed Software and 
Support from Tanium or a Reseller.  Unless Customer orders directly from a Reseller, Customer will pay the Licensed 
Software and Support fees directly to Tanium and Tanium will fulfill all orders. The parties will enter into a schedule(s) 
or purchase order(s) that describe the Licensed Software and/or Support to be acquired by Customer (each a "Schedule").  
This Agreement applies to any Schedule that references this Agreement.  When a purchase order will be utilized as a 
Schedule, the purchase order must reference and be made pursuant to this Agreement and the applicable Quote. 
Notwithstanding anything else to the contrary, any terms and conditions in the purchase order that conflict or are 
inconsistent with the Quote or this Agreement will have no force or effect. The purchase order will not add or remove 
terms from the Quote or this Agreement.  Tanium further reserves the right to expressly reject any purchase order that 
does not comport to the requirements of this Section.  
Unless otherwise set forth in a Schedule: (a) fees for Licenses and Support will be billed, due, and payable fully in advance 
thirty (30) days after Customer’s receipt of an invoice. Payments will be made by electronic transfer to a bank account 
designated by Tanium on the invoice in the amount of fees for the Licensed Software and Support ordered (less any 
applicable credits and deductions and plus any applicable taxes, shipping, and other charges). The effective date of 
payment shall be the date on which the entire amount due is credited to Tanium’s bank account or the instrument enabling 
immediate collection of the entire amount due is received. All payments not made by Customer when due will be subject 
to late charges of the lesser of (i) one percent (1%) per month of the overdue amount or (ii) the maximum amount 
permitted under applicable law.  Customer shall pay all court costs, fees, expenses, and reasonable attorneys’ fees incurred 
by Tanium in collecting delinquent fees.   
5.2 Taxes. All amounts payable by Customer to Tanium under this Agreement are exclusive of any taxes, levies, or duties, 
of any nature, that may be assessed by any jurisdiction (collectively "Taxes"). Customer is responsible for paying all 
Taxes including sales, use, excise, import or export values or fees, stamp duties, foreign withholding (if applicable to 
paying jurisdiction), value-added, personal property, or any other tax resulting from the delivery, possession, or use of 
the Licensed Software, purchases of hardware, or performance of any Support hereunder in the execution or performance 
of this Agreement. Taxes do not include any taxes payable by Tanium for its employees or for its net income.   
All Licensed Software will be delivered and accessed electronically. In conjunction with the billing, collection and 
payment of any Taxes, Customer must provide Tanium with a physical address of the download site for the Licensed 
Software.  This address will be used as the "shipped to address" on all invoices.   Customer will pay all Taxes relating to, 
or under this Agreement, unless Customer is exempt from the payment of such Taxes and provides Tanium with evidence 
of valid exemption certificate(s). If its tax status changes, Customer must notify Tanium in writing (email is sufficient) 
at least 30 days in advance of Customer’s next billing cycle. If Tanium becomes entitled to a refund or credit of Taxes 
previously paid by Customer pursuant to this Section, any such refunded or credited amounts (including any interest 
received thereon) shall be promptly granted as a credit memo against Customer’s account or, upon Customer’s request, 
paid over to Customer.     
Unless both Customer and Tanium agree otherwise, Customer will make no deduction from any amounts owed to Tanium 
for any un-invoiced taxes of any type. Subject to applicable laws, Tanium will cooperate with Customer to reduce the 
amount of applicable withholding taxes and Customer will not take any action that is prejudicial to obtaining an available 
tax exemption by Tanium. Upon Customer’s written request, Tanium will provide Customer with written proof that it 
has made all registrations and reports required for these tax payments. If Tanium claims a tax exemption that may affect 
any obligations of Customer, Tanium will disclose this exemption to Customer on a timely basis and provide Customer 
with all exemption documentation requested by Customer. If Customer is required to withhold amounts from any 
payments due to Tanium hereunder as prescribed by applicable law, Customer will make such withholding, remit such 
amounts to the appropriate taxing authorities. Customer agrees to increase the amount payable as necessary so that after 
making all required deductions and withholdings, Tanium receives and retains (free from any Tax liability) an amount 
equal to the amount it would have received had no such deductions or withholdings been made. Customer will indemnify 
Tanium from and against any disputed taxes, including interest and penalties, on the Licensed Software or Support, by 
the taxing authorities. If the taxation of the item(s) is disputed by the taxing authorities, Tanium will notify Customer, if 
practical, to work with Customer and the taxing authorities to minimize any potential deficiencies.         

6. Support; Personal Data and Systems Information; Supplemental Support and Training.   
6.1 Support. The term "Support" means, collectively, the Support Services, Supplemental Support, Training, and any 
other services acquired by Customer from Tanium, all of which are provided in accordance with, and governed by, the 
terms and conditions of this Agreement. The type, term, and level of Support are as set forth in the applicable Schedule. 
If Customer has a current Support Services entitlement or License governed by this Agreement, then Tanium will provide 
Customer with the support and maintenance services described in Section 6.2 (the "Support Services"). Once the relevant 
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Support Services entitlement or License has expired, Customer has no further right to receive any Support Services. 
Unless otherwise set forth in the Schedule, the term of Support Services is coterminous with the Licensed Term (the 
"Support Term"). All Support is provided subject to the terms and conditions of this Agreement. Geographic limitations 
may apply. Unless otherwise agreed upon in writing by the parties, Support Services will be provided in English only. 
6.2 Support Services. Unless otherwise set forth in the Schedule, Tanium will provide the following Support Services 

to Customer.   
6.2.1 General. During the Support Term, Tanium shall provide Customer with reasonable support for the 

person(s) designated by customer that may contact Tanium for Support Services ("Technical Support 
Contact(s)"). Customer may contact Tanium for Support Services Monday through Friday, 7 a.m. to 7 
p.m. Pacific Standard Time, excluding Tanium holidays. Tanium shall use good faith efforts to work with 
Customer during Customer’s normal business hours in the time zone in which the Customer is located 
to resolve any issues raised by Customer. Customer may designate up to a maximum of two (2) 
Technical Support Contacts. 

6.2.2. Contacting Tanium. Customer may contact Tanium for Support Services by submitting a request via the 
internet-based support and maintenance platform for which Customer will register and use to submit 
Support Requests and access Documentation during the Licensed Term or Support Term, as applicable, 
(the "Tanium Support Portal"). 

6.2.3. Customer’s Obligations. All Customer requests made to Tanium for Support Services in accordance 
with Section 6.2 ("Support Requests") shall be submitted by Customer to Tanium through Customer’s 
Technical Support Contact(s). Customer may change its designation of Technical Support Contact(s) 
upon written notice to Tanium. 
Customer is responsible for: (1) preparing and maintaining their systems (e.g., multi- factor 
authentication) and facilities in accordance with the Documentation and specifications of the 
appropriate suppliers; (2) securing all required permits, inspections, and licenses necessary to use the 
Licensed Software and Support Services; and (3) complying with all applicable laws while using the 
Licensed Software and Support Services. 
Customer shall be solely responsible for maintaining all necessary backup and recovery procedures to 
prevent loss of its data. Customer acknowledges and agrees that Customer is solely responsible for the 
function, performance, and results achieved in using or accessing the Support Materials that Tanium 
may make available to Customer in connection with the Support Services. 

6.2.4 Third-Party Support.  Notwithstanding anything else to the contrary in this Agreement, if Customer 
enters into an agreement with a Reseller under which the Reseller will provide support to Customer for 
the Licensed Software ("Third-Party Support"), Customer must contact the Reseller, and not Tanium, 
for support.  Customer acknowledges that (i) all terms and conditions related to Third-Party Support are 
solely subject to the agreement between Customer and the Reseller; and (ii) Tanium has no 
responsibility or liability for Third-Party Support. 

6.3  Personal Data and Systems Information.  
6.3.1  Personal Data. Customer, rather than Tanium, determines which types of data, including Personal Data 

(as defined in the Data Processing Addendum), exists within its endpoint environment, and determines 
to what extent Personal Data is processed through its use of the Licensed Software and Support. To the 
extent that Tanium processes Personal Data on behalf of Customer while providing the Licensed 
Software and Support, Tanium will process such Personal Data pursuant to the Data Processing 
Addendum found at http://tanium.com/dpa, which is hereby incorporated into and made a part of this 
Agreement. 

6.3.2  Systems Information. During the term of the Agreement, Customer may provide to Tanium and the 
Licensed Software and Support may collect performance, usage, and analytics information relating to 
Customer’s operation and use of the Licensed Software and Support, metadata relating to Customer’s 
networks, software, applications, and systems, device identifiers, network telemetry, endpoint telemetry, 
system configuration, and data generated through any of the foregoing (collectively, "Systems 
Information").  Because Customer’s endpoint environment is unique in configurations and naming 
conventions, the Systems Information could potentially include Personal Data.  Customer may redact, 
edit, or otherwise suppress any Systems Information, including Personal Data, prior to providing to 
Tanium for processing. To the extent any Systems Information includes Personal Data, Customer 
represents and warrants that it has made all necessary disclosures and has a lawful basis to share the 
Personal Data with Tanium for the Permitted Purpose.    
Customer agrees that Tanium may use Systems Information: (a) to provide the Licensed Software and 
Support; (b) to research, develop, and improve Tanium’s products and services; (c) as directed or 
instructed by Customer; and (d) on an aggregated and/or anonymized basis, for marketing purposes (the 
"Permitted Purpose"). To the extent Systems Information identifies Customer, such Systems 
Information will be held in confidence by Tanium in accordance with Section 10 (Confidentiality).    

http://tanium.com/dpa
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6.3.3  As between Customer and Tanium, this section states Tanium’s entire obligation with respect to Personal 
Data. 

6.4 Supplemental Support and Training. Supplemental Support may be  purchased by Customer and provided by 
Tanium in accordance with Appendix A. Product training may be purchased by Customer and provided by Tanium 
with respect to the Licensed Software ("Training").  

7. Limited Warranty; Disclaimer; Integrations with Third-Party Software and Services.   
7.1 Limited Warranty. During the Warranty Period, Tanium warrants that (i) the Licensed Software will operate in 
substantial conformity with the Documentation; and (ii) it shall use commercially reasonable efforts to screen the 
Licensed Software prior to Delivery to Customer for viruses, Trojan horses, and other malicious code. The term 
"Warranty Period" means ninety (90) days from the Effective Date. If the Licensed Term is less than ninety (90) days, 
the Warranty Period will be for the length of the applicable Licensed Term. The foregoing warranties are solely for the 
benefit of Customer and Customer shall have no authority to extend such warranty to any third party. The sole and 
exclusive remedy of Customer, and the sole and exclusive liability of Tanium, for breach of the foregoing warranties in 
this Section, shall be to repair or replace the non-conforming Licensed Software, or if repair or replacement would, in 
Tanium’s opinion, be commercially unreasonable, then Tanium shall terminate the relevant licenses and refund to 
Customer the portion of prepaid license fees paid for such non-conforming Licensed Software. This warranty is 
contingent upon the proper installation and use of the Licensed Software as described in the Documentation and this 
Agreement; Tanium shall not be responsible for Customer’s use of the Licensed Software if not operated in a manner 
recommended in the Documentation. Any modification to the Licensed Software by Customer or any third party or failure 
by Customer to implement any Enhancements to the Licensed Software may void Tanium’s obligation to provide Support 
Services and Tanium’s warranties under this Section.   
In addition, Tanium warrants that any Supplemental Support and Training will be provided in a professional and 
workmanlike manner consistent with relevant industry standards. If Tanium breaches the foregoing warranty, Customer’s 
sole remedy will be to terminate the applicable Supplemental Support and/or Training and receive a refund of any prepaid 
unused fees for such non-conforming Supplemental Support and/or Training. 
7.2 EXCEPT AS PROVIDED IN THIS SECTION, THE LICENSED SOFTWARE, SUPPORT MATERIALS, AND 
ALL SUPPORT ARE PROVIDED ON AN "AS-AVAILABLE, " "AS-IS" BASIS. TO THE MAXIMUM EXTENT 
PERMITTED BY LAW, TANIUM AND ITS LICENSORS AND SUPPLIERS DISCLAIM ALL OTHER 
WARRANTIES WITH RESPECT TO THE LICENSED SOFTWARE, SUPPORT MATERIALS AND SUPPORT, 
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, TITLE, 
MERCHANTABILITY, QUIET ENJOYMENT, QUALITY OF INFORMATION, AND FITNESS FOR A 
PARTICULAR PURPOSE.  TANIUM DOES NOT WARRANT THAT THE LICENSED SOFTWARE OR SUPPORT 
WILL MEET CUSTOMER’S REQUIREMENTS; THAT CUSTOMER’S USE OF THE LICENSED SOFTWARE OR 
SUPPORT WILL SATISFY ANY STATUTORY OR REGULATORY OBLIGATIONS; THAT THE OPERATION OF 
THE LICENSED SOFTWARE WILL BE UNINTERRUPTED OR ERROR-FREE; OR THAT ERRORS OR DEFECTS 
IN THE LICENSED SOFTWARE WILL BE CORRECTED.  TANIUM DOES NOT PROVIDE WARRANTIES WITH 
RESPECT TO ANY NON-GA PRODUCTS, SCRIPTS, CONTENT, OR OTHER TECHNOLOGIES, INCLUDING 
THE SUPPORT MATERIALS AND ANY INFORMATION OR ADVICE PROVIDED BY TANIUM PERSONNEL 
IN THE COURSE OF PROVIDING SUPPORT. TANIUM HAS NO RESPONSIBILITY OR LIABILITY FOR ANY 
THIRD-PARTY PRODUCTS OR TECHNOLOGIES USED BY CUSTOMER WHETHER INDEPENDENTLY OR IN 
CONJUNCTION WITH THE LICENSED SOFTWARE.  If applicable law affords Customer implied warranties, 
guarantees or conditions despite these exclusions, those warranties will be limited to one (1) year from the Effective Date 
and Customer’s remedies will be limited to the maximum extent allowed by Sections 7 (Limited Warranty; Disclaimer; 
Integrations with Third-Party Software and Services) and 9 (Limitation of Liability). 
7.3 Integrations with Third-Party Software and Services. Customer acknowledges that the Licensed Software may 
contain features designed to integrate or interoperate with third-party software or services, that Tanium reserves the right 
to remove or alter any such Licensed Software features, and that any such removal or alteration does not entitle Customer 
to any refund, credit, or other compensation. If Customer elects to use third-party software or services with the Licensed 
Software, Customer grants Tanium permission to allow the third-party software services or its provider to access 
Customer’s data and information pertinent to Customer’s usage of the third-party software and services as appropriate 
for the integration or interoperability of such third-party software or services with the Licensed Software. 

8. Indemnities. If a third party claims that Customer’s licensed use of the Licensed Software in compliance with the terms 
of this Agreement infringes a United States: (i) patent, (ii) copyright, or (iii) trademark, or misappropriates a trade secret, 
of that third party, Tanium, at its sole cost and expense, will defend Customer against any such claim, and indemnify 
Customer from  any damages, liabilities, costs and expenses awarded by a court to the third party claiming infringement 
or set forth in a settlement agreed to by Tanium. The foregoing obligation of Tanium is contingent upon Customer 
promptly notifying Tanium in writing of such claim, permitting Tanium sole authority to control the defense or settlement 
of such claim, and providing Tanium reasonable assistance in connection therewith. If a claim of infringement under this 
Section occurs, or if Tanium determines a claim is likely to occur, Tanium will have the right, in its sole discretion, to 
either: (i) procure for Customer the right or license to continue to use the Licensed Software; (ii) modify the Licensed 
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Software to make it non-infringing, without loss of material functionality; or (iii) replace the Licensed Software with a 
functionally equivalent, non-infringing software or offering. If either of these remedies is not reasonably available to 
Tanium, Tanium may, in its sole discretion, immediately terminate this Agreement and return the license fees paid by 
Customer for the infringing Licensed Software, prorated for use over the lesser of (i) a three (3) year period or (ii) the 
remaining unused Licensed Term. Notwithstanding the foregoing, Tanium shall have no obligation with respect to any 
claim of infringement that is based upon or arises out of (each of the following an "Excluded Claim"): (i) the use or 
combination of the Licensed Software with any third-party or Customer hardware, software, products, data or other 
materials; (ii) modification or alteration of the Licensed Software by anyone other than Tanium; (iii) Customer’s failure 
to implement any Enhancement or Workaround that would have avoided the claim; (iv) Customer’s use of the Licensed 
Software in excess of the rights granted in this Agreement; (v) any third-party components; or (vi) a business method or 
process that is inherent to Customer’s business. The provisions of this Section state Customer’s sole and exclusive remedy 
and the sole and exclusive obligations and liability of Tanium and its licensors and suppliers for any claim of intellectual 
property infringement arising out of or relating to the Licensed Software and/or this Agreement and are in lieu of any 
implied warranties of non-infringement, all of which are expressly disclaimed. Customer will indemnify, defend, and 
hold Tanium and its Affiliates and their officers, directors, agents, employees, contractors, successors and assigns 
harmless from any claim, demand, action, proceeding, judgment, or liability from a third-party claim arising out of an 
Excluded Claim. Customer’s indemnification obligation is contingent upon Tanium promptly notifying Customer in 
writing of such claim, permitting Customer sole authority to control the defense or settlement of such claim, and providing 
Customer reasonable assistance in connection therewith.  The indemnified party may participate in the defense at its sole 
cost.  Customer shall be responsible for determining whether the Licensed Software adheres to any applicable laws to 
which it subject and otherwise meets its business needs. 

9. Limitation of Liability. TO THE MAXIMUM EXTENT PERMITTED BY LAW, IN NO EVENT SHALL TANIUM 
OR ITS LICENSORS OR SUPPLIERS BE LIABLE TO CUSTOMER, ITS AFFILIATES OR ANY THIRD PARTY 
FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE, OR INDIRECT DAMAGES, WHICH THE 
PARTIES EXPRESSLY AGREE SHALL INCLUDE, WITHOUT LIMITATION AND REGARDLESS OF ITS 
LEGAL CATEGORIZATION, ANY DAMAGES FOR PERSONAL INJURY, LOST PROFITS, LOST DATA AND 
BUSINESS INTERRUPTION, COMPUTER FAILURE AND MALFUNCTION, AND/OR COST OF 
REPLACEMENT GOODS AND SERVICES  OR ANY OTHER DAMAGES SUSTAINED BY CUSTOMER 
ARISING OUT OF OR RELATED TO THE LICENSED SOFTWARE, SUPPORT OR THIS AGREEMENT, EVEN 
IF TANIUM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN ANY CASE, THE 
MAXIMUM AGGREGATE LIABILITY OF TANIUM AND ITS LICENSORS AND SUPPLIERS UNDER THIS 
AGREEMENT FOR ALL DAMAGES, LOSSES, AND CAUSES OF ACTION (WHETHER IN CONTRACT, TORT 
(INCLUDING NEGLIGENCE), OR OTHERWISE) SHALL BE LIMITED TO THE FEES PAID BY CUSTOMER 
FOR THE LICENSED SOFTWARE OR SUPPORT GIVING RISE TO SUCH CLAIM DURING THE TWELVE (12) 
MONTHS IMMEDIATELY PRECEDING THE FIRST EVENT GIVING RISE TO SUCH CLAIM. THE FOREGOING 
IS INTENDED TO BE AN AGGREGATE LIMIT, NOT PER INCIDENT. THE PARTIES ACKNOWLEDGE THAT 
ONLY CUSTOMER CAN IMPLEMENT BACK-UP PLANS AND SAFEGUARDS APPROPRIATE TO THEIR OWN 
NEEDS TO PROTECT THEMSELVES IF AN ERROR IN THE SOFTWARE CAUSES COMPUTER PROBLEMS 
AND RELATED DATA LOSSES. FOR THESE REASONS, CUSTOMER AGREES TO THE LIMITATIONS OF 
LIABILITY IN THIS SECTION AND ACKNOWLEDGES THAT WITHOUT CUSTOMER’S AGREEMENT TO 
THESE TERMS, THE FEE CHARGED FOR THE LICENSED SOFTWARE WOULD BE HIGHER. NO CAUSE OF 
ACTION, REGARDLESS OF FORM, ARISING OUT OF ANY OF THE TRANSACTIONS UNDER THIS 
AGREEMENT MAY BE BROUGHT BY CUSTOMER MORE THAN ONE (1) YEAR AFTER CUSTOMER IS 
MADE AWARE OF THE CIRCUMSTANCES THAT RESULTED IN SUCH CAUSE OF ACTION.  IN THE EVENT 
TANIUM MAKES A REFUND OR CREDIT UNDER THIS AGREEMENT, ANY SUCH MONIES REFUNDED OR 
CREDITED BY TANIUM WILL BE APPLIED TO THE MEASURE OF DAMAGES SUBSEQUENTLY AWARDED 
BY THE COURT, IF ANY.  NEITHER PARTY WILL SEEK A DUPLICATE AWARD OF DAMAGES FOR ANY 
REFUNDED OR INDEMNIFIED MONIES PAID UNDER THIS AGREEMENT. 

10. Confidentiality. Each party agrees to hold the other party’s (and that of its affiliates disclosed in connection with this 
Agreement) Confidential Information in confidence using the same degree of care that it uses to protect the confidentiality 
of its own confidential information of like kind (at all time exercising at least a commercially reasonable degree of care 
in the protection of such Confidential Information), and not to make each other’s Confidential Information available in 
any form to any third party (other than their authorized agents) or to use each other’s Confidential Information for any 
purpose other than as specified in this Agreement (subject in all cases to the rights granted to Tanium in Section 11.2). 
Each party agrees to take all reasonable steps to ensure that Confidential Information of the other party is not disclosed, 
used, or distributed by its employees, agents, or consultants in violation of the provisions of this Agreement. In addition, 
Customer must ensure that any Managing Party will hold Tanium’s Confidential Information in confidence and otherwise 
comply with this Section. "Confidential Information" shall mean, with respect to a party hereto, all information or 
material disclosed or made available by one party or its affiliates to the other party or its affiliates in connection with this 
Agreement which (i) is marked confidential or proprietary; or (ii) from all the relevant circumstances should reasonably 
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be assumed to be confidential.  Confidential Information includes, but is not limited to, the Licensed Software and Support 
Materials.  Each party’s Confidential Information shall remain the sole and exclusive property of that party.  Neither party 
shall have any obligation with respect to Confidential Information which: (i) is or becomes generally known to the public 
by any means other than a breach of the obligations of a receiving party; (ii) was previously known to the receiving party 
or rightly received by the receiving party from a third party without restrictions on disclosure; (iii) is independently 
developed by the receiving party without reliance upon or use of the disclosing party’s Confidential Information; or (iv) 
is approved for release by the disclosing party in writing. Notwithstanding the foregoing, Customer acknowledges and 
agrees that Tanium may use Customer’s Confidential Information internally at Tanium for sales/support analytics and 
training. Each party acknowledges and agrees that due to the unique nature of the Confidential Information there can be 
no adequate remedy at law for any breach of its obligations hereunder, that any such breach or threatened breach may 
allow a party or third parties to unfairly compete with the other party, resulting in irreparable harm to such party, and 
therefore, that upon any such breach or any threat thereof, each party will be entitled to seek appropriate equitable and 
injunctive relief from a court of competent jurisdiction without the necessity of proving actual loss, in addition to whatever 
remedies either of them might have at law or equity. In the event the parties previously executed a non-disclosure 
agreement related to Customer’s prospective license of the Licensed Software or Support, the terms of this Section 10 
(Confidentiality) will supersede such non-disclosure agreement from and after the Effective Date.  

11. Evaluation Software and Feedback.   
11.1 Evaluation Software. This Section only applies to Licensed Software designated by Tanium as "Evaluation 
Software." Subject to Section 2 (Restrictions), Tanium grants to Customer a non-transferable, non-exclusive limited 
license to use the Evaluation Software for its internal evaluation and lab purposes only.  The term of this license is for a 
period of thirty (30) days following Delivery of the Evaluation Software ("Evaluation Period"). Tanium may extend the 
Evaluation Period in writing at its discretion.  Unless otherwise agreed in writing by Tanium, Customer agrees to use the 
Evaluation Software in a non-production environment.  Customer bears the sole risk of using the Evaluation 
Software. TANIUM PROVIDES THE EVALUATION SOFTWARE TO CUSTOMER "AS-IS" AND GIVES NO 
REPRESENTATION, WARRANTY, INDEMNITY, GUARANTEE OR CONDITION OF ANY KIND.  TO THE 
MAXIMUM EXTENT PERMITTED BY LAW, TANIUM'S TOTAL AGGREGATE LIABILITY AND THAT 
OF ITS LICENSORS, SUPPLIERS, AND PARTNERS IS EXPRESSLY LIMITED TO FIVE HUNDRED DOLLARS 
($500) FOR ANY AND ALL DAMAGES REGARDLESS OF THE NATURE OF THE CLAIM OR THEORY OF 
LIABILITY. Because the Evaluation Software is provided "AS-IS," Tanium may not provide Support for it. This Section 
supersedes any inconsistent term in the Agreement for purposes of the Evaluation Software.  
11.2 Feedback. Customer may provide suggestions, comments, or other feedback (collectively, "Feedback") to Tanium 
with respect to its products and services, including the Licensed Software. Feedback is voluntary and Tanium is not 
required to hold it in confidence. Tanium may use Feedback for any purpose without obligation of any kind. To the extent 
a license is required under Customer’s intellectual property rights to make use of the Feedback, Customer hereby grants 
Tanium an irrevocable, non-exclusive, perpetual, royalty-free license to use the Feedback in connection with Tanium’s 
business, including enhancement of the Licensed Software. 
11.3 Beta Software. If the Licensed Software released to Customer has been identified by Tanium as "Beta Software," 
then the provisions of Section 11.1 (Evaluation Software) will apply, in addition to this Section 11.3 (Beta Software).  
Customer is under no obligation to use any Beta Software; doing so is in Customer’s sole discretion.  Because Beta 
Software can be at various stages of development, operation and use of the Beta Software may be unpredictable. Customer 
acknowledges and agrees that: (1) Beta Software has not been fully tested; (2) use or operation of Beta Software should 
not occur in a production environment; (3) Customer’s use of Beta Software will be for purposes of evaluating and testing 
new functionality and providing Feedback to Tanium; and (4) Customer will inform its personnel regarding the nature of 
the Beta Software.  In addition, Tanium has no obligation to Customer to (1) further develop or release the Beta Software 
or (2) provide Support for the Beta Software. If Tanium releases another version of the Beta Software, Customer will 
return or destroy all prior version(s) or release(s) of the Beta Software that it received from Tanium. 

12. Governing Law/Jurisdiction. This Agreement will be governed by and construed in accordance with the substantive laws 
in force: (a) in the State of Washington, if you purchased the Licensed Software and Support in the United States or Canada, 
or (b) in England and Wales if you purchased the Licensed Software and Support in any country other than the United States 
or Canada, unless another local law is required to be applied. This Agreement will not be governed by the conflict of laws 
rules of any jurisdiction or the United Nations Convention on Contracts for the International Sale of Goods, the application of 
which is expressly excluded. The Uniform Computer Information Transactions Act as enacted shall not apply. The state or 
federal courts of competent jurisdiction located in King County, Washington, when the laws of Washington apply, and the 
courts of London, England when the laws of England and Wales apply, shall each have exclusive jurisdiction over all disputes 
relating to this Agreement. 

13. General. This Agreement, together with the Data Processing Addendum, Documentation, Schedules and any exhibits 
attached hereto, constitutes the entire understanding and agreement between Tanium and Customer with respect to the 
subject matter of this Agreement and supersedes all prior or contemporaneous oral or written communications, including 
without limitation pre-printed terms and conditions on Customer’s purchase order, with respect to the subject matter of 
this Agreement, all of which are merged in this Agreement. This Agreement shall not be modified, amended or in any 
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way altered except by an instrument in writing signed by authorized representatives of both parties, and this Agreement 
shall supersede any non-disclosure agreement required to be signed by Tanium employees or contractors prior to 
accessing Customer facilities or systems.  In the event any provision of this Agreement is found invalid or unenforceable 
pursuant to judicial decree, the remainder of this Agreement shall remain valid and enforceable according to its terms. 
Any failure by Tanium to strictly enforce any provision of this Agreement will not operate as a waiver of that provision 
or any subsequent breach of that provision. All notices, demands, or consents given under this Agreement will be in 
writing, signed by or on behalf of the party giving notice, and addressed to Tanium, "Attention Legal Department", at the 
corresponding address, or to Customer, at the contact information Customer provided when purchasing the Licensed 
Software and Support.  Notices will be considered when delivered personally, or three (3) days after deposit in the mail 
(registered mail), or one (1) day after being sent by overnight courier.  There are no intended or implied third-party 
beneficiaries of this Agreement.  The following provisions shall survive any termination or expiration of this Agreement:  
Sections 2 (Restrictions), 4 (Term and Termination), 5 (Fees and Expenses; Delivery and Taxes), 6.3 (Personal Data and 
Systems Information), 9 (Limitation of Liability), 10 (Confidentiality), 11.2 (Feedback), 12 (Governing 
Law/Jurisdiction), 13 (General), 15 (U.S. Government Rights), 16 (Audit), 17 (Force Majeure), 18 (Construction), and 
Customer’s indemnity obligations hereunder.  Tanium may assign any of its rights or obligations hereunder as it deems 
necessary.  IT IS EXPRESSLY UNDERSTOOD AND AGREED THAT IN THE EVENT ANY REMEDY 
HEREUNDER IS DETERMINED TO HAVE FAILED OF ITS ESSENTIAL PURPOSE, ALL LIMITATIONS 
OF LIABILITY AND EXCLUSIONS OF DAMAGES SET FORTH HEREIN SHALL REMAIN IN EFFECT.  

14. Export or Import. Customer acknowledges that the Licensed Software and Support, which contain encryption, is subject 
to the export, import, economic sanctions, and trade restriction laws, regulations and requirements of the United States 
and other countries including European Union regulations. Tanium will reasonably cooperate, in Tanium’s discretion, in 
assisting Customer with respect to an application for any required export or import licenses and approvals; however, 
Customer agrees and acknowledges that it is Customer’s ultimate responsibility to comply with all export and import 
laws and that Tanium has no further responsibility after the initial sale to Customer within the original country of sale, 
including Customer’s importation of the Licensed Software and Support into other countries. Without limiting the 
foregoing, Customer agrees that it will not export, re-export, re-transfer, or provide access to the Licensed Software and 
Support to any person, in any jurisdiction, or to any user that would create a licensing requirement under U.S. Export 
control and economic sanctions laws, regulations and requirements without first obtaining any such license. Customer 
will not export to, or use the Licensed Software and Support in, any country not supported by Tanium, including, but not 
limited to, embargoes and sanctioned countries as promulgated by the United States Government. Customer shall defend, 
indemnify, and hold harmless Tanium from and against any and all damages, fines, penalties, assessments, liabilities, 
costs, and expenses (including attorneys’ fees and expenses) arising out of or relating to any claim the Licensed Software 
and Support were imported, exported, accessed, or otherwise shipped or transported by Customer in violation of 
applicable laws, rules, and regulations as described in this Section. 

15. U.S. Government Rights. The Licensed Software is commercial computer software as described in DFARS 252.227-
7014(a) (1) and FAR 2.101.  If acquired by or on behalf of the Department of Defense or any component thereof, the 
U.S. Government acquires this commercial computer software and/or commercial computer software documentation 
subject to the terms of this Agreement as specified in DFARS 227.7202-3, Rights in Commercial Computer Software or 
Commercial Computer Software Documentation. If acquired by or on behalf of any civilian agency, the U.S. Government 
acquires this commercial computer software and/or commercial computer software documentation subject to the terms 
of this Agreement as specified in FAR 12.212, Computer Software. 

16. Audit.  During the term of this Agreement and for one (1) year thereafter, no more than once in any twelve (12) month 
period, Tanium may audit Customer’s use of the Licensed Software ("Audit"). An Audit will generally consist of 
Customer providing a system-generated deployment report evidencing Customer’s deployment of the Licensed Software. 
Customer will reasonably cooperate with Tanium and any auditor retained by Tanium in the conduct of the Audit. Audits 
will be conducted during Customer’s normal business hours. Customer will immediately remit payment for any Licensed 
Software deployed in excess of the Licenses purchased by Customer under this Agreement. 

17. Force Majeure. Except for Customer’s payment obligations, neither party will be liable for any failure or delay in 
performance under this Agreement which is due to any event beyond the reasonable control of such party, including 
without limitation, fire, explosion, unavailability of utilities or raw materials, unavailability of components, labor 
difficulties, war, riot, act of God, export control regulation, laws, judgments, or government instructions. 

18. Construction. This Agreement has been negotiated and approved by the parties and, notwithstanding any rule or maxim 
of law or construction to the contrary, any ambiguity or uncertainty will not be construed against either of the parties by 
reason of the authorship of any of the provisions of this Agreement. 
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Appendix A 
Tanium Supplemental Support 

 
1. Supplemental Support. 

1.1  General. Tanium Supplemental Support ("Supplemental Support") may be obtained from Tanium at its then-
current list price or mutually negotiated price during the Licensed Term, and the length of the engagement will be 
specified in the Agreement or Schedule ("ESR Support Term"). If Customer purchases Supplemental Support, 
Tanium will provide a Tanium enterprise support resource ("ESR") who will be available to provide the relevant 
level of Supplemental Support during the ESR Support Term, which may consist of reasonable remote and onsite 
support.  

The ESR may provide the following support as agreed with Customer: 
● assist with the deployment, configuration, and optimization of the Tanium products; 
● plan, coordinate and implement Tanium-related projects and communicate updates; 
● provide consolidated reporting of current deployment status to Tanium’s senior technical and sales 

leadership and designated Customer representatives; 
● collate technical documentation on behalf of the customer;  
● help plan, communicate, and monitor the status, health and challenges associated with installation and 

deployment of Tanium products; 
● maintain ongoing technical relationships with Customer and provide weekly reporting to Tanium’s senior 

technical and sales leadership and designated Customer representatives; 
● track all tickets, bugs, feature requests, improvement requests and ongoing communications regarding 

Tanium products; and 
● observe ongoing operations for potential problems and improvements; such observations will be brought 

to the attention of Tanium’s senior technical and sales leadership and designated Customer representatives. 
The ESR will not: 
● execute an action, including, but not limited to deploying a patch, using Tanium products without the 

advance written review and approval by a designated Customer representative; 
● use Tanium products to perform any incident response services; 
● use any destructive content (e.g., file delete action) on behalf of the Customer; 
● act in a capacity to directly support third-party hardware or software on which the Tanium product is running 

or dependent; or 
● change any settings, undertake Tanium server or client tuning or conduct advanced troubleshooting without 

direct instruction and prior authorization from the Action Approver (or other designated Customer 
representative) and from the assigned primary Tanium technical account managers working with Customer 
("TAM"). 

The ESR Support Term will commence on the date set forth in the Schedule, or the effective date of the Schedule if a 
start date is not otherwise indicated.  Customer will provide the ESR access to the Tanium environment and related 
Customer’s systems within  thirty (30) days from agreed upon on-barding date ("On-Boarding Period").  In the event 
Customer fails to provide the ESR  with the required systems access noted above, Tanium may withdraw the assigned 
ESR until access is granted. Supplemental Support will be provided during normal business hours or as mutually agreed 
upon between Tanium and Customer. The ESR may be required to be out-of-the-office due to PTO, illness, holidays, 
training, vacations, or meetings. During this time out-of-the-office, or should the ESR’s employment with Tanium end, 
Tanium will provide to Customer with standard Support Services, unless otherwise agreed by Tanium, or when a 
replacement ESR is available, through the ESR Support Term.  
1.2  Customer Responsibilities.  Customer and its personnel shall cooperate fully with Tanium and its personnel in all 
respects, including, without limitation, providing information as to Customer requirements, providing access to the 
equipment/hardware on which the components of the Tanium products are or will be installed, and providing access to 
all necessary information regarding Customer’s systems. Customer shall be responsible for making, at its own expense, 
any changes or additions to Customer’s current systems, software, and hardware that may be required to support 
operation of the Tanium products.  
1.3  Action Approver. Customer will assign an action reviewer/approver to act as the final Customer approver for all 
Tanium actions submitted by the ESR ("Action Approver").  The Action Approver will have the authority to approve 
all actions issued in the Tanium console.  Any other requested changes to the Customer’s environment will require a 
change review process to be agreed by the parties. 
1.4  Remote Support. Supplemental Support may be provided remotely via telephone or electronic communications. 
Customer agrees that Tanium resources may access Customer’s systems during the relevant ESR Support Term, using 
a defined standard virtual private network (VPN). If a network connection between Tanium and Customer’s systems is 
required for Tanium to perform the Supplemental Support, Customer will provide such access as follows: 

● Customer is responsible for ensuring that (i) its network and systems comply with specifications provided 
by Tanium; (ii) all components of Customer’s Tanium environment are accessible through the VPN; and (iii) 
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the VPN is installed in a timely manner for Tanium to perform the Supplement Support or other Support 
Services. 

● Customer is responsible for acquiring and maintaining any equipment and performing any activities 
necessary to set-up and maintain network connectivity at and to Customer’s Tanium environment. 

● Customer will provide and maintain user accounts for, and access to, the VPN for the Tanium resources, 
including, but not limited to, Tanium’s onsite and remote resources. 

● Tanium is not responsible for network connection issues, problems or conditions arising from or related to 
network connections, such as bandwidth issues, excessive latency, network outages, and/or any other 
conditions that are caused by an internet service provider, or the network connection. If Customer’s VPN 
client software and/or VPN infrastructure fails to allow Tanium access to perform its obligations, Customer 
agrees to pay for any increased costs resulting from such failure. 

 
[End of Agreement] 
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Tanium-as-a-Service (TaaS) Subscription Agreement 
 

IF CUSTOMER DOES NOT AGREE TO THE TERMS AND CONDITIONS BELOW,  DO NOT ACCESS, INSTALL, 
OR USE THE SERVICE. BY ACCESSING, INSTALLING OR USING THE SERVICE, CUSTOMER AGREES TO 
THE TERMS AND CONDITIONS OF THIS AGREEMENT AND THAT IT IS LEGALLY BOUND BY ITS TERMS. 
THE PERSON ACCEPTING THE TERMS AND CONDITIONS OF THIS AGREEMENT ON BEHALF OF 
CUSTOMER REPRESENTS THAT HE OR SHE (1) HAS FULL AUTHORITY TO BIND CUSTOMER TO THIS 
AGREEMENT; AND (2) HAS READ AND UNDERSTANDS ALL THE PROVISIONS OF THIS AGREEMENT.  BY 
CLICKING THROUGH OR OTHERWISE ACCEPTING THIS AGREEMENT ELECTRONICALLY, 
INCLUDING BY ACCESSING, INSTALLING, OR USING THE SERVICE, CUSTOMER IS CONSENTING TO 
THE USE OF ELECTRONIC DELIVERY OF DOCUMENTS AND AN ELECTRONIC SIGNATURE, AND 
AGREES THAT SUCH ELECTRONIC SIGNATURE IN CONNECTION WITH THIS AGREEMENT AND THE 
TRANSACTIONS CONTEMPLATED HEREBY SHALL BE BINDING TO THE SAME EXTENT AS ORIGINAL 
SIGNATURES. 
This Subscription Agreement (the "Agreement") is entered into by and between Tanium and the end user customer (hereinafter 
"Customer"), to permit the use of the Service and Support, as defined herein. The "Effective Date" of the Agreement and 
license(s) granted under this Agreement will be the earlier of the date set forth in the Schedule or the date on which Tanium 
initially delivers an email that contains Customer’s unique Service instance credentials that allow the Customer to access the 
Service. "Tanium" means the Tanium entity listed or identified on the current approved Tanium-provided quote for the Service 
and/or Support (the "Quote"), or otherwise communicated to the Customer by Tanium. Tanium and Customer may be referred 
to collectively as the "parties" or individually as "party." 
1. Grant of License. 

1.1 License. Subject to the terms and conditions of this Agreement, Tanium grants Customer a revocable, non-
transferable, non-exclusive, term-based license ("Subscription License") to access and use the internet-based service, and 
to access, use and copy the proprietary software in object code form and related proprietary components, APIs, sensors, 
scripts, packages, actions, and ‘Saved Questions’ made Generally Available by Tanium and provided by or on behalf of 
Tanium to Customer in connection with this Agreement, as may be updated by Tanium from time to time (the "Service") 
in accordance with the Documentation for Customer’s internal use only during the applicable Service Period (as defined 
in Section 4). The term "Service" includes Tanium’s then-current documentation made available by Tanium for use of the 
Service, as updated from time-to-time by Tanium in its discretion (the "Documentation").  During the Service Term, 
Tanium may also provide Customer with non-GA materials including ‘Labs’ content, sensors, scripts, releases, and 
‘Saved Questions’ (the  "Support Materials "). Customer may use the Support Materials during the applicable Service 
Term only as needed for Customer to use the Service. The term "Generally Available" or "GA" means a production 
version of the Service made available to all of Tanium’s customer base, but specifically excludes Support Materials 
including any content marked as ‘Lab’ or ‘Community’. 
The Service and Support Materials are licensed to Customer, not sold. The Service, Documentation, Support Materials, 
and Services provided by Tanium contain material that is protected by copyright, patent, trade secret law, and other 
intellectual property law, and by international treaty provisions. All rights not expressly granted to Customer under this 
Agreement are reserved by Tanium. All copyrights, patents, trade secrets, trademarks, service marks, trade names, moral 
rights, and other intellectual property and proprietary rights in the Service, Support, and Support Materials provided by 
Tanium, whether or not registered, will remain the sole and exclusive property of Tanium or its suppliers, as applicable. 
1.2 License Metric. The Service is licensed on a per Managed OS Instance basis. A "Managed OS Instance" means a 
physical device or virtual machine where the Service can be installed, and where that device is capable of processing data. 
Managed OS Instances include: mobile/smart phone, diskless workstation, personal computer workstation, networked 
computer workstation, homeworker/teleworker, home-based system, file server, print server, e-mail server, internet 
gateway device, storage area network server, terminal servers, portable workstation connecting to a server or network, 
or container (host and/or constituent container).  Certain Tanium modules may be licensed and charged on a per container 
basis, as more fully set forth in the Quote or Schedule. In the case of a virtual system, in addition to the virtual Managed 
OS Instance(s), the hypervisor is considered to be a single Managed OS Instance if the Service is installed at the 
hypervisor level.  
Customer acknowledges that the Service includes access to certain software to be installed on Customer’s Managed OS 
Instances, all of which is included in the defined term, "Service." 
1.3 System Configuration. Hardware and software requirements for proper installation and use of the Service are set 
forth in the relevant Documentation. Customer is solely responsible and fully liable for purchasing, providing, installing, 
and using all required equipment, networks, peripherals, third-party software and hardware, scripts, or other technologies 
that may interoperate and be used in conjunction with the Service, all of which are expressly excluded from all warranty, 
indemnity and support obligations described elsewhere in this Agreement.   
1.4 Customer Data. As between the parties, Customer and its licensors, partners, or suppliers will retain all right, title and 
interest (including any and all intellectual property rights) in and to any data or data files of any type that are uploaded by or 
on behalf of Customer to the Service ("Customer Data"). Customer hereby grants to Tanium a non-exclusive, worldwide, 
royalty-free right to use, copy, store, transmit, modify, create derivative works of, and display the Customer Data solely to the 
extent necessary to provide the Service and Support to Customer under this Agreement. Customer will ensure that its use of 
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the Service and Support and all Customer Data is at all times compliant with this Agreement, Customer’s privacy policies, 
and all applicable local, state, federal and international laws, regulations, and conventions, including, without limitation, those 
related to data privacy and data transfer, international communications, and the exportation of technical or personal data. 
Customer is solely responsible for the accuracy, content, and legality of all Customer Data. Customer represents and warrants 
to Tanium that Customer has sufficient rights in the Customer Data to grant the rights granted to Tanium in this Section and 
that the Customer Data does not infringe or violate the intellectual property, publicity, privacy, or other rights of any third 
party. 

2. Restrictions. Customer’s Subscription License to the Service is subject to the following license conditions and 
restrictions: 
2.1 Customer’s Benefit. Customer must not use or permit the Service to be used in any manner, whether directly or 
indirectly, that would enable Customer’s personnel or any other person or entity to use the Service for anyone’s benefit 
other than Customer or its Affiliates. Customer must purchase each license it intends to use. Use of and access to the 
Service is permitted only by Customer-designated personnel ("Users"). 
2.2 Limitations on Copying and Distribution. Customer will not copy or distribute the Service whether directly or 
indirectly except to the extent that copying is necessary to use the Service for the purposes set forth herein. 
2.3 Limitations on Reverse Engineering and Modification. Except to the extent such a limitation is expressly prohibited 
by applicable law, Customer will not reverse engineer, decompile, disassemble, modify, or create derivative works of the 
Service whether directly or indirectly. 
2.4 Sublicense, Rental and Third-party Use. Except to the extent expressly permitted by this Agreement, Customer will 
not assign, sublicense, rent, timeshare, loan, lease or otherwise transfer the Service, or directly or indirectly permit any 
third-party to use or copy the Service. Customer will not operate a service bureau or other similar service for the benefit 
of third parties using the Service. 
2.5 Proprietary Notices. Customer will not remove any proprietary notices (e.g., copyright and trademark notices) from 
the Service. Customer shall reproduce the copyright and all other proprietary notices displayed on the Service on each 
permitted back-up or archival copy. 
2.6 Use in Accordance with Documentation. All use of the Service must be in accordance with the Documentation, 
Tanium’s Acceptable Use Policy made available at http://www.tanium.com/aup ("AUP"), and this Agreement. 
2.7 Use of the Service. Customer is solely responsible and fully liable for its use of the Service, including, but not limited 
to, for ensuring that the use of the Service is in compliance with all applicable foreign, federal, state, and local laws, rules, 
and regulations. Customer will not interfere with, or disrupt the integrity or performance of the Service, or any data or 
content contained therein or transmitted thereby; or access the Service (or download any data or content contained therein 
or transmitted thereby) through the use of any engine, software, tool, agent, device, or mechanism (including spiders, robots, 
crawlers, or any other similar data mining tools) other than software or Service features provided by Tanium expressly for 
such purposes. 
2.8 Tanium’s Intellectual Property. Customer must not use the Service or other Tanium Confidential Information 
whether directly or indirectly to contest the validity of any Tanium intellectual property, including the Service; any such 
use of Tanium’s information will constitute a material, non-curable breach of this Agreement. 
2.9 Competition. Customer must not use the Service or Tanium Confidential Information in a manner to compete with 
Tanium, to assist a third-party in competing with Tanium, or for benchmarking or competitive analysis. 
2.10 Credential Protection; Authentication. Customer will require that all Users keep user ID and password information 
("Credentials") strictly confidential and not share such information with anyone, including any other User. Customer agrees 
that neither Tanium nor its suppliers have any liability under this Agreement for actions taken using Customer’s Credentials, 
including any unauthorized use or access caused by misuse or misappropriation of such Credentials. Customer will be 
responsible for initiating and facilitating the removal of Service access by any User who is no longer authorized to access the 
Service. Customer will use security assertion markup language 2.0 and multi-factor authentication when accessing the Service, 
unless other related security measures are required in the Documentation. Customer will notify Tanium promptly upon 
learning of any attempt by anyone to misuse, misappropriate, copy, modify, derive, or reverse engineer any Service and 
Customer shall reasonably cooperate and assist Tanium in discovering, preventing, and recovering damages for any such 
misappropriation, copying, modification, derivation, or reverse engineering of the Service. 
2.11 Prohibited Data. Customer will not use the Service to store,  maintain, process, or transmit any sensitive or special 
data that might impose specific data security or data protection obligations on Tanium, including, without limitation (i) 
"protected health information" as defined under the Health Insurance Portability and Accountability Act of 1996 
(HIPAA), (ii) "cardholder data" as defined under the Payment Card Industry Data Security Standard (PCI DSS); or (iii) 
"nonpublic personal information" as defined under the Gramm-Leach-Bliley Act of 1999, in each case as such Acts and 
standards have been or may be supplemented and amended from time to time.  

3. Affiliates and Managing Parties. The term "Affiliate" means an entity that is controlled by, controls, or is under common 
control of a party, where "control" means the ownership, in the case of a corporation, of more than fifty percent (50%) of 
the voting securities in such corporation or, in the case of any other entity, the ownership of a majority of the beneficial or 
voting interest of such entity. Customer may allow its Affiliate(s) to use the Service and Support Materials provided that 
(a) the Affiliate only uses the Service and Support Materials for Customer’s or Affiliate’s internal business purposes and 
up to the authorized number of Managed OS Instances in accordance with the terms and conditions of this Agreement 
and (b) Customer is responsible for and remains liable for the Affiliate’s use of the Service and Support Materials in 

http://www.tanium.com/aup
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compliance with the terms and conditions of this Agreement. If Customer enters into a contract with a third party that 
manages Customer’s information technology resources ("Managing Party"), Customer may allow its Managing Party to 
use the Service and Support Materials on Customer’s Managed OS Instances, provided that (a) the Managing Party only 
uses the Service for Customer’s internal business purposes and not for the benefit of any third party or for the Managing 
Party, (b) the Managing Party agrees to comply with the terms and conditions of this Agreement, and (c) Customer is 
responsible for and remains liable for the Managing Party’s use of the Service and Support Materials in compliance with 
the terms and conditions of this Agreement. In addition, Customer shall ensure that its personnel comply with the terms 
of this Agreement. 

4. Term and Termination. The Subscription License will commence upon the Effective Date and will continue for the 
duration of the Subscription License term or until this Agreement is terminated as provided in this Section, whichever 
occurs first(the "Service Period"). The term of the Service Period will be as set forth in the Schedule.  Either party may 
terminate this Agreement or any Schedule on written notice to the other party if the other party is in material breach of 
its obligations hereunder and fails to cure the material breach within thirty (30) days of such written notice, or within five 
(5) days of such written notice if Customer fails to make payments as required in this Agreement or Customer breaches 
Sections 1 (Grant of License) or 2 (Restrictions). Notwithstanding the foregoing, if a material failure is not curable, the 
non- defaulting party may immediately terminate this Agreement upon written notice to the other party. Either party may, 
in its sole discretion, elect to terminate this Agreement on written notice to the other party upon the bankruptcy or 
insolvency of the other party or upon the commencement of any voluntary or involuntary winding up, or upon the filing of 
any petition seeking the winding up of the other party. Upon expiration of the Subscription License or any termination or 
expiration of this Agreement, the Subscription License granted in Section 1 (Grant of License) will automatically terminate 
and Tanium shall (at Customer’s election) destroy or return to Customer all Customer Data in its possession or control 
that Tanium processes as a data processor. If Customer does not notify Tanium of its election within thirty (30) days 
following termination or expiry of the Agreement, then Tanium shall automatically destroy all such Customer Data. 
Tanium shall not destroy Customer Data to the extent (i) it is required by applicable law to retain some or all of Customer 
Data, or (ii) Customer Data was archived on back-up systems, which Customer Data Tanium shall use commercially 
reasonable efforts to securely isolate and protect from any further processing except to the extent required by such law. 
Tanium reserves the right to seek all remedies available at law and in equity for Customer’s material breach of this 
Agreement. 

5. Fees and Expenses; Delivery and Taxes. 
5.1 Fees and Expenses. Notwithstanding anything else to the contrary, if Customer orders from a Tanium authorized 
business partner ("Reseller"), final terms of the transaction (e.g., pricing, discounts, fees, payments, and taxes) are solely 
subject to the agreement between Customer and its Reseller of choice. This Agreement will govern Tanium’s provision 
and Customer’s license to the Service and Support whether Customer orders the Service and Support from Tanium or a 
Reseller. Unless Customer orders directly from a Reseller, (i) Customer will pay the Service and Support fees directly to 
Tanium and Tanium will fulfill all orders; and (ii) the parties will enter into a schedule(s) or purchase order(s) that 
describe the Service and any Support to be acquired by Customer (each a "Schedule"). This Agreement applies to any 
Schedule that references this Agreement. When a purchase order will be utilized as a Schedule, the purchase order must 
reference the applicable Quote and this Agreement, which will be deemed incorporated by such reference. 
Notwithstanding anything else to the contrary, any terms and conditions in the purchase order that conflict or are 
inconsistent with the Quote or this Agreement will have no force or effect. The purchase order will not add or remove 
terms from the Quote or this Agreement. Tanium further reserves the right to expressly reject any purchase order that 
does not comport to the requirements of this Section. 
Unless otherwise set forth in a Schedule, (a) fees for Service will be billed on an annual basis, payable in advance; and 
(b) all amounts to be paid by Customer are due and payable thirty (30) days after Customer’s receipt of an invoice. 
Payments will be made by electronic transfer to a bank account designated by Tanium on the invoice in the amount of fees 
for the Service and Support ordered (less any applicable credits and deductions and plus any applicable taxes, shipping, and 
other charges). The effective date of payment shall be the date on which the entire amount due is credited to Tanium’s 
bank account or the instrument enabling immediate collection of the entire amount due is received. All payments not 
made by Customer when due will be subject to late charges of the lesser of (i) one percent (1%) per month of the overdue 
amount or (ii) the maximum amount permitted under applicable law. Customer shall pay all court costs, fees, expenses, 
and reasonable attorneys’ fees incurred by Tanium in collecting delinquent fees. 
5.2 Taxes. All amounts payable by Customer to Tanium under this Agreement are exclusive of any taxes, levies, or 
duties, of any nature, that may be assessed by any jurisdiction (collectively "Taxes"). Customer is responsible for paying 
all Taxes including sales, use, excise, import or export values or fees, stamp duties, foreign withholding (if applicable to 
paying jurisdiction), value- added, personal property, or any other tax resulting from the delivery, possession, or use of 
the Service, Support, or purchases of hardware. Taxes do not include any taxes payable by Tanium for its employees or 
for its net income. 
All Service will be delivered and accessed electronically. In conjunction with the billing, collection and payment of any 
Taxes, Customer may provide Tanium with a primary place of use for the Service. This address will be used as the 
"shipped to address" on all invoices. If Customer does not provide a primary place of use then Customer’s purchase order 
"ship to address" will be used for these purposes. Customer will pay all Taxes relating to, or under this Agreement, unless 
Customer is exempt from the payment of such Taxes and provides Tanium with evidence of valid exemption certificate(s). 
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If its tax status changes, Customer must notify Tanium in writing (email is sufficient) at least 30 days in advance of 
Customer’s next billing cycle. If Tanium becomes entitled to a refund or credit of Taxes previously paid by Customer 
pursuant to this Section, any such refunded or credited amounts (including any interest received thereon) shall be promptly 
granted as a credit memo against Customer’s account or, upon Customer’s request, paid over to Customer. Unless 
Customer and Tanium agree otherwise, Customer will make no deduction from any amounts owed to Tanium for any un-
invoiced taxes of any type. Subject to applicable laws, Tanium will cooperate with Customer to reduce the amount of 
applicable withholding taxes and Customer will not take any action that is prejudicial to obtaining an available tax 
exemption by Tanium. Upon Customer’s written request, Tanium will provide Customer with written proof that it has 
made all registrations and reports required for these tax payments. If Tanium claims a tax exemption that may affect any 
obligations of Customer, Tanium will disclose this exemption to Customer on a timely basis and provide Customer with 
all exemption documentation requested by Customer. If Customer is required to withhold amounts from any payments 
due to Tanium hereunder as prescribed by applicable law, Customer will make such withholding, remit such amounts to 
the appropriate taxing authorities. Customer agrees to increase the amount payable as necessary so that after making all 
required deductions and withholdings, Tanium receives and retains (free from any Tax liability) an amount equal to the 
amount it would have received had no such deductions or withholdings been made. Customer will indemnify Tanium 
from and against any disputed taxes, including interest and penalties, on the Service and/or Support by the taxing 
authorities. If the taxation of the item(s) is disputed by the taxing authorities, Tanium will notify Customer, if practical, to 
work with Customer and the taxing authorities to minimize any potential deficiencies. 

6. Support; Personal Data and Systems Information; Supplemental Support and Training. 
6.1 Support. The term, "Support", means, collectively, the Support Services, Supplemental Support, Training, and any 
other services acquired by Customer from Tanium, all of which are provided in accordance with, and governed by, the 
terms and conditions of this Agreement. The type, term, and level of Support are as set forth in the applicable Schedule. 
With respect to the Service, the support and maintenance described below in Section 6.2 ("Support Services") that are 
provided during the Service Period. Geographic limitations may apply. Unless otherwise agreed upon in writing by the 
parties or expressly stated in the Documentation, Support Services will be provided in English only. 
6.2 Support Services.  Unless otherwise set forth in a Schedule, Tanium will provide the following Support Services to 

Customer.   
6.2.1 General. During the Service Period, Tanium shall provide Customer with reasonable support for the 

person(s) designated by customer that may contact Tanium for Support Services ("Technical Support 
Contact(s)"). Customer may contact Tanium for Support Services Monday through Friday, 7 a.m. to 7 
p.m. Pacific Standard Time, excluding Tanium holidays. Tanium shall use good faith efforts to work with 
Customer during Customer’s normal business hours in the time zone in which the Customer is located to 
resolve any issues raised by Customer. Customer may designate up to a maximum of two (2) Technical 
Support Contacts. 

6.2.2 Contacting Tanium. Customer may contact Tanium for Support Services by submitting a request via the 
internet-based support and Support Services platform for which Customer will register and use to submit 
Support Requests and access Documentation during the Service Period (the "Tanium Support Portal"). 

6.2.3 Customer’s Obligations. All Customer requests made to Tanium for Support Services in accordance with 
Section 6.2 ("Support Requests") shall be submitted by Customer to Tanium through Customer’s 
Technical Support Contact(s). Customer may change its designation of Technical Support Contact(s) upon 
written notice to Tanium. 
Customer is responsible for: (1) preparing and maintaining their systems (e.g., multi- factor authentication) 
and facilities in accordance with the Documentation and specifications of the appropriate suppliers; (2) 
securing all required permits, inspections, and licenses necessary to use the Service; and (3) complying 
with all applicable laws while using the Service. 

  Customer acknowledges and agrees that Customer is solely responsible for the function, performance, and 
results achieved in using or accessing any Support Materials that Tanium may make available to Customer 
in connection with Support Services. 

6.2.4 Third-Party Support.  Notwithstanding anything else to the contrary in this Agreement, if Customer 
enters into an agreement with a Reseller under which the Reseller will provide support or maintenance to 
Customer for the Service ("Third-Party Support"), Customer must contact the Reseller, and not Tanium, 
for support and maintenance.  Customer acknowledges that (i) all terms and conditions related to Third-
Party Support are solely subject to the agreement between Customer and the Reseller; and (ii) Tanium has 
no responsibility or liability for Third-Party Support. 

6.3 Personal Data and Systems Information.  
6.3.1 Personal Data. Customer, rather than Tanium, determines which types of data, including Personal Data 

(as defined in the Data Processing Addendum), exists within its endpoint environment, and determines to 
what extent Personal Data is processed through its use of the Service. To the extent that Tanium processes 
Personal Data on behalf of Customer while providing the Service, Tanium will process such Personal Data 
pursuant to the Data Processing Addendum found at http://tanium.com/dpa, which is hereby incorporated 
into and made a part of this Agreement. 

6.3.2 Systems Information. During the term of the Agreement, Customer may provide to Tanium and the 

http://tanium.com/dpa
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Service may collect performance, usage, and analytics information relating to Customer’s operation and 
use of the Service, metadata relating to Customer’s networks, software, applications, and systems, device 
identifiers, network telemetry, endpoint telemetry, system configuration, and data generated through any 
of the foregoing (collectively, "Systems Information").  Because Customer’s endpoint environment is 
unique in configurations and naming conventions, the Systems Information could potentially include 
Personal Data.  Customer may redact, edit, or otherwise suppress any Systems Information, including 
Personal Data, prior to providing to Tanium for processing. To the extent any Systems Information 
includes Personal Data, Customer represents and warrants that it has made all necessary disclosures and 
has a lawful basis to share the Personal Data with Tanium for the Permitted Purpose.    
Customer agrees that Tanium may use Systems Information: (a) to provide the Service; (b) to research, 
develop, and improve Tanium’s products and services; (c) as directed or instructed by Customer; and (d) 
on an aggregated and/or anonymized basis, for marketing purposes (the "Permitted Purpose"). To the 
extent Systems Information identifies Customer, such Systems Information will be held in confidence by 
Tanium in accordance with Section 10 (Confidentiality).    

6.3.3 As between Customer and Tanium, this section states Tanium’s entire obligation with respect to Personal 
Data. 

6.4 Supplemental Support and Training. Supplemental Support may be  purchased by Customer and provided by Tanium 
in accordance with Appendix A. Product training may be purchased by Customer and provided by Tanium with respect 
to the Service ("Training"). 

7. Limited Warranty; Disclaimer; Integrations with Third-Party Software and Services. 
7.1 Limited Warranty. During the Warranty Period, Tanium warrants that (i) the Service will operate in substantial 
conformity with the Documentation; and (ii) it shall use commercially reasonable efforts to screen the Service prior to 
delivery to Customer for viruses, Trojan horses, and other malicious code. The term "Warranty Period" means ninety 
(90) days from the Effective Date. If the Service Period is less than ninety (90) days, the Warranty Period will be for the 
length of the Service Period. The foregoing warranties apply only to the Service provided to Customer during the 
Warranty Period and are solely for the benefit of Customer. Customer shall have no authority to extend such warranty to 
any third party. The sole and exclusive remedy of Customer, and the sole and exclusive liability of Tanium, for breach of 
the foregoing warranties in this Section, shall be to repair or replace the non-conforming Service, or if repair or replacement 
would, in Tanium’s opinion, be commercially unreasonable, then Tanium shall terminate the relevant licenses and refund 
to Customer the portion of prepaid license fees paid for such non-conforming Service. This warranty is contingent upon 
the proper installation and use of the Service as described in the Documentation and this Agreement; Tanium shall not be 
responsible for Customer’s use of the Service if not operated in a manner recommended in the Documentation. Any 
modification to the Service by Customer or any third party may void Tanium’s warranties under this Section.   
In addition, Tanium warrants that any Supplemental Support and Training will be provided in a professional and 
workmanlike manner consistent with relevant industry standards. If Tanium breaches the foregoing warranty, Customer’s 
sole remedy will be to terminate the applicable Supplemental Support and/or Training and receive a refund of any prepaid 
unused fees for such non-conforming Supplemental Support and/or Training. 
7.2 Warranty Disclaimer. EXCEPT AS PROVIDED IN THIS SECTION, THE SERVICE, SUPPORT MATERIALS, 
AND ALL SUPPORT ARE PROVIDED ON AN "AS AVAILABLE, " "AS-IS" BASIS. TO THE MAXIMUM EXTENT 
PERMITTED BY LAW, TANIUM AND ITS SUPPLIERS DISCLAIM ALL OTHER WARRANTIES WITH 
RESPECT TO THE SERVICE, SUPPORT MATERIALS, AND SUPPORT, INCLUDING, BUT NOT LIMITED TO, 
THE IMPLIED WARRANTIES OF NON- INFRINGEMENT, TITLE, MERCHANTABILITY, QUIET ENJOYMENT, 
QUALITY OF INFORMATION, AND FITNESS FOR A PARTICULAR PURPOSE. TANIUM DOES NOT 
WARRANT THAT THE SERVICE OR SUPPORT WILL MEET CUSTOMER’S REQUIREMENTS; THAT 
CUSTOMER’S USE OF THE SERVICE OR SUPPORT WILL SATISFY ANY STATUTORY OR REGULATORY 
OBLIGATIONS; THAT THE OPERATION OF THE SERVICE OR SUPPORT WILL BE UNINTERRUPTED OR 
ERROR-FREE; OR THAT ERRORS OR DEFECTS IN THE SERVICE OR SUPPORT WILL BE CORRECTED. 
TANIUM DOES NOT PROVIDE WARRANTIES WITH RESPECT TO ANY NON-GA PRODUCTS, SCRIPTS, 
CONTENT, OR OTHER TECHNOLOGIES, INCLUDING THE SUPPORT MATERIALS AND ANY 
INFORMATION OR ADVICE PROVIDED BY TANIUM PERSONNEL IN THE COURSE OF PROVIDING 
SUPPORT. TANIUM HAS NO RESPONSIBILITY OR LIABILITY FOR ANY THIRD-PARTY PRODUCTS OR 
TECHNOLOGIES USED BY CUSTOMER WHETHER INDEPENDENTLY OR IN CONJUNCTION WITH THE 
SERVICE. If applicable law affords Customer implied warranties, guarantees or conditions despite these exclusions, 
those warranties will be limited to one (1) year from the Effective Date and Customer’s remedies will be limited to the 
maximum extent allowed by Sections 7 (Limited Warranty; Disclaimer; Integrations with Third-Party Software and 
Services) and 9 (Limitation of Liability). 
7.3 Integrations with Third-Party Software and Services.  Customer acknowledges that the Service may contain features 
designed to integrate or interoperate with third-party software or services, that Tanium reserves the right to remove or alter 
any such Service features, and that any such removal or alteration does not entitle Customer to any refund, credit, or other 
compensation.  If Customer elects to use non-Tanium software or services with the Service, Customer grants Tanium 
permission to allow the non-Tanium software or services or its provider to access Customer Data and information about 
Customer’s usage of the non-Tanium software or services as appropriate for the integration or interoperation of the non-
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Tanium software or services with the Service.   
8. Indemnities. If a third party claims that Customer’s licensed use of the Service in compliance with the terms of this 

Agreement infringes a United States (i) patent, (ii) copyright, or (iii) trademark, or misappropriates a trade secret of that 
third party, Tanium, at its sole cost and expense, will defend Customer against any such claim, and indemnify Customer 
from any damages, liabilities, costs and expenses awarded by a court to the third party claiming infringement or set forth 
in a settlement agreed to by Tanium. If a claim of infringement under this Section occurs, or if Tanium determines a claim 
is likely to occur, Tanium will have the right, in its sole discretion, to either: (i) procure for Customer the right or license 
to continue to use the Service; (ii) modify the Service to make it non-infringing, without loss of material functionality; or 
(iii) replace the Service with a functionally equivalent, non-infringing service or offering. If either of these remedies is 
not reasonably available to Tanium, Tanium may, in its sole discretion, immediately terminate this Agreement and return 
the license fees paid by Customer for the infringing Service, prorated for use over the remaining unused Service 
Period. Notwithstanding the foregoing, Tanium shall have no obligation with respect to any claim of infringement that is 
based upon or arises out of (each of the following an "Excluded Claim"): (i) the use or combination of the Service with 
any third-party or Customer hardware, software, products, data or other materials; (ii) modification or alteration of the 
Service by anyone other than Tanium; (iii) Customer’s failure to implement any workaround that would have avoided the 
claim; (iv) Customer’s use of the Service in breach of or excess of the rights granted in this Agreement; (v) any third-
party components; or (vi) a business method or process that is inherent to Customer’s business. The provisions of this 
Section state Customer’s sole and exclusive remedy and the sole and exclusive obligations and liability of Tanium and 
its suppliers for any claim of intellectual property infringement arising out of or relating to the Service and/or this 
Agreement and are in lieu of any implied warranties of non-infringement, all of which are expressly disclaimed. Customer 
will indemnify, defend, and hold Tanium and its Affiliates and their officers, directors, agents, employees, advertisers, 
partners, contractors, cloud providers, successors, and assigns harmless from any claim, demand, action, proceeding, 
judgment, or liability (including legal and other professional fees) from a third-party claim arising out of or related to: (i) an 
Excluded Claim; (ii) Customer Data used by Customer (a) without the required permission(s), consent(s), right(s), or 
license(s), or (b) in a manner prohibited or restricted by this Agreement; (iii) Customer’s violation of applicable law; or 
(iv) breach by Customer of the AUP. A party seeking indemnification under this Agreement shall promptly notify the 
indemnifying party in writing of such claim, permit the indemnifying party sole authority to control the defense or 
settlement of such claim, and provide the indemnifying party with reasonable assistance in connection therewith. The 
indemnified party may participate in the defense at its sole cost. Customer shall be responsible for determining whether 
the Service adheres to any applicable laws to which it is subject and otherwise meets its business needs. 

9. Limitation of Liability. TO THE MAXIMUM EXTENT PERMITTED BY LAW, IN NO EVENT SHALL TANIUM 
OR ITS SUPPLIERS BE LIABLE TO CUSTOMER, ITS AFFILIATES OR ANY THIRD PARTY FOR ANY SPECIAL, 
INCIDENTAL, CONSEQUENTIAL, PUNITIVE, OR INDIRECT DAMAGES, WHICH THE PARTIES EXPRESSLY 
AGREE INCLUDE, WITHOUT LIMITATION AND REGARDLESS OF ITS LEGAL CATEGORIZATION, ANY 
DAMAGES FOR PERSONAL INJURY, LOST PROFITS, LOST DATA, BUSINESS INTERRUPTION, COMPUTER 
FAILURE OR MALFUNCTION, AND/OR COST OF REPLACEMENT GOODS OR SERVICES, OR ANY OTHER 
DAMAGES SUSTAINED BY CUSTOMER ARISING OUT OF OR RELATED TO THE SERVICE, SUPPORT, OR 
THIS AGREEMENT, EVEN IF TANIUM HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN 
ANY CASE, THE MAXIMUM AGGREGATE LIABILITY OF TANIUM AND ITS SUPPLIERS UNDER THIS 
AGREEMENT FOR ALL DAMAGES, LOSSES, AND CAUSES OF ACTION (WHETHER IN CONTRACT, TORT 
(INCLUDING NEGLIGENCE), OR OTHERWISE) IS LIMITED TO THE FEES PAID BY CUSTOMER FOR THE 
SERVICE OR SUPPORT GIVING RISE TO SUCH CLAIM DURING THE TWELVE (12) MONTHS IMMEDIATELY 
PRECEDING THE FIRST EVENT GIVING RISE TO SUCH CLAIM. THE FOREGOING IS INTENDED TO BE AN 
AGGREGATE LIMIT, NOT PER INCIDENT. THE PARTIES ACKNOWLEDGE THAT ONLY CUSTOMERS CAN 
IMPLEMENT BACK-UP PLANS AND SAFEGUARDS APPROPRIATE TO THEIR OWN NEEDS TO PROTECT 
THEMSELVES IF AN ERROR IN THE SERVICE OR SUPPORT CAUSES COMPUTER PROBLEMS AND 
RELATED DATA LOSSES. FOR THESE REASONS, CUSTOMER AGREES TO THE LIMITATIONS OF 
LIABILITY IN THIS SECTION AND ACKNOWLEDGES THAT WITHOUT CUSTOMER’S AGREEMENT TO 
THESE TERMS, THE FEE CHARGED FOR THE SERVICE WOULD BE HIGHER. NO CAUSE OF ACTION, 
REGARDLESS OF FORM, ARISING OUT OF ANY OF THE TRANSACTIONS UNDER THIS AGREEMENT MAY 
BE BROUGHT BY CUSTOMER MORE THAN ONE (1) YEAR AFTER CUSTOMER IS MADE AWARE OF THE 
CIRCUMSTANCES THAT RESULTED IN SUCH CAUSE OF ACTION. IN THE EVENT TANIUM MAKES A REFUND 
OR CREDIT UNDER THIS AGREEMENT, ANY SUCH MONIES REFUNDED OR CREDITED BY TANIUM WILL BE 
APPLIED TO THE MEASURE OF DAMAGES SUBSEQUENTLY AWARDED BY THE COURT, IF ANY. 
NEITHER PARTY WILL SEEK A DUPLICATE AWARD OF DAMAGES FOR ANY REFUNDED OR 
INDEMNIFIED MONIES PAID UNDER THIS AGREEMENT. 

10. Confidentiality. Each party agrees to hold the other party’s (and that of its affiliates disclosed in connection with this 
Agreement) Confidential Information in confidence using the same degree of care that it uses to protect the confidentiality 
of its own confidential information of like kind (at all time exercising at least a commercially reasonable degree of care 
in the protection of such Confidential Information), and not to make each other’s Confidential Information available in 
any form to any third party (other than their authorized agents) or to use each other’s Confidential Information for any 
purpose other than as specified in this Agreement (subject, in all cases, to the rights granted to Tanium in Section 11.2). 
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Each party agrees to take all reasonable steps to ensure that Confidential Information of the other party is not disclosed, 
used, or distributed by its employees, agents, or consultants in violation of the provisions of this Agreement. In addition, 
Customer shall ensure that any Managing Party will hold Tanium’s Confidential Information in confidence and otherwise 
comply with this Section. "Confidential Information" shall mean, with respect to a party hereto, all information or 
material disclosed or made available by one party or its affiliates to the other or its affiliates in connection with this 
Agreement which (i) is marked confidential or proprietary; or (ii) from all the relevant circumstances should reasonably 
be assumed to be confidential. Confidential Information includes, but is not limited to, the Service and Support Materials. 
Each party’s Confidential Information shall remain the sole and exclusive property of that party. Neither party shall have 
any obligation with respect to Confidential Information disclosed or made available by one party or its affiliates to other 
party or its affiliates in connection with this Agreement which: (i) is or becomes generally known to the public by any 
means other than a breach of the obligations of a receiving party; (ii) was previously known to the receiving party or 
rightly received by the receiving party from a third party without restrictions on disclosure; (iii) is independently 
developed by the receiving party without reliance upon or use of the disclosing party’s Confidential Information; or (iv) 
is approved for release by the disclosing party in writing. Each party acknowledges and agrees that due to the unique 
nature of the Confidential Information there can be no adequate remedy at law for any breach of its obligations hereunder, 
that any such breach or threatened breach may allow a party or third parties to unfairly compete with the other party, 
resulting in irreparable harm to such party, and therefore, that upon any such breach or any threat thereof, each party will 
be entitled to seek appropriate equitable and injunctive relief from a court of competent jurisdiction without the necessity 
of proving actual loss, in addition to whatever remedies either of them might have at law or equity. In the event the parties 
executed a non-disclosure agreement related to Customer’s prospective license of the Service, the terms of this Section 
will supersede such non-disclosure agreement after the Effective Date. 

11. Evaluation Software and Feedback. 
11.1 Evaluation Software. This Section only applies to Services designated by Tanium as "Evaluation Service(s)." 
Subject to Section 2 (Restrictions), Tanium grants to Customer a non- transferable, non-exclusive limited license to use 
the Evaluation Service(s) for its internal evaluation and lab purposes only. The term of this license is for a period of thirty 
(30) days following delivery of the Evaluation Service(s) ("Evaluation Period"). Tanium may extend the Evaluation 
Period in writing at its discretion. Unless otherwise agreed in writing by Tanium, Customer agrees to use the Evaluation 
Service(s) in a non-production environment. Customer bears the sole risk of using the Evaluation Service(s). TANIUM 
PROVIDES THE EVALUATION SERVICE(S) TO CUSTOMER "AS-IS" AND GIVES NO REPRESENTATION, 
WARRANTY, INDEMNITY, GUARANTEE OR CONDITION OF ANY KIND. TO THE MAXIMUM EXTENT 
PERMITTED BY LAW, TANIUM’S TOTAL AGGREGATE LIABILITY AND THAT OF ITS SUPPLIERS IS 
EXPRESSLY LIMITED TO FIVE HUNDRED DOLLARS ($500) FOR ANY AND ALL DAMAGES REGARDLESS 
OF THE NATURE OF THE CLAIM OR THEORY OF LIABILITY. Because the Evaluation Service(s) are provided 
"AS-IS," Tanium is not obligated to provide support for them. This Section supersedes any inconsistent term in the 
Agreement for purposes of the Evaluation Service(s). 
11.2 Feedback. Customer may provide suggestions, comments, or other feedback (collectively, "Feedback") to Tanium 
with respect to its products and services, including the Service and Support. Feedback is voluntary and Tanium is not 
required to hold it in confidence. Tanium may use Feedback for any purpose without obligation of any kind. To the extent 
a license is required under Customer’s intellectual property rights to make use of the Feedback, Customer hereby grants 
Tanium an irrevocable, non-exclusive, perpetual, worldwide, transferable, royalty- free license (including the right to 
sublicense) to use the Feedback in connection with Tanium’s business, including enhancement of the Service. 
11.3 Beta Software. If the Service released to Customer has been identified by Tanium as "Beta Software," then the 
provisions of Section 11.1 (Evaluation Software) will apply, in addition to this Section 11.3 (Beta Software). Customer is 
under no obligation to use any Beta Software; doing so is in Customer’s sole discretion. Because Beta Software can be at 
various stages of development, operation and use of the Beta Software may be unpredictable. Customer acknowledges 
and agrees that: (1) Beta Software has not been fully tested; (2) use or operation of Beta Software should not occur in a 
production environment; (3) Customer’s use of Beta Software will be for purposes of evaluating and testing new 
functionality and providing Feedback to Tanium; and (4) Customer will inform its personnel regarding the nature of the 
Beta Software. In addition, Tanium has no obligation to Customer to (1) further develop or release the Beta Software or 
(2) provide support for the Beta Software. If Tanium releases another version of the Beta Software, Customer will return 
or destroy all prior version(s) or release(s) of the Beta Software that it received from Tanium. 

12. Governing Law/Jurisdiction. This Agreement will be governed by and construed in accordance with the substantive laws 
in force: (a) in the  State  of  Washington,  if  you  purchased  the  Service and Support in the United States or Canada, or (b) 
in England and Wales if you purchased the Service and Support in any country other than the United States or Canada, unless  
another local law is required to be applied. This Agreement will not be governed by the conflict of laws rules of any jurisdiction 
or the United Nations Convention on Contracts for the International Sale of Goods, the application of which is expressly 
excluded. The Uniform Computer Information Transactions Act as enacted shall not apply. The state or federal courts of 
competent jurisdiction located in King County, Washington, when the laws of Washington apply, and the courts of London, 
England when the laws of England and Wales apply, shall each have exclusive jurisdiction over all disputes relating to this 
Agreement. 

13. General. This Agreement, together with the Schedules and any exhibits attached hereto, the Data Processing Addendum, 
Documentation, appendices, and the AUP, constitutes the entire understanding and agreement between Tanium and 
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Customer with respect to the subject matter of this Agreement and supersedes all prior or contemporaneous oral or written 
communications, including without limitation pre-printed terms and conditions on Customer’s purchase order, with 
respect to the subject matter of this Agreement, all of which are merged in this Agreement. This Agreement shall not be 
modified, amended or in any way altered except by an instrument in writing signed by authorized representatives of both 
parties and this Agreement shall supersede any non-disclosure agreement required to be signed by Tanium employees or 
contractors prior to accessing Customer facilities or systems. In the event any provision of this Agreement is found invalid 
or unenforceable pursuant to judicial decree, the remainder of this Agreement shall remain valid and enforceable 
according to its terms. Any failure by Tanium to strictly enforce any provision of this Agreement will not operate as a 
waiver of that provision or any subsequent breach of that provision. All notices, demands, or consents given under this 
Agreement will be in writing, signed by or on behalf of the party giving notice, and addressed to Tanium, "Attention Legal 
Department", at the address identified on the Quote, or to Customer, at the contact information Customer provided when 
purchasing the Service and Support. Notices will be considered when delivered personally, or three (3) days after deposit 
in the mail (registered mail), or one (1) day after being sent by overnight courier. There are no intended or implied third-
party beneficiaries of this Agreement. The following provisions shall survive any termination or expiration of this 
Agreement: Sections 2 (Restrictions), 4 (Term and Termination), 5 (Fees and Expenses; Delivery and Taxes), 6.3 (Personal 
Data and Systems Information), 9 (Limitation of Liability), 10 (Confidentiality), 11.2 (Feedback), 12 (Governing 
Law/Jurisdiction), 13 (General), 15 (U.S. Government Rights), 16 (Audit), 17 (Force Majeure), 18 (Construction), and 
Customer’s indemnity obligations hereunder. Tanium may assign any of its rights or obligations hereunder as it deems 
necessary. IT IS EXPRESSLY UNDERSTOOD AND AGREED THAT IN THE EVENT ANY REMEDY 
HEREUNDER IS DETERMINED TO HAVE FAILED OF ITS ESSENTIAL PURPOSE, ALL LIMITATIONS OF 
LIABILITY AND EXCLUSIONS OF DAMAGES SET FORTH HEREIN SHALL REMAIN IN EFFECT. 

14. Export or Import. Customer acknowledges that the Service, which contains encryption, is subject to the export, import, 
economic sanctions, and trade restriction laws, regulations and requirements of the United States and other countries 
including European Union regulations. Tanium will reasonably cooperate, in Tanium’s discretion, in assisting Customer 
with respect to an application for any required export or import licenses and approvals; however, Customer agrees and 
acknowledges that it is Customer’s ultimate responsibility to comply with all export and import laws and that Tanium has 
no further responsibility after the initial sale to Customer within the original country of sale, including Customer’s 
importation of the Service into other countries. Without limiting the foregoing, Customer agrees that it will not export, 
re-export, re-transfer, or provide access to the Service in contravention of the foregoing, or provide the Service to any 
person, in any jurisdiction, or to any user that would create a licensing requirement under U.S. Export control and 
economic sanctions laws, regulations and requirements without first obtaining any such license. Customer will not export 
to, or use the Service or Support in, any country not supported by Tanium, including, but not limited to, embargoed and 
sanctioned countries as promulgated by the United States Government. Customer shall defend, indemnify, and hold 
harmless Tanium from and against any and all damages, fines, penalties, assessments, liabilities, costs, and expenses 
(including attorneys’ fees and expenses) arising out of or relating to any claim the Service was imported, exported, 
accessed, or otherwise shipped or transported by Customer in violation of applicable laws, rules and regulations as 
described in this Section. 

15. U.S. Government Rights. The Service is commercial computer software as described in DFARS 252.227-7014(a) (1) 
and FAR 2.101. If acquired by or on behalf of the Department of Defense or any component thereof, the U.S. Government 
acquires this commercial computer software and/or commercial computer software documentation subject to the terms 
of this Agreement as specified in DFARS 227.7202-3, Rights in Commercial Computer Software or Commercial 
Computer Software Documentation. If acquired by or on behalf of any civilian agency, the U.S. Government acquires 
this commercial computer software and/or commercial computer software documentation subject to the terms of this 
Agreement as specified in FAR 12.212, Computer Software. 

16. Audit. During the term of this Agreement and for one (1) year thereafter, no more than once in any twelve (12) month 
period, Tanium may audit Customer’s use of the Service ("Audit"). An Audit will generally consist of Customer providing 
a system-generated deployment report evidencing Customer’s deployment of the Service. Customer will reasonably 
cooperate with Tanium and any auditor retained by Tanium in the conduct of the Audit. Audits will be conducted during 
Customer’s normal business hours. Customer will immediately remit payment for any Service deployed in excess of the 
Service licenses purchased by Customer under this Agreement. 

17. Force Majeure. Except for Customer’s payment obligations, neither party will be liable for any failure or delay in 
performance under this Agreement which is due to any event beyond the reasonable control of such party, including 
without limitation, fire, explosion, unavailability of utilities or raw materials, unavailability of components, labor 
difficulties, war, pandemic, epidemic, riot, act of God, export control regulation, laws, judgments, or government 
instructions. 

18. Construction. This Agreement has been negotiated and approved by the parties and, notwithstanding any rule or maxim 
of law or construction to the contrary, any ambiguity or uncertainty will not be construed against either of the parties by 
reason of the authorship of any of the provisions of this Agreement. 



 
Page 9 of 10 

Tanium - Confidential 
TaaS Subscription Agreement  
August 2021   

Appendix A 
Tanium Supplemental Support 

 
1. Supplemental Support. 

1.1  General. Tanium Supplemental Support ("Supplemental Support") may be obtained from Tanium at its then-
current list price or mutually negotiated price during the Service Period, and the length of the engagement will be 
specified in the Agreement or Schedule ("ESR Support Term"). If Customer purchases Supplemental Support, Tanium 
will provide a Tanium enterprise support resource ("ESR") who will be available to provide the relevant level of 
Supplemental Support during the ESR Support Term, which may consist of reasonable remote and onsite support.  

The ESR may provide the following support as agreed with Customer: 
● assist with the deployment, configuration, and optimization of the Tanium products; 
● plan, coordinate and implement Tanium-related projects and communicate updates; 
● provide consolidated reporting of current deployment status to Tanium’s senior technical and sales leadership 

and designated Customer representatives; 
● collate technical documentation on behalf of the customer;  
● help plan, communicate, and monitor the status, health and challenges associated with installation and 

deployment of Tanium products; 
● maintain ongoing technical relationships with Customer and provide weekly reporting to Tanium’s senior 

technical and sales leadership and designated Customer representatives; 
● track all tickets, bugs, feature requests, improvement requests and ongoing communications regarding Tanium 

products; and 
● observe ongoing operations for potential problems and improvements; such observations will be brought to the 

attention of Tanium’s senior technical and sales leadership and designated Customer representatives. 
The ESR will not: 
● execute an action, including, but not limited to deploying a patch, using Tanium products without the advance 

written review and approval by a designated Customer representative; 
● use Tanium products to perform any incident response services; 
● use any destructive content (e.g., file delete action) on behalf of the Customer; 
● act in a capacity to directly support third-party hardware or software on which the Tanium product is running or 

dependent; or 
● change any settings, undertake Tanium server or client tuning or conduct advanced troubleshooting without 

direct instruction and prior authorization from the Action Approver (or other designated Customer 
representative) and from the assigned primary Tanium technical account managers working with Customer 
("TAM"). 

The ESR Support Term will commence on the date set forth in the Schedule, or the effective date of the Schedule if a start 
date is not otherwise indicated.  Customer will provide the ESR access to the Tanium environment and related Customer’s 
systems within  thirty (30) days from agreed upon on-barding date ("On-Boarding Period").  In the event Customer fails 
to provide the ESR  with the required systems access noted above, Tanium may withdraw the assigned ESR until access is 
granted. Supplemental Support will be provided during normal business hours or as mutually agreed upon between Tanium 
and Customer. The ESR may be required to be out-of-the-office due to PTO, illness, holidays, training, vacations, or 
meetings. During this time out-of-the-office, or should the ESR’s employment with Tanium end, Tanium will provide to 
Customer  with standard Support Services, unless otherwise agreed by Tanium, or when a replacement ESR is available, 
through the ESR Support Term.  
1.2  Customer Responsibilities.  Customer and its personnel shall cooperate fully with Tanium and its personnel in all 
respects, including, without limitation, providing information as to Customer requirements, providing access to the 
equipment/hardware on which the components of the Tanium products are or will be installed, and providing access to all 
necessary information regarding Customer’s systems. Customer shall be responsible for making, at its own expense, any 
changes or additions to Customer’s current systems, software, and hardware that may be required to support operation of the 
Tanium products.  
1.3  Action Approver. Customer will assign an action reviewer/approver to act as the final Customer approver for all 
Tanium actions submitted by the ESR ("Action Approver").  The Action Approver will have the authority to approve 
all actions issued in the Tanium console.  Any other requested changes to the Customer’s environment will require a 
change review process to be agreed by the parties. 
1.4  Remote Support. Supplemental Support may be provided remotely via telephone or electronic communications. 
Customer agrees that Tanium resources may access Customer’s systems during the relevant ESR Support Term, using a 
defined standard virtual private network (VPN). If a network connection between Tanium and Customer’s systems is 
required for Tanium to perform the Supplemental Support, Customer will provide such access as follows: 

● Customer is responsible for ensuring that (i) its network and systems comply with specifications provided by 
Tanium; (ii) all components of Customer’s Tanium environment are accessible through the VPN; and (iii) the 
VPN is installed in a timely manner for Tanium to perform the Supplement Support or other Support Services. 

● Customer is responsible for acquiring and maintaining any equipment and performing any activities necessary 
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to set-up and maintain network connectivity at and to Customer’s Tanium environment. 
● Customer will provide and maintain user accounts for, and access to, the VPN for the Tanium resources, 

including, but not limited to, Tanium’s onsite and remote resources. 
● Tanium is not responsible for network connection issues, problems or conditions arising from or related to 

network connections, such as bandwidth issues, excessive latency, network outages, and/or any other conditions 
that are caused by an internet service provider, or the network connection. If Customer’s VPN client software 
and/or VPN infrastructure fails to allow Tanium access to perform its obligations, Customer agrees to pay for 
any increased costs resulting from such failure. 

 
[End of Agreement] 
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MASTER DATA ACCESS AGREEMENT 

This MASTER DATA ACCESS AGREEMENT (this “Agreement”) is made as of the Effective Date in the 
corresponding Subscription Order, (the “Effective Date”) by and between STREETLIGHT DATA INC., a Delaware 
corporation, with its principal offices located at 4 Embarcadero Center, Suite 3800, San Francisco, CA 94105, 
(“StreetLight”) and CUSTOMER, an Entity organized under the laws of State of Incorporation with offices at Address, 
(“Customer”). In connection with this Agreement, Customer has entered into a corresponding Subscription Order for 
access to the Data Products, the terms of which are incorporated by reference herein. 

Background: 

WHEREAS, StreetLight owns or has the rights to the Data Products (as defined below) and offers 
subscription based access to the Data Products;  

WHEREAS, Customer desires to obtain a subscription to access and use the Data Products in accordance 
with the terms and conditions of this Agreement. 

NOW, THEREFORE, in consideration of the promises and covenants made herein and other good and 
valuable consideration, receipt and sufficiency of which is hereby acknowledged, the parties agree as follows: 

Agreement: 

1. DEFINITIONS. 

1.1  “Data Products” means StreetLight’s proprietary compilations of geospatial materials 
created from StreetLight’s data analytics technology platform and software (StreetLight Route Science® and 
StreetLight Insight®) including but not limited to polygons, attributes, latitudes/longitudes, and metrics (which are 
inherently subjective and may contain errors). 

1.2 “Subscribed Output” means the materials generated for Customer as output as specified in 
a Subscription Order. 

1.3 “Subscription” means Customer’s access to StreetLight’s Data Products and the use of 
StreetLight’s Subscribed Output under the terms of this Agreement and any applicable Order. 

1.4 “Subscription Order” or “Order” means the corresponding ordering document entered into 
between the parties which specifies the Subscribed Products to be accessed, the scope of access, permitted use, 
and any special restrictions.  

1.5 “User(s)” means a specific individual or individuals (e.g., an employee or named consultant 
contractor of Customer) designated by Customer and permitted to access the Data Products and receive and use 
the Subscribed Output on behalf of Customer under a specific Subscription Order. 

2. STRUCTURE; ACCESS. 

2.1 Scope of Agreement. This Agreement consists of the general terms and conditions set forth 
in this document and in the Order. The performance of the Order is subject to the general terms and conditions of 
this Agreement. In the event of any conflict between the general terms and conditions set forth in this Agreement and 
those in the Order, the terms and conditions in the Order shall control. 

2.2 Access. StreetLight grants to Customer, for the subscription term specified in the applicable 
Order, a non-exclusive license to access and use the Data Products and Subscribed Output solely for governmental 
transportation planning and operational analyses. 

2.3 Identification of Users. Customer shall identify the Users to StreetLight and shall supply only 
Users identified to StreetLight with access to the Data Products and Subscribed Output. Customer shall supply Users 
access to the Data Products and Subscribed Output only in accordance with the provisions of this Agreement. 
StreetLight acknowledges that Customer may deliver the Subscribed Output to named consultants who are 
performing subcontracting services in support of a specific Subscription Order. Customer shall be responsible for 
ensuring that Users access the Subscribed Output and Data Products only in accordance with the provisions of this 
Agreement. 

2.4 Limitations on Access. Customer shall not: (a) sell, lease or sublease access to the Data 
Products; (b) copy, decompile, or reverse engineer any portion of the Data Products; (c) use the Data Products to 
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provide third party processing services to other parties, commercial timesharing, rental or sharing arrangements, or 
on a “service bureau” basis; (d) remove any StreetLight titles, trademark symbols, copyright symbols and restrictive 
legends; (e) bypass or disable any protections that may be put in place to provide security for the Data Products or 
to protect against unlicensed use of the Data Products; (f) use the Data Products to store, transmit or produce 
infringing, libelous, or otherwise unlawful or tortious material, or to store or transmit material in violation of third-party 
privacy rights; (g) introduce into the Data Products, or use the Data Products to transmit, viruses, Trojan horses and 
other harmful or malicious code; (h) interfere with or disrupt the integrity or performance of the Data Products or third-
party data contained therein; or (i) use the Data Products with any products, systems, or applications for or in 
connection with (1) real time navigation or route guidance, including but not limited to turn-by-turn route guidance 
that is synchronized to the position of a User's or a third party’s sensor-enabled device; or (2) any systems or functions 
for automatic or autonomous control of vehicle behavior. 

2.5 Reasonable Precautions. Customer shall implement, and shall take measures to maintain, 
reasonable and appropriate administrative, technical, and physical security safeguards designed to: (i) ensure 
compliance with the limitations in Section 2.4; (ii) protect against anticipated threats or hazards to the security or 
integrity of the Data Products; and, (iii) protect against unauthorized access or use of the Data Products. 

2.6 No Re-identification. With respect to the use of the Subscribed Output, Customer represents 
and warrants that: (i) it does not have the ability to use the Subscription and the Subscribed Output to determine the 
identity of any specific person; (ii) it shall make no attempt to obtain data permitting it to use the Subscription and the 
Subscribed Output to determine the identity of any person; (iii) it will not accept any information from any third party 
that permits the use of the Subscribed Output to make such an identification; and (iv) it will make no such 
identification. 

2.7 Excess Use. If Customer exceeds its permitted use of the Subscription, Customer will 
promptly notify StreetLight and within thirty (30) days thereafter: (i) disable unpermitted or excess use; or (ii) purchase 
additional subscriptions. StreetLight may review Customer’s use of the Subscription, and Customer shall provide any 
reasonable assistance, to verify Customer’s compliance with the Agreement. StreetLight may suspend Customer’s 
use of the Subscription after giving thirty (30) days’ written notice of non-compliance identified in such review, in 
addition to any other rights or remedies StreetLight may have. 

3. EFFORTS AND ADDITIONAL SERVICES. 

3.1 Efforts. StreetLight will use commercially reasonable efforts to provide the access and 
permitted use of the Subscribed Output to Customer as set forth in the applicable Subscription Order. Any addition 
to the list of Subscribed Output or changes to the access and permitted use of the Subscribed Output will be described 
in amendments to the Subscription Order, which will be effective when signed by a representative of each party who 
is authorized to execute contracts. Upon execution by both parties, an amendment to the Subscription Order will 
become a part of this Agreement. 

4. COMPENSATION; PAYMENT TERMS; TAXES. 

4.1 Except as expressly set forth in the applicable Order: (a) Subscription fees are invoiced 
yearly in advance, and (b) Customer shall pay each invoice in full within thirty (30) days after the date of invoice in 
U.S. dollars. If Customer is delinquent in payment of amounts for the services owed hereunder, StreetLight may give 
notice to Customer of such delinquency and, in such case, Customer will have thirty (30) days from receipt of 
StreetLight’s written notice to cure the delinquency. 

4.2 StreetLight will be entitled to late-payment fees on undisputed amounts due if payments are 
not received within thirty (30) days after the due date. Late payment fees are defined as the lesser of one and a half 
percent (1.5%) of the amount due, compounded each subsequent thirty (30) day period that invoices remain unpaid, 
or the maximum amount permitted by law. Customer will promptly notify StreetLight of any amounts disputed in good 
faith. The parties will make a good faith attempt to amicably resolve any disputes regarding amounts billed. 

4.3 All charges will be exclusive of any taxes and Customer shall be financially responsible for 
all sales or services taxes that are assessed on the Subscription or the use of the Subscribed Output, excluding any 
withholding or taxes based upon StreetLight’s income. 

5. PROPRIETARY RIGHTS. 

5.1 Ownership. As between StreetLight and Customer, all rights, title, and interest in and to all 
intellectual property rights in StreetLight’s Confidential Information, the Data Products, and the Subscribed Output, 
are owned exclusively by StreetLight. StreetLight shall have a royalty-free, worldwide, non-exclusive, transferable, 
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sub-licensable, irrevocable, perpetual right to make, use, sell, offer for sale, import, or otherwise incorporate into the 
Data Products, any suggestions, enhancements, recommendations or other feedback provided by Customer. 

5.2 No Implied License. Except for the limited license set forth in Section 2.2, StreetLight 
reserves all rights in the Data Products and Subscribed Output and any related StreetLight Confidential Information 
or intellectual property. 

6. CONFIDENTIALITY. 

6.1 Definition. 

(a) “Confidential Information” means the proprietary information, technical data, trade 
secrets or know-how, including, but not limited to, ideas, works of authorship, research, product plans, products, 
services, customers, customer lists, markets, software, developments, inventions, processes, formulas, technology, 
designs, drawings, engineering, hardware configuration information, marketing, finances or other business 
information disclosed by a party or a party’s affiliate (collectively, the “Disclosing Party”) either directly or indirectly in 
writing, orally or by drawings or inspection of parts or equipment to the other party (the “Receiving Party”). 

(b) Notwithstanding anything to the contrary herein, any data relating to Customer 
operations which is provided by Customer, will be deemed to be Confidential Information. 

(c) Confidential Information does not include information which (i) has become publicly 
known and made generally available through no wrongful act of the Receiving Party, (ii) has been rightfully received 
by the Receiving Party from a third party who is authorized to make such disclosure, (iii) was developed independently 
without the use of any Confidential Information, or (iv) was already in the Receiving Party’s possession at the time of 
disclosure from a source other than the Disclosing Party and without any obligation of confidentiality. 

6.2 Non-Disclosure. Confidential Information may be used by the Receiving Party solely for the 
purpose for which it is disclosed to the Receiving Party, and as permitted under this Agreement, and may not be used 
for any other purpose. StreetLight shall hold all data and information input by Customer or provided to StreetLight by 
Customer in Customer’s use of the Data Products to which StreetLight has access in confidence without limitation 
and may not use or disclose any of it without Customer’s written consent. During the term of this Agreement and for 
a period of five (5) years following the date of termination or expiration of this Agreement, the Receiving Party shall 
hold the Confidential Information in confidence and may not use or disclose the Confidential Information, except as 
expressly permitted herein, without the prior written consent of the Disclosing Party, which consent may not be 
unreasonably withheld. The Receiving Party shall take all reasonable measures to protect the Confidential 
Information of the Disclosing Party from becoming known to the public or falling into the possession of persons other 
than those Representatives authorized to have any such Confidential Information, which measures shall include the 
same degree of care that the Receiving Party uses to protect its own information of a similar nature, but in no event 
less than a reasonable degree of care. The Receiving Party may only disclose the Confidential Information to its 
Representatives who have a legitimate “need to know,” have been advised of the obligations of confidentiality under 
this Agreement and are bound in writing to obligations of confidentiality to Receiving Party no less stringent than 
those set out in this Agreement. For purpose of this Section 6, “Representative” means, with respect to the Receiving 
Party, its affiliates and its and their officers, directors, stockholders, members, partners, employees, financial and 
other advisors, attorneys, accountants, consultants and agents.  

6.3 Required Disclosure. Nothing in this Agreement will prohibit the Receiving Party from 
disclosing Confidential Information of the Disclosing Party if legally required to do so by law, by judicial or 
governmental order or in a judicial or governmental proceeding (“Required Disclosure”); provided that Receiving Party 
shall: (a) where permitted, give the Disclosing Party reasonable notice of such Required Disclosure prior to disclosure; 
(b) cooperate with the Disclosing Party in the event that it elects to contest such disclosure or seek a protective order 
with respect thereto; and (c) in any event only disclose the exact Confidential Information, or portion thereof, 
specifically requested by the Required Disclosure. 

6.4 Equitable Relief. In the event of a breach or threatened breach of the foregoing confidentiality 
obligations by one Party, the other shall suffer immediate and irreparable harm for which, money damages shall be 
impossible to calculate and be inadequate compensation. Accordingly, either party shall be entitled to seek an 
injunction, restraining order or other equitable relief to enforce compliance with the provisions hereof; provided, 
however, that no specification herein of any particular legal or equitable remedy shall be deemed or construed to 
prohibit either party from seeking or obtaining any other remedy under this Agreement, at law or in equity.  

7. NO WARRANTIES. 
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  THE DATA PRODUCTS ARE PROVIDED “AS IS” WITHOUT WARRANTY, EXPRESS OR 
IMPLIED, INCLUDING WARRANTIES ARISING UNDER STATUTE, WARRANTIES OF MERCHANTABILITY, 
ACCURACY, TITLE, NON-INFRINGEMENT OR FITNESS FOR A PARTICULAR PURPOSE OR ANY 
WARRANTIES ARISING FROM USAGE OF TRADE, COURSE OF DEALING OR COURSE OF PERFORMANCE. 
WITHOUT LIMITING THE GENERALITY OF THE FOREGOING, STREETLIGHT SPECIFICALLY DOES NOT 
WARRANT THAT THE DATA PRODUCTS WILL MEET THE REQUIREMENTS OF CUSTOMER OR OTHERS OR 
THAT THEY WILL BE ACCURATE OR OPERATE WITHOUT INTERRUPTION OR ERROR. CUSTOMER 
ACKNOWLEDGES THAT IN ENTERING THIS AGREEMENT IT HAS NOT RELIED ON ANY PROMISE, 
WARRANTY OR REPRESENTATION NOT EXPRESSLY SET FORTH HEREIN OR INCORPORATED INTO THIS 
AGREEMENT BY REFERENCE.  

8. INDEMNIFICATION; LIMITATION OF LIABILITY. 

8.1 Indemnification. 

(a) To the extent permitted by law, Customer hereby agrees to indemnify and defend 
StreetLight and its directors, officers, agents and employees, and hold them harmless, against any and all third party 
claims, suits, actions, loss, damages, liabilities, costs or expenses (including reasonable attorneys’ fees) to the extent 
arising out of: (i) Customer’s non-compliance with all applicable laws, or the violation of any applicable law or 
regulation; (ii) Customer’s use of the Data Products; and (iii) Customer’s breach of its confidentiality obligations or 
any other term of this Agreement. 

(b) StreetLight hereby agrees to indemnify and defend Customer and its directors, 
officers, agents and employees, and hold them harmless, against any third party claims, suits, actions, loss, damages, 
liabilities costs or expenses (including reasonable attorneys’ fees) to the extent arising out of: (i) StreetLight’s 
infringement of any copyright or other intellectual property rights of any third party; and (ii) StreetLight’s breach of its 
confidentiality obligations under this Agreement. If the Data Products, or any portion thereof, becomes subject to any 
third party suit, claim, action or demand (“Claim”) or in StreetLight’s reasonable judgment is likely to become subject 
to a Claim alleging that it infringes, misappropriates or violates a third party’s intellectual property rights, StreetLight 
may within a reasonable time, at its sole option and expense, either: (i) secure for Customer the right to continue the 
use of such item; (ii) replace such item with a substantially equivalent item not subject to any such Claim; (iii) modify 
such item so that it becomes no longer subject to any such Claim; or (iv) contest the Claim. If StreetLight determines, 
in StreetLight’s reasonable discretion, that it is not commercially feasible to either procure the right to continued use 
of the applicable item or to replace or modify the applicable item as provided in clauses (i), (ii) or (iii) of the immediately 
preceding sentence, StreetLight may terminate access to the item and StreetLight’s sole liability under this Section 
shall be to refund Customer all fees and expenses paid by Customer to StreetLight for such item. THIS SECTION 
8.1 STATES EACH PARTY’S ENTIRE LIABILITY AND THE OTHER PARTY’S EXCLUSIVE REMEDY FOR THIRD 
PARTY INFRINGEMENT CLAIMS AND ACTIONS. 

8.2 Process. All of the foregoing indemnity obligations of StreetLight and Customer are 
conditioned on: (i) the indemnified party notifying the indemnifying party promptly in writing of any actual or threatened 
Claim, provided that failure to give prompt notice shall not relieve the indemnifying party’s obligation hereunder unless 
the indemnifying party’s ability to defend the Claim is prejudiced in a material way; (ii) the indemnified party giving 
the indemnifying party sole control of the defense thereof and any related settlement negotiations, and (iii) the 
indemnified party cooperating and, at the indemnifying party’s request and expense, assisting in such defense. 

8.3 Limitation of Liability. 

   IN NO EVENT SHALL EITHER PARTY BE LIABLE TO THE OTHER PARTY FOR 
PUNITIVE, INDIRECT, INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES OR EXPENSES ARISING OUT 
OF THIS AGREEMENT EVEN IF IT HAS BEEN ADVISED OF THE POSSIBLE EXISTENCE OF SUCH LIABILITY. 

   EXCEPT FOR CLAIMS RELATING TO A PARTY’S BREACH OF CONFIDENTIALITY 
OBLIGATIONS, TO THE EXTENT PERMITTED BY LAW, THE TOTAL, CUMULATIVE LIABILITY OF EACH PARTY 
ARISING OUT OF OR RELATED TO THIS AGREEMENT, WHETHER BASED ON CONTRACT, IN TORT OR ANY 
OTHER LEGAL OR EQUITABLE THEORY, SHALL BE LIMITED TO THE CONTRACT AMOUNT PAID BY 
CUSTOMER TO STREETLIGHT DURING THE PREVIOUS TWELVE (12) MONTHS. THE EXISTENCE OF MORE 
THAN ONE CLAIM SHALL NOT ENLARGE THIS LIMIT. 

9. TERM AND TERMINATION. 

9.1 Term. This Agreement is effective as of the Effective Date and shall continue in full force and 
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effect for a term of one (1) year. Each Order shall be effective as of the date set forth in the applicable Order and 
shall continue in full force and effect until (a) the end date set forth in such Order or, if no end date is specified, then 
upon the expiration of termination of this Agreement; or (b) termination in accordance with the terms of this Agreement 
or the applicable Order. 

9.2 Termination.  

(a) If any breach of this Agreement or of a Subscription Order occurs, and such breach 
is not cured within thirty (30) days after written notice from the non-defaulting party, the non-breaching party shall 
have the right to terminate this Agreement or the affected Subscription Order by giving written notice of termination 
to the breaching party, which termination shall be effective thirty (30) days after receipt of such written notice of 
termination. 

(b) Without limiting the general application of Section 9.2(a), if StreetLight reasonably 
believes that Customer is violating or has violated Sections 2.3, 2.5 or 2.6 in any material way, StreetLight may 
suspend Customer access to the Data Products immediately upon notice to Customer. If after good-faith discussion 
with Customer, StreetLight believes in its sole discretion that Customer is violating or has violated Sections 2.3, 2.5, 
or 2.6 in any material way, StreetLight may terminate this Agreement or any Order immediately upon notice to 
Customer. 

(c) Customer may terminate this Agreement or any Subscription Order immediately 
upon notice to the StreetLight if StreetLight becomes insolvent, is dissolved or liquidated, has a petition in bankruptcy, 
reorganization, dissolution or liquidation, or similar action filed by or against it, is adjudicated a bankrupt, has a 
receiver appointed for its business, or makes an assignment for the benefit of creditors. 

9.3 Effect of Termination. 

(a) Upon expiration or other termination of the Agreement or any Subscription Order for 
any reason, Customer shall stop using, and StreetLight shall stop providing the Subscribed Output or access to the 
Data Products, as the case may be. If the Agreement or a Subscription Order is terminated by Customer due to 
StreetLight’s breach, then StreetLight shall refund to Customer, within thirty (30) days after the effective date of 
termination, all prepaid fees for the remaining portion of any terminated Subscriptions. If the Agreement or a 
Subscription Order is terminated by StreetLight due to Customer’s breach, then Customer shall pay to StreetLight, 
within thirty (30) days after the effective date of termination, any unpaid fees for the terminated Subscription Order 
that would have been payable for the remainder of the Subscription Term after the effective date of termination. 

(b) Any and all rates, fees and charges set forth in an Order shall be firm and binding 
for the Order term. In the event this Agreement expires or is terminated by Customer as permitted by Section 9.2, all 
of the Orders then in effect shall also terminate unless Customer expressly requests otherwise. In the event that 
Customer requests that one or more Orders not terminate as set forth in the preceding sentence, then the terms and 
conditions of this Agreement shall continue in full force and effect, and shall continue to apply, with respect to such 
Orders for the respective Subscription terms. 

(c) Upon the expiration or termination of this Agreement for any reason, Sections 2.2-
2.6, 5, 6, 7, 8, 9.3 and Section 10 of this Agreement, together with any other provision required for their construction 
or enforcement, shall survive termination of this Agreement for any reason. 

10. MISCELLANEOUS. 

10.1 This Agreement will be governed by the laws of the State of California, without regard to the 
principles of conflicts of laws thereof. 

10.2 This Agreement does not create a joint venture, partnership, employment relationship or 
other agency relationship between the parties. 

10.3 StreetLight may refer to Customer in its marketing materials and on its website as a customer 
or client, provided that StreetLight does not disclose the nature of the services or products provided to Customer in 
a manner which identifies Customer, without Customer consent. 

10.4 Any failure or delay on the part of either party in the exercise of any right or privilege 
hereunder shall not operate as a waiver thereof, nor shall any single or partial exercise of any such right or privilege 
preclude other or further exercise thereof or of any other right or privilege. All waivers and consents, if any, given 
hereunder shall be in writing. 



Page 6 of 6 
 

10.5 Neither party shall assign this Agreement nor any of its rights, interests, privileges, licenses 
or obligations hereunder without the other party’s prior written permission; notwithstanding the foregoing either party 
may assign its rights hereunder to any successor in interest to all or substantially all of such party’s assets to which 
this Agreement pertains. 

10.6 The headings in this Agreement are inserted for convenience of reference only, and are not 
intended to be a part of, or to affect the meaning or interpretation of, this Agreement. 

10.7 In the event that any provision of this Agreement is found to be invalid, voidable or 
unenforceable by any court of law with competent jurisdiction, the parties agree that unless it materially affects the 
entire intent and purpose of this Agreement, such invalidity, voidability or unenforceability shall not affect either the 
validity of this Agreement or the remaining provisions herein, and the provision in question shall be deemed to be 
replaced with a valid and enforceable provision most closely reflecting the intent and purpose of the original provision. 

10.8 Any rights and obligations which by their nature survive and continue after the end of this 
Agreement shall survive and continue and shall bind the parties and their successors and assigns, until such 
obligations are fulfilled. 

10.9 This Agreement may be signed in one or more counterparts, each of which will be considered 
an original, but all of which together form one and the same instrument. Once signed, both parties agree any 
reproduction of this Agreement made by reliable means (for example, photocopy or facsimile) shall be considered an 
original unless prohibited by law. 

10.10 This Agreement and any Orders constitute the entire agreement between the parties with 
respect to the subject matter hereof, and supersedes and replaces all prior or contemporaneous understandings or 
agreements, written or oral, regarding such subject matter. 

10.11 Unless otherwise provided in this Agreement, all notices, requests, consents and other 
communications required or permitted under this Agreement will be in writing and will be sent to each party at the 
address set out in the preamble of this Agreement or any address later provided by such party. All notices will be 
sent by registered or certified mail, reputable overnight courier or by e-mail or fax with receipt confirmation. All notices 
sent by registered or certified mail will be deemed effective on the fifth day after deposit in the mail. All notices sent 
by overnight carrier or by fax will be deemed effective the day after deposit or transmission, as applicable. 

10.12 Pursuant to the Electronic Signatures in Global and National Commerce Act and the Uniform 
Electronic Transaction Act, both parties agree to accept an electronic signature as a valid replacement of an ink and 
paper signature for this Agreement. 

CUSTOMER ACKNOWLEDGES THAT IT HAS READ THIS AGREEMENT, UNDERSTANDS IT, AND AGREES 
TO BE LEGALLY BOUND BY IT. 



 

Service Provider Terms and Conditions: Additional Use Rights and Restrictions  

CLOUD SUBSCRIPTION AGREEMENT 

This Purchasing Entity Cloud Subscription Agreement (“Agreement”) is entered into between Purchasing Entity (“Subscriber”) and 
Insight Public Sector. In furtherance of this Agreement, Insight Public Sector may order based on agreed upon terms, on behalf of the 
Purchasing Entity, Appian Cloud Offering and related services solely in connection with NASPO Cloud Agreement. These services are 
solely for the use by the Purchasing Entity, and not for use or access by Insight Public Sector or any third party.     

Appian Corporation, with its principal offices at 7950 Jones Branch Drive, McLean, Virginia 22102 (“Appian”).  

 This Cloud Subscription Agreement is effective as of the last date a proper order is fully executed  under the NASPO Cloud Agreement 
(“Effective Date”).  Appian and Subscriber may be referred to individually as a “Party” or jointly as the “Parties.” 

1. DEFINITIONS  The terms defined in this Section 1 and any other capitalized terms defined in the other sections of this Cloud 
Subscription Agreement have the meanings stated. 
1.1 “Agreement” means, collectively, this Cloud Subscription Agreement and any Order Forms.  
1.2 “Cloud Offering” means Appian’s baseline software (including all updates and enhancements to the same that Appian provides 

under section 4 of this Cloud Subscription Agreement), the Documentation, and the information technology infrastructure used to make 
Appian’s software available to Subscriber over the Internet. 

1.3 “Data” means the data, information or material that Subscriber or its Users submit to the Cloud Offering under this Agreement.  
Data shall not include anything initially provided to Subscriber by Appian.  

1.4 “Documentation” means the contents provided under the documentation section of the Appian Community website, 
https://docs.appian.com, or other URL as notified to the Subscriber in writing from time to time. 

1.5 “Order Form” means one or more order forms signed by the Parties.  
1.6 “User” means an employee, contractor or subcontractor of Subscriber who has a user account in the Cloud Offering allowing 

him/her to authenticate into the Cloud Offering. 
2.  SUBSCRIPTION 

2.1 License. During the term of the subscriptions that Subscriber purchases, Appian grants Subscriber a non-transferable, 
nonexclusive license to access the Cloud Offering via a username and password over the Internet. Subscriber may use the licenses 
purchased under this Agreement for Subscriber’s general business purposes, unless the applicable Order Form restricts Subscriber’s use 
to a particular application, in which case Subscriber may only use the Cloud Offering in connection with the specified application. 

2.2 Restrictions.  Except to the extent expressly authorized in this Agreement or in the Documentation, Subscriber may not: (i) 
reverse engineer, disassemble, decompile or otherwise attempt to access or determine the source code of the Cloud Offering, (ii) operate 
the Cloud Offering for use by third parties or otherwise operate the Cloud Offering on a service bureau basis, (iii) modify, copy, 
reproduce or create a derivative from the Cloud Offering, in whole or in part, or (iv) allow, permit or assist any party to do any of the 
foregoing.  In addition, unless expressly authorized by Appian in the applicable Order Form, Subscriber agrees not to use the Cloud 
Offering in circumstances in which errors or inaccuracies in the content, functionality, services, data or information provided by the 
Cloud Offering or the failure of the Cloud Offering, could lead to death, personal injury, or severe physical or environmental damage.    

2.3 Users Accounts. Only the identified individual associated with a particular User account can access the Cloud Offering using 
that account.  User accounts may not be shared among individuals, or used to provide access to the Cloud Offering to individuals who 
are not the individual associated with the corresponding User account.  Subscriber may not activate and deactivate User accounts on a 
daily or other regular basis in order to circumvent license restrictions.  To the extent that Subscriber configures Appian’s software to be 
accessed or used through a separate system or interface (e.g. “headless”), users of the Appian software through such separate system or 
interface must be licensed under this Agreement, regardless of whether such person has an Appian User account or authenticates into 
the Cloud Offering. If Subscriber exceeds the number of licensed Users set forth in the effective Order Form(s), Subscriber shall purchase 
such additional User subscriptions necessary to bring Subscriber into compliance, with the date of such purchase retroactive to most 
recent Order Form between the parties and for a term equal to the longer of the remainder of the term of Subscriber’s current subscription 
or one year.  Such additional User subscriptions shall be at Appian’s current list fees irrespective of any discounts offered to Subscriber 
in any Order Form.   

2.4  Subscriber Responsibilities.  Subscriber must use the Cloud Offering in accordance with all applicable laws.    Subscriber is 
responsible for the password security of User accounts and the level of access granted to an individual User by Subscriber’s Cloud 
Offering administrators, as well as any other security configurations set by Subscriber.   Subscriber is responsible for any violation of 
this Agreement by its Users.  Subscriber shall promptly report to Appian any copying or distribution of the Cloud Offering in violation 
of this Agreement that is known or suspected by Subscriber and provide Appian with reasonable assistance to stop such violation. 

2.5   Security. Appian will maintain an annual Service Organization Control (SOC) Report (or other similar or replacement report 
as the industry adopts) in connection with the Cloud Offering (“SOC Report”). Subject to agreed upon usage terms, Appian will provide 
Subscriber with Appian’s then current SOC Report.  During the term of this Cloud Subscription Agreement, Appian will maintain such 
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security measures identified in the then current SOC Report or, if Appian determines that more effective measures should be 
implemented, apply such replacement security measures.  Subscriber may perform security testing with respect to the Cloud Offering, 
but only with Appian’s prior written consent, not to be unreasonably withheld.   

2.6 Intellectual Property Rights. The Cloud Offering and all intellectual property rights therein are licensed to Subscriber, not 
sold.  All rights in the Cloud Offering not provided to Subscriber under this Agreement are retained by Appian and its licensors.   

3. DATA As between the Parties, the Data belongs to Subscriber.  Subscriber is responsible for responding to any notices sent to 
Subscriber (or any User) by any third party claiming that the Data violates such party’s rights.  Subscriber grants Appian a worldwide, 
irrevocable, royalty-free, nonexclusive, sublicensable right during the term of this Cloud Subscription Agreement to use the Data for 
the purposes of providing the Cloud Offering to Subscriber.  Appian shall backup the Data on a nightly basis.   The Data shall be retained 
for at least twenty eight (28) calendar days. 
4. MAINTENANCE SERVICES 

4.1 Maintenance Services. Appian shall provide Subscriber with the following maintenance services (“Maintenance Services”) 
during the term of the Subscriber’s subscription to the Cloud Offering: 

a.   Updates. Appian will install the upgrades and patches to the Cloud Offering that become available.   
b.  Technical Support. Subscriber may designate up to the number of Subscriber employees allowed by the Service Level 

Agreement to coordinate Subscriber’s requests for Maintenance Services.   Subscriber’s Maintenance Services contacts may report 
problems and seek assistance regarding Subscriber’s use of the Cloud Offering using Appian’s online technical support case 
management system, by telephone using Appian’s authorized technical support phone line, or using any other means that Appian 
may authorize from time-to-time.  Subscriber’s Maintenance Services contacts may track Technical Support requests using 
Appian’s case management system.  Subscriber shall email support@appian.com with Subscriber’s Maintenance Services contacts 
promptly on or after the Effective Date.  Subscriber may change its Maintenance Services contacts using Appian’s case management 
system.  
c.  Remote Maintenance Only.  Maintenance Services do not include on-site or in-person assistance, training or consultation.   

4.2 Scheduled Maintenance. Appian may specify up to a contiguous four (4) hour period during off peak hours when the Cloud 
Offering will not be available and during which Appian can provide any needed maintenance.  Appian will use reasonable  efforts to 
provide one week prior notice of all scheduled maintenance periods, provided that Appian may without prior notice suspend the Cloud 
Offering to install emergency patches or other urgent corrective measures.  
5. CHARGES AND PAYMENT OF FEES   Fees and charges are due and payable within 30 calendar days of Appian’s invoice 
date.  Amounts not timely paid shall incur interest at the lower of 1.5% per month, or the highest amount permitted under applicable 
law.  All fees and charges are exclusive of all taxes, levies, or duties imposed by taxing authorities (“Taxes”).  Subscriber is responsible 
for paying all such Taxes, excluding only Taxes based solely on Appian’s income, at point of sale.  Any exemption to such Taxes is 
dependent upon Appian’s receipt of legally required documentation of such exemption. All payments due under this Agreement shall 
be made without any withholding, unless required by law.  If Subscriber is required to withhold, Subscriber will provide Appian with 
documentation evidencing payment. If, and to the extent, that Appian is unable to claim an income tax credit for the full amount withheld, 
Subscriber shall pay the unrecouped amount to Appian.  Except as expressly set forth in this Agreement, all orders for licenses and 
services are non-cancelable and all payments are non-refundable. 
6.  CONFIDENTIALITY 

6.1  Confidential Information. "Confidential Information" means any information disclosed in writing or orally by one Party (the 
“Discloser”) to the other Party (the “Recipient”) and includes (a) information marked as confidential, (b) the Cloud Offering, (c) the 
terms of this Agreement (except as necessary to enforce the terms hereof), and (d) information that is reasonably understood to be 
confidential under the circumstances of disclosure or the nature of the information disclosed.  

6.2  Non-Disclosure. The Recipient agrees to use the same degree of care to avoid unauthorized use or disclosure of the Discloser’s 
Confidential Information as it uses to protect its own information and data of like importance, but in no event using less than a reasonable 
degree of care (with respect to Appian’s obligations in connection with the Cloud Offering, such reasonable degree of care shall be 
defined as the measures identified in the then current SOC Report).  Acting in accordance with the foregoing standard, the Recipient 
agrees to disclose the Discloser’s Confidential Information only to its employees or Users (or, in the case of Appian, authorized 
subcontractors) who (i) have a need to know the same, and (ii) are subject to binding confidentiality obligations with the Recipient that 
are at least as restrictive regarding limitations on use and disclosure as those in this Section.   

6.3 Exceptions. The foregoing restrictions will not apply to information that (a) is known to the Recipient at the time of receipt, 
(b) has become publicly known through no wrongful act of the Recipient, (c) has been rightfully received from a third party authorized 
to make such communication without restriction, (d) has been independently developed by the Recipient as evidenced by written records, 
(e) has been approved for release by written authorization of the Discloser, or (f) is required by law to be disclosed; provided that if the 
Recipient is required to disclose the Discloser’s Confidential Information pursuant to an order under law, the Recipient must, if lawful, 
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promptly notify the Discloser and cooperate in all reasonable respects with the Discloser’s requests in connection with obtaining a 
protective order. 
7.  TERM, TERMINATION AND SUSPENSION 

7.1   Term. This Cloud Subscription Agreement shall commence on the Effective Date and, unless terminated earlier as set forth 
below, shall continue for the duration of any subscription purchased in an applicable Order Form.   

7.2    Termination.  
a. For Cause. Either Party may terminate this Agreement if the other Party breaches  any material  terms and conditions of this 
Agreement, and fails to cure such breach within 30 calendar days of receiving written notice thereof from the non-breaching Party.      

b. Suspension. Upon providing Subscriber with written notice, Appian may immediately suspend Subscriber’s privilege to use 
the Cloud Offering, which suspension shall be without any liability to Appian if Appian has reason to believe: (i) Subscriber is 
using the Cloud Offering in any manner to (A) interfere or attempt to interfere with the functionality or proper working of the Cloud 
Offering, including but not limited to participating in any flooding or denial or service activities of any kind, or (B) engage in, 
promote or facilitate illegal activities; or  (ii) the Data (A) infringes, violates or misappropriates any rights of Appian or any third 
party; (B) constitutes defamation, invasion of privacy or publicity, or otherwise violates any applicable law or regulation, or (C) 
contains malware, viruses, Trojan horses, spyware, worms, or other malicious or harmful code.  

c. Effect of Termination. Upon the effective date of termination, Appian may terminate Subscriber’s use of the Cloud Offering, 
and Subscriber agrees to pay the balance due on Subscriber’s account computed in accordance with applicable Order Form. 

8. LIMITED WARRANTIES AND DISCLAIMERS 
8.1 Service Level Agreement. Appian shall provide the Service Level Agreement attached to this Cloud Subscription Agreement 

in connection with the Cloud Offering.  
8.2  Virus. Prior to delivery of the Cloud Offering to Subscriber, Appian will first scan the same using commercially available up 

to date virus detection software, and will remediate any issue discovered by such software. 
8.3 Disclaimer. THE WARRANTIES SET FORTH IN THIS AGREEMENT ARE THE ONLY WARRANTIES PROVIDED IN 

CONNECTION WITH THE CLOUD OFFERING AND MAINTENANCE SERVICES.  TO THE MAXIMUM EXTENT 
PERMITTED BY APPLICABLE LAW, ALL OTHER WARRANTIES ARE DISCLAIMED, INCLUDING BUT NOT LIMITED TO 
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.  
9.  LIMITATION OF LIABILITY  IN NO EVENT SHALL EITHER PARTY BE LIABLE TO THE OTHER UNDER ANY CAUSE 
OR ACTION (INCLUDING CONTRACT, NEGLIGENCE, TORT OR STRICT LIABILITY) ARISING FROM OR OUT OF THIS 
AGREEMENT FOR (a) ANY CONSEQUENTIAL, SPECIAL, INDIRECT, INCIDENTAL, PUNITIVE OR EXEMPLARY 
DAMAGES OF ANY KIND, INCLUDING BUT NOT LIMITED TO LOST PROFITS, AND (b)  AGGREGATE LIABILITY OF 
GREATER THAN THE FEES ACTUALLY PAID BY SUBSCRIBER UNDER THIS AGREEMENT IN THE TWELVE (12) MONTH 
PERIOD IMMEDIATELY PRECEDING THE EVENT GIVING RISE TO THE LIABILITY.  OBLIGATIONS UNDER SECTION 10 
OF THIS CLOUD SUBSCRIPTION AGREEMENT AND SUBSCRIBER’S OBLIGATION TO MAKE PAYMENTS AS DUE SHALL 
NOT BE SUBJECT TO THE LIMITATION SET FORTH IN 9(b) ABOVE. IN ADDITION, DAMAGES ASSOCIATED WITH 
EITHER PARTY VIOLATING THE INTELLECTUAL PROPERTY RIGHTS OF THE OTHER PARTY, SHALL NOT BE SUBJECT 
TO THE LIMITATION SET FORTH IN SECTIONS 9(a) OR 9(b) ABOVE.  THE LIMITATIONS SET FORTH IN THIS SECTION 
ARE INDEPENDENT OF ANY LIMITED REMEDY SET FORTH HEREIN, SHALL APPLY WHETHER OR NOT A PARTY HAS 
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES AND SHALL APPLY NOTWITHSTANDING THE FAILURE OF 
THE ESSENTIAL PURPOSE OF ANY LIMITED REMEDY. 
10.  INDEMNIFICATION 

10.1    By Appian.  
a. Indemnity. Appian shall at its expense indemnify and  defend Subscriber against any claims, legal actions, damages, losses 

and other expenses (a “Claim”) brought by a third party against Subscriber alleging that the Cloud Offering or Maintenance Services 
(the “Offerings”) infringe any United States patent, copyright, or trademark rights of such third party.  Subscriber must provide 
Appian prompt notice of any Claim for which defense is sought hereunder, and provide Appian with sole control of the defense 
against any such Claim, provided that Appian may not enter into a settlement requiring Subscriber to make payment, take an action, 
or refrain from acting without Subscriber’s consent, which shall not be unreasonably withheld, conditioned or delayed.  If Subscriber 
is prohibited by lawful order from continued use of an Offering, or Appian concludes that an Offering infringes the foregoing 
intellectual property rights of a third party, Appian will, at its option and expense either: (i) procure for Subscriber the right to 
continue using the Offering, (ii) replace or modify the Offering so that it is no longer infringing, as long as it provides equivalent 
functionality, or (iii) if options (i) and (ii) are not commercially viable, terminate Subscriber’s license to use the infringing Offering 
and refund to Subscriber the amount of the then current subscription license fee that was prepaid and unearned as of the date of 
termination.    
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b. Limitation. Notwithstanding the provisions of Section 10.1(a) above, Appian assumes no liability for (i) infringement 
arising from combinations of an Offering with non-Appian software or hardware, including any of Subscriber’s software or code, 
(ii) modifications to an Offering made by any party other than Appian, (iii) use of a prior version of an Offering where Appian has 
offered or provided such current version to Subscriber at no additional cost, or (iv) trademark infringements involving any marking 
or branding applied by Subscriber or its agents or by Appian at Subscriber’s request. 

c. Entire Liability. THIS SECTION 10.1 STATES THE ENTIRE LIABILITY AND OBLIGATIONS OF APPIAN AND THE 
EXCLUSIVE REMEDY OF SUBSCRIBER WITH RESPECT TO ANY ALLEGED OR ACTUAL INFRINGEMENT OF 
PATENTS, COPYRIGHTS, TRADEMARKS OR OTHER INTELLECTUAL PROPERTY RIGHTS BY AN OFFERING, OR 
ANY PART THEREOF. 
10.2 By Subscriber. Subscriber shall at its expense indemnify and defend Appian against any claim brought by a third party 

against Appian alleging that the Data infringes the rights of any third party. Appian shall provide prompt notice of any claim for which 
defense is sought hereunder and will provide Subscriber with sole control of the defense against any such claim, provided that Subscriber 
may not enter into a settlement requiring Appian to make payment, take an action, or refrain from acting without Appian’s consent, 
which shall not be unreasonably withheld, conditioned or delayed. 
11.  NOTICE 
Any formal legal notices required or permitted to be given under this Agreement shall be in writing and shall be sufficiently given if 
sent by first class certified mail, or overnight delivery service using a reputable courier service, postage prepaid to Appian Corporation 
at 7950 Jones Branch Drive, McLean Virginia 22102, attention: General Counsel or to Subscriber at the address indicated on the 
applicable Order Form.  Each Party will inform the other in writing of any change in the address to which notices should be sent. 
12.  GENERAL 

12.1     Governing Law and Arbitration. The validity, construction, and interpretation of this Agreement and the rights and duties 
of the Parties shall be governed by the laws of the Commonwealth of Virginia, excluding its principles of conflict of laws, and the 
controlling laws of the United States of America, as applicable.  This Agreement will not be governed by the United Nations Convention 
of Contracts for the International Sale of Goods, the application of which is expressly excluded.    Any controversy or claim arising out 
of or relating to this Agreement, or the breach thereof, shall be settled by arbitration in the County of Fairfax, Virginia in accordance 
with the Rules of the American Arbitration Association (“AAA”) by a single arbitrator to be designated by AAA, and judgment upon 
the decision rendered by the arbitrator may be entered in any court having jurisdiction thereof.  Any decision by the arbitrator shall be 
final and binding, and except in cases of fraud or gross misconduct by the arbitrator, the decision rendered shall not be appealable. 

12.2     Relationship. This Agreement does not create a joint venture, partnership, employment, or agency relationship.   
12.3     Marketing.  (a) Appian may publicly identify Subscriber as an Appian customer and use its logo on Appian’s website and 

in presentations to current or prospective customers or investors; (b) Appian may issue a mutually agreed upon press release announcing 
Subscriber’s status as an Appian customer; (c) subject to Subscriber’s consent, Subscriber agrees to serve as a reference to prospective 
non-competitive Appian customers; and (d) upon successful launch of an application in the Cloud Offering, Appian may record and 
produce a video concerning Subscriber’s use of Appian for such application, which may be distributed via Appian.com. 

12.4     Severability. If any provision of this Agreement is found unenforceable, it and any related provisions will be interpreted to 
best accomplish the unenforceable provision’s essential purpose.  

12.5     Waiver. The waiver by either Party of a breach or right under this Agreement will not constitute a waiver of any other or 
subsequent breach or right.  

12.6   Assignment. This Agreement shall be binding and inure to the benefit of the Parties and their respective and permitted 
successors and assigns.  Appian may use subcontractors to assist in performing this Agreement, provided Appian remains responsible 
for any subcontractor’s compliance with the applicable terms of this Agreement. Neither Party may assign this Agreement without the 
consent of the other Party, except in the event of a corporate reorganization, merger, acquisition, or sale of all or substantially all of such 
Party’s assets.  

12.7     Entire Agreement. This Agreement is the final, complete and exclusive agreement between the Parties relating to the subject 
matter hereof, and supersedes any previous communications, representations or agreements between the Parties, whether oral or written.  
This Agreement may be amended only through a written agreement signed by duly authorized representatives of the Parties. If an Order 
Form conflicts with this Cloud Subscription Agreement, this Cloud Subscription Agreement shall take precedence unless the Order 
Form expressly identifies select provisions of this Cloud Subscription Agreement to be superseded.  The terms of any purchase order 
supplied to Appian will be null and void.  

12.8     Force Majeure. Neither Party is liable for failure to perform or for any delay in performing this Agreement due to events 
outside its reasonable control and not caused by its fault or negligence.  

12.9     Signature/Counterparts. The Parties agree that electronic signature shall be valid signatures for all purposes hereunder and 
shall bind the Parties.  This Agreement and any documents related hereto may be executed in counterparts.   
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12.10   Survival. Provisions herein which by their nature extend beyond the termination of this Agreement shall remain in effect 
until fulfilled. 
 

PROFESSIONAL SERVICES ADDENDUM 
All capitalized terms not defined in this Professional Services Addendum shall have the meanings ascribed to them in the Cloud 
Subscription Agreement.   

1.  PROFESSIONAL SERVICES 

1.1 Professional Services and Statements of Work. Appian shall provide Subscriber with certain professional consulting 
services in connection with the Cloud Offering (the “Professional Services”) as may be mutually agreed upon in separate written 
statements of work (each a “SOW”).  This Professional Services Addendum and all SOWs shall be considered part of the Agreement, 
as that term is defined in the Cloud Subscription Agreement, and the Cloud Subscription Agreement is amended accordingly.   

1.2 Access and Cooperation. Subscriber shall provide Appian access to Subscriber’s facilities, data, approvals, assistance and 
cooperation, all as reasonably required by Appian to perform the Professional Services. 
 
2. INTELLECTUAL PROPERTY RIGHTS  

2.1. Subscriber’s Pre-Existing Material. Subscriber shall retain ownership (including all intellectual property rights therein) in 
all material provided to Appian in performing a particular SOW which is owned by Subscriber (or its licensors), including any derivative 
works thereof (“Subscriber Pre-existing Materials”).  Subscriber grants to Appian a non-exclusive, nontransferable, paid-up license to 
use any Subscriber Pre-existing Materials solely as reasonably necessary for Appian to perform the Professional Services.  Appian’s 
license to use Subscriber’s Pre-Existing Material shall automatically expire upon the earlier of Appian no longer requiring Subscriber’s 
Pre-Existing Material to perform the applicable SOW or upon the termination or expiration of this Professional Services Addendum.   

2.2 Appian’s Pre-existing Material. Appian and its licensors shall retain ownership (including all intellectual property rights 
therein) of Appian’s work product provided as part of the Professional Services that is developed prior to or independently of the 
applicable SOW, and all derivative works thereof (“Appian Pre-existing Material”).  Upon Subscriber paying all amounts due therefore, 
Appian shall provide Subscriber with a license to use the Appian Pre-existing Material subject to the same terms and restrictions 
governing Subscriber’s use of the Cloud Offering under the Cloud Subscription Agreement. 

2.3 Specifically Developed Work Product. Upon payment of all amounts due therefore, Subscriber shall own Appian’s work 
product (including all intellectual property rights therein) which is specifically developed for Subscriber as part of the Professional 
Services and which is not Appian Pre-existing Material or Subscriber Pre-Existing Material (“Specifically Developed Material”).  There 
is a finite number of ways to enhance the Cloud Offering to accommodate various processes, and Appian requires the ability to re-
purpose those elements of the Specifically Developed Material that are of a general, abstract character, or which may be generically 
repurposed (“Generic Work Product”).  Accordingly, Subscriber grants Appian a perpetual, irrevocable, nonexclusive, worldwide, 
royalty free, transferable license to use, execute, reproduce, display, perform, distribute copies of, and prepare derivative works based 
upon, the Generic Work Product, and to authorize, or sub-license others to do any, some or all of the foregoing, all subject to Appian’s 
confidentiality obligations in the Cloud Subscription Agreement. 

2.4 Residuals and Independent Development. Without limiting Appian’s confidentiality obligations under the Cloud 
Subscription Agreement, Appian is permitted to use Residual Information and general knowledge, skills and experience gained in 
performing the Professional Services.  “Residual Information” means ideas, concepts, know-how and techniques related to the 
Professional Services that are retained in the unaided memories of Appian’s personnel. 

3.  LIMITED WARRANTY- Subject to the limitations set forth below, Appian warrants that it shall perform the Professional Services 
in a professional and workmanlike manner consistent with prevailing industry practices.  In the event of a breach of this warranty, 
Appian’s exclusive obligation and Subscriber’s sole remedy is for Appian to use commercially reasonable efforts to re-perform the 
defective Professional Services at no additional cost.  If Appian is unable to re-perform the applicable Professional Services within a 
commercially reasonable time after Subscriber notifies Appian of the breach, Appian shall refund to Subscriber the amount Subscriber 
paid for the defective Professional Services.  Subscriber must notify Appian of any breach of this warranty, in writing, within five (5) 
business days after the defective Professional Services are provided to Subscriber. 
4.  TERM AND TERMINATION 

4.1  Term. This Professional Services Addendum shall commence on the Addendum Effective Date and, unless terminated 
earlier as set forth below, shall continue for the duration of any SOW.   

4.2  Termination.  
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a. General.  This Professional Services Addendum and any SOW may be terminated for any reason the Cloud Subscription 
Agreement may be terminated.  

b. Termination for Convenience. Upon providing Appian with at least 30 calendar days prior written notice, Subscriber 
may terminate a SOW for convenience, and not for cause.   

c. Effect of Termination. Upon the effective date of termination, Subscriber agrees to pay for all Professional Services 
performed in accordance with the applicable SOW. If a SOW is terminated for convenience, as of the effective date of termination, 
Subscriber agrees to pay (a) for all billable time spent and reimbursable expenses incurred in performing the Professional Services 
on a time and materials basis through the effective date of termination, and (b) for all Professional Services completed prior to the 
effective date of termination in connection with fixed price engagements, to include a percentage of the fees for deliverables not 
accepted as the effective date of termination, based upon the percentage of the deliverables completed as of the effective date of 
termination. 

5.  INDEMNIFICATION 

5.1 Appian Pre-existing Material and Specifically Developed Material. Appian Pre-existing Material and Specifically 
Developed Material are considered an “Offering” as that term is defined and used in the indemnification provisions of the Cloud 
Subscription Agreement, and the Cloud Subscription Agreement is amended accordingly.  Consequently, Appian agrees to indemnify 
Subscriber from claims resulting from Subscriber’s use of the Appian Pre-existing Material and Specifically Developed Material, subject 
to the indemnification provisions of the Cloud Subscription Agreement.  

5.2 Personal Injury/Property Damage. Subject to the limitations and contingencies set forth in the indemnification provision 
of the Cloud Subscription Agreement, Appian shall at its expense defend any third party claim brought against the other Party for bodily 
injury, death or damage to real or tangible personal property, to the extent caused by the negligence or willful misconduct of the 
indemnifying Party while engaged in the provision or receipt of Professional Services; provided, however, that if there also is fault on 
the part of indemnified Party, the foregoing indemnification shall be on a comparative fault basis.  As part of the indemnifying party’s 
defense obligations, the indemnifying Party will pay all associated and reasonable attorneys’ fees and defense costs, and pay any 
corresponding judgment finally awarded by a court of competent jurisdiction or any settlement amount agreed to in a written settlement 
agreement approved, in writing, by an authorized representative of the indemnifying Party.  

 

Appian Cloud  

Service Level Agreement  

1. GENERAL SERVICE OBLIGATIONS - Appian’s obligations depend on the type of Maintenance Services that Subscriber 
purchases in a corresponding Order Form, as set forth in the following chart:  

 STANDARD ADVANCED ENTERPRISE 

TECHNICAL SUPPORT SERVICES 

 Technical Support Availability 

 Priority 1 & 2 Issues Local Business Hours 24x7x365 24x7x365 

 Priority 3 & 4 Issues Local Business Hours Local Business Hours 24x5 

 Designated Support Contacts 4 12 24 

 Onboarding Session ! ! ! 

 Online Case Management ! ! ! 
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 Appian Community ! ! ! 

 Lead Engineer Assigned   ! 

 Monthly Health Check Reviews   ! 

 Annual Corporate Visit   ! 

APPIAN CLOUD CAPABILITIES 

 Availability Minimum 99.80% 99.95% 99.99% 

 Pre-Release Testing Program* ! ! ! 

 Appian Cloud Insights* ! ! ! 

 Default Instance Size (Non-Prod) Large Large xLarge 

 High Availability for Production  ! ! 

 Enhanced Data Pipeline*  ! ! 

 Log Streaming*  ! ! 

 Data At Rest Encryption*  ! ! 

 Bring Your Own Key*  ! ! 

 Dedicated Virtual Private Cloud (VPC)   ! 

 Additional Storage   500 GB 

 Monthly Data Snapshot   ! 

 Monthly Data Refresh   ! 

COMPLIANCE & AUDIT 

 Standardized Information Gathering (SIG) ! ! ! 

 SOC 2 Report ! ! ! 
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 Annual Customer Audit   ! 

 Site Data Audit Requests   ! 

 Annual Security Questionnaire   ! 

 Data Loss Prevention*   ! 

 

2. RESPONSE MEASUREMENTS - Appian will use commercially reasonable efforts to respond to Issues within the response 
times listed below. A Priority 1 or 2 Issue shall be deemed reported, and Appian’s response time shall commence, once 
Subscriber reports the issue as a Priority 1 or 2 Issue using Appian’s authorized telephone support number. A Priority 3 Issue 
or Priority 4 Issue shall be deemed reported, and Appian’s response period shall commence, once Subscriber reports the Priority 
3 Issue or Priority 4 Issue using any authorized methods for requesting Technical Support. Appian will be deemed to have 
responded to an Issue once it responds that it has received the Issue (an automated email response shall not count as a 
response). If Subscriber’s principal office is in the United States, Canada or Latin America, business hours are 8:00 a.m. to 8:00 
p.m. (USET), Monday through Friday, excluding Appian holidays; if Subscriber’s principal offices are in Europe, the Middle East, 
or Africa business hours are 8:00 a.m. to 8:00 p.m. (GMT), Monday through Friday, excluding UK holidays; and if Subscriber’s 
principal offices are in Australia, New Zealand, and East or Southeast Asia, business hours are 8:00 a.m. to 8:00 p.m. (Australian 
ET), excluding New South Wales holidays. 

Case Severity 

Standard Support 

Initial Response Time 

Advanced & Enterprise Support 

Initial Response Time 

Priority 1 <1 business hour <15 minutes (24x7x365) 

Priority 2 <2 business hours <1 hour (24x7x365) 

Priority 3 <8 business hours <3 business hours 

Priority 4 <12 business hours <6 business hours 

 

3. AVAILABILITY AND SERVICE CREDITS -  

a. Service Credit Definition and Calculation. Subject to the exclusions noted below, if in any given month Subscriber reports a 
Priority 1 or 2 Issue, and it takes Appian longer than the percentage of time occurring in the applicable month noted below 
(“Aggregate Availability”) to provide a corresponding Correction in accordance with the applicable Technical Support Availability 
hours noted in the chart above, Appian will provide Subscriber with a credit of the percentage of the sum of the applicable 
monthly subscription fee and monthly Support fees in effect during the applicable month in the amount described below (each 
such credit is referred to as a “Service Credit”). The Aggregate Availability for Priority 1 Issues is calculated as 100 percent 
minus the quotient of the time required by Appian to provide Corrections for all Priority 1 Issues reported in a month, divided 
by the total number of minutes occurring in that month. Likewise, the Aggregate Availability for Priority 2 Issues is calculated 
as +100 percent minus the quotient of the time required by Appian to provide Corrections for all Priority 2 Issues reported in a 
month divided by the total number of minutes occurring in that month. The Service Credits are Appian’s exclusive obligation, 
and Subscriber’s sole remedy associated with any Issues. A Priority 1 Issue may not be reported both as a Priority 1 and a 
Priority 2 Issue.  
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Priority Level 

 

Monthly Availability % 
Service 
Credit* Standard Advanced Enterprise 

Priority 1 
"##$%&'()*'+'##$,& "##$#-&'()*'+'##$,& "##$##&'()*'+'##$,& 10% 

<99.0% <99.0% <99.0% 30% 

Priority 2 <99.0% <99.0% <99.0% 15% 

*Credit percentages are as a percentage of the sum of monthly applicable subscription fee for Subscriber’s subscription to use 
the Cloud Offering and the monthly Support fees in the applicable Order Form. If the subscription fee for the Cloud Offering is 
paid other than monthly, the monthly subscription fee shall be calculated as the pro rata equivalent of one month of the 
subscription fee specified in the applicable Order Form.  

b. Requesting Service Credits - Subscriber must request Service Credits, in writing, within 30 calendar days after Appian 
provides the corresponding Correction. Service Credits not requested within this time shall expire.  

 

c. Exclusions. Issues caused by any of the following situations shall not trigger Appian’s obligations under this Service Level 
Agreement:  

i.  Any time the Cloud Offering is not available as a result of scheduled maintenance activities, Subscriber initiated 
maintenance or any other agreed-to scheduled downtime activity;  

ii.  Unavailability of or errors in the Cloud Offering due to the following, to the extent developed by or incorporated by 
Subscriber or its agents: (I) modifications or plug-ins to the Cloud Offering, or (II) unsupported programming, unsupported 
integrations or malicious activities;  

iii.  Unavailability of or errors in the Cloud Offering as a result of Subscriber using the Cloud Offering contrary to the then 
current Documentation;  

iv.  Events outside Appian’s reasonable control, not caused by Appian’s fault or negligence, or Subscriber provided 
infrastructure or integration being unavailable;  

v.  Any time the Cloud Offering is not available as a result of Subscriber exceeding the IT resources allocated under the 
applicable Order Form (memory, RAM).  

4. TERMINATION - Subscriber may terminate the Agreement for cause if Appian refunds to Subscriber the maximum amount 
of Service Credits to Subscriber for Priority 1 Issues in any two consecutive months, provided Subscriber notifies Appian of its 
intent to elect this remedy, in writing, within 30 calendar days after the second month. 

5. AUTHORITY OF SUPPORT CONTACTS.   Notwithstanding anything else to the contrary in any agreement between the 
parties, Subscriber agrees that Subscriber’s Designated Support Contacts shall have the authority to enable or disable security 
and other features in Subscriber’s instances of the Cloud Offering and consent to the maintenance, monitoring and analysis of 
Subscriber’s instances.  

6. DEFINITIONS- The terms defined in this Section 6 as well as terms defined in the Cloud Subscription Agreement (or similar 
master terms and conditions) agreed to between the parties (the “Agreement”) are applicable to this Service Level Agreement. 
Terms that have an asterisk in the General Services Obligations table in Section 1 above are further explained in the 
Documentation at docs.appian.com 
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a. General Definitions 

i. Core Functionality means the ability to use the Cloud Offering to: (i) load a designer interface; (ii) publish a generic 
process; (iii) launch a generic process (including accepting a generic task and entering a generic form); (iv) access a 
generic dashboard; or (v) run a generic report.  

ii. Correction means, without limitation, workarounds, support releases, component replacements, patches and/or 
documentation changes, as Appian deems reasonably appropriate.  

iii. Issue means, collectively, a Priority 1, Priority 2, Priority 3 or Priority 4 Issue.  

A.  Priority 1 Issue means a User is unable to access the login page on a production instance of the Cloud Offering 
using the User’s then current username and password.  

B.  Priority 2 Issue means a User is unable to operate the Core Functionality on a production instance of the Cloud 
Offering using the User’s then current username and password.  

C.  Priority 3 Issue means a functional feature of the Cloud Offering is impacted, but it is feasible to continue 
production/development, as the issue is not critical or a workaround is feasible.  

D.  Priority 4 Issue means all other issues which are not Priority 1, 2 or 3.  

b. Technical Support Services Definitions. 

i. Designated Support Contacts means the Subscriber personnel designated to interact with Appian on technical support 
issues.  Designated Support Contacts are able to create, view and update technical support cases on behalf of Subscriber’s 
Appian projects.  Designated Support Contacts will also receive communications from Appian Support. 

ii. Onboarding Session means that Appian will walk Subscriber through a number of items designed to accelerate 
Subscriber’s use of the Cloud Offering.  This includes a review of available online resources, Technical Support services, 
and best practices for working with Appian Support.  For Appian Cloud customers, this will also include a review of Appian 
Cloud monitoring and procedures for site maintenance and upgrades.   

iii. Online Case Management means that Subscriber’s Designated Support Contacts may access Appian’s Online Case 
Management system for reviewing, creating & updating support cases, managing support contact designations and 
maintenance notifications. 

iv. Lead Engineer Assigned means that an Appian support engineer is designated to assist in the timely resolution of 
Subscriber’s support cases and works with Subscriber’s Designated Support Contacts in the following capacity: 

 

A. Configures additional Appian Cloud capabilities (High Availability, Enhanced Data Pipeline, Log Streaming, Bring Your 
Own Key) 

B. Conducts regular meetings with Subscriber’s Designated Support Contacts to share updates from Appian, review 
and prioritize support cases, coordinate site upgrade plans, review Subscriber’s upcoming project initiatives and gain 
visibility into Subscriber’s key dates and milestones 

C. Acts as an escalation point of contact for any Subscriber support cases 

D.  Provides Monthly Health Check analysis 

v. Monthly Health Check Reviews means that Appian will provide Subscriber with monthly reports on the application 
design patterns and performance risks in Subscriber’s environment associated with Subscriber’s Appian applications using 
Appian Health Check.  On a monthly basis, Subscriber’s Lead Engineer Assigned will review the results from one production 
environment with Subscriber’s Designated Support Contacts, help prioritize items that require action and provide details 
on any items identified for assistance by Appian Support. 
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vi. Annual Corporate Visit means that the Lead Engineer Assigned to Subscriber will partner with Subscriber’s account 
team to coordinate an annual visit to Appian HQ, where Subscriber’s representatives will meet with cross-departmental 
Appian leadership.  The agenda for the visit will focus on reviewing, and getting Subscriber feedback on, Appian products 
and services and providing Subscriber’s representatives with insight into Appian’s future development plans. 

c.  Compliance & Audit Definitions. 

i. Standardized Information Gathering means that, upon request, Appian will provide Subscriber with a copy of the 
Standardized Information Gathering (SIG) Questionnaire completed by Appian on an annual basis.  The SIG is a 
comprehensive risk management tool for cybersecurity, IT, privacy, data security and business resilience in an information 
technology environment.  The SIG collects information security information from 18 risk domains within the Appian Cloud 
environment. 

ii. Annual Customer Audit means that, on an annual basis, Subscriber’s representatives may visit Appian HQ once at a 
mutually agreed upon time to perform a detailed security audit on-site.  

iii. Site Data Audit Requests means that Appian Support will work with Subscriber to satisfy any reasonable custom site 
data audit requests, which can be run on up to a monthly basis.  Examples include access logs, login audit files or mail 
server logs. 

iv. Annual Security Questionnaire means that Appian will complete Subscriber’s custom information security 
questionnaire on an annual basis.  

v.  Data Loss Prevention is a capability of the Appian Cloud Offering that monitors the access by Appian’s Cloud support 
personnel to Subscriber’s instances of the Cloud Offering for the purposes of detecting abnormal user behavior that could 
lead to inappropriate data disclosure, and as further described in the Documentation.  The monitoring and analysis of such 
information for Data Loss Prevention purposes is conducted in the United States on servers located in the United States.  
Data Loss Prevention must be enabled by Subscriber’s Designated Support Contacts.  

d. Appian Cloud Capabilities Definitions. 

i. Default Instance Size (Non-Prod) means that Appian provides a Large default instance size (2 vCPUs, 15GB RAM) 
for non-production environments.  With Enterprise Support, non-production environments are provisioned on a xLarge 
instance size (4 vCPUs, 30GB RAM). 

ii. High Availability for Production - High Availability for Production means that Subscriber’s production instance of the 
Cloud Offering will be provided simultaneously through three Availability Zones without a single point of failure. (Appian’s 
standard Cloud Offering provides service through a single Availability Zone only.) Each Availability Zone will be located in 
the Subscriber’s selected region. Appian will maintain such servers and storages necessary to keep up to date with 
Subscriber’s applications and data in order to operate Subscriber’s Cloud Offering in such three Availability Zones.  

RTO & RPO For High Availability.  As a part of the High Availability Offering, Appian will provide Subscriber 
with a Recovery Point Objective (RPO) and Recovery Time Objective (RTO) based on Subscriber’s level of Support. 
RPO means that the Subscriber data restored to the High Availability Cloud Offering will be no older than the 
number of minutes set forth below prior to the event that led to the Cloud Offering no longer writing data to the 
High Availability database servers. RTO means that the High Availability Cloud Offering will be unavailable for no 
longer than the number of  minutes set forth below in the event of unscheduled unavailability of the Cloud Offering 
for any reason within the control of Appian or Appian’s service providers.  

Level of Support RTO RPO 

Advanced 21 Minutes 1 Minute 

Enterprise 4 Minutes 1 Minute 
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Appian’s exclusive obligation and Subscriber sole remedy for any failure by Appian to meet the RTO or RPO in a 
month will be Subscriber’s right to a Service Credit against the sum of applicable license and Support fees payable 
for that month in the percentage outlined in the table above in the section entitled “Availability and Service Credits.” 

iii. Dedicated Virtual Private Cloud (VPC) means that, at the option of Subscribers with Enterprise support, Appian 
will host Subscriber’s Cloud Offering instances in a dedicated Virtual Private Cloud (VPC) with the ability to integrate with 
existing business databases hosted in a customer-managed VPC.   

iv. Monthly Data Snapshots means that Subscribers with Enterprise support are entitled to one Planned Snapshot per 
month at no charge. A Planned Snapshot is a backup for a single Appian Cloud instance (data and configurations) that is 
taken on-demand at a mutually agreed time, typically during normal business hours.  The Planned Snapshot is retained 
for 90 calendar days.   

v. Monthly Data Refresh means that Subscribers with Enterprise support are entitled to one Data Refresh per month at 
no charge.  A Data Refresh is the copying of all of the data and configurations residing on one Appian Cloud instance to 
replace the data and configurations residing on another Appian Cloud instance in its entirety.  Note that the source and 
target instance resource allocation must be equal in order for Appian to perform a Data Refresh.  
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DIGITAL SERVICES AGREEMENT 
 

This Digital Services Agreement (the “Agreement”) between Avtex Solutions, LLC, with offices at 9197 South Peoria Street, Englewood, Colorado 80112 ("Service Provider") and Client 
(as noted in the signature block) ("Client"), is entered into as of the date fully executed below (the "Effective Date"). 
 
1. Definitions. 
 
1.1 "Authorized User" shall mean an employee of Client, or of a person to whom 
Client has outsourced services, who is authorized to access the Services as either a 
named or concurrent user. Client shall be responsible for the acts and omissions of its 
Authorized Users as if they were the acts and omissions of Client. 
 
1.2 "Client Materials" shall mean Client provided tools, software, databases, 
hardware, design and data, and other Client intellectual property, as well as any other 
pre-existing or independently developed materials provided by Client in connection with 
Client's use of the Services. Client Materials are the Confidential Information of Client. 
 
1.3 “Concurrent Users” shall mean the total number of individuals using the 
Services (such as users in a CcaaS environment) within a predefined period of time 
(such as per user / per month). 
 
1.4 "Documentation" means Service Provider's documentation which is 
delivered or made available to Client as part of the Services under this Agreement. 
 
1.5 “Named Users” shall mean specific named individuals (such as employees 
of end user) or specific devices (such as lobby phones or fax machines) that are licensed 
to use the Services (such as users of UCaaS IP phones). 
 
1.6 "Service Provider Materials" shall mean all software, tools, methodologies, 
processes, techniques, ideas, know-how, documentation, technical information, 
technology, and other items whose Intellectual Property Rights belong to or are licensed 
by Service Provider and that are delivered to Client or used by Service Provider in 
providing the Services.  

 
1.7 “Service Provider Offerings” shall mean the Services, Service Provider 
Materials and Service Provider software. 
 
1.8 "Service Provider Parties" shall mean Service Provider's subcontractors, 
agents and affiliates. 
 
1.9 "Services" shall mean the applicable scope, services and/or deliverables 
described in each applicable Statement of Work ("SOW") executed by the parties 
pursuant to this Agreement.  
 
1.10 "Third Party Materials" shall mean all software, products, tools, 
methodologies, processes, programs, services, data, information, materials, and other 
items whose Intellectual Property Rights belong to a third party. 
 
1.11 “TTEC Digital” shall mean Service Provider’s technology, cloud, IT 
consulting and strategic consulting businesses. 

 
1.12 “TTEC Engage” shall mean Service Provider’s customer experience 
services including turnkey customer acquisition, customer care, revenue growth and 
digital trust and safety services delivered over multiple channels. 
 
2. Services. 
 
2.1 Scope of Services/Engagement. Service Provider will provide services to 
Client (the “Services”), for which the scope, fees, pricing, and operational terms shall be 
specifically described in mutually agreed statements of work executed by authorized 
representatives of the parties, (each an “SOW”). 
 
2.2 Client Requirements. It is expressly understood that the Services to be 
performed under this Agreement are a collaborative undertaking between Service 
Provider and Client and, as such, it will be necessary for Client to provide, at Client's 
expense, the Client’s requirements as provided in the applicable SOW. 

2.3 Personnel, Facilities and Requests. As applicable, Client will provide, at 
Client's expense, suitable information, telecommunications connections, electrical 
connections, equipment, and site and system access and facilities as are reasonably 
necessary to enable Service Provider to perform the Services, in addition to any 
resources that are specified in the applicable SOW and/or on an as needed basis.  Client 
shall promptly respond to any such request by Service Provider for personnel or 
information. Client acknowledges and agrees that Service Provider's performance is 
dependent on and subject to performance by Client or third parties of their obligations 
associated with the Services in a timely manner and is subject to any assumptions 
regarding the Services referred to in the applicable SOW. 
 
2.4 Service Provider Affiliates.  Client acknowledges and agrees that the 
Services may be performed by employees of one or more direct or indirect affiliates of 
Service Provider, in which case Service Provider shall remain responsible for such 
Services to the same extent as if performed by its employees.  
 
2.5 Client Decisions and Consents.  Service Provider shall be entitled to rely 
on, and Client shall be responsible for, all decisions, instructions and approvals of Client 
project, administrative and other personnel in connection with the Services.  Client shall 
be responsible for procuring all Client and/or third party consents, licenses, approvals 
or permissions as may be necessary to enable Service Provider to perform the Services.  
In addition, the parties acknowledge that if strategic consulting Services are provided to 
Client, that the Services provided are advisory and/or demonstrative only. The decision 
as to whether and how to use the above Services, requires management decision on 
the part of the Client, taking account of facts and other information, some of which may 
be unknown to Service Provider. 
 
2.6 Use of Services.  Client will use the Services solely for its internal business 
purposes in accordance with this Agreement, and the applicable SOW and will not use 
the Services in any manner that violates any applicable law or governmental regulation. 
 
3. Invoicing and Payment  
 
3.1 Invoicing and Payment. Unless otherwise noted in an SOW, Service 
Provider will invoice Client on a monthly basis for the Services fees, authorized travel 
and other expenses, and other agreed charges incurred by Client.  Client shall pay all 
invoiced amounts that are not subject to good faith dispute within thirty (30) calendar 
days from the date of the invoice.  Invoices unpaid after thirty (30) days will bear interest 
the lesser of one (1.0%) percent per month or the highest rate allowed by law.  Client 
will not withhold any undisputed fees. In the event that Client disputes any charges 
contained in an invoice, Client shall timely pay all undisputed fees and within 15 days 
from Client’s receipt of the invoice provide a written explanation of the basis for the 
dispute and the amount of any fees withheld. The parties agree to undertake good faith 
negotiations within 15 days from Service Provider’s receipt of such explanation to 
resolve such dispute, utilizing the Change Control Process if needed.   
 
3.2 Expenses.  Unless otherwise noted in a SOW, Client shall reimburse 
Service Provider for all expenses reasonably incurred by Service Provider in connection 
with the performance of the Services, including, but not limited to, travel and lodging 
expenses, communications charges and the cost of supplies, which will be invoiced 
when and as they are incurred and payment will be due within thirty (30) days from the 
date of an invoice.   
 
3.3 Taxes and Other Regulatory Charges. All amounts payable under this 
Agreement are exclusive of all taxes, levies, duties, tariffs, or other governmental or 
regulatory charges or expenses or withholdings Service Provider is required to collect 
or remit to applicable tax authorities including, without limitation, any value added tax, 
withholding tax, sales, goods and services tax or customs duties (collectively, "Taxes"). 
Client shall pay any and all applicable Taxes, however designated, incurred as a result 
of or otherwise in connection with this Agreement, the Services, or Products, excluding 
Taxes based upon the net income of Service Provider. If Client asserts in writing that 
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specified amounts are not subject to Tax and provides Service Provider with a valid 
exemption certificate, Service Provider will refrain from collecting and remitting Taxes 
with respect to such specified amounts. 
 
3.4 Audit. Each party shall maintain complete records of its activities under this 
Agreement for at least three (3) years following termination of this Agreement. Each 
party agrees to allow the other party, upon at least forty-eight (48) hours prior written 
notice, to audit such party's business records specifically relating to this Agreement as 
kept in the normal course of business to ensure compliance with the terms and 
conditions of this Agreement. If the audit reveals that either party has failed to comply 
with the terms of this Agreement, such party shall immediately become compliant and 
reimburse the other party for any unpaid amounts due and, if the noncompliance was 
material, the reasonable cost of the audit. In the event that the audit reveals that a party 
owes the other party money, whether or not such amounts were properly billed at the 
outset, the owing party shall reimburse the other party for any amounts due. All audits 
shall be conducted during the audited party's normal business hours, and each party 
may conduct an audit no more than once per calendar year.   
 
3.5 Cost of Living Adjustment. Unless otherwise set forth in the SOW, the 
following language shall apply to any TTEC Engage Services: the pricing and rates set 
forth in each Statement of Work or Order Form shall be adjusted annually based on a 
mutually agreed upon in-country/in-region index commencing on the first anniversary of 
the initial operational date of the applicable Statement of Work or Order Form, and 
annually thereafter on the anniversary of such Statement of Work or Order Form. 
 
3.6 Changes in Cost Due to Changes in Applicable Laws or Wage 
Requirements.  Unless otherwise set forth in the SOW, the following language shall 
apply to any TTEC Engage Services: if applicable law(s) or wage requirements for 
personnel providing the Services materially change during the term of this Agreement, 
based upon empirical market documentation to be provided by Service Provider, or any 
new law or regulation is enacted that materially impacts (either positively or negatively) 
the cost of performing or receiving the Services, the Parties will negotiate in good faith 
to modify the Agreement (including the fees charged hereunder). If the Parties are 
unable to agree upon an amendment to accommodate compliance with the new or 
amended law or regulation, then the Party negatively and materially impacted by the 
change shall have the right to terminate this Agreement or the affected Services 
immediately without penalty, provided that such terminating Party shall provide as much 
advance notice of such termination as practicable and mitigate the impact of such 
termination as much as possible to the other Party. 
 
4. Change Control 
 
4.1 Changes in Cloud Services. Unless otherwise set forth in the SOW, the 
following language shall apply to any TTEC Digital Cloud Services:  Service Provider 
may change or modify the Services at any time and Service Provider will only be 
required to notify Client of a change or modification to the Services in advance if the 
change or modification: (i) is not within industrial standards and/or customary in the 
industry; and (ii) does not extend and/or enhance the functionalities or architecture of 
the Services. If Service Provider notifies Client of a change as required in this Section 
and Client does not wish to use the Services after notification of such change, Client 
may, within forty-five (45) days of notification provide Service Provider with written notice 
of termination of the applicable SOW. If Client provides no written notice to Service 
Provider within such forty-five (45) day period, Client shall be deemed to have accepted 
such change and the applicable SOW shall continue in full force and effect. Nothing in 
this Section shall require Service Provider to continue to provide any portion of the 
Services if this would result in Service Provider violating the rights of any third party or 
any applicable law. 
 
4.2 Change Control Process.  If Client wishes to make a change to any of the 
Services, or Service Provider wishes to make any changes to the Services that will 
impact the delivery or cost to Client of the Services (including the provision of any “New 
Services”), such party shall submit to the other party a Project Change Form (a/k/a 
“Change Order” or “Change Request” or “Order Form”), detailing the proposed change. 
No Project Change Form will take effect unless signed by both parties. The parties will 
negotiate the proposed change and the Project Change Form in good faith. Neither party 
shall have any obligation with respect to a change under this Section unless and until a 

Project Change Form has been executed and delivered. Neither party shall 
unreasonably withhold or delay its approval of a Project Change Form.  “New Services” 
shall be defined as Services provided or to be provided by Service Provider to Client 
that: (i) are materially different from the Services or represent significant cumulative 
changes that are not caused by Service Provider (e.g. a new system or process 
introduced by Client) or are suggested by Service Provider and approved by the Client 
and that have a material effect on the existing Services, (ii) require materially different 
levels of effort, skill, resources or expense from the Service Provider, and (iii) for which 
there is no current charging methodology or price. The Parties shall adhere to the 
following change request procedures for any New Services, changes to existing 
Services, or where otherwise required by this Agreement. 
 
4.3 Issue Management. Client shall provide all necessary information to and 
cooperate fully with Service Provider to facilitate the early identification and timely 
resolution of issues related to work under this Agreement and/or a SOW. When an issue 
cannot be resolved in a reasonable time, the parties will agree on an appropriate 
mechanism and procedure for escalating and resolving the issue. To the extent an 
identified issue is to be researched and/or a recommendation developed or reviewed by 
Service Provider personnel, appropriate mutually-agreed charges may apply to the time 
spent addressing the issue. The issue management process may also result in a change 
to the scope of the work as set forth in this Agreement. 
 
5. Proprietary and Intellectual Property Rights. 
 
5.1 The Parties acknowledge and agree that: (i) Service Provider and its 
suppliers shall retain all right, title, and interest in and to the Service Provider Offerings 
(including, without limitation, any releases, bug-fixes, workarounds, updates, upgrades, 
derivatives and/or modifications thereto and copies thereof) and related documentation, 
and that ownership of all patent, copyright, trade secret, and other intellectual property 
rights embodied therein or pertaining thereto shall be and remain the sole property of 
Service Provider; and (ii) they acknowledge that all third parties assert their retention of 
all right, title, and interest in and to the Third Party Materials (including, without limitation, 
any releases, bug-fixes, workarounds, updates, upgrades, derivatives and/or 
modifications thereto and any copies thereof) and related documentation, and that 
ownership of all patent, copyright, trade secret, and other intellectual property rights 
therein shall be and remain the sole property of the relevant third party. 
 
5.2 Development.  Nothing in this Agreement shall preclude Service Provider 
from developing for itself, or for others, materials which are competitive with those 
produced as a result of the Services provided hereunder, irrespective of their similarity 
to items which may be delivered to Client pursuant to this Agreement. 
 
5.3 Trademarks.  Both parties acknowledge that any symbols, trademarks, 
trade names, and service marks ("Trademarks") adopted by the other party or any third 
party belong to either the other party or the relevant third party, respectively, and that 
both parties shall have no rights in such Trademarks of the other party or any third party, 
except as approved by the relevant party or the relevant third party, as the case may be, 
in writing. 
 
5.4 Ownership of Client Materials. All Client Materials are and shall remain the 
property of Client. Client hereby grants to Service Provider the right and license to 
reproduce, distribute, modify, perform, display and otherwise use the Client Materials in 
connection with providing the Service Provider Offerings, and for analytic, statistical, 
security, quality control, and similar purposes, including by using Client Materials in 
aggregate form (e.g., to analyze systems performance). 
 
5.5 Restrictions on Use. Client will not: (i) make Service Provider Offerings or 
any Service Provider Confidential Information available to anyone who is not an 
Authorized User or any person that is located in an out-of-scope Client location, except 
as expressly permitted under this Agreement; (ii) copy any portion of the Service 
Provider Offerings or any Service Provider Confidential Information, except as expressly 
permitted under this Agreement; (iii) directly or indirectly, attempt to derive source code 
or other trade secrets from Service Provider; (iv) decompile, reverse-engineer, adapt, 
alter, create derivative works based on, modify, enhance, or translate the Service 
Provider Offerings or any Service Provider Confidential Information in whole or in part; 
(v)  resell, assign, rent, give, transfer, pass title to, lease, copy, provide access to or 
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sublicense (including without limitation on a timeshare, subscription service, hosted 
service or outsourced basis) the Service Provider Offerings, Service Provider 
Confidential Information, or any Third Party Materials to anyone (for use in its business 
operations or otherwise and other than to provide access to the foregoing to its 
Authorized Users as expressly permitted by this Agreement); (vi) infringe the Intellectual 
Property Rights of any entity; (vii) interfere with or disrupt the Service Provider systems 
used to host the Service Provider Offerings, other equipment or networks connected to 
the Service Provider Offerings, or disobey any requirements, procedures, policies or 
regulations of networks connected to the Service Provider Offerings made known to 
Client; (vii) obfuscate, remove, or alter any Service Provider or Service Provider licensor 
trademark, service mark, trade name, logo, patent or copyright notice, confidentiality or 
proprietary legend, or other notices or markings on the Service Provider Offerings; or 
(viii) use the Service Provider Offerings for any unlawful purpose or any purpose not 
expressly authorized in this Agreement or the applicable SOW  Client shall take all 
necessary action (for example, disabling passwords) to ensure that any former 
employees and/or contractors do not access or use the Service Provider Offerings. 
 
5.6 Third Party Software. Client hereby acknowledges that use of the Services 
described in this Agreement includes the use of Third Party Materials provided by third 
party licensors of Service Provider. Client's use of any such Third Party Materials in 
connection with the Services shall be governed by the terms and conditions and/or end 
user licensing agreement(s) ("Third Party Terms") for the corresponding Third Party 
Materials and a copy of, or weblink to, such Third Party Terms shall be included in the 
applicable SOW if required to be provided to Client. Service Provider may, from time to 
time at its sole discretion, update or revise such Third Party Terms as deemed 
appropriate or required by the third party licensors of Service Provider. Any such update 
or revision to the Third Party Terms shall be effective immediately upon notification of 
such changes to Client or upon posting of the changes to the applicable website 
containing such Third Party Terms. By continuing to use or receive the Services after 
the effective date of any such update or revision, Client agrees to be bound by the 
updated or revised Third Party Terms. In the event that provides the Services to any 
Authorized Users, Client must ensure that each such Authorized End User strictly 
complies with the terms set forth in the Third Party Terms. Client is responsible for use 
of the Services, including the use of any Third Party Materials utilized in connection with 
the Services, by any Authorized Users to the same extent as if Client was using the 
Services itself. Without limiting any Third Party Terms, Client further acknowledges and 
agrees that it will not, and will not allow any Authorized User or other third party to: 
(a)resell, assign, rent, give, transfer, pass title to, lease, copy, provide access to or 
sublicense (including without limitation on a timeshare, subscription service, hosted 
service or outsourced basis) any Third Party Materials to anyone (for use in its business 
operations or otherwise and other than to provide access to such Third Party Materials 
to its Authorized Users as expressly permitted by this Agreement); (b) incorporate any 
Third Party Materials into any of Client's products or services; (c) reverse engineer, 
decompile, disassemble, decipher, decrypt, or otherwise seek to discover or obtain the 
source code to Third Party Materials; (d) modify, adapt or create derivative works of any 
Third Party Materials; (e) remove or obscure any proprietary or other notices of any third 
party licensors contained in any Third Party Materials (including any information or data 
generated by the Third Party Materials); (f) publicly disseminate information regarding 
the performance of the Third Party Materials; (g) use the name, trademarks or logos of 
the third party licensors of the Third Party Materials; or (h) commit any act or omission 
with respect to the Third Party Materials that could result in damage to Service Provider 
or its third party's licensors' reputations. 
 
6. Confidentiality.  
 
6.1. In the course of the Services, either party may provide certain of its 
Confidential Information to the other.  "Confidential Information" shall mean any 
information or data that is disclosed by or on behalf of a party (in such capacity, the 
"Disclosing Party") to the other party (in such capacity the "Receiving Party") under or 
in contemplation of this Agreement or otherwise in connection with the Services and that 
(a) if in tangible form or other media that can be converted to readable form, is marked 
confidential when disclosed, (b) if intangible, is clearly identified as confidential when 
disclosed or (c) whether tangible or intangible, concerns the Disclosing Party's past or 
present vendors, Clients, business partners, plans, strategies, financial condition, 
software, product and service offerings, methodologies, models, architectures, or other 
proprietary technology or intellectual property or should otherwise be reasonably 

understood to be confidential or proprietary to the Disclosing Party given the nature of 
the information and the context in which it was disclosed. 
 
6.2. Confidential Information shall not include : (i) information that was known to 
Receiving Party prior to receipt as demonstrated in written records; (ii) information that, 
at the time of disclosure to Receiving Party, was generally available to the public, or 
which after disclosure becomes generally available to the public, through no fault of 
Receiving Party; (iii) information that is hereafter made available to Receiving Party from 
any third party having a right to do so on a non-confidential basis; or (iv) information that 
is required by law, regulation, subpoena, government order or judicial order to be 
disclosed, provided receiving Party promptly notifies the Disclosing Party upon such 
request for disclosure. 
 
6.3. Compelled Disclosure. Receiving Party may disclose Confidential 
Information of Disclosing Party to the extent Receiving Party is required to disclose such 
Confidential Information by court order or other legal or administrative process, provided 
that the Receiving Party shall (i) give the Disclosing Party timely notice (if permitted by 
law) prior to disclosing such Confidential Information, (ii) provide assistance as 
reasonably necessary for the Disclosing Party to seek a protective order or similar 
remedy to avoid or limit disclosure of the applicable Confidential Information, and (iii) in 
the event a protective order or such similar remedy is not obtained, disclose only that 
portion of the Confidential Information that its counsel advises it is legally required to 
disclose and use commercially reasonable efforts to obtain confidential treatment for 
that information.  
 
6.4. Treatment of Confidential Information. Each Receiving Party shall hold the 
Disclosing Party's Confidential Information in strictest confidence and exercise at least 
the same standard of care to prevent the disclosure of such Confidential Information as 
it exercises to prevent the disclosure of its own Confidential Information, but no less than 
a reasonable standard of care.  
 
6.5. The Receiving Party shall not: (i) make any use or copies of the Confidential 
Information of the Disclosing Party except as contemplated by this Agreement, (ii) 
acquire any right in or assert any lien against the Confidential Information of the 
Disclosing Party, (iii) sell, assign, lease, or otherwise dispose of any Confidential 
Information of the Disclosing Party to third parties, (iv) commercially exploit such 
information, including through derivative works, (v) reverse engineer, decompile or 
disassemble any Confidential Information, or (vi) refuse for any reason (including a 
default or material breach of this Agreement by the Disclosing Party) to return promptly 
to the Disclosing Party the Confidential Information of Disclosing Party if requested to 
do so.  
 
6.6. Upon expiration or termination of this Agreement, the party shall return or 
destroy, as the Disclosing Party may direct, all documentation in any medium that 
contains, refers to, or relates to the Disclosing Party's Confidential Information and may 
retain one copy for archival purposes. In addition, the party shall take all reasonable 
steps to make sure that its employees comply with these confidentiality provisions. 
 
6.7. Confidentiality Period. The obligations imposed under this Section will 
remain in effect with respect to specific Confidential Information for a period of three (3) 
years from the date of disclosure of such Confidential Information with respect to 
Confidential Information that does not qualify as a trade secret under applicable law and, 
with respect to trade secrets, for so long as such Confidential Information remains a 
trade secret. 
 
6.8. Data Privacy.  For the purpose of this Agreement “Data Subjects” shall 
mean identified or identifiable persons to whom Personal Data relates.  For the purpose 
of this Agreement “Personal Data” shall mean any information relating to an identified 
or identifiable person.  For the purpose of this Agreement “Data Protection Laws” shall 
mean any applicable law or regulation concerning data protection that governs the 
processing of Personal Data under this Agreement.  Client represents and covenants 
that Client or Client’s customers (as the case may be) has been (and shall be in the 
future) provided with any and all notices to and received any and all consents from Data 
Subjects to allow Service Provider to perform the Services without violating the Data 
Protection Laws.  Client agrees to indemnify and keep indemnified and defend at its own 
expense Service Provider against all costs, claims, damages or expenses incurred by 
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Service Provider or for which Service Provider may become liable due to any failure of 
Client to comply with any of its obligations under Data Protection Laws (including, but 
not limited to, providing applicable notices to Client’s customers). 
 
7. Warranties and Disclaimers. 
 
7.1. Limited Warranty. Service Provider warrants that it will use commercially 
reasonable efforts to provide the Services in a competent and workmanlike manner in 
accordance with applicable industry standards.  The warranty shall not apply: (i) if the 
Services are not used in accordance with this Agreement and any Documentation; (ii) if 
the defect is caused by any Third Party Materials not provided by Service Provider as 
part of the Services; or (iii) if the defect is caused by any Client Materials.  
Notwithstanding anything else in this Agreement to the contrary, all equipment provided 
by Service Provider for Client to use to access the Services is provided “AS IS” without 
warranty of any kind. 
 
7.2. If the Services do not conform to the foregoing warranty, and Client provides 
notice of such defect within 30 days after the performance of the relevant Services, then 
Service Provider will use commercially reasonable efforts to re-perform the relevant 
Services in a materially conforming manner. If Service Provider is unable to re-perform 
the relevant Services in a materially conforming manner, Service Provider will provide 
Client with a refund of the fees paid by Client for the relevant, materially non-conforming 
Services. The foregoing states Client's exclusive remedy and Service Provider's entire 
liability in the event of a non-conformity with the warranty provided in this Section. 
 
7.3. THE WARRANTIES IN THIS SECTION ARE EXCLUSIVE AND EXPRESSLY 
DISCLAIMED ALL OTHER WARRANTIES, WHETHER EXPRESS OR IMPLIED, 
INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY, NON-
INFRINGEMENT, AND FITNESS FOR A PARTICULAR USE OR PURPOSE, OR ANY 
WARRANTIES THAT THE SERVICE PROVIDER OFFERINGS OR WORK PRODUCT 
WILL BE ERROR-FREE OR OPERATE WITHOUT INTERRUPTION; OR THAT THE 
SERVICE PROVIDER OFFERINGS OR WORK PRODUCT WILL PROVIDE ANY 
SPECIFIC RESULTS OR MEET THE REQUIREMENTS OF CLIENT. 
 
7.4. Disclaimer of Actions Caused by and/or Under the Control of Third Parties. 
SERVICE PROVIDER DOES NOT AND CANNOT CONTROL THE FLOW OF DATA 
TO OR FROM SERVICE PROVIDER'S NETWORK AND OTHER PORTIONS OF THE 
INTERNET. SUCH FLOW DEPENDS IN LARGE PART ON THE PERFORMANCE OF 
INTERNET SERVICES PROVIDED OR CONTROLLED BY THIRD PARTIES (SUCH 
AS NETWORK CARRIERS). AT TIMES, ACTIONS OR INACTIONS OF SUCH THIRD 
PARTIES CAN IMPAIR OR DISRUPT CLIENT'S CONNECTIONS TO THE INTERNET 
(OR PORTIONS THEREOF). ACCORDINGLY, SERVICE PROVIDER DISCLAIMS 
ANY AND ALL LIABILITY RESULTING FROM OR RELATED TO SUCH EVENTS. 
CLIENT IS SOLELY RESPONSIBLE FOR THE CONNECTION TO THE SERVICES, 
INCLUDING THE INTERNET CONNECTION. 
 
7.5. Toll Fraud.  Service Provider does not warrant that Products or Service 
Provider Offerings will prevent Toll Fraud.  Prevention of Toll Fraud is the responsibility 
of Client.  The term “Toll Fraud” refers to the unauthorized use of telecommunications 
services or facilities accessed through or connected to the Products.  
 
7.6. Warranties and Obligations of Client. Client represents and warrants that: 
(i) it has the legal right and authority, and will continue to own or maintain the legal right 
and authority, during the Term of this Agreement, to provide any Client Materials as 
contemplated under this Agreement and combine them with the Service Provider 
Materials necessary for Service Provider to provide the Service Provider Offerings; (ii) 
the Client Materials are free of all viruses, Trojan horses, and comparable elements 
which could harm the systems or software used by Service Provider to provide the 
Service Provider Offerings; and (iii) the performance of its obligations and use of the 
Service Provider Offerings will not violate any applicable laws, regulations or any 
provision of this Agreement. Client further represents and warrants that it shall use the 
Service Provider Offerings, Service Provider Confidential Information and Third Party 
Materials solely for its own internal purposes and that it shall not resell, assign, rent, 
give, transfer, pass title to, lease, copy, provide access to or sublicense (including 
without limitation on a timeshare, subscription service, hosted service or outsourced 
basis) the Service Provider Offerings, Service Provider Confidential Information or any 

Third Party Materials to anyone (for use in its business operations or otherwise and other 
than to provide access to the foregoing to its Authorized Users as expressly permitted 
by this Agreement). 
 
8. Indemnification. 
 
8.1. Mutual Indemnification.  Each Party, at its expense shall, to the extent it is 
liable, defend, indemnify and hold harmless the other Party from and against any third 
party claims for: (i) fraud, (ii) willful misconduct, (iii) gross negligence, (iv) death, (v) 
bodily injury, (vi) damage to real property, or (vii) damage to tangible personal property.   
 
8.2. Service Provider Indemnification. Service Provider shall, at its expense, and 
to the extent it is liable, defend Client from and against any third party claim that Client's 
use of the Services, in accordance with the terms and conditions of this Agreement, 
infringes a United States trade secret, patent or copyright (in each case existing on the 
date of this Agreement). 
 
8.3. Exclusions. Service Provider and its affiliates will have no liability, and Client 
shall indemnify and defend Service Provider, for any claim of infringement or 
misappropriation to the extent based on: (i) Client's misuse or modification of such 
Services or use of such Services other than as directed or approved by Service Provider; 
(ii) Client's failure to use corrections or enhancements made available by Service 
Provider; (iii) Client's use of such Services in combination with any service, product or 
information not owned or developed, or approved for use in combination with such 
Services, by Service Provider; (iv) information, direction, specification or materials 
provided by Client or any third party; or (v) any breach of any of the terms of this 
Agreement or any negligence, willful or fraudulent act or omission of or by the Client, its 
officers or employees, agents or contractors. Nothing contained herein shall be deemed 
to obligate Service Provider to indemnify Client for any infringement caused by any Third 
Party Materials. 
 
8.4. Alternatives. If any portion of the Services are held to, or Service Provider 
believes it is likely to be held to, constitute such an infringement, Service Provider will 
have the right at its sole option and expense, to: (i) substitute or modify the Services so 
that it is non-infringing; or (ii) obtain for Client a license to continue using the Services; 
and (iii) if (i) and (ii) are not reasonably practicable, terminate the applicable SOW as to 
the infringing portion of the Services and refund to Client a pro rata portion of any unused 
pre-paid fees paid by Client with respect to the infringing portion of the Services. The 
remedies stated in this Section constitute Client's sole and exclusive remedies and the 
entire liability of Service Provider Parties with respect to infringement. 
 
8.5. Client Indemnification. Client shall indemnify and defend, at its expense, 
any claim or action brought against Service Provider or its affiliates that (a) alleges that 
Client Materials, as provided by Client to Service Provider under this Agreement and 
used within the scope of this Agreement, infringes any copyright, trade secret, patent or 
other proprietary right, or (b) arises out of personal injury or death caused by the 
negligence or willful misconduct of Client, (c) arises out of Client’s violation of any 
applicable laws, or (d) arises out of any violation of or failure to comply with Section 5 
(Proprietary and Intellectual Property Rights) (including, without limitation, for any 
breach or misuse by Client or any Authorized User of the Third Party Materials); and 
Client shall pay all final judgment awards against Service Provider or its affiliates or 
settlement costs in connection with such claim or action. 
 
8.6. Conditions to Indemnification. The application of the foregoing indemnities 
is conditional upon the party seeking indemnification: (i) notifying the other in writing of 
a claim or suit promptly (provided that any delay in such notice will relieve the 
indemnifying party from its obligations solely to the extent it is prejudiced thereby); (ii) 
providing reasonable cooperation (at the indemnifying party's expense); (iii) granting the 
indemnifying party full authority to defend or settle the claim or suit, provided that the 
indemnified party shall be entitled to participate, at its own expense, in the defense of 
the claim or suit on a monitoring, non-controlling basis, and the indemnifying party shall 
not acquiesce in any judgment or enter into any settlement without the prior written 
consent of the indemnified party if such judgment or settlement admits fault or creates 
an obligation or liability on the part of, or does not include an unconditional release of, 
the indemnified party; and (iv) not making any settlement in respect of the claim or taking 
any action which may prejudice the indemnifying party's defense of the claim. 
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8.7. Co-Liability.  If both the indemnified party and the indemnifying party are 
negligent or otherwise at fault or strictly liable without fault, then the obligations of 
indemnification under this Section shall continue, but the indemnifying party shall 
indemnify the indemnified party only for the percentage of responsibility for the damage 
or injuries attributable to the indemnifying party. 

 
8.8. The cumulative liability under this Article 8 shall not exceed two (2) times 
the Services fees paid or payable by Client to Service Provider pursuant to the terms of 
this Agreement during the previous 12 months under an applicable SOW. 
 
9. Limitation of Liability.  
 
9.1. Neither party nor its affiliates, officers, employees, and agents, licensors 
and suppliers, shall have any liability to the other party whether in contract, tort 
(including, without limitation, negligence) or otherwise for consequential, exemplary, 
incidental, indirect or punitive loss, damage, expenses or for loss of business, data, 
revenue, profits, or use, even if it has been advised of the possibility of such damages 
or if they are foreseeable.  
 
9.2. In no event shall the cumulative amount of Service Provider's liability 
(whether in contract, tort, negligence, strict liability in tort or by statute or otherwise) to 
Client or to any third party concerning performance or non-performance of the Services 
or supply or non-supply of any work product or Service Provider Materials, or sale of 
any Product, or in any manner related to this Agreement, for any and all claims shall not, 
as applicable: (i) exceed the Services fees paid or payable by Client to Service Provider 
pursuant to the terms of this Agreement during the previous 12 months under an 
applicable SOW; (ii) if Service Provider is providing strategic consulting services, be in 
excess of the fees paid or payable under an applicable SOW; or (iii) if Service Provider 
is providing product (as defined in Attachment A) to Client, be in excess of the net 
purchase price of the specific product giving rise to a claim. 
 
9.3. Service Provider’s liability for any failure to achieve service levels / 
performance objectives shall be limited to those credits, as applicable, set forth in the 
applicable SOW. 
 
9.4. The allocations of liability in this Section represent the agreed, bargained-
for understanding of the parties and Service Provider's compensation hereunder reflects 
such allocations. The limitations on liability and types of damages stated in this 
Agreement are intended by the parties to apply regardless of the form of any lawsuit or 
claim a party may bring, whether in tort, contract or otherwise, and regardless of whether 
any limited remedy provided in this Agreement fails of its essential purpose.   
 
10. Term and Termination. 
 
10.1. Term. The initial term of this Agreement shall commence on the Effective 
Date and shall continue for a period of five (5) years ("Initial Term"). Upon completion of 
the Initial Term, the Agreement shall automatically renew for consecutive five (5) year 
terms (each a "Renewal Term"), unless either party gives written notice of its intent not 
to renew at least sixty (60) days prior to the then current term. For purposes of this 
Agreement, Initial Term and Renewal Term may collectively be referred to as "Term". 
 
10.2. Termination for Breach. In addition to any other rights or remedies available 
to the non-breaching party at law or in equity, either party may terminate this Agreement 
or any SOW upon written notice to the other in the event the other party materially 
breaches this Agreement or the applicable SOW and fails to cure such breach within 
thirty (30) days of receiving written notice of such breach.  
 
10.3. Termination for Insolvency.  Either party may demand assurances or may 
terminate this Agreement or a SOW by written notice to the other party as follows: (i) 
upon the discovery, upon information and belief, that the other party has become 
insolvent (ii) the institution by or against the other party of receivership, or bankruptcy 
proceedings, or any other proceedings for the settlement of such party’s debts; or (iii) 
upon the other party making an assignment for the benefit of creditors. 
 
10.4. Duties upon Termination. In the event of any termination or non-renewal 

pursuant to this Section, Client shall pay Service Provider for all Services rendered, 
Products ordered and expenses incurred by Service Provider up to the effective date of 
termination and each party shall promptly, upon written request, return to the other 
Confidential Information of the other held by each for the purposes of and in connection 
with this Agreement. 
 
11. General Provisions. 
 
11.1. Disputes and Mediation.  Upon the occurrence of any dispute, controversy 
or claim arising under or in connection with this Agreement (including disputes as to the 
creation, validity, interpretation, breach or termination of this Agreement) that have not 
been resolved despite diligent good faith efforts by the day-to-day account managers of 
the Parties (a “Dispute”), each of the Parties will appoint a designated senior executive 
who is not involved in the general operation of the Services related to the Dispute and 
whose task it will be to meet for the purpose of endeavoring to resolve the Dispute.  The 
designated executives will initially meet within ten (10) days of the commencement of 
the Dispute and then shall diligently meet thereafter as often as necessary to negotiate 
in good faith a resolution of the Dispute.  All proposals, discussion and information 
exchanged during this informal process will be considered settlement discussions and 
proposals and will be inadmissible in any subsequent proceedings (legal, administrative, 
or otherwise).  If no settlement is reached in the informal dispute discussions, either 
party may, if it reasonably determines that the informal dispute process was 
unsuccessful, give notice to the other party that it wishes to pursue non-binding 
mediation and designate either JAMS (or a similar organization) as mediators.  Neither 
party may unreasonably withhold, condition or delay consent to the selection of 
mediator.  The parties agree to pay their own costs and to equally share the cost of 
mediation services.  The parties agree to be represented at the mediation meeting by 
individuals with full decision-making authority regarding the Dispute.  Notwithstanding 
he above, nothing in this Section will prevent either party from resorting to judicial 
proceedings if interim relief from a court is necessary to prevent serious or irreparable 
injury to one party or to others, or a complaint must be filed prior to the running of the 
applicable statute of limitations. 
 
11.2. Choice of Law / Venue.   

 
11.2.1. Choice of Law / Venue.  This Agreement shall be governed in all respects 
by the following governing laws without regard to any conflicts of law principles, 
decisional law, or statutory provision that would require or permit the application of 
another jurisdictions’ substantive law 
 
11.2.2. If the applicable Service Provider entity is incorporated in the United States, 
then the laws of the State of New York shall govern; 
 
11.2.3. If the applicable Service Provider entity is incorporated in Canada, then the 
laws of the Province of Ontario shall govern; 
 
11.2.4. If the applicable Service Provider entity is incorporated in Mexico, then the 
laws of Mexico shall govern; 
 
11.2.5. If the applicable Service Provider entity is incorporated in Brazil, then the 
laws of the Brazil shall govern; 
 
11.2.6. If the applicable Service Provider entity is incorporated in the United 
Kingdom, then the laws of England and Wales shall govern; 
 
11.2.7. If the applicable Service Provider entity is incorporated in the European 
Union, then the laws of the Netherlands shall govern; 
 
11.2.8. If the applicable Service Provider entity is incorporated in Australia, then 
the laws of the State of New South Wales shall govern; or 
 
11.2.9. If the applicable Service Provider entity is incorporated in the Philippines, 
then the laws of the Philippines shall govern. 

 
The parties agree that the United Nations Convention on Contracts for the International 
Sale of Goods is specifically excluded from application to this Agreement.  
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Notwithstanding anything in this Agreement to the contrary, Service Provider may seek 
injunctive or other equitable relief in any court of competent jurisdiction to protect any 
actual or threatened: (i) misappropriation or infringement of its Intellectual Property 
Rights or those of its licensors or (ii) breach of Service Provider’s confidentiality rights, 
and Client hereby submits to the exclusive jurisdiction of such courts and waives any 
objection on the basis of improper venue, inconvenience of the forum or any other 
grounds. In any action or suit to enforce any right or remedy under this Agreement or to 
interpret any provision of this Agreement, the prevailing party shall be entitled to recover 
its costs, including reasonable attorney's fees.  Except for actions for nonpayment, 
breach of confidentiality, or breach of Service Provider’s or Third Party proprietary rights, 
no action, regardless of form, arising out of this Agreement may be brought by either 
party more than 3 years after the cause of action has accrued. 
 
11.3. WAIVER OF JURY TRIAL.  IF THE PARTIES CHOICE OF LAW IS A 
COMMON LAW JURISDICTION, THE PARTIES HERETO, AFTER CONSULTING (OR 
HAVING HAD AN OPPORTUNITY TO CONSULT) WITH COUNSEL OF THEIR 
CHOICE, KNOWINGLY AND VOLUNTARILY WAIVE ANY RIGHT TO TRIAL BY JURY 
IN ANY ACTION OR PROCEEDING RELATING TO THIS AGREEMENT, INCLUDING 
ANY LITIGATION REGARDING THE ENFORCEMENT OF THIS AGREEMENT OR 
ANY SOW OR ANY RELATED AGREEME 
 
11.4. Publicity. Service Provider shall have the right to include in its marketing 
materials: (i) the type of Services provided to Client; and (ii) to display Client’s name and 
logo.   Service Provider shall not indicate Client’s endorsement of the Services without 
Client’s prior written consent.  In addition, Client agrees, from time to time, to act as a 
reference for Service Provider related to the Services provided under this Agreement. 
 
11.5. Relationship of the Parties. This Agreement does not constitute a 
partnership, franchise, joint venture, agency or employment relationship.  Each party is 
an independent contractor and as such, does not have any authority to bind or commit 
the other. 
 
11.6. Notices. All notices and other communications required or permitted under 
this Agreement shall be in writing and shall be deemed given the first business day after 
being delivered by an internationally -recognized overnight courier delivery service to 
the other party to the addresses set forth below, or to such other address or individual 
as the parties may specify from time to time by written notice to the other party.  All 
notices shall be sent to the Parties’ addresses as stated on the signature page. 
 
11.7. Maintenance Services.  If Service Provider’s premise based maintenance 
services and/or Manufacturer’s pass-through maintenance services are purchased by 
Client under this Agreement, for the first renewal term Client shall have the right to renew 
any or all of the above maintenance services for the same term and for the same fees, 
subject to: (i) a change in fees due to a change in the scope of the above maintenance 
services provided; and/or (ii) an increase in the fees equivalent to the increase in the 
United States Consumer Price Index from the first month to the final month of the initial 
term; and/or (iii) an increase in the fees equivalent to the increase in the Manufacturer’s 
and/or supplier’s prices to Service Provider by more than the increase in the United 
States Consumer Price Index from the first month to the final month of the initial term.  
For each renewal term thereafter, Client shall pay Service Provider’s then-applicable 
renewal fees for such maintenance services.  
 
11.8. Employee Non-Solicit During the period beginning with the Effective Date 
and ending one (1) year after all Services have been performed, neither party will 
(directly or indirectly), without the written consent of the other party, solicit, entice or offer 
employment or engage as a consultant any employee of the other who was substantially 
involved in providing, receiving, or evaluating Services. The foregoing shall not apply to 
non-targeted solicitations contained in periodicals, on web sites or in other media of 
general communication or to the extent that any such employee has ceased to be 
employed by a Party for at least one (1) year prior to being solicited. 
 
11.9. PCI Compliance and SSAE 18 Audits.  Service Provider acknowledges and 
agrees that if it performs certain Services for Client that include access to Client 
customer credit cardholder information, Service Provider will be required to be compliant 
with the Payment Card Industry Data Security Standard (“PCI Compliance”).  If PCI 
Compliance is so required, Service Provider will, at its sole cost and expense: (a) 

conduct or have conducted the audits required for PCI Data Security Standard 
certification; (b) obtain PCI Compliance certification prior to storing, processing or 
transmitting cardholder information, and (c) take all actions required for Service Provider 
to maintain PCI compliance during the Term of this Agreement and for any period of 
time after the Term of this Agreement that Service Provider stores, processes or 
transmits such cardholder information. In addition, Service Provider agrees to undergo 
an annual SSAE 18/SOC 1, Type 2 test by a reputable third party on all of its data 
centers that store, handle or transmit Client data, at Service Provider’s expense.  Service 
Provider shall ensure continued certification of its data centers to the SSAE 18/SOC 1, 
Type 2 test throughout the Term.  Upon request from Client, Service Provider shall 
evidence its compliance herewith by providing to Client, at no charge, copies of their 
current, annual SSAE 18/SOC 1, Type 2 report conducted within a 12-month period.   
 
11.10. Force Majeure Neither party shall be liable for any delay or failure in 
performing its obligations under this Agreement, or for any loss or damage resulting 
therefrom, due to causes beyond its control, including, but not limited to, acts of God, 
the public enemy, major equipment failures, cyber-attacks, inability to obtain materials 
or services, failures of telecommunications / internet providers, riots, strikes, civil 
commotion, fires, pestilence, natural catastrophes, epidemics, fluctuations or non-
availability of electrical power, or government demands/requirements.  In the event of 
such failure or delay, the date of delivery or performance shall be extended for a period 
not to exceed the duration of the failure or delay; provided, that the party affected by 
such delay is using commercially reasonable efforts to mitigate or eliminate the cause 
of such delay or its effects.  Each party shall notify the other in writing promptly of any 
failure or delay in, and the effect on, its performance.  
 
11.11. Hazardous Materials / Hazardous Conditions.  Client is responsible for 
notifying Service Provider of the presence of any hazardous materials and/or hazardous 
conditions on Client’s premises prior to the commencement of any Services by Service 
Provider.  Client shall be responsible for the removal of any such hazardous materials 
and/or correction of any hazardous conditions that affects Service Provider’s 
performance of Services. Service Provider’s Services will be delayed until Client 
removes or corrects such hazardous materials/hazardous conditions and Service 
Provider shall not be liable in any way as a result of said delays. 
 
11.12. Integration / Merger.  This Agreement, including all SOWs/Order Forms 
executed pursuant to this Agreement, contains the entire agreement between the parties 
and supersede all prior agreements, arrangements and communications, whether oral 
or written, with respect to the subject matter of this Agreement.  
 
11.13. Headings.  Section headings are for convenience only and are not a part 
hereof.  
 
11.14. Order of Precedence.  In the event of a conflict between any term of this 
Agreement, a SOW or an Order Form, the following order of precedence shall apply: (i) 
Agreement; (ii) SOW, and (ii) Order Form. 
 
11.15. Client Purchase Orders.  The terms and conditions of any purchase order, 
acknowledgment or other similar form issued by Client is intended solely for 
administrative convenience and no term or condition therein shall alter, amend or affect 
any provision of this Agreement even if signed by either or both parties. 
 
11.16. Amendment.  This Agreement, including any SOWs and Attachments, may 
not be modified or amended except in writing signed by a duly authorized representative 
of the Party to be charged. 
 
11.17. Non-Waiver.  Neither party shall be deemed to have waived any provision 
hereof, or any right hereunder, unless such waiver is in a writing executed by a duly 
authorized representative of such party.  No waiver by either party of any provision 
hereof or right hereunder shall constitute a subsequent waiver of such provision or such 
right, or a waiver of any other provision or right. 
 
11.18. No Third Party Beneficiaries. Neither this Agreement nor the provision of 
the Services shall be construed to create any duty or obligation on the part of Service 
Provider to any third parties. This Agreement does not provide any third party with any 
right, privilege, remedy, claim or cause of action against Service Provider, its affiliates, 
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officers, employees, agents, and contractors. 
 
11.19. Assignment. This Agreement may not be assigned be either party without 
the prior approval of the other, except that no such approval shall be required for 
assignment in the event of a transfer in a (i) transaction involving a change in control of 
a party hereto or (ii) sale or other disposition of all or substantially all of the assets of the 
business or operations of a party hereto directly related to this Agreement. Service 
Provider may also assign this Agreement to an affiliated company without Client's prior 
written approval. This Agreement will be binding upon and inure to the benefit of the 
parties and their respective representatives, successors and permitted assigns.  
Notwithstanding, Service Provider may delegate or subcontract the performance of all 
or any portion of the Services, without prior written consent from the Client to either 
Service Provider subsidiaries or affiliates or to Service Provider’s standard 
subcontractors; provided however that Service Provider will not, as a result of any 
subcontracting arrangement, be relieved of any of its obligations under this Agreement 
and shall continue to be responsible for any subcontractor acts or omissions.  Service 
Provider may provide the Services through any of its “Related Entities”, each of which 
shall be referred to as “Service Provider” for purposes of the Services that it provides 
under this Agreement.  “Related Entity” as used in this Agreement, shall mean any 
corporation, partnership, LLC or other entity which Service Provider or Service 
Provider’s holding company controls or which controls Service Provider.  For purposes 
of this paragraph, “control” shall mean an ownership interest in excess of 50%. 
 
11.20. Required Filings Either Party may make disclosures or filings required to 
comply with applicable laws, including filings with regulatory agencies, such as the 
United States Securities and Exchange Commission, or disclosures or filings required 
to comply with the rules of a national securities exchange or automated quotations 
systems such as the National Association of Securities Dealer’s Automated Quotations 
(NASDAQ); and either Party may include the other Party’s name and a mutually agreed 
factual description of the work performed under this Agreement in employee 
communications, in its list of references, in the experience segment of proposals to third 
parties, in internal business planning documents, in its or its Affiliates’ annual report to 
stockholders, and whenever required by reason of legal, accounting, or regulatory 
requirements. 
 
11.21. Sales of Hardware, Software, Software Subscription Services and/or Pass-
Through Maintenance Services. The parties agree that the terms and conditions for the 
sale of hardware, software, software subscription services and/or pass-through 
maintenance services shall be noted in Attachment A to this Agreement and said 
Attachment A is fully incorporated into this Agreement. 
 
11.22. Insurance. During the term of the Agreement the parties shall each maintain 

appropriate professional indemnity, liability, employers’ liability and other common 
customary risk insurance with a reputable insurance company. 
 
11.23. Delay.  Service Provider shall not be liable for any delay or failure in 
performance due to or arising in connection with: (i) any instructions of Client or any 
information provided by Client or its agents to Service Provider, (ii) any act or omission 
of Client or any third party supplier of Client, (iii) any breach by Client of any of its 
obligations hereunder, or (iv) the inaccuracy or non-occurrence of any assumption 
stated in any SOW.  Client shall be responsible for the amount of any increased costs 
incurred by the Service Provider as a result thereof and any impacted deadlines / 
milestones will be automatically extended by an amount of time reasonably required to 
compensate for such delay. Service Provider will provide Client with reasonable prior 
written notice of any such delay or failure and will provide documentation of costs 
incurred. 
 
11.24. Compliance with Laws and Regulations. Each of the Parties will perform its 
obligations under this Agreement and any applicable SOW in compliance with all 
applicable and enforceable laws, ordinances and regulations and will obtain and 
maintain in full force and effect, any permits, licenses, consents, approvals and 
authorizations necessary for the performance of its obligations hereunder. Client shall 
provide Service Provider with all necessary legal and regulatory compliance guidelines, 
if applicable, to be used by Service Provider in the performance of the Services, 
including, but not limited to, any updates or other developments affecting such 
compliance guidelines. The Parties shall effectuate processes to administer and validate 
such compliance, if applicable.  Subject to the terms and conditions of the applicable 
SOW, Service Provider shall take reasonable steps to perform the Services in a manner 
that enables Client to remain in compliance with applicable laws and regulations.   
 
11.25. Survival.  Each party's obligations under this Agreement, which by their 
nature would continue beyond the termination, cancellation or expiration of this 
Agreement (including, without limitation, any obligation to indemnify the other party 
hereunder and the provisions relating to payment, limitations of liability, confidentiality, 
intellectual property, taxes, audit, dispute resolution, choice of law, venue and waiver of 
jury trial) shall survive termination or expiration of this Agreement. 
 
11.26. Counterparts and Authority.  This Agreement may be signed in multiple 
counterparts, each of which will be considered an original, and all of which will be 
considered one and the same document. This Agreement may be executed by facsimile 
or electronic (whether digital or encrypted) signature.  Each Party represents and 
warrants on its own behalf that the individual signing this Agreement on its behalf is fully 
authorized to sign on behalf of and bind it, and that it has the power and authority to 
enter into it. 

 
 
 
CLIENT 
 
Enter Client Name 
Full Corporate Name 
 
Address: Enter Address Line 1 
 Enter Address Line 2 
 Enter Address Line 3 
 
 
____________________________________ 
Signed 
 
By: _________________________________ 
 
Title: ________________________________ 
 

 
 
 
SERVICE PROVIDER 
 
Avtex Solutions,LLC 
 
 
____________________________________ 
Signed 
 
By: _________________________________ 
 
Title: ________________________________ 
 
 
 
Date:  _________________________ 

(To be filled in by the last signatory)
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ATTACHMENT A 
 

Sales of Hardware, Software, Software Subscription 
Services and/or Pass-Through Maintenance Services. 

 
 
1. Client desires that, from time to time, Service Provider order hardware, 
software, software subscription services, pass-through cloud services and/or pass-
through maintenance services (the “Products”) from various third party manufacturers 
(including, but not limited to, various Products from Cisco Systems, Inc., Calabrio, Inc., 
Verint Americas Inc., inContact, Inc.; NICE Ltd.; and Nuance Communications, Inc.) (the 
“Manufacturer”) on its behalf.  Accordingly, the parties agree that the following terms 
and conditions shall solely apply for the sale of Products: 
 
2. Bill of Materials and Orders.  Upon Client’s request, Service Provider may 
provide Client with a Bill of Materials (“BOM”) noting Product quantities and pricing which 
is valid for 30 days from issuance.  This BOM is not an offer.   If the BOM is acceptable 
to Client, Client may issue an order (such as the issuance of a purchase order) to Service 
Provider (“Order”), referencing the BOM and this Agreement, which Service Provider 
may accept or reject in its sole discretion.  Once issued by Client, any Order will be non-
cancelable without the prior written consent of Service Provider.  The terms and 
conditions of any Order, acknowledgment or other similar form issued by Client is 
intended solely for administrative convenience and no term or condition therein shall 
alter, amend or affect any provision of this Agreement even if signed by either or both 
parties.  An omission of reference to this Agreement in the Order will not affect the 
application of this Agreement to such Order. 

 
3. Products.  Client acknowledges and agrees: (i) they have received, 
accepted and agreed to be bound by the Manufacturer’s End User License Agreement 
(the “EULA”), and (ii) they have received, accepted and agreed to be bound by the 
Manufacturer’s applicable terms and conditions for the software subscription services, 
hardware and/or pass-through maintenance services purchased by Client (the 
“Manufacturer Terms”), and (iii) that Service Provider is not a party and is not a third 
party beneficiary of the EULA or the Manufacturer Terms.  Client further agrees that: (i) 
for Manufacturer shipped Products, to Manufacturer’s then-current Product shipment 
policies (including such Manufacturer’s policies covering any risk of loss and transfer of 
title); and (ii) for Service Provider shipped products shipping cost, transfer of title and 
risk of loss shall be FOB Origin.  If, after three (3) attempts to deliver and/or install the 
Products at the location specified by Client, Client is unable or unwilling to accept 
delivery and/or installation, Service Provider may, at its option, cancel the applicable 
order and invoice Client (and Client shall pay for): (i) the full purchase price for the 
ordered Products; (ii) any applicable configuration/installation fees; and (iii) any 
applicable cancellation charges. Upon payment in full of such full purchase price, 
Service Provider shall deliver any purchased Products to Client in the form and condition 
in which such Products exist at the time of cancelation.  
 
4. PRODUCT WARRANTIES. CLIENT ACKNOWLEDGES THAT SERVICE 
PROVIDER IS NOT THE MANUFACTURER OF ANY OF THE PRODUCTS AND ANY 
PRODUCT WARRANTIES ARE PROVIDED SOLELY BY THE MANUFACTURER, 
AND SERVICE PROVIDER MAKES NO WARRANTIES WHATSOEVER, INCLUDING 
WITHOUT LIMITATION, TITLE, INFRINGEMENT, THE MERCHANTABILITY OF THE 
PRODUCTS OR THEIR FITNESS FOR ANY PARTICULAR PURPOSE, AND ANY 
IMPLIED WARRANTIES THAT MIGHT ARISE THROUGH USAGE OF TRADE, 
COURSE OF DEALING, OR COURSE OF PERFORMANCE.  SERVICE PROVIDER 
SHALL HAVE NO DUTY TO DEFEND, INDEMNIFY, OR HOLD HARMLESS CLIENT 
FROM OR AGAINST ANY DAMAGES OR COSTS INCURRED BY CLIENT ARISING 
FROM THE INFRINGEMENT OF PATENTS OR TRADEMARKS OR THE VIOLATION 
OF COPYRIGHTS BY PRODUCTS.  FURTHERMORE, NOTHING IN THIS 
AGREEMENT SHALL BE CONSTRUED AS EXPANDING OR ADDING TO ANY 
WARRANTY IN ANY MANUFACTURER LICENSE AGREEMENT. 

 
5. Manufacturer Confidential Information. Client hereby acknowledges that 
Client may access or receive information hereunder relating to the Products and to 
Manufacturer which is of a confidential and proprietary nature (“Manufacturer 
Confidential Information”). Such Manufacturer Confidential Information may include, but 
is not limited to, trade secrets, know how, invention techniques, processes, programs, 

schematics, Manufacturer software source documents, data, financial information, and 
sales and marketing plans.   Although copyrighted, the Products (including any updates) 
are unpublished and contain proprietary information of Manufacturer and its suppliers, 
and therefore shall be deemed to be Manufacturer Confidential Information 
notwithstanding any failure to mark it so.  Client shall at all times: (i) keep in trust and 
confidence all such Manufacturer Confidential Information, (ii) protect the confidentiality 
of such Manufacturer Confidential Information with the same degree of care which it 
uses to protect its own confidential information; provided, however, that it shall use at 
least reasonable care, and (iii) not use such Manufacturer Confidential Information in 
any way for its own account or the account of any third party other than as authorized 
under this Agreement.  Client shall also not disclose any such Manufacturer Confidential 
Information without Service Provider’s and Manufacturer’s written consent.  Client 
further agrees to immediately return to Service Provider all Manufacturer Confidential 
Information (including copies thereof) in Client’s possession, custody, or control upon 
termination of this Agreement at any time and for any reason.  Client will indemnify 
Service Provider and Manufacturer for unauthorized disclosures of Manufacturer 
Confidential Information by Client, its agents and representatives. 
 
6. Trademarks.  Client acknowledges that any symbols, trademarks, trade 
names, and service marks ("Trademarks") adopted by a Manufacturer to identify the 
Products, belong to Manufacturer, respectively, and that Client shall have no rights in 
such Trademarks, except as approved by Manufacturer, as the case may be, in writing. 

 
7. Export / Use / Resale.  Unless otherwise agreed to in writing, Service 
Provider will not deliver Products outside of the United States of America.  Client also 
specifically acknowledges and agrees that Service Provider shall have no responsibility 
whatsoever with respect to customs and export and import requirements of any country 
into which any Products will be imported following delivery of such Products by Service 
Provider to Client. Client also certifies that the Products provided hereunder are for 
commercial use and are not primarily for personal, family or household use. Client 
certifies that the Products acquired hereunder are intended for Client’s use in the 
ordinary course of Client’s business and not for the purpose of resale. Client agrees that 
Client may not re-sell or assign any Products without the prior written consent of Service 
Provider.  Any such transfer or assignment shall require such transferee to execute a 
written instrument in form and substance acceptable to Service Provider whereby such 
transferee agrees to abide by the terms and conditions of this Agreement and the terms 
and conditions of the aforementioned end user license agreement, if applicable. 
 



TERMS OF SERVICE / PRIVACY / COPPA POLICY
These Terms of Use (“Terms”) are a legal contract between You 
and BringChange PBC ( TrustCircle ) "Us", "Our" or “We" or 
“Company”; collectively, "Everyone") and govern Your use of all 
the text, data, information, software, graphics, photographs and 
more (all of which We refer to as “Materials”) that We and Our 
affiliates may make available to You, as well as any services, 
including cloud based Social Emotional Learning Platform  
(“Services”) We may provide through any of Our websites (all of 
which are referred to in these Terms as this “Website”).

At TrustCircle, we offer:
• Cloud-based, white-labelled unique Social Emotional 

Learning platform for each partner organization
• Emotional Resilience and Self-Reflection tools
• AI-driven Wellbeing Insights and more

each as applicable (collectively, the “Services”).

Children’s Online Privacy Protection Act (“COPPA”)
Under COPPA, we are required to obtain consent to the collection 
of personal information online from children under 13. When 
organizations, institutions, schools use our Services, You are 
required to consent to the collection and use of personal 
information from parents or caregivers of children under 13 as 
part of signing up to use the Services. When parents or 
caregivers use the Services independent of the organization/
school, they are required to provide consent to the collection and 
use of personal information from children as part of the Services.

https://trustcircle.co/


Your Consent
By using our Services, you agree that your personal information 
and aggregate or other non-personally identifying information as 
applicable, will be handled as described in this Policy. Any 
personal information we collect about a “student” or “students” 
including a “child” or “children under 13 years old will be treated in 
accordance with the company FERPA & COPPA Policy and our 
Terms of Use.

Use of the Services by you, and any dispute over privacy, is 
subject to this Policy, the FERPA & COPPA Policy, and our Terms 
of Service policy including its applicable limitations on damages 
and resolution of disputes. The Terms of Service are incorporated 
by reference into this Privacy Policy.

Except as set forth in this Privacy Policy, your personal 
information will NOT be used for any other purpose without your 
consent. We DO NOT collect personal information through the 
Services for the purpose of selling such information. You may 
withdraw your consent to our processing of your personal 
information at any time. However, withdrawing consent may result 
in your inability to continue using some or all of the Services.

Information We Collect About Your Children/
Students
Personal information of your students or child may be collected 
directly from you or your students or child, from third parties such 
as Google, and automatically through your student’s or child’s use 
of the Services. Such information may include, but is not limited 
to, personal information we collect from your students or child will 
be discussed and agreed by you per your requirements.



Information We Collect Per Consent
In order to provide our best services to You and to understand a 
student’s or a child’s activity while using our Services, we may 
collect the following information about a student or child through 
cookies, web beacons, and other technologies: information 
regarding your student’s or child’s personal computing device, 
browser type, browser language, operating system, Internet 
Protocol (“IP”) address, and the actions your student takes while 
using the Services. For more information about how we collect 
information automatically from users of our website and other 
services, read the Company’s Privacy Policy.

How We Use Your Child’s Information
We use student personal information we collect in the following 
ways:

• To provide our Services including to respond to customer 
service and technical support issues and requests. If a 
student or child runs into technical errors in the course of 
using the Services, we may request your permission to 
obtain a crash report along with certain logging information 
from the personal computing device utilized by the student or 
child documenting the error. Such information may contain 
information regarding the device’s Operating System 
version, hardware, and browser version (and .NET version 
information in case of Windows systems).

• To track your child activities on the Company platform 
including the information your student or child distributes, 
displays, or share, and to provide you with reports and logs 
regarding the same. In the case of schools, such reports 
may include class or school-wide student activity reports, to 
allow you to conduct comparative analyses of your students.



We DO NOT use student personal information in the following 
ways:

• We do not collect a student’s or a child’s personal 
information for the purpose of sale of such information in any 
way or for building student or child profiles for commercial 
purposes not related to the provision of the Services.

• We do not use your students’ personal information for any 
advertising/marketing of any sorts.

We may use aggregate or de-identified information about 
students and children for the following purposes:

• To monitor and analyze the Services and for technical 
administration;

• To better understand how students and children access and 
use our Services;

• To improve our Services; and
• For other research and analytical purposes.

When your students or child use the Services on a personal 
computing device owned by you and if required by your 
organization, we may use geolocation information to determine 
their current location. Such information is specific to the device 
only, and is not specific to the student or child. We may also use 
elements of your student’s or child’s usage and analytics 
Information (such as IP address) to determine their generalized 
location.

How We Share Your Child’s Information
• Service Providers: From time to time we may employ third 

parties to help us provide the Services, or to perform 
Services (e.g., hosting) that may involve their access, use or 
storage of personal information on our behalf. We may 
disclose the information we collect from students or children 



to such third party vendors, service providers, contractors or 
agents who perform contractually defined functions on our 
behalf. These third parties may have limited access to 
databases of user information solely for the purpose of 
helping us provide you the Services and we have put in 
place contractual and other organizational safeguards 
requiring them to take steps to ensure a proper level of 
protection of your students’ personal information. These third 
parties are required to treat personal information in 
accordance with our privacy and security policies and 
commitments. Except as explained above, we do not 
disclose or transfer your child’s or student’s personal 
information to third parties except for authorized educational/
school purposes or as directed by the organizations/schools 
that have engaged us to provide Services. We prohibit these 
third parties from using the personal information we collect 
about your students or child for any purpose other than 
providing the contracted service.

• Business Transfers. If we are acquired by or merged with 
another company, if substantially all of our assets are 
transferred to another company, or as part of a bankruptcy 
proceeding, we may transfer the personal information we 
have collected to the other company provided the successor 
entity is subject equivalent privacy and security 
commitments as that of the company for the previously 
collected personal information and the information disclosed 
continues to be used for only improving services for you, 
educational/school purposes.

• In Response to Legal Process. We also may disclose the 
personal information we collect in order to comply with the 
law, a judicial proceeding, court order, subpoena or other 
legal process.



• To Protect Us and Others. We also may disclose the 
personal information we collect where we believe it is 
necessary to investigate, prevent, or take action regarding 
illegal activities, suspected fraud, situations involving 
potential threats to the safety of any person, violations of our 
Terms of Service or this COPPA Policy, or as evidence in 
litigation in which company is involved.

• With Partner Organizations/Schools and Parents. You are 
able to login to view information about your students’ or 
child’s use of the Services.

• Aggregate and De-Identified Information. We may also use 
and share aggregate or de-identified information about 
students or children with third parties for research and 
analytical purposes.

Who Owns the data we collect?
All data or Personally Identifiable Information ( PII ) of your 
individuals, students, children, and staff we collect for the 
purposes of developing products or services for you is within the 
scope of your agreement and will be co-owned by your 
organization and the Company and will have the final authority 
over the same. At any given time when You need the dataset the 
company will share the copy of the dataset with You per your 
need and request in any format that You need the data in.

Information Your Child Share with Third Parties
Your students or child may be able to voluntarily share personal 
information with third parties such as Google Authentication and 
Sign-In plug-in, while using the Services. The privacy policies of 
these third parties are not under our control and may differ from 
ours. The use of any information that your students or child may 
provide to any third parties will be governed by the privacy policy 
of such a third party or by your independent agreement with such 



third party, as the case may be. For information they may use and 
disclose about your students or child, including any information 
your students or child may make public, please consult their 
respective privacy policies. We have no control over how any third 
party site controls the information that it collects from your 
students or child.

Security of Your Personal Information

The security of your personal information is extremely important 
to us. We have implemented a security program to protect the 
information we collect from loss, misuse, and unauthorized 
access, disclosure, alternation, and destruction. Our security 
measures are designed to protect personal information, to limit 
the dissemination of personal information to only designated staff 
or third party vendors as is reasonably necessary to the provision 
of Services.

Please note that you are also responsible for helping to protect 
the security of your personal information. For instance, never give 
out your personal credentials when you are using the Services, so 
that other people will not have access to your personal 
information. Furthermore, you are responsible for maintaining the 
security of any personal computing device on which you utilize the 
Services. We are not responsible for any lost, stolen, or 
compromised passwords or for any activity on your account via 
unauthorized password activity.

FERPA and COPPA Compliance
We are committed to complying with the Family Education Rights 
and Privacy Act (“FERPA”) and Children’s Online Privacy 
Protection Act (“COPPA”) in all applicable respects with regards to 



the collection, use, disclosure, and retention of the personal 
information of your students.

We have contracted with you, as an operator defined under 
COPPA, in order to collect personal information from your 
student/child, for the use and benefit of the student/child and the 
organization/school in the educational or your organization’s 
context as authorized by you, and for no other commercial 
purpose.

GENERAL TERMS OF USE
By using TrustCircle, you represent, acknowledge and agree that 
You are at least 18 years of age, or if You are under 18 years of 
age (a “Minor”), that You are using TrustCircle with the consent of 
Your parent or legal guardian and that You have received Your 
parent’s or legal guardian’s permission to use TrustCircle and 
agree to its Terms. If You are a parent or legal guardian of a 
Minor, You hereby agree to bind the Minor to these Terms and to 
fully indemnify and hold harmless Us if the Minor breaches any of 
these Terms. We invite You to use this Website for individual, 
consumer purposes ("Permitted Purposes”).

In these Terms we are granting You a limited, personal, non-
exclusive and non-transferable license to use and to display the 
Materials and use the Services; Your right to use the Materials 
and the Services is conditioned on Your compliance with these 
Terms. You have no other rights in this Website, the Services or 
any Materials and You may not modify, edit, copy, reproduce, 
create derivative works of, reverse engineer, alter, enhance or in 
any way exploit any of this Website, the Services or the Materials 
in any manner. If You breach any of these Terms the above 
license will terminate automatically and You must immediately 



destroy  any downloaded or printed Materials (and any copies 
thereof).

PASSWORD RESTRICTED AREAS OF THIS 
WEBSITE
For organizations, institutions, schools, school districts or other 
entities who have entered into a separate service agreement with 
Us. We offer secured access to the Social Emotional Learning 
platform to only those users who are authorized to have access 
and have been approved by the organization, institutions, 
schools, school districts or other entities who partner with Us. In 
order to access certain password-restricted areas of this Website 
and to use certain Services and Materials offered on and through 
this Website, You must have an Account with Us. If You sign up 
for an account, You represent and warrant that You are the 
authorized user for so long as You use the Account, You agree to 
provide true, accurate, current, and complete information which 
can be accomplished by logging into Your Account and making 
relevant changes directly or contacting Us.

You are responsible for complying with these Terms when You 
access this Website, whether directly or through any account that 
You may set up through or on this Website. Because it is Your 
Account, it is Your job to obtain and maintain all equipment and 
services needed for access to and use of This Website as well as 
paying related charges. It is also Your responsibility to maintain 
the confidentiality of Your password(s), including any password of 
a third-party site that We may allow You to use to access this 
Website. Should You believe Your password or security for This 
Website has been breached in any way, You must immediately 
notify Us.



ELECTRONIC COMMUNICATIONS
By using the Website and/or the Services provided on or through 
the Website, You consent to receiving electronic communications 
from Us. These electronic communications may include notices 
about applicable fees and charges, transactional information and 
other information concerning or related to the Website and/or 
Services. These electronic communications are part of Your 
relationship with Us. You agree that any notices, agreements, 
disclosures or other communications that We send You 
electronically will satisfy any legal communication requirements, 
including that such communications be in writing.

RESPONSIBILITIES, WARRANTIES AND 
RESTRICTIONS
(a) You agree that You shall not: (i) modify, make derivative works 
of, disassemble, reverse compile, or reverse engineer any part of 
the Services, or in any way attempt to reconstruct or discover any 
source code or underlying ideas or algorithms of any part of the 
Services; (ii) access or use the Services in order to build a similar 
or competitive product or service or for the purposes of bringing 
an intellectual property infringement claim against company; (iii) 
except as expressly stated herein, copy, reproduce, distribute, 
republish, download, display, post or transmit in any form or by 
any means any of the Services; and (iv) attempt to gain 
unauthorized access to the Services and to make commercially 
reasonable efforts to prevent unauthorized third parties from 
accessing the Services.

(b) You shall not (i) access or attempt to access the administrative 
interface of the Services by any means other than through the 
interface that is provided by company in connection with the 
Services, unless otherwise agreed in writing or (ii) intentionally 
engage in any activity that interferes with or disrupts the Services 



(or any servers or networks that are connected to the Services). 
You may not access the Services in a manner intended to avoid 
incurring fees.

(c) You represent, covenants, and warrants that You will use the 
Services only in compliance with these Terms and all applicable 
laws and regulations. Although company has no obligation to 
monitor Your use of the Services, Company may do so and may 
prohibit any use of the Services it reasonably believes may be (or 
is alleged to be) in violation of these Terms or applicable laws and 
regulations.

OWNERSHIP OF USER DATA
The Services may allow You to track and gather a range of data 
and information regarding Your wellbeing and insights (“User 
Data”). You and Us ( BringChange PBC ) shall co-retain all title to 
and ownership of and all proprietary rights with respect to User 
Data, and shall be responsible for its use thereof to provide 
services to You. Along with Us, You are also responsible for 
securing Your User Data. You hereby grant the company a 
worldwide, royalty-free, and non-exclusive license to access and 
use User Data for the sole purpose of enabling the company to 
provide the Services to You, and for the limited purposes set forth 
in company Privacy Policy (described below).

DATA HOSTING & SECURITY
Data will be hosted as per the highest security standards possible 
and as per the required national and /or international data policy 
requirements. For example all of the United States users data is 
regionally stored in the servers located in the United States only. 
TrustCircle values data security with utmost priority. The user's 
data will be stored and hosted with the highest security standards.



PRIVACY POLICY
The parties agree that the company is a service provider to You, 
and that company’s collection and use of the User Data of 
children under the age of 18 (“Minors’ User Data”) is conducted 
on behalf of and with the authorization of You. You have received 
and reviewed company’s Privacy Policy and Children’s Privacy 
Policy and Notice of Privacy Practices (together the “Privacy 
Policy”) and expressly consents to the collection, use and 
disclosure of Minors’ User Data in order to perform the Services 
requested by company, including as set forth in the Privacy Policy 
as applicable to the Services requested by company. For the 
purposes of the Children’s Online Privacy Protection Act, You 
acknowledge that You are authorized to consent to company’s 
collection, use and disclosure of Minor User Data related to 
minors under 13 years old, and by agreeing to these Terms, You 
grant Your consent to company’s collection, use and disclosure of 
Minor User Data in accordance with the Privacy Policy, which may 
be updated from time to time, provided You will be notified of any 
material changes. You agree that you will provide any necessary 
notice and obtain any necessary consent required related to the 
Services.

PSEA POLICY
Protection from Sexual Exploitation and Abuse ( PSEA) Policy 
objective: To promulgate a policy of zero tolerance for sexual 
exploitation and abuse (SEA) for all company Board of Directors, 
Officers, Employees and related personnel and ensure that roles, 
responsibilities and expected standards of conduct in relation to 
SEA are known within the Company. To create and maintain a 
safe environment, free from Sexual Exploitation and Abuse (SEA), 
by taking appropriate measures for this purpose, internally and in 



the communities where the company operates, through robust 
prevention and response work.

UNAUTHORIZED ACTIVITIES
To be clear, We authorize Your use of this Website only for 
Permitted Purposes. Any other use of this Website beyond the 
Permitted Purposes is prohibited and, therefore, constitutes 
unauthorized use of this Website. This is because as between 
You and Us, all rights in this Website remain Our property.
Unauthorized use of this Website may result in violation of various 
United States and international copyright laws. Unless You have 
written permission from Us stating otherwise, You are not 
authorized to use this Website in any of the following ways (these 
are examples only and the list below is not a complete list of 
everything that You are not permitted to do):

• For any public or commercial purpose which includes use of 
this Website on another site or through a networked 
computer environment;

• In a manner that modifies, publicly displays, publicly 
performs, reproduces or distributes any of this Website;

• In a manner that violates any local, state, national, foreign, 
or international statute, regulation, rule, order, treaty, or other 
law;

• To stalk, harass, or harm another individual;
• To impersonate any person or entity or otherwise 

misrepresent Your affiliation with a person or entity;
• To interfere with or disrupt this Website or servers or 

networks connected to this Website;
• To use any data mining, robots, or similar data gathering or 

extraction methods in connection with this Website; or



• Attempt to gain unauthorized access to any portion of this 
Website or any other accounts, computer systems, or 
networks connected to this Website, whether through 
hacking, password mining, or any other means.

You shall defend company against any cause of action, suit or 
proceeding (each a “Claim”) made or brought against company by 
a third party arising out of or attributable to (i) Your use of the 
Service or (ii) Your violation of these Terms, and shall indemnify 
company for any damages finally awarded against, and for 
reasonable attorney’s fees incurred by, company in connection 
with the Claim, on condition that company (a) promptly gives You 
written notice of the Claim; (b) gives You sole control of the 
defense and settlement of the Claim (provided that You may not 
settle any Claim unless the settlement unconditionally release 
company of all liability); and (c) provides reasonable assistance in 
connection with the defense (at Your reasonable expense).

PROPRIETARY RIGHTS
"TrustCircle" is a trademark that belongs to Us. Other trademarks, 
names and logos on this Website are the property of their 
respective owners.
Unless otherwise specified in these Terms, all Materials, including 
the arrangement of them on this Website are Our sole property. 
All rights not expressly granted herein are reserved. Except as 
otherwise required or limited by applicable law, any reproduction, 
distribution, modification, retransmission, or publication of any 
copyrighted material is strictly prohibited without the express 
written consent of the copyright owner or license.

DISCLAIMER OF WARRANTIES
COMPANY DOES NOT GUARANTEE THAT (A) THE SERVICES 
AND THE WEBSITE WILL BE PERFORMED ERROR-FREE OR 



UNINTERRUPTED, OR THAT COMPANY WILL CORRECT ALL 
ERRORS, THE SERVICES AND THE WEBSITE WILL OPERATE 
IN COMBINATION WITH YOU’S CONTENT OR APPLICATIONS, 
OR WITH ANY OTHER HARDWARE, SOFTWARE, SYSTEMS, 
SERVICES OR DATA NOT PROVIDED BY COMPANY, AND (C) 
THE SERVICES AND THE WEBSITE WILL MEET YOUR 
REQUIREMENTS, SPECIFICATIONS, OR EXPECTATIONS. 
YOU ACKNOWLEDGES THAT COMPANY DOES NOT 
CONTROL THE TRANSFER OF DATA OVER 
COMMUNICATIONS FACILITIES, INCLUDING THE INTERNET, 
AND THAT THE SERVICES AND THE WEBSITE MAY BE 
SUBJECT TO LIMITATIONS, DELAYS, AND OTHER PROBLEMS 
INHERENT IN THE USE OF SUCH COMMUNICATIONS 
FACILITIES. COMPANY IS NOT RESPONSIBLE FOR ANY 
ISSUES RELATED TO THE PERFORMANCE, OPERATION OR 
SECURITY OF THE SERVICES AND THE WEBSITE THAT 
ARISE FROM YOUR CONTENT OR APPLICATIONS, OR THIRD 
PARTY CONTENT OR SERVICES, AND DISCLAIMS ALL 
LIABILITIES ARISING FROM OR RELATED TO THIRD PARTY 
CONTENT OR SERVICES.
TO THE EXTENT NOT PROHIBITED BY LAW, THESE 
WARRANTIES ARE EXCLUSIVE AND THERE ARE NO OTHER 
EXPRESS OR IMPLIED WARRANTIES OR CONDITIONS, 
INCLUDING FOR MERCHANTABILITY, SATISFACTORY 
QUALITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-
INFRINGEMENT UNDER THE UCC.

LIMITATION OF LIABILITY
WE SHALL NOT BE LIABLE TO YOU FOR ANY DAMAGES 
RESULTING FROM YOUR DISPLAYING, COPYING, OR 
DOWNLOADING ANY MATERIALS TO OR FROM THIS 
WEBSITE OR THE SERVICES. TO THE MAXIMUM EXTENT 
PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL WE 



BE LIABLE TO YOU FOR ANY INDIRECT, EXTRAORDINARY, 
EXEMPLARY, PUNITIVE, SPECIAL, INCIDENTAL, OR 
CONSEQUENTIAL DAMAGES (INCLUDING LOSS OF DATA, 
REVENUE, PROFITS, USE OR OTHER ECONOMIC 
ADVANTAGE) HOWEVER ARISING, EVEN IF WE KNOW 
THERE IS A POSSIBILITY OF SUCH DAMAGE. HOWEVER 
ARISING, EVEN IF WE KNOW THERE IS A POSSIBILITY OF 
SUCH DAMAGE. OUR AGGREGATE LIABILITY ARISING OUT 
OF OR RELATED THESE TERMS SHALL NOT BE MORE THAN 
$100.00.

LOCAL LAWS; EXPORT CONTROL
We control and operate this Website from Our headquarters in the 
United States of America and the entirety of this Website may not 
be appropriate or available for use in other locations. If You use 
this Website outside the United States of America, You are solely 
responsible for following applicable local laws.

FEEDBACK AND ANALYSES
Any submissions by You to Us (e.g., comments, questions, 
suggestions, materials, feature requests – collectively, 
“Feedback”) through any communication whatsoever (e.g., call, 
fax, email) will be treated as both non-confidential and non-
proprietary. Except as prohibited by applicable law, you hereby 
assign all right, title, and interest in, and We are free to use, 
without any attribution or compensation to You, any ideas, know-
how, concepts, techniques, or other intellectual property and 
proprietary rights contained in the Feedback, whether or not 
patentable, for any purpose whatsoever, including but not limited 
to, developing, manufacturing, having manufactured, licensing, 
marketing, and selling, directly or indirectly, products and services 
using such Feedback. Where the foregoing assignment is 
prohibited by law, you hereby grant Us an exclusive, transferable, 



worldwide, royalty-free, fully paid up license (including the right to 
sublicense) to use and utilize all Feedback as We may determine 
in our sole discretion. Notwithstanding the foregoing, you 
understand and agree that We are not obligated to use, display, 
reproduce, or distribute any such ideas, know-how, concepts, or 
techniques contained in the Feedback, and You have no right to 
compel such use, display, reproduction, or distribution.
We may provide You with certain insights / reports and analyses 
as part of the Services (“Reports/Insights' '). We shall retain all 
title to and ownership of and all proprietary rights with respect to 
such Reports. We hereby grant You a non-exclusive, non 
sublicensable, and non-transferable license, for the term of the 
Services, to use Reports strictly for Your legitimate, non-
commercial, purposes.

LANGUAGE
The Parties hereto have expressly required that this agreement 
and all documents and notices relating thereto be drafted in the 
English language.
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BACKGROUND: 
A. Fivecast has the rights to license the Software. 
B. Fivecast will, on the terms and conditions of these Software License Terms, 

grant the Licensee a license to use the Software and will provide Training in 
consideration for the Fees and the Licensee's compliance with this 
Agreement.  

1. DEFINITIONS 
In this Agreement: 
“Agreement” means this agreement, clauses 1 to 18 of this document, any 
annexures, and any amendments agreed to in writing by the Parties; 
"Claim" means, in relation to a Party, a demand, claim, action or proceeding 
made or brought by or against that Party, however arising and whether 
present, unascertained, future or contingent; 
"Cloud Services" means the cloud-based service through which Fivecast 
stores Licensee Data as is further described in, and subject to the terms of, 
clause 8.3;  
“Commencement Date” means the date on which this Agreement commences 
as specified in a related Order Form; 
“Confidential Information” means the confidential subject matter of 
Intellectual Property Rights, financial information and other commercially 
valuable information in whatever form including unpatented inventions, trade 
secrets, formula, know-how, discoveries, works, improvements, innovations, 
ideas, concepts, graphs, drawings, designs, samples, devices, models and 
other materials which a Party labels or identifies as confidential to it and, in the 
case of Fivecast, Fivecast's Confidential Information includes the Software and 
Fivecast Materials (and any part or copy of them). However, the following will 
not constitute Confidential Information: 
(a) information which as at the date of this Agreement is already legally in 

the public domain; 
(b) information which after the date of this Agreement becomes part of 

the public domain otherwise than as a result of an unauthorized 
disclosure by the receiving Party; 

(c) information which is or becomes available to the receiving Party from a 
third party lawfully in possession of such information and who has the 
lawful power to disclose such information to the receiving Party; or 

(d) information which is independently developed by an employee of the 
receiving Party who has no knowledge of the disclosure to it in 
accordance with this Agreement; 

“Fees” means the fees specified in or to be determined in accordance with the 
terms of the Order Form, as payable by the Licensee to Fivecast, including any 
fees relating to the Software and Training;  
“Fivecast Materials” means Fivecast’s pre-existing or independently 
developed documents, reports, databases, software, processes, tools and 
other materials that Fivecast generally uses in connection with the provision 
of the Software and Training and includes any enhancements or 
improvements to Fivecast’s Materials generally made available by Fivecast 
to customers.  
“Intellectual Property Rights” or “IPR” means all industrial and intellectual 
property rights of any kind including but not limited to copyright (including 
rights in computer software), trade mark, service mark, design, patent, trade 
secret, semi-conductor or circuit layout rights, trade, business, domain or 
company names, moral rights, rights in Confidential Information, know how 
or other proprietary rights (whether or not any of these are registered and 
including any application for registration) and all rights or forms of protection 
of a similar nature or having equivalent or similar effect to any of these which 
may subsist anywhere in the world and all other intellectual property rights 
defined in Article 2 of the Convention Establishing the World Intellectual 
Property Organisation of July 1967; 
"Law" means any statute, regulation, by-law, ordinance or subordinate 
legislation in force from time to time, whether made by any central government 
(including any State or Territory government), Commonwealth, or any local 
government, and includes common law and the principles of equity as applicable 
from time to time, and any applicable industry codes of conduct; 
“License Period” means (a) the period from the Commencement Date to the 
Completion Date specified in the Order Form; and (b) each subsequent 12-
month period (if any) for which this Agreement is renewed in accordance with 
an "Automatic Renewal" section of the Order Form; 
"License Term" means the period from the Commencement Date until the 
earlier of (a) the expiry of the final License Period; and (b) termination of this 
Agreement in accordance with its terms; 
“Licensee Data” is any data created or derived by the Licensee using the 
Software;  
“Order Form” means the terms of, and information contained in, an associated 
order form related to the License of Fivecast software to the Licensee from 
Fivecast or an authorized reseller of Fivecast Software; 
“Parties” means the parties to this Agreement and their respective 
successors and permitted assigns, and “Party” means one of them; 
"Permitted Location" means the location defined in the Order Form; 

“Permitted Use” means use of the Software by the Licensee in compliance 
with the terms of this Agreement, for the Permitted Use Cases, and in a 
manner that complies with (a) all applicable Laws; and (b) the terms and 
conditions that apply in connection with the use of or access to third party 
social media sites and platforms or similar and in respect of which the 
Licensee uses the Software.  
“Permitted Use Cases” means the permitted use cases set out in the 
attached ‘Fivecast customers and permitted use-cases’ table; 
“Software” means the software licensed to the Licensee on the terms of and 
subject to this Agreement as is specified in the Order Form, excluding any 
Fivecast Materials; and 
“Training” means any training to be provided by Fivecast to the Licensee 
as specified in an Order Form. 

1.1 Interpretation 
In this Agreement, except where the context otherwise requires: 
(a) headings are for convenience only and do not affect interpretation; 
(b) the singular includes the plural and vice versa, and a gender includes 

other genders;  
(c) another grammatical form of a defined word or expression has a 

corresponding meaning; 
(d) a reference to a person includes a natural person, partnership, body 

corporate, association, trust, unincorporated body, governmental or local 
authority or agency or other entity;  

(e) a reference to a clause, paragraph or annexure is to a clause or 
paragraph of, or annexure to, this Agreement, and a reference to this 
Agreement includes any annexure;  

(f) if an act required to be done under this Agreement on or by a given day 
is done after 5pm on that day, it is taken to be done on the following day; 

(g) a reference to $ or dollar, is to United States currency; 
(h) a reference to an agreement or document is to the agreement or 

document as amended, replaced or otherwise varied, except to the 
extent prohibited by this Agreement or that other agreement or 
document;  

(i) a reference to a statute, ordinance, code or other law includes 
regulations and other instruments under it and consolidations, 
amendments, re-enactments or replacements of any of them;  

(j) a reference to “writing” includes a facsimile transmission and any means 
of reproducing words in a tangible and permanently visible form; and 

(k) a reference to "termination of this Agreement" or similar includes any 
expiration, cancellation, voiding of or mandated cessation of this 
Agreement however arising. 

2. TERM 
2.1 This Agreement commences on the Commencement Date and, unless 

terminated earlier in accordance with any of its terms, continues until 
completion of the License Term. 

3. ORDER FORM 
3.1 The Parties agree that an Order Form is incorporated as part of this 

Agreement and is binding upon the Parties. 
3.2 Any provisions identified in the Order Form are incorporated into the terms 

of this Agreement and will take priority over the remaining terms of this 
Agreement to the extent of any inconsistency. 

3.3 No ordering documents issued by Licensee will be binding on Fivecast and 
the terms and conditions of any documents issued by Licensee in connection 
with this Agreement are hereby rejected by Fivecast and will be void. 

4. SOFTWARE LICENSE 
4.1 Subject to, and conditioned on Licensee’s compliance with, the terms of this 

Agreement, Fivecast grants to the Licensee a non-exclusive and non-
transferable, non-sublicensable license during the License Term to use the 
Software and Fivecast Materials in the Permitted Location (meaning that all 
information systems, computers, laptops and other devices on which any 
part of the Software is installed or which access the Software must be 
physically located in the Permitted Location) and solely and strictly in 
accordance with the Permitted Use. 

4.2 The Licensee agrees that this Agreement does not transfer to the Licensee 
any Intellectual Property Rights in any of the Software or Fivecast Materials. 

4.3 The Licensee must not: 
(a) use the Software or Fivecast Materials for any purpose other than the 

Permitted Use and must not attempt to avoid or circumvent any 
technological or other access controls that may operate in connection 
with any third-party social media site or platform;  

(b) copy or modify the Software or Fivecast Materials (except during ordinary 
use permitted under this Agreement, as permitted by applicable laws or 
to make reasonable copies in disk form bearing the same notices as the 
original and only for security and backup purposes); 

(c) remove or tamper with any copyright or other proprietary notices on the 
Software and Fivecast Materials, fail to reproduce any such notices on 
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copies of the Software and Fivecast Materials that Licensee is permitted 
to make under this Agreement; 

(d) adapt, extend, develop, enhance or make any other improvements to the 
Software, Fivecast Materials or any part of them;  

(e) reverse engineer, decompile or disassemble the Software or Fivecast 
Materials nor use the Software or Fivecast Materials to make derivatives 
or functionally equivalent software; 

(f) incorporate the Software or Fivecast Materials in any product to be made 
available commercially; 

(g) sub-license, sell or otherwise distribute the Software or Fivecast 
Materials;  

(h) allow anyone other than the Licensee's authorized employees to have 
access to the Software or Fivecast Materials without Fivecast's prior 
written consent; or 

(i) distribute any results or data produced or derived from use of the 
Software or Fivecast Materials (i) to third parties (provided that this will 
not prevent the Licensee from distributing results or data with 
Commonwealth departments or government agencies where the 
Licensee is required to do so) or (ii) in a manner which identifies or could 
reasonably identify Fivecast, the Software or Fivecast Materials. 

4.4 The Licensee is responsible for ensuring that only Licensee's authorized 
employees access the Software and must ensure that Software log-in and 
password details of Licensee's authorized employees are not shared (a) 
among Licensee's employees (whether authorized or not) and (b) with any 
other persons. 

4.5 If the Licensee’s use of the Software requires entry of login credentials for a 
social media site, platform or similar (“Login Credentials”) into the 
Software, the Licensee is responsible for ensuring that Licensee employees 
enter Login Credentials authorized by the Licensee. Fivecast does not 
warrant that the Licensee's use of any social media site, platform or similar 
in relation to which the Licensee uses the Software will be uninterrupted or 
error-free and Fivecast is not responsible  for any restrictions, bans or 
account shutdowns which cause any Login Credentials to be suspended, 
cancelled or otherwise inactive. 

5. ONLINE PERSONA MANAGEMENT SERVICE 
5.1 The provisions of this clause 5 apply if the Order Form specifies that the 

Licensee will acquire, and Fivecast will provide, the "Online Persona 
Management Services". 

5.2 The Licensee appoints Fivecast as its agent to create the specified number 
of personas for each specified social media site, platform or similar, as 
specified in the Order Form, including to accept all terms and conditions of 
use (or similar) applicable to any social media site, platform or similar. 

5.3 The Licensee authorises Fivecast to disclose that it is the agent of the 
Licensee with respect to the creation of personas as contemplated in clause 
5.2 where a third party makes a request, allegation, claim or demand to or 
against Fivecast in connection with the use of the social media site, platform 
or similar, or where otherwise required by law. Before Fivecast makes any 
such disclosure, Fivecast will give the Licensee notice of the disclosure (if 
permitted by law) to enable the Licensee, at the Licensee’s cost, to seek a 
protective order or other remedy to prevent or limit the disclosure.  

6. TRAINING 
6.1 Fivecast will provide the Training as described in the Order Form and in 

accordance with the dates specified in the Order Form.  
6.2 Fivecast will, if using or accessing the Licensee’s premises or facilities, 

comply with all reasonable directions and procedures specified by the 
Licensee relating to work health and safety and security in operation at that 
site. 

7. FEES AND EXPENSES 
The Licensee will pay the Fees to Fivecast or its authorized reseller as 
specified in the Order Form and within thirty (30) days of receipt of an invoice 
from Fivecast. 

8. LICENSEE DATA AND CLOUD SERVICES 
8.1 The Licensee shall own the Licensee Data and Fivecast shall provide the 

Cloud Services to store the Licensee Data for the Licensee. 
8.2 The Licensee acknowledges that the Software is a discovery tool and the 

Licensee Data should not be used for evidentiary purposes. All information 
provided by the Software should be verified by the primary source of the 
information.  

8.3 In providing Cloud Services, Fivecast will use commercially reasonable 
efforts to ensure that Licensee Data is stored in accordance with generally 
acceptable levels of security processes and protections and will be readily 
available to the Licensee. However, the Licensee acknowledges that the 
Cloud Services are dependent on third party cloud service providers 
engaged by Fivecast for the purpose of using the service provider's cloud 
platform to provide storage of Licensee Data and that Fivecast is subject to 
contractual terms and conditions with such third party that may impact the 
Cloud Services. The Licensee acknowledges that the Cloud Services may 
be impacted through changes implemented by third party cloud service 
providers and agrees to comply with Fivecast's reasonable directions 
relating to the Cloud Services that may be made from time to time. 

8.4 Clauses 8.2 and 8.3 survive termination of this Agreement. 
9. CONFIDENTIAL INFORMATION 
9.1 Each Party will keep the terms of this Agreement and all Confidential 

Information of the other Party confidential and will not, without the prior 
written consent of the other Party, disclose or permit the same to be 
disclosed to any third party. 

9.2 Each Party will use all reasonable endeavors (including, but not limited to, 
labels or verbal notification) to ensure that the other Party is aware of the 
confidential nature of Confidential Information at the time of disclosure. 

9.3 Each Party will ensure that its officers, employees and agents comply with 
the obligations of confidentiality imposed upon it by this clause 9 as if 
personally bound by such obligations. 

9.4 Fivecast personnel may only view the Licensee Data as required for support 
and maintenance of the Software.  

9.5 This clause 9 survives termination of this Agreement. 
10. NO PUBLICATION / PUBLICITY 
10.1 Neither Party may use the name of the other Party without previously having 

obtained the specific written consent of the relevant Party and the use of the 
name of a Party is subject to any conditions attaching to such consent. 

10.2 Unless the prior express written permission of the other Party has been 
obtained, a Party will not make or permit to be made any statement related 
to: 
(a) this Agreement; 
(b) a Party; or 
(c) any information obtained by a Party under this Agreement or through use 

of the Software or Fivecast Materials that may in any way identify the 
other Party.  

10.3 This clause 10 survives termination of this Agreement. 
11. WARRANTY DISCLAIMER 
11.1 To the extent permitted by law and without limiting any other specific 

terms of this Agreement, Fivecast makes no warranties, whether 
express, implied, statutory or otherwise, including, without limitation, 
warranties of merchantability, fitness for a particular purpose or non-
infringement warranties in relation to the Software and services 
provided pursuant to this Agreement. 

11.2 This clause 11 survives termination of this Agreement.   
12. LIMITATION OF LIABILITY 
12.1 Subject to clause 12.2, Fivecast’s liability, in the aggregate, under or in 

connection with this Agreement, however caused, and under any 
theory of liability (including whether in contract, tort (including 
negligence), equity, statute or otherwise) will not exceed an amount 
equal to the total Fees paid by the Licensee in the 12 months prior to 
the date on which the relevant Claim for liability was made. 

12.2 To the extent permitted by Law, Fivecast will not be liable to the 
Licensee for: 
(a) any special, consequential, incidental, indirect or punitive 

damages; or  
(b) any lost profits or lost revenues, or for any loss of data or loss 

of use of data, 
arising out of or in connection with this Agreement, however caused, 
and under any theory of liability (including whether in contract, tort 
(including negligence), equity, statute or otherwise), and even if 
Fivecast has been advised of the possibility of any of the foregoing.  

12.3 The Licensee acknowledges, agrees and represents to Fivecast that the 
Licensee accepts it is solely responsible for ensuring its use of the Software 
and Fivecast Materials (including the manner in which it uses them) complies 
with all Laws and all terms of use, terms of service or similar terms applicable 
to any social media site, platform or similar in relation to which the Licensee 
uses the Software or Fivecast Materials, and to the extent that Licensee has 
purchased the Online Persona Management Services, any use of the 
Licensee Designated Sites by Fivecast. Without limiting any other provision 
of this Agreement, the Licensee releases Fivecast from any and all liability 
the Licensee incurs as a result of any Claim made against the Licensee and 
which alleges its use of the Software or Fivecast Materials does not comply 
with any Law or any social media site, platform or other online site or service 
(including any Licensee Designated Site) and the terms of use, terms of 
service and similar term of any such site, platform or service (including any 
Licensee Designated Site). 

12.4 The Licensee shall indemnify Fivecast and its representatives against all 
losses, liabilities, fines, penalties, damages, claims and interest, and all 
related costs and expenses (including any and all legal costs) and costs of 
investigation, litigation, settlement, judgment, appeal, interest and penalties 
arising from any third party Claim brought against Fivecast alleging that the 
Licensee’s use of the Software or Fivecast Materials or if Licensee has 
purchased the Online Persona Management Services, Fivecast’s use of a 
Licensee Designated Site does not or may not comply with any Law or any 
social media site or platform terms and conditions of use (or similar). 

12.5 This clause 12 survives termination of this Agreement. 
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13. RESOLUTION OF DISPUTES 
13.1 The Parties agree to co-operate and to use all reasonable endeavors to 

resolve any disputes or differences between them (“Disputes”).  Disputes 
which remain unresolved for thirty days or more will be referred to the Chief 
Executive Officer (or analogous position) of each Party or his or her nominee 
for resolution. 

13.2 If the Dispute has not been resolved within thirty days of referral of the 
Dispute in accordance with clause 13.1 then, as a condition precedent to 
initiating proceedings in a court to resolve the Dispute, a Party will refer the 
Dispute to the Australian Disputes Centre (“ADC”) for mediation in 
accordance with the ADC Guidelines for Commercial Mediation (or such 
other equivalent rules as are implemented by ADC from time to time). The 
mediation will be heard in English in Adelaide, South Australia by a single 
mediator appointed under the relevant rules. If the Dispute has not been 
resolved within thirty days of referral to mediation as required in accordance 
with this clause, either Party is free to initiate proceedings in a court. 

13.3 Nothing in this clause will prevent a Party from seeking interlocutory relief in 
courts of appropriate jurisdiction. 

13.4 This clause 13 survives termination of this Agreement. 
14. TERMINATION 
14.1 As contemplated in clause 2, this Agreement will terminate at the end of the 

License Term subject to the exercise by a Party of any other right of 
termination set out in this Agreement. 

14.2 Notwithstanding any other right a Party has to terminate this Agreement, the 
Parties may mutually agree to terminate this Agreement by written 
agreement at any time. 

14.3 Either Party may terminate this Agreement by giving to the other Party at 
least one month's written notice if: 
(a) the other Party breaches any term of this Agreement and the breach is 

not remedied within thirty days of notice requiring the rectification of such 
breach; or 

(b) the other Party ceases to carry on business. 
14.4 If this Agreement is terminated and regardless of the basis for such 

termination: 
(a) all licenses granted by Fivecast to the Licensee under this Agreement 

terminate immediately on the date of termination and, without limiting 
the foregoing: 

(i) the Licensee must on the date of termination immediately cease 
all use of Software and Fivecast Materials and permanently and 
irrevocably delete any Software and Fivecast Materials from all 
information systems, computers, laptops and other devices on 
which any Software and/or Fivecast Materials is stored; and 

(ii) within 7 days of the date of termination, the Chief Information 
Officer (or analogous position) of the Licensee must provide 
written certification to Fivecast which confirms that all Software 
and Fivecast Materials (including all copies) used by the Licensee 
and its personnel have been permanently and irrevocably 
deleted; 

(b) termination will not affect the rights or obligations which have accrued up 
to the date of termination and any other rights and obligations which 
under the terms of this Agreement are expressed to survive termination;  

(c) Fivecast will cease any Licensee Data accessible to Fivecast will be 
permanently deleted by Fivecast within one (1) month of termination; and 

(d) any Confidential Information of a Party will immediately be returned to 
that Party, including all copies thereof (provided that this is subject to the 
specific requirements in clause 14.4(a) which applies to the Software and 
Fivecast Materials and clause 14.4(c) which applies to Licensee Data). 

15. TAXATION 
15.1 Licensee will be responsible for paying all sales and use taxes due as a 

result of any Software, Training or Fivecast Materials. 
16. NOTICES 
16.1 Any notice, demand or other communication required to be given or made in 

writing under this Agreement will be deemed duly given or made if sent by 
email to the address set out in the Order Form. An email sent under this 
clause is deemed to be delivered on receipt of a read receipt from the 
receiver or, if no read receipt is delivered, five days after the notice has been 
sent by email.  The sender will keep a record of the notice and the date on 
which it was sent. [Note to Fivecast: The 'deemed receipt' aspect of this 
provision would require someone to be monitoring the inbox of the relevant 
contact 

16.2 Either Party may change its nominated contact person or email address for 
the purposes of this Agreement by giving notice of such change to the other 
Party within fourteen days of the change. 

17. GOVERNING LAW 
This Agreement is governed by the laws of the State of South Australia and 
each Party submits to the exclusive jurisdiction of the courts of South 
Australia and any legitimate courts of appeal therefrom. 

18. MISCELLANEOUS PROVISIONS 
18.1 This Agreement may not be amended except as may be agreed in writing 

by the Parties. 
18.2 This Agreement will not be assignable by the Licensee, except with the prior 

written consent of Fivecast.  Fivecast may assign this Agreement to 
successor entities. 

18.3 No Party will be liable for a failure to meet any of its obligations under this 
Agreement (other than any failure to pay any amounts which are payable 
under this Agreement) to the extent this arises from an event or 
circumstance which is beyond the reasonable control of the affected Party, 
provided that the affected Party gives written notice of the delay to the other 
Party as soon as possible after the affected Party becomes aware of the 
delay or expected delay. 

18.4 Nothing in this Agreement creates a relationship of partnership, joint venture, 
employment or agency between the Licensee and the other Party. 

18.5 Each word, phrase, sentence, paragraph and clause (a “provision”) of this 
Agreement is severable and if a court determines that a provision is 
unenforceable, illegal or void, then the court may sever that provision without 
affecting the validity of the other provisions of this Agreement. 

18.6 No failure by a Party to exercise, or any delay by a Party in exercising, any 
right, power or remedy of a Party will operate as a waiver nor will any single 
or partial exercise of any right, power or remedy preclude any other or further 
exercise of that right, power or remedy. . 
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SUPPORT  
SUPPORT 
Support Email support@fivecast.com  
Support levels & 
response  

Technical Support will be available during business hours, Monday through to Friday, 9:00am to 5:00pm in the following 
time zones: 
• Australian-based Licensees: Australian Central Standard Time or Australian Central Daylight Time 
• USA-based Licensees: USA Eastern Standard Time (EST) or Eastern Daylight Time (EDT) 
Fivecast will endeavor to respond to all support requests within one business day. 

Version Maintenance & 
Bug Fixes 

Fivecast will provide error corrections, bug fixes, patches, version maintenance and updates to the Software strictly only 
to the extent available in accordance with Fivecast’s release schedule. The Licensee acknowledges that the Software 
works with third party social media sites and platforms and changes on such platforms may impact on the operability of 
the Software. In response to changes on third party social media sites and platforms, Fivecast will use commercially 
reasonable efforts to update the Software and resolve any operability errors within a reasonable period of time, however 
Fivecast is not liable in any way for any operability issues of the Software or any other adverse impacts arising as a 
result of any changes made to third party social media sites and platforms.  
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FIVECAST CUSTOMERS AND PERMITTED USE-CASES 
 

Customer type & description Permitted use-cases 

Law Enforcement Agencies 
City, provincial, county, state & federal 
police/sheriffs 

• Intelligence gathering or investigation on persons or groups of 
interest connected to an intelligence or law enforcement 
investigation and/or who have provided consent. 

• Event detection and monitoring of public events and/or locations 
for the purpose of ensuring public safety.  

• Integrity investigations into staff, or staff of other agencies 
subject to the relevant agency’s powers.  

• Establishing a person’s or group’s online presence, including 
linking multiple online accounts to an identity. 

• Identifying potential risks to public safety based on an online 
footprint of an individual or group. 

• Online audience segmentation based on their online reaction to 
issues concerning public safety. 

• Insider threat detection. 
• Identifying potential risks to an individual, group or public safety 

based on an online footprint of an individual or group, for 
example to mitigate fixated threats or undertake close personal 
protection services. 
 

National Security Agencies  
Federal security, intelligence or defence agencies  

Other Government Agencies  
Other government agencies with an 
intelligence/investigative function such as Crime 
Commissions, Corrections, Tax office investigation 
teams or fraud investigation teams 

Private Sector Contractors  
Intelligence contractors/advisors engaged to 
provide intelligence to law enforcement/ national 
security End-Users 

• Provision of services to law enforcement, national security or 
other government agencies where the services are consistent 
with the approved use-cases above.  
 

Corporate security companies or dedicated 
security and compliance units within large 
enterprises 
 

• Event detection and monitoring of events and/or locations for the 
purpose of ensuring safety of an individual, group or public 
safety relevant to the company’s staff, customers or facilities. 

• Identifying potential physical or reputational risks to an individual, 
group or public safety based on an online footprint of an 
individual or group.  

• Insider threat and personnel security vetting corporate risks 
associated with fraud or other malicious insider action or 
potential physical or reputational threats to commercial supply 
chains. 

• Know your customer (KYC), customer due diligence (CDD) or 
compliance with regulation e.g anti-money laundering, counter 
terror financing 

 



Terms and Conditions of Sale  
 
A. Term and Termination 
 1. EFFECTIVE DATE. The provisions of this Agreement for the services herein (“Services”) shall come into full force and effect on the date this Agreement is signed by   Dataprise and by Customer (each a “Party”). 
 2. INITIAL TERM (for Recurring Services). For monthly recurring Services, the initial term of this Agreement is as specified in the Price Summary and shall begin on the   date that the Services in the “Recurring Monthly Costs Detail” as specified in the Price Detail of this Agreement are initially provided to Customer ("Initial Term"). 
 3. RENEWAL (for Recurring Services). Unless notified in writing by Customer at least sixty (60) days prior to the end of the Initial Term or any subsequent term 

(“Renewal Term”), this Agreement will automatically renew for a twelve (12) month Renewal Term. Dataprise shall be entitled to a 5% annual increase for all Services 
hereunder after completion of the Initial Term and subsequent Renewal Terms. Upon thirty (30) days' written notice to Customer, Dataprise may change or increase 
pricing during any Renewal Term. 

 4. TERMINATION (for Recurring Services). This Agreement may be terminated by either Party if the other Party is in material breach of this Agreement, provided that the   breaching Party is given written notice of such breach and the breach is not cured within thirty (30) days of the notice (termination for “Cause”). In the event that   Customer terminates this Agreement without Cause prior to the end of the Initial Term, Renewal Term, or defaults in its obligation to pay under this Agreement,   Dataprise shall be entitled to the total of the remaining month(s)' recurring service fees. Customer agrees that in the event of termination by Dataprise for Cause, or   improper or early termination by Customer without Cause, actual damages will be difficult or impossible to ascertain and that the amounts due as set forth in this   Section is intended, therefore, to establish liquidated damages and not intended as a penalty. 
 5. TERMINATION (for Non-Recurring Project Only).  This Agreement may be terminated by either Party if the other Party is in material breach of this Agreement, 

provided that the breaching Party is given written notice of such breach and the breach is not cured within thirty (30) days of the notice.  In the event that either Party 
terminates this Agreement prior to the completion or final delivery of Products and/or Services hereunder, Customer shall be liable to Dataprise for any products 
delivered or services rendered prior to the termination, including any hourly non-recurring services that may have accrued. 

B. Payment Terms 
 1. RECURRING SERVICES. Customer will be billed monthly for recurring services, subject to credit approval. Payments are due within thirty (30) days of the invoice 

date. 

 2. PROJECT OR FIXED PRICE. For project or fixed price services, 50% payment is due upon execution of this Agreement and the remaining 50% will be invoiced upon   completion and due within thirty (30) days of the invoice date. 
 3.  All payments shall be made in US dollars payable to “Dataprise”. 
 4. A finance charge of 1.5% will be applied monthly on all unpaid balances after they become due. A service charge of $50 will be assessed for any returned checks. 
 5. If the amount due Dataprise must be collected by or through an attorney, collections agency, or otherwise adjudicated, Customer will be liable to Dataprise for all   reasonable attorney’s fees and court costs incurred. 
 6. If Customer fails to pay within thirty (30) days of the invoice date, Customer will be considered in default. In the event of Customer's default, Dataprise reserves the   right to either suspend Services under this Agreement until payment is received, or to terminate this Agreement for Cause, both within thirty (30) days after providing   notice to Customer. 
C. Warranties and Liability 
 1. FORCE MAJEURE. Neither Party shall be liable for delays or failure to perform under this Agreement resulting from a force majeure event including, but not limited to,   war, terrorism, strikes, riots, fire, flood, power failure, pandemic, governmental restrictions, acts of God, or any other causes that are beyond the reasonable control of   such Party. 
 2. WARRANTIES. Dataprise warrants that the Services will be performed in a professional and workmanlike manner, consistent with prevailing industry standards.   Warranties of any and all third-party hardware equipment, software applications, and Software as a Service (SaaS) applications, if applicable, are provided directly by   their respective manufacturers. Dataprise assumes no risk whatsoever for any defective items but will use commercially reasonable efforts in assisting Customer in   obtaining repair or replacement items under manufacturers’ warranty. It is expressly understood and agreed that Dataprise makes no guarantees or promises to   Customer with respect to the exact date of complete delivery, installation, and operational status of the Services but will use commercially reasonable efforts within its 

control in adhering to any proposed schedules or timelines provided to Customer. THE LIMITED WARRANTIES SET FORTH ABOVE ARE EXCLUSIVE AND ARE IN 
LIEU OF ALL OTHER WARRANTIES AND CONDITIONS, EXPRESSED OR IMPLIED, STATUTORY OR OTHERWISE WITH RESPECT TO THE SERVICES OR 
PRODUCTS PROVIDED UNDER THIS AGREEMENT, OR AS TO THE RESULTS WHICH MAY BE OBTAINED THEREFROM, AND AS TO ALL IMPLIED 
WARRANTIES AND CONDITIONS OF MERCHANTABILITY AND FITNESS FOR A  PARTICULAR PURPOSE. IN NO EVENT SHALL DATAPRISE BE LIABLE FOR 
ANY INDIRECT, SPECIAL OR CONSEQUENTIAL DAMAGES FOR LOSS OF PROFITS OR LOSS OF DATA ARISING OUT OF OR RELATED TO THIS 
AGREEMENT, THE PERFORMANCE OR BREACH THEREOF, THE SERVICES PROVIDED OR FAILED TO BE PROVIDED, INCLUDING BUT NOT LIMITED TO 
ANY DELAY, NON-DELIVERY, WRONG DELIVERY, SERVICE INTERRUPTION OR LOSS OF ACTUAL OR ANTICIPATED VALUE OF THE BUSINESS, EVEN IF 
DATAPRISE HAS BEEN WARNED OF SUCH LOSS. 

 3. LIMITATION OF LIABILITY. Dataprise’s total liability under this Agreement shall in no event exceed the amounts paid by Customer to Dataprise in the six (6) months   preceding the event giving rise to such liability. 
 4. INDEMNIFICATION. Each Party agrees to indemnify and hold harmless the other Party, and its parents, subsidiaries, affiliates, officers, directors, shareholders,   employees and agents, from any claim or demand, including reasonable attorneys’ fees, made by a third party due to or arising out of: (1) any alleged violation of any   intellectual property rights of another, including but not limited to the use of any content, trademarks, service marks, trade names, copyrighted or patented material, or  

other intellectual property used in connection with the Services provided under this Agreement; (2) any violation of law by the indemnifying Party; or (3) any bodily 
injury, or damage to real or tangible personal or property to the extent proximately caused by the indemnifying Party’s negligence or willful misconduct in the course of   performing this Agreement. Dataprise reserves the right, at its own expense, to assume the exclusive defense and control of any matter otherwise subject to   indemnification by Customer but doing so shall not excuse Customer’s indemnity obligations. 

D. Additional Service Terms 
 1. EXPENSES. Customer will be invoiced separately for any procurement expenses for equipment or other hardware, or software as may be provided by Dataprise and   preapproved by Customer. 
 2. SCHEDULED VISIT CANCELATIONS. Twenty-four (24) hours’ notice is required for any cancellation or rescheduling of regularly scheduled or planned on-site visits   or scheduled appointments for remote Services. Failure to provide such notice may result, at Dataprise's sole discretion, in the charging of the corresponding   anticipated fees. 
 3. EXTENDED TRAVEL CHARGES. Additional charges may apply for on-site travel greater than 100 miles on behalf of Customer from a Dataprise service office   location. A complete list of Dataprise service office locations may be found at http://www.dataprise.com. 
 4. EQUIPMENT SALES. All hardware and software equipment sales provided hereunder are final and products listed herein may not be returned unless previously   authorized. Final return authorization is subject to original equipment manufacturer (OEM) approval. Equipment pricing is subject to fluctuations due to changing   market conditions and availability and cannot be guaranteed. Consequently, Dataprise may cancel or offer substitutions on those items that, at time of order, are no   longer available at the prices quoted herein. 
 5. MANAGED CLOUD SERVICES, MICROSOFT SERVICES, AND ADDITIONAL TERMS. In addition to the Services specified herein, Customer may receive remote   managed or cloud-based Services including, but not limited to: Managed Workstation Services, Web URL Filtering, Remote Data Backup, Remote Network Monitoring,   Internet Domain Management, Anti-SPAM Service, Microsoft Cloud Services, Microsoft Office 365, Microsoft Azure, and other hosting or cloud-based services   (Collectively the “Managed Cloud Services”). Additional terms and restrictions may apply under the Dataprise Managed Services/Managed Cloud Services Agreement   (“Dataprise MSA”) which can be found online at http://www.dataprise.com/legal/msa and may be amended by Dataprise from time to time. In addition, desktop and   server portions of any Managed Cloud Services that are installed on Customer equipment are governed under a Dataprise End User License Agreement (“Dataprise   EULA”) for desktop and server software which can be found online at http://www.dataprise.com/eula and may be amended by Dataprise from time to time. Both the  
            Dataprise MSA and Dataprise EULA are both, as applicable, incorporated by reference herein and made part of this Agreement. If Microsoft Software is provided as   part of the Services, additional restrictions may apply under Microsoft Corporation’s licensing terms, including but not limited to, limits on the number of authenticated   users. Partner Admin Link (PAL), Claimed Partner of Record (CPOR), and Granular Delegated Admin Privileges (GDAP) registration for Dataprise is required if   Microsoft365, Dynamics365, or Azure services are included in this Agreement. Customer acknowledges that Dataprise may receive monetary fees, commissions, or   compensation from Microsoft in connection with this Agreement. Customer is responsible for adhering to any additional Microsoft terms. 



E. Miscellaneous 
 1. ENTIRE AGREEMENT. This Agreement supersedes all previous proposals and discussions and reflects the final understanding between Dataprise and Customer   with respect to the subject matter of this Agreement. This Agreement may not be modified, amended, rescinded, or canceled, in whole or in part, except by written   agreement signed by an authorized representative of both Parties. 
 2. ORIGINAL SIGNATURE. The Parties agree and attest that any authorized signature by facsimile or electronically (PDF) is deemed to be an original. 
 3. COUNTERPARTS. This Agreement may be executed in separate counterparts, each of which shall be deemed an original and all of which shall constitute a   complete agreement. 
 4. ASSIGNMENT. Customer may not assign any rights or delegate any duties under this Agreement in whole or in part without Dataprise’s prior written consent (which   shall not be unreasonably withheld) and any such attempted assignment shall be void and of no effect. This Agreement shall be binding upon and inure to the benefit   of each of the Parties, their successors, and permitted assigns. 
 5. SEVERABILITY. In the event any provision of this Agreement is held to be invalid or unenforceable, the remaining provisions of this Agreement shall remain in full   force and effect. 
 6. NO WAIVER. No failure or delay on the part of Dataprise to exercise or enforce any of the terms of this Agreement or rights or remedies under this Agreement will   constitute a waiver thereof. 
 7. INDEPENDENT CONTRACTOR. Dataprise is and shall at all times be an independent contractor and shall not be deemed an employee or agent of Customer.   Nothing in this Agreement is intended to, or shall be deemed to, constitute a partnership or joint venture between the Parties. 
 8. NON-SOLICITATION OF PERSONNEL. Customer hereby understands and agrees that Dataprise spends considerable time and money hiring, training and growing 

its professional staff and that its staff is generally utilized among many different clients. Accordingly, Customer agrees that it will not solicit for employment, hire or   contract with any of Dataprise's existing or former technical or professional personnel, or consultants and/or contractors, assigned either directly or indirectly to   Customer's account during the term of this Agreement and for a period of two years from its termination, regardless of the reason for termination. Customer agrees to   pay Dataprise the amount equal to the target annual earnings of the Dataprise employee solicited by Customer as liquidated damages for any breach of this provision   and for each occurrence thereof. For this purpose, solicitation does not include contact resulting from indirect means such as public advertisement, Internet postings,   placement firm searches or similar means to which the employee responds on his or her own initiative, provided that such indirect means are not used for the   purpose of circumventing this section. This provision shall survive the termination of this Agreement for any reason. 
 9. NOTICES. All notices, requests, demands and other communications which are required or may be given under this Agreement shall be in writing and shall be   deemed to have been duly given on receipt if delivered personally, upon receipt of a facsimile confirmation if faxed, two (2) days after being sent by a nationally   recognized overnight carrier, three (3) days after being mailed by certified mail, postage prepaid, return receipt requested, or the day such notice or communication is    sent electronically (including PDF), provided that the sender has received a confirmation of such electronic transmission. Notices to Dataprise shall be addressed to   the attention of Legal Department (LegalNotices@Dataprise.com) and notices to Customer shall be sent to the address initially provided for Customer’s account, or to   such other address as a party may specify in a notice pursuant to this provision. 
 10. PREVAILING PARTY. If any litigation or other court action, arbitration or similar adjudicatory proceeding is commenced by any Party to enforce its rights under this   Agreement against the other Party, all fees, costs and expenses, including, without limitation, reasonable attorneys’ fees and court costs, incurred by the prevailing   Party in such litigation, action, arbitration or proceeding shall be reimbursed by the losing Party; provided, that if a Party to such litigation, action, arbitration or   proceeding prevails in part, and loses in part, the court, arbitrator or other adjudicator presiding over such litigation, action, arbitration or proceeding shall award a   reimbursement of the fees, costs and expenses incurred by such Party on an equitable basis. 
 11. GOVERNING LAW. This Agreement shall be governed by and construed in accordance with the laws of the State of Maryland. Any actions to interpret or enforce this  

Agreement shall be solely brought in the State of Maryland, and, to the extent permitted by law, the Parties agree that the venue for such action shall be in the County 
of Montgomery. 
 
 

 

 

IN WITNESS WHEREOF, this Agreement has been duly executed on ___(Date)______, by; 

 

Dataprise, LLC      Company:  

 

Signature:       Signature: 

 

Name:        Name:      

Title:         Title:   

Address: 9600 Blackwell Road, 4th Floor   Address:   

Rockville, MD 20850            

         Main:  301.945.0700     Main:     
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***IMPORTANT*** 
 
THIS AGREEMENT IS INTENDED TO BE LEGALLY BINDING.  BY CLICKING THE “AGREE” OR “ACCEPT” BUTTON 
BELOW AND/OR CONTINUING TO DOWNLOAD, INSTALL OR USE TENABLE SOFTWARE AND OR SERVICES (OR 
AUTHORIZING/ALLOWING A THIRD PARTY TO DO SO ON YOUR BEHALF), YOU INDICATE: 

(1) YOUR ACCEPTANCE OF THIS AGREEMENT; 
(2) YOU ACKNOWLEDGE THAT YOU HAVE READ ALL OF THE TERMS AND CONDITIONS OF THIS 
AGREEMENT, UNDERSTAND THEM, AND AGREE TO BE LEGALLY BOUND BY THEM; AND 
(3) YOU ARE AUTHORIZED TO BIND CUSTOMER TO THE TERMS OF THIS AGREEMENT. 

 
***IF YOU DO NOT WISH TO ACCEPT THE TERMS OF THIS AGREEMENT OR ARE NOT AUTHORIZED TO DO SO 
PLEASE CLICK THE “REJECT” OR “DECLINE” OR OTHER SIMILAR BUTTON AND DO NOT PROCEED TO 
DOWNLOAD, INSTALL OR USE THIS PRODUCT. 

 
 

TENABLE MASTER AGREEMENT 
 
This Master Agreement (this “Agreement”) is made by and between Tenable (as defined below) and the customer licensing Products 
and/or receiving services (“Customer”) with an effective date as of the date Customer clicks to accept this Agreement (the “Effective 
Date”).  Hereinafter, each of Tenable and Customer may be referred to collectively as the “Parties” or individually as a “Party”.   

1. Definitions. 

(a) “Affiliate” means any entity that controls, is controlled by, or is under common control with a Party. “Control” shall mean: 
(1) ownership (either directly or indirectly) of greater than fifty percent (50%) of the voting equity or other controlling equity of another 
entity; or (2) power of one entity to direct the management or policies of another entity, by contract or otherwise. 

(b) “Documentation” means the then-current official user manuals and/or documentation for the Products available at 
docs.tenable.com.   

(c) “Hosted Services” are a type of service offered through the Tenable’s cloud-based software as a service (SaaS) platform 
and include Scans and access to and use of the hosted environment (the “Hosted Environment”).    

(d) “Product(s)” means any of the products that Tenable offers, including Software, Hosted Services, Hardware (if any), 
Support Services and Professional Services. 

(e) “Professional Services” means services purchased, including consulting services which are relevant to the implementation 
and configurations of Tenable Products as well as on-site or virtual training courses.   Generally, Professional Services are defined either 
in a separate SOW or a Services Brief.  Professional Services do not include the Hosted Services or Support Services.  

(f) “Scan(s)” are a function performed by the Software and/or the Hosted Services on Scan Targets, which are conducted in 
order to provide data to Customer regarding its network security.  “PCI Scans” are a specific type of Scan designed to assess compliance 
with the Payment Card Industry Data Security Standard.  “Scan Data” is the resulting information created by the Scan.  “Scan Target(s)” 
are the targets or subjects of a Scan.   

(g) “Services Brief” means the document which outlines Tenable’s basic, pre-packaged installation or training Professional 
Services offered under a Tenable SKU and which do not require a separate SOW.  Current versions of Services Briefs may be found at 
http://static.tenable.com/prod_docs/tenable_slas.html or a successor location.  For the avoidance of doubt, Customer may purchase 
commercial off the shelf SKU-based Professional Services without executing a separate Statement of Work.  A “SOW” or “Statement 
of Work” shall further describe Professional Services, the terms of which may be customized and which shall require execution by the 
Customer. 

(h)  “Software” means each software product made available by Tenable under this Agreement for download.  Software 
includes patches, updates, improvements, additions, enhancements and other modifications or revised versions of the same that may be 
provided to Customer by Tenable from time to time. 

(i) “Tenable” means: (i) Tenable, Inc., if Customer is a commercial entity or individual located in North or South America 
(Tenable, Inc. is a Delaware corporation having offices at 6100 Merriweather Drive, 12th Floor, Columbia, MD 21044); (ii) Tenable 
Public Sector LLC, if Customer is an agency or instrumentality of the United States Government, a commercial entity operating 
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predominantly as a federal systems integrator for eventual sale or resale or for the benefit of the United States Government, or an agency 
or instrumentality of a State or local government within the United States (Tenable Public Sector LLC is a Delaware limited liability 
company having offices at 6100 Merriweather Drive, 12th Floor, Columbia, MD 21044); or (iii) Tenable Network Security Ireland 
Limited, if Customer is located outside of North or South America (Tenable Network Security Ireland Limited is a private limited 
company having offices at 81b Campshires, Sir John Rogerson’s Quay, Dublin 2, Ireland). 

2. Orders and Transactions. 

(a) Reseller Transactions. If Customer purchases Tenable Products through an authorized Tenable reseller (a “Reseller”), all 
terms related to pricing, billing, invoicing and payment (“Payment Terms”) set forth in this Agreement (if any) shall not apply.  For the 
avoidance of doubt, all such Payment Terms shall be as agreed to between Customer and Reseller. To place an order, Customer shall 
provide the Reseller with a purchase order (or other similar document acceptable to Reseller) in response to a valid quote from such 
Reseller.  Following Reseller’s receipt of such purchase order, Tenable shall issue a sales order confirmation or other similar order 
acceptance document (the “Ordering Document”).  No order shall be deemed accepted by Tenable until Tenable issues the Ordering 
Document.  The Ordering Document shall set forth all Products (and corresponding licensing metrics) purchased by Customer. 

 
(b) Direct Transactions. If the Parties have agreed to transact directly, the following Payment Terms shall apply.  Customer 

agrees to pay all amounts due as specified in a Tenable invoice.  Fees for Hosted Services are charged for access to the Host Environment 
(as defined herein), not actual usage.  Customer further agrees to pay for actual travel and living expenses for Professional Services 
where Tenable is conducting on-site work. Payment is due within thirty (30) days from the date of Tenable’s invoice to Customer.  
Customer will pay directly or reimburse Tenable for any taxes (including, sales or excise taxes, value added taxes, gross receipt taxes, 
landing fees, import duties and the like), however designated and whether foreign or domestic, imposed on or arising out of this 
Agreement.  Notwithstanding the foregoing, Tenable will be solely responsible for its income tax obligations and all employer reporting 
and payment obligations with respect to its personnel. Customer agrees to pay Tenable without deducting any present or future taxes, 
withholdings or other charges except those deductions it is legally required to make.  If Customer is legally required to make any 
deductions or withholding, Customer agrees to provide evidence of such withholding upon request. If a certificate of exemption or 
similar document or proceeding is necessary in order to exempt any transaction from a tax, Customer shall provide such certificate or 
document to Tenable.      

(c) Delivery and Installation.  Delivery of Tenable Products (“Delivery”) shall be deemed to occur on the date of availability 
for electronic download or electronic access.  Tenable has no duty to provide installation services for Tenable Products unless installation 
services are purchased separately.  

3. Term and Termination.  

(a) Agreement Term.  This Agreement shall commence upon the Effective Date and continue until terminated in accordance 
with the terms set forth herein.   

(b) License Term and Renewals.  The “License Term” is the term of the license or subscription for Products as set forth in the 
Ordering Document.  If this Agreement has been signed by both Parties, then unless otherwise agreed to in writing, any License Term, 
including renewals, shall be governed by the terms set forth herein.   If this Agreement has been accepted via shrinkwrap or click-
through, upon any renewal of the License Term, the terms then available at http://static.tenable.com/prod_docs/tenable_slas.html (or a 
successor location) will govern such renewal.  Customer agrees that use of the Products at the time of such renewal will be deemed full 
and adequate acceptance of the updated terms.   

(c) Termination for Cause. Either Party may terminate this Agreement for cause if the other Party materially breaches this 
Agreement provided that such breaching Party has received written notice of such breach and failed to cure such breach within thirty 
(30) days.  If this Agreement is terminated for cause by either Party, Customer shall remove all copies of the Products from any Customer 
systems and cease to use any Software or Hosted Services purchased hereunder. Further, Customer shall certify to Tenable that it has 
returned or destroyed all copies of the Software.  If this Agreement is terminated for cause by Tenable, Customer shall remain responsible 
for any outstanding payment obligations throughout the rest of the License Term. 

(d) Termination for Convenience.  Customer may terminate this Agreement for any lawful reason upon ninety (90) days’ prior 
written notice to Tenable.  If Customer terminates for convenience, Customer shall not receive a refund and shall remain obligated to 
pay for Products for which it has previously entered into a transaction as well as any additional payment obligations agreed upon prior 
to the termination date.  
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4. Products.  

(a) Product-Specific Terms.  Pursuant to this Agreement, Customer may receive the right to use various Products as further 
described in the attached schedules (each, a “Schedule”).  Terms related to Customer’s use of Software are described in Schedule A 
(Software).  Terms related to Customer’s use of Hosted Services are described in Schedule B (Hosted Services).  Terms related to the 
provision of Professional Services are described in Schedule C (Professional Services).  For each Product, Customer will have the right 
to use the corresponding Documentation. 

(b) Licensing Model.  Product licenses shall be in accordance with the terms of the applicable licensing model as set forth in 
the Documentation and/or the Ordering Document, which may include limitations on Scan Targets, License Term, the number of users, 
seats, licenses and/or types of modules licensed.  Product licenses shall commence upon Delivery and shall be either perpetual or 
subscription in nature.  If Customer exceeds the license restrictions, Customer must purchase an upgraded license to allow for all actual 
or additional usage.   

(c) Restrictions on Use.  Customer shall not directly or indirectly: (i) decompile, disassemble, reverse engineer, or otherwise 
attempt to derive, obtain or modify the source code of the Products; (ii) reproduce, modify, translate or create derivative works of all or 
any part of the Products; (iii) remove, alter or obscure any proprietary notice, labels, or marks on the Products; (iv) without Tenable’s 
prior written consent, use the Products in a service bureau, application service provider or similar capacity; (v) without signing Tenable’s 
Managed Security Services Provider Addendum, use the Products to provide any managed service to a third party; (vi) use the Products 
to gather information from Nessus Essentials scanners; (vii) use the Products in order to create competitive analysis or a competitive 
product or service; (viii) copy any ideas, features, functions or graphics in the Product; (ix) without Tenable’s prior written consent, 
interfere with or disrupt performance of Hosted Services (e.g., perform penetration testing on Tenable systems); or (x) use the Products 
to manage or gather information from Scan Targets not owned or hosted by (A) Customer, (B) Customer’s Affiliates, or (C) third parties 
for which Customer does not have authorization to Scan.   

(d) Intellectual Property in Products.  This Agreement does not transfer to Customer any title to or any ownership right or 
interest in the Products.  Any rights in the Products not expressly granted in this Agreement are reserved by Tenable.  If Customer 
provides Tenable with any comments, suggestions, or other feedback regarding the Product, Customer hereby assigns to Tenable all 
right, title and interest in and to such feedback.  

(e) Customer Requirements. In order to use the Products, Customer must meet or exceed the specifications found in the 
Tenable General Requirements document, available at docs.tenable.com (or a successor location).    

(f) Product Features.  Customer agrees that purchase of any Product is not contingent on the delivery of any future 
functionality or features, or dependent on any oral or written public comments made by Tenable regarding future functionality or 
features. Tenable reserves the right to withdraw features from future versions of the Products provided that: (i) the core functionality of 
the affected Product remains the same; or (ii) Customer is offered access to a product or service providing materially similar functionality 
as the functionality removed from the affected Product.  The preceding remedies under this Section 4(f) are the sole remedies available 
if Tenable withdraws features from the Products.  

(g)  Telemetry. Customer agrees to provide certain necessary Scan information, which may include the number of Scan Targets 
managed with the Product for billing purposes, behavioral attributes such as whether or not certain features in the Product are utilized, 
or other relevant information (“Technical Data”).  Technical Data cannot be attributed to an individual user/administrator of the Product. 
Tenable may use Technical Data for reasonable business purposes, including product support, license validation and research and 
development.  Tenable agrees to only disclose Technical Data which has been properly anonymized and cannot be attributed to 
Customer.   

(h) Hardware.  Any Hardware purchased under this Agreement (if any) will be subject to the terms and conditions of Schedule 
D located at http://static.tenable.com/prod_docs/tenable_slas.html (or a successor location).   

(i) Additional Details on Use Restrictions for Tenable Security Network Ireland Limited.  The following shall only apply for 
transactions with Tenable Security Network Ireland Limited. Notwithstanding anything in Section 4(c), decompiling the Product is 
permitted to the extent the laws of Customer’s jurisdiction give Customer the right to do so to obtain information necessary to render 
the Products interoperable with other software; provided, however, that Customer must first request such information from Tenable and 
Tenable may, in its discretion, either provide such information to Customer or impose reasonable conditions, including a reasonable fee, 
on such use of the Products to ensure that its proprietary rights in the Product are protected.  
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5. Support. 

(a)   Support Services. Tenable shall provide Customer with support services (the “Support Services”) in accordance with 
Tenable’s then-current Technical Support Plans and consistent with Tenable’s Product Lifecycle Policy, each of which is available at 
http://static.tenable.com/prod_docs/tenable_slas.html (or a successor location).  The Support Services include bug fixes, updates 
(including new vulnerability plug-ins), or enhancements that Tenable makes generally available to users of the Products.  The Support 
Services also include the provision of new minor (Example: 1.1.x to 1.2.x, etc.) and major version releases of the Products (Example: 
1.x to 2.x, etc.).  

(b)  Support Fees.  Standard Support Services for Products licensed for a finite License Term will be provided at no additional 
charge beyond the license fee for the duration of the License Term.  Support Services for Products licensed on a perpetual basis must 
be purchased separately in advance.  In all cases, premium support may be purchased at an additional charge.  If during the course of a 
perpetual license Customer terminates or fails to renew the Support Services, Customer may, at any time during the term of this 
Agreement, request that Tenable reinstate the Support Services provided that Customer pays for the lapsed Support Services in an 
amount equal to the total fees Customer would have paid for the Support Services between the time Customer’s Support Services lapsed 
and the then-current date. 

6. Confidentiality. 

(a) Definition.  “Confidential Information” means information learned or disclosed by a Party under this Agreement that 
should reasonably be assumed to be confidential or proprietary, including the Products and the terms of this Agreement.  Confidential 
Information will remain the property of the disclosing Party, and the receiving Party will not be deemed by virtue of this Agreement or 
any access to the Confidential Information to have acquired any right, title or interest in or to the Confidential Information.   

(b) Obligations. Each Party agrees to only use the Confidential Information in connection with this Agreement or a purchase 
hereunder. The receiving Party agrees to hold the disclosing Party’s Confidential Information confidential using at least the same level 
of protection against unauthorized disclosure or use as the receiving Party normally uses to protect its own information of a similar 
character, but in no event less than a reasonable degree of care.  Each Party may share Confidential Information with its Affiliates or 
authorized contractors in the performance of its duties under this Agreement; provided, however, that each Party shall be responsible to 
ensure that such Affiliate or authorized contractors are bound by obligations of confidentiality at least as stringent as those set forth in 
this Agreement. 

(c) Exclusions. Confidential Information shall not include information that: (i) is already known to the receiving Party free of 
any confidentiality obligation; (ii) is or becomes publicly known through no wrongful act of the receiving Party; (iii) is rightfully 
received by the receiving Party from a third party without any restriction or confidentiality; or (iv) is independently developed by the 
receiving Party without reference to the Confidential Information. Confidential Information does not include Scan Data that has been 
aggregated or anonymized so that it is not attributable to the disclosing Party.  Furthermore, if Customer intentionally or unintentionally 
requests or performs scans on third party Scan Targets, Customer agrees that Tenable may provide all relevant information (which may 
include Customer-provided personal information) to the owner of the Scan Targets of such unlawful or impermissible scanning as well 
as to relevant legal authorities, and such disclosure shall not be considered a breach of confidentiality. 

(d) Sensitive Information. The Parties agree that Customer’s disclosure of sensitive, personal information (e.g., social security 
numbers, national identity card numbers, personal credit card information, racial or ethnic origin, political opinions, religious or 
philosophical beliefs, trade union membership, genetic data, biometric data, and health care data) (“Sensitive Information”) is not 
required for Tenable to perform its duties under this Agreement or sell any Products hereunder.  If Customer inadvertently or 
unintentionally discloses any Sensitive Information to Tenable, Customer shall identify to Tenable that it has disclosed Sensitive 
Information and Tenable shall promptly return and/or destroy such Sensitive Information. 

(e) Legal Disclosures; Remedies. The receiving Party may disclose Confidential Information if required to do so by law 
provided the receiving Party shall promptly notify the disclosing Party so that the disclosing Party may seek any appropriate protective 
order and/or take any other action to prevent or limit such disclosure.  If required hereunder, the receiving Party shall furnish only that 
portion of the Confidential Information disclosure of which is legally required. The receiving Party acknowledges and agrees that the 
breach of any term, covenant or provision of this Agreement may cause irreparable harm to the disclosing Party and, accordingly, upon 
the threatened or actual breach by the receiving Party of any term, covenant or provision of this Agreement, the disclosing Party shall 
be entitled to seek injunctive relief, together with any other remedy available at law or in equity. The receiving Party will notify the 
disclosing Party promptly of any unauthorized use or disclosure of the disclosing Party’s Confidential Information. 
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7. Representations and Warranties; Disclaimer.   

(a) Warranty of Authority.  The Parties hereby represent and warrant that they have the full power and authority to enter into 
this Agreement. 

(b) Products.  Product warranties and associated warranty periods are set forth in the relevant Schedules. 

(c) Antivirus Warranty.  Tenable represents it has taken commercially reasonable efforts to ensure that the Products, at the 
time of Delivery, are free from any known and undisclosed virus, worm, trap door, back door, timer, clock, counter or other limiting 
routine, instruction or design that would erase data or programming or otherwise cause the Products to become inoperable or incapable 
of being used in the manner for which it was designed or in accordance with the Documentation. 

(d) Warranty Disclaimer.  EXCEPT AS EXPRESSLY STATED IN THIS AGREEMENT AND TO THE GREATEST 
EXTENT PERMITTED BY LAW, TENABLE OFFERS ITS PRODUCTS “AS-IS” AND MAKES NO OTHER WARRANTY OF 
ANY KIND, WHETHER EXPRESS, IMPLIED, OR STATUTORY, INCLUDING ANY WARRANTIES OF TITLE, NON-
INFRINGEMENT, MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, SECURITY, INTEGRATION, 
PERFORMANCE AND ACCURACY, AND ANY IMPLIED WARRANTIES ARISING FROM STATUTE, COURSE OF 
DEALING, COURSE OF PERFORMANCE OR USAGE OF TRADE.  THE WARRANTIES SET FORTH IN THIS AGREEMENT 
ARE MADE TO CUSTOMER FOR CUSTOMER’S BENEFIT ONLY.  CUSTOMER’S USE OF THE PRODUCTS IS AT 
CUSTOMER’S OWN RISK.  CUSTOMER UNDERSTANDS THAT ASSESSING NETWORK SECURITY IS A COMPLEX 
PROCEDURE, AND TENABLE DOES NOT GUARANTEE THAT THE RESULTS OF THE PRODUCTS WILL BE ERROR-FREE 
OR PROVIDE A COMPLETE AND ACCURATE PICTURE OF CUSTOMER’S SECURITY FLAWS, AND CUSTOMER AGREES 
NOT TO RELY SOLELY ON SUCH PRODUCTS IN DEVELOPING ITS SECURITY STRATEGY. CUSTOMER 
ACKNOWLEDGES THAT THE PRODUCTS MAY RESULT IN LOSS OF SERVICE OR HAVE OTHER IMPACTS TO 
NETWORKS, ASSETS OR COMPUTERS (INCLUDING MODIFICATION OF SCAN TARGETS), AND CUSTOMER IS SOLELY 
RESPONSIBLE FOR ANY DAMAGES RELATING TO SUCH LOSS OR IMPACT. 

8. Limitation of Liability. 

(a) Direct Damages.  The cumulative liability of one Party to the other for all claims arising from or relating to the Products 
or this Agreement (including without limitation, any cause of action sounding in contract, tort or strict liability) shall be limited to proven 
direct damages in an amount not to exceed, in the aggregate, the fees paid by Customer for the Products over the twelve (12) months 
immediately prior to the event giving rise to the claim.   

(b) Indirect Damages. Neither Party shall be liable to the other for any indirect, incidental, special, punitive, consequential or 
exemplary damages regardless of the nature of the claim. This prohibition on indirect damages shall include, but not be limited to, claims 
based on lost profits, cost of delay, any failure of delivery, business interruption, cost of lost or damaged data, or liabilities to any third 
parties even if such Party is advised of the possibility thereof. 

(c) Carve Outs.  The liability caps set forth in Sections 8(a) and 8(b) shall not apply to damages resulting from:  

(i) personal injury or death;   
(ii) fraud or willful misconduct; 
(iii) indemnification obligations set forth in Section 9 (Indemnification); or 
(iv) Customer’s breach of Section 4(c) (Restrictions on Use). 

(d) Limitations; Time Period.  Each of the limitations set forth in this Section 8 shall be enforced to the fullest extent of the 
law.  Any laws preventing such limitations shall only apply to the extent required by law and the remaining unaffected terms shall apply 
in full.  Unless expressly prohibited by law, each Party shall have a period of no greater than twelve (12) months from the date the cause 
of action accrues to bring a claim against the other Party for such cause of action.  

9. Indemnification.   

(a) Indemnification Obligations. 

(i) By Tenable. Tenable shall (at its sole cost and expense): (i) defend and/or settle on behalf of Customer (including 
Customer’s officers, directors, employees, representatives and agents); and (ii) indemnify Customer for, any third party claims brought 
against Customer based upon a claim that Customer’s use of the Products in accordance with this Agreement infringes or misappropriates 
such third party’s intellectual property rights in a jurisdiction which is signatory to the Berne Convention.   
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(ii) By Customer.  Customer shall (at its sole cost and expense): (i) defend and/or settle on behalf of Tenable (including 
Tenable’s officers, directors, employees, representatives and agents) and (ii) indemnify Tenable for, any third party claims brought 
against Tenable arising out of or relating to Customer’s use of the Products to perform Scans on third party Scan Targets, except to the 
extent that any such claim or action is caused by a failure of the Products to materially comply with the Documentation.   

(b) In Case of Infringement. If Customer’s use of the Products is, or in Tenable’s opinion is likely to be, the subject of an 
infringement claim, Tenable may, in its sole discretion and expense: (i) modify or replace the infringing Products as necessary to avoid 
infringement, provided that the replacement Products are substantially similar in functionality; (ii) procure the right for Customer to 
continue using the infringing Products; or (iii) terminate this Agreement and, upon Customer’s return or certified destruction of the 
infringing Product, provide Customer a pro-rata refund calculated as follows: (x) for infringing Products licensed on a subscription 
basis, the refund shall consist of any prepaid but unused fees for the remainder of the applicable License Term; or (y) for infringing 
Software licensed on a perpetual basis or infringing Hardware, the refund shall consist of a straight line depreciation of the license fee 
based on a three (3) year useful life as well as any prepaid but unused fees for separately charged Support Services.  This Section 9 sets 
forth Tenable’s sole and exclusive liability and Customer’s sole and exclusive remedy with respect to any claim of intellectual property 
infringement. 

(c) Exclusions. Tenable shall have no liability with respect to a third party intellectual property infringement claim arising out 
of: (i) modifications of the Product made to conform with Customer’s specifications; (ii) modifications of the Product made by  anyone 
other than Tenable or a Tenable authorized third party; (iii) Customer’s use of the Product in combination with other products or services 
not provided by Tenable; (iv) Customer’s failure to use any updated versions of the Product made available by Tenable; or (v) 
Customer’s use of the Product in a manner not permitted by this Agreement or otherwise not in accordance with the Documentation.  

(d) Requirements.  The indemnitor shall only be responsible for the indemnification obligations set forth in this Section 9 if 
the indemnitee: (i) provides the indemnitor prompt written notice of such action or claim; (ii) gives the indemnitor the right to control 
and direct the investigation, defense, and/or settlement of such action or claim; (iii) reasonably cooperates with the indemnitor in the 
defense of such a claim (at the indemnitor’s expense); and (iv) is not in breach of this Agreement. Nothing herein shall prevent the 
indemnitee from engaging in defense of any such claim with its own legal representation, provided that this does not materially prejudice 
the indemnitor’s defense.  The indemnitor may not settle any claim on behalf of the indemnitee without obtaining the indemnitee’s prior 
written consent; provided, however, the indemnitor shall not be required to obtain consent to settle a claim which settlement consists 
solely of: (x) discontinued use of infringing Products and/or (y) the payment of money for which the indemnitor has a duty to indemnify.    

10. Legal Compliance. 

(a) Generally.  The Products are intended solely for lawful purposes and use.  Both Parties, and their agents and Affiliates, 
agree to perform their respective obligations in an ethical manner that complies with all applicable national, federal, state and local laws, 
statutes, ordinances, regulations and codes (“Applicable Laws”) including, without limitation, the Computer Fraud and Abuse Act 
(CFAA), 18 USC Sec. 1030, the U.S. Foreign Corrupt Practices Act of 1977, as amended, and the UK Bribery Act of 2010.  If Customer 
violates this Section 10, Tenable may terminate this Agreement immediately.   

(b) Trade Controls. Applicable Laws include U.S. export laws (including the International Traffic in Arms Regulation (ITAR), 
22 CFR 120-130, and the Export Administration Regulation (EAR), 15 CFR Parts 730 et seq.) and the anti-boycott rules implemented 
by the Departments of Commerce and Treasury.  Customer agrees that it will be the exporter of record any time it causes the Products 
to be accessed outside the United States or by a national of any country other than the United States.  The Parties further agree to comply 
with trade and economic sanctions, rules, and regulations of the United States, European Union, EU member states, United Kingdom 
and other applicable government authorities and shall not engage in prohibited trade to persons or entities who are the subject of an 
active sanction, embargo, or executive order.  Customer hereby acknowledges and confirms that Customer (including Customer’s 
officers, directors, employees, representatives and agents): (i) is not included on, owned or controlled by an individual or entity included 
on, or acting on behalf of an individual or entity included on any of the restricted party lists maintained by the U.S. Government (e.g., 
Specially Designated Nationals List, Foreign Sanctions Evader List, Sectoral Sanctions Identification List, Denied Persons List, 
Unverified List, Entity List or List of Statutorily Debarred Parties) (collectively, “Restricted Parties”); (ii) will not export, re-export, 
transfer, re-transfer or otherwise ship, directly or indirectly, the Products or related technology to or for use by Restricted Parties; (iii) 
will not export, re-export, transfer, re-transfer or otherwise ship, directly or indirectly, the Products or related technology to or for use 
in or by countries or territories subject to U.S. economic sanctions (e.g., Crimea, Cuba, Iran, North Korea, or Syria); or (iv) will not use 
or sell the Products for nuclear end-uses, rocket systems, unmanned air vehicles, chemical or biological weapons, maritime nuclear 
propulsion, weapons of mass destruction or other restricted end-uses except to the extent consistent with Trade Control Laws.   

(c) Data Processing Addendum. To the extent applicable, if Tenable is processing personal information on behalf of Customer 
under any applicable data protection law (e.g., the European Union’s General Data Protection Regulation 2016/679), then such 
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processing shall be in accordance with Tenable’s Data Processing Addendum located at 
http://static.tenable.com/prod_docs/tenable_slas.html (or successor location). 

11. Governing Law; Venue. 

 (a) For transactions with Tenable, Inc. and Tenable Public Sector LLC, this Agreement shall be governed in all respects by the 
laws of the State of Delaware, USA, without regard to choice-of-law rules or principles.  The Parties agree that: (i) no aspect or provision 
of the Uniform Computer Information Transactions Act shall apply to this Agreement; and (ii) this Agreement shall not be governed by 
the U.N. Convention on Contracts for the International Sale of Goods.  The Parties hereby submit to the exclusive jurisdiction of the 
courts of Howard County, Maryland, and the United States District Court for Maryland, Baltimore Division, for any question or dispute 
arising out of or relating to this Agreement.  Due to the high costs and time involved in commercial litigation before a jury, the Parties 
waive all right to a jury trial with respect to any issues in any action or proceeding arising out of or related to this Agreement. 

(b) For transactions with Tenable Network Security Ireland Limited, this Agreement and any issues, disputes or claims arising 
out of or in connection with it (whether contractual or non-contractual in nature such as claims in tort, from breach of statute or regulation 
or otherwise) (“Disputes”) shall be governed by, and construed in accordance with, the laws of Ireland. Customer expressly agrees with 
Tenable that this Agreement shall not be governed by the U.N. Convention on Contracts for the International Sale of Goods, the 
application of which is expressly excluded.  All Disputes arising out of or relating to this Agreement shall be subject to arbitration within 
the meaning of the Arbitration Act 2010 or any legislation amending or repealing that act and shall be an arbitration conducted in Dublin, 
Ireland in the English language and shall be governed by the Arbitration Act 2010.  Notwithstanding the foregoing, nothing in this 
Agreement shall limit the right of either Party to seek any injunctive, equitable or other interlocutory relief as it may be entitled to in the 
Courts of Ireland.   

12. Other Legal Clauses. 

(a) Third Parties. Customer may permit a third party (“Customer’s Agent”) to use the Products to perform security services for 
and on behalf of Customer but solely for Customer’s benefit and solely for Customer’s internal business purposes.  Customer shall be 
fully responsible for Customer’s Agent’s use of the Products, including liability for any breach of this Agreement or use beyond the 
licensed quantities set forth in the Ordering Document.  If Customer elects to utilize a Customer’s Agent to perform Scans on its behalf, 
then only Customer’s Agent (and not Customer) will be permitted to contact Tenable Support Services.  Tenable shall have the right to 
withdraw its consent to the use of any Customer’s Agent in its reasonable discretion. 

(b) Notices. Any legal notices or other communication pursuant to this Agreement must be in writing, in English, and will be 
deemed to have been duly given when delivered if delivered personally or sent by recognized overnight express courier.  All notices to 
Tenable must be sent to the address described in this Agreement to the attention of the Legal Department (unless otherwise specified by 
Tenable).  All notices Tenable sends to Customer shall be at the physical address referenced in this Agreement (or otherwise provided 
to Tenable).  Tenable may provide notices with regard to Products via the email address Customer provided during Product registration 
and Customer hereby consents to receive such communications from Tenable in an electronic form.   

(c) Assignment. Neither Party may assign or otherwise transfer this Agreement without the other Party’s prior written consent, 
which will not be unreasonably withheld; provided, however, either Party may transfer this Agreement to an Affiliate or in connection 
with a merger or sale of all (or substantially all) of the stock or other ownership units of such Party. 

(d) Force Majeure. With the exception of payment, neither Party shall be liable for any loss or delay (including failure to meet 
the service level commitment) resulting from any force majeure event, including, but not limited to, acts of God, fire, natural disaster, 
terrorism, labor stoppage, Internet service provider failures or delays, civil unrest, war or military hostilities, or criminal acts of third 
parties, and any delivery date shall be extended to the extent of any resulting delay. 

 (e) Language. The language of this Agreement is English and all invoices and other documents given under this Agreement 
must be in English to be effective.  No translation, if any, of this Agreement or any notice will be of any effect in the interpretation of 
this Agreement or in determining the intent of the parties.  The Parties have expressly agreed that all invoices and related documents be 
drafted in English.  The following shall apply solely for Agreements which are under French Canadian jurisdiction: C’est la volonté 
expresse des parties que la presente convention ainsi que les documents qui s’y rattacent soient rediges en anglais. 
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13. Evaluations and NFR Licenses. 

(a) Evaluations. If Customer wants to conduct an evaluation, proof of value or other similar trial of Tenable Products 
(“Evaluation Products”), Tenable may (in its sole discretion) provide evaluation licenses for such Evaluation Products in accordance 
with the following: (i) Customer shall have no obligation to make payment for such Evaluation Product for such evaluation usage; (ii) 
the license term will expire at the end of the agreed-upon evaluation period, at which time Customer must either return or destroy the 
Software and cease access to the Hosted Services; and (iii) Tenable shall have no obligation to provide Support Services. Customers 
may not use the Evaluation Products to scan third party Scan Targets or provide a service to Customer’s clients.   

(b) Technology Partners.  Tenable in its sole discretion may allow Customers who are technology partners (a “Technology 
Partner”) to obtain an Evaluation license and use such evaluation license to create an interoperability (“Interoperability”) between 
Tenable Products and their own products.  At the conclusion of the Evaluation Term, Customer may apply for an NFR license at which 
time Tenable may convert the Evaluation license to an NFR license. Tenable’s conversion to an NFR license shall be at Tenable’s sole 
discretion and may require Interoperability validation by Tenable.    

(c) NFR.  If Customer is a sales partner or Technology Partner to whom a “Not For Resale” or “NFR” license has been granted, 
Customer’s license to the Product will commence upon Delivery and continue for a period of one year (unless the Ordering Document 
sets forth a different term) and shall automatically renew for consecutive one (1) year terms unless either Party provides the other Party 
with written notice of its non-renewal of the NFR license at least thirty (30) days before the expiration of the then-current term.  
Notwithstanding the foregoing, Tenable may terminate Customer’s NFR license for its convenience upon thirty (30) days’ notice, or 
immediately should Customer breach any obligations under this Agreement.  

(d) NFR Customer Prohibitions. Customer shall not purport to take on any obligation or responsibility, or make any 
representations, warranties, guarantees or endorsements to anyone on behalf of Tenable, including without limitation, relating to Tenable 
products, software, or services. Except as specifically permitted in this Agreement, Customer shall not state or imply that any of 
Customer’s products have been endorsed, reviewed, certified or otherwise approved by Tenable. Customer may not use Products 
provided under an NFR license: (i) in a production environment, (ii) to protect its own networks, (iii) as part of a service provided to its 
customers, or (iv) to perform customer evaluations. 
 

(e) NFR Customer Representations. Customer hereby represent and warrant to Tenable that: (i) Customer will not intentionally 
harm the reputation or goodwill of Tenable through any act or omission, and (ii) Customer have used commercially reasonable efforts 
to ensure that any software, code, algorithm, API, etc., transferred to Tenable is free from any time bomb, virus, drop dead device, 
worm, Trojan horse, or trap door that is designed to delete, disable, deactivate, interfere with, or otherwise harm hardware, data, or other 
programs or that is intended to provide access or produce modifications not authorized by Tenable. 
 

(f) NFR Customer Responsibilities. Customer shall, at its sole cost and expense, defend (or at its option, settle) and indemnify 
Tenable and Tenable’s subsidiaries and affiliates, and their officers, directors, employees, representatives and agents, from and against 
any and all third party claims brought against Tenable based upon a claim that use of Customer’s software or Customer’s product in 
accordance with this Agreement infringes such third party’s patent, copyright or trademark or misappropriates any trade secret, and shall 
pay all settlements entered into and damages awarded to the extent based on such claim or action.   

14. General.  

This Agreement constitutes the entire agreement between the Parties, and supersedes all other prior or contemporaneous 
communications between the Parties (whether written or oral) relating to the subject matter of this Agreement.  No Customer document 
or purchase order shall modify, supersede, or become part of this Agreement, or otherwise contractually bind Tenable unless signed by 
Tenable.  The provisions of this Agreement will be deemed severable, and the unenforceability of any one or more provisions will not 
affect the enforceability of any other provisions.  If any provision of this Agreement, for any reason, is declared to be unenforceable, 
the Parties will substitute an enforceable provision that, to the maximum extent possible under applicable law, preserves the original 
intentions and economic positions of the Parties. Section headings are for convenience only and shall not be considered in the 
interpretation of this Agreement.  Customer agrees that Tenable may use Customer’s name or logo in a customer list. Customer may not 
use Tenable’s name or logo without prior written consent and in accordance with Tenable’s guidelines.  No failure or delay by a Party 
in exercising any right, power or remedy will operate as a waiver of that right, power or remedy, and no waiver will be effective unless 
it is in writing and signed by the waiving Party.  If a Party waives any right, power or remedy, the waiver will not waive any successive 
or other right, power or remedy the Party may have under this Agreement.  The Parties are independent contractors and this Agreement 
will not establish any relationship of partnership, joint venture, employment, franchise or agency between the Parties. This Agreement 
is not intended nor will it be interpreted to confer any benefit, right or privilege in any person or entity not a party to this Agreement.  
Any party who is not a party to this Agreement has no right under any law to enforce any term of this Agreement. Any provision of this 
Agreement that imposes or contemplates continuing obligations on a Party and any section which by its nature is intended to survive 
will survive the expiration or termination of this Agreement, including Sections 3, 4, 8, 9 and 11. 
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15. Government Entities.  This Section 15 shall only apply to Government Customers, as defined below. 

If Customer is an agency or instrumentality of a sovereign government (a “Government Customer”), all Government Customer 
end users acquire the rights to use and/or access the Products and or Services with only those rights set forth herein (consistent with 48 
C.F.R. 12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4).  The terms and conditions of this Agreement govern Government 
Customer’s use and disclosure of the Products and supersede any conflicting terms and conditions that may be applicable through the 
Government Customer’s procurement regulations.  If this Agreement fails to meet the Government Customer’s needs or is inconsistent 
in any way with federal law, the government must return the Product, unused, to Tenable.   If Customer is prohibited by law, regulation, 
or relevant attorney general opinion from agreeing to any clause of this Agreement (collectively, “Restrictions”), the Agreement shall 
be modified to the extent required under such Restrictions.  Each of the components that constitute the Product is a “commercial item” 
as that term is defined at 48 C.F.R. 2.101, consisting of “commercial computer software” and/or “commercial computer software 
documentation” as such terms are used in 48 C.F.R. 12.212.  
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SCHEDULE A: SOFTWARE 

This Schedule for Tenable Software is subject to and made part of the Agreement.   
 

1. General. This Schedule governs Customer’s license of Software.     
 

2. License; Right to Use.  Subject to the terms of the Agreement and payment of the applicable license fees, Tenable grants 
Customer for the duration of the License Term a non-exclusive, non-transferable, non-sublicensable license to use the Software 
(in object code form only) solely for Customer’s or Customer’s Affiliates own internal business purposes. Customer’s right to 
install such Software is limited to use with the computers or machines for which the Software is registered for use.  Customer 
is permitted to make one copy of the Software for backup or archival purposes.   

 
3. Warranty.  Tenable warrants that the Software shall materially conform to the Documentation for a period of thirty (30) days 

after Delivery.  Customer’s sole and exclusive remedy for breach of this warranty shall be for Tenable to, at its sole option: (i) 
use commercially reasonable efforts to modify or correct the Software such that in all material respects it conforms to the 
functionality described in the Documentation; or (ii) if Tenable is unable to restore such functionality within sixty (60) days, 
Customer shall be entitled to a refund for the non-conforming Software. 

4. Open Source and Third Party Software. Any code or other intellectual property included as part of the Software that was 
licensed to Tenable by third parties that is not marked as copyrighted by Tenable is subject to other license terms that are 
specified in the Documentation available on Tenable’s website at https://docs.tenable.com/licensedeclarations/ (or a successor 
location). Customer agrees to be bound by such other license terms. 

 
5. Audit Rights. Tenable may, by itself or through a third party independent auditor, audit Customer’s usage of the Software to 

confirm compliance with this Agreement or the applicable Ordering Document.  Tenable shall: (i) provide Customer with 
reasonable advance notice of the audit; (ii) not request such audit more than once per year; and (iii) not unreasonably interfere 
with Customer’s business activities when conducting the audit. 
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SCHEDULE B: HOSTED SERVICES 

This Schedule for Tenable Hosted Services is subject to and made part of the Agreement.   
 

1. General. This Schedule governs Customer’s use of the Hosted Services.     

2. License; Right to Use.  Subject to the terms of the Agreement and payment of the applicable license fees, Tenable grants 
Customer for the duration of the License Term a non-exclusive, non-transferable, non-sublicensable right to access the Hosted 
Environment and use those modules of the Hosted Services set forth on a valid Ordering Document solely for Customer’s or 
Customer’s Affiliates own internal business purposes.   

3. Warranty.  Tenable warrants that the Hosted Services will materially comply with the functionality described in the 
Documentation. Customer’s sole and exclusive remedy for breach of this warranty shall be for Tenable to use commercially 
reasonable efforts to modify the Hosted Services to provide in all material respects the functionality described in the 
Documentation.  If Tenable is unable to restore such functionality within sixty (60) days, Customer shall be entitled to terminate 
the Agreement and receive a pro-rata refund of any prepaid but unused fees for the nonconforming Hosted Services.  Tenable 
shall have no obligation with respect to a warranty claim hereunder unless Customer notifies Tenable of such claim within 
thirty (30) days of the date the underlying condition first arose. This warranty shall only apply if the applicable Hosted Service 
has been utilized in accordance with the Agreement and the Documentation. 

4. Acknowledgements.  Customer authorizes Tenable to perform the Scans, including accessing the Scan Targets in the context 
of the Scans.  Customer acknowledges that Tenable may limit Customer’s access to the Hosted Services if Customer’s usage 
places an unreasonable burden on Tenable’s systems.  Customer understands and acknowledges that the Scans may originate 
or appear to originate from a Tenable URL which could cause Customer (or the owner of the Scan Targets) to believe they are 
under attack. Customer agrees not to pursue any claims against Tenable as a result of any access to Scan Targets when such 
access was made in connection with an authorized Scan unless such a claim is based on the gross negligence or willful 
misconduct of Tenable.   

5. Usage Requirements.  Customer must provide current and accurate information in all submissions made in connection with the 
Hosted Services, including registration information and the location of the Scan Targets to be Scanned.  Tenable may, in its 
reasonable discretion, prohibit or suspend access of certain users of the Hosted Services.  Customer agrees to safeguard and 
maintain the confidentiality of all user names and passwords.  Customer further agrees to use best efforts to ensure that no 
unauthorized parties have access to the Hosted Services through Customer’s account and/or log-in credentials.  Customer will 
promptly notify Tenable of any unauthorized access of which Customer is aware or reasonably suspects.  Customer is 
responsible for compliance with this Agreement and all use of the Hosted Services through Customer’s account.   

6. PCI Scans.  Tenable makes no guarantee that a successful completion of a PCI Scan will make Customer compliant with the 
Payment Card Industry Data Security Standard.  

7. Data Retention Policy. Tenable will maintain Customer Scan data stored in the Hosted Environment for a period of not less 
than one year from the Scan date.  Customer acknowledges that Tenable is in no way responsible for any of Customer’s data 
retention compliance requirements.  Tenable’s data retention policy with respect to PCI Scans will match then-current 
requirements set forth by the PCI Security Standards Council. 

8. Service Level Agreement. Tenable commits to make access to the Hosted Environment available in accordance with Tenable’s 
then-current service level agreement, available at http://static.tenable.com/prod_docs/Service_Level_Agreement.pdf (or a 
successor location).  
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SCHEDULE C: PROFESSIONAL SERVICES 
 

This Schedule for Tenable Professional Services is subject to and made part of the Agreement.   
 

1. General. The Parties may agree, from time to time, on the purchase and sale of Tenable Professional Services, which may be 
further described in a separate SOW or Services Brief.  Except as otherwise agreed to by the Parties in writing, all Services 
Briefs or SOWs will be governed by this Agreement.  In the event of inconsistency between the Agreement and a signed SOW, 
the signed SOW shall govern.   
 

2. Type of Services.  Tenable offers a range of Professional Services; provided, however, unless otherwise agreed upon in writing, 
Tenable does not offer creation of custom intellectual property.  Tenable is not obligated to provide any Professional Services 
except as mutually agreed in a Services Brief or SOW.   

3. Deliverables.  “Deliverable(s)” means the reports, analysis, codes, scripts slides, documents, examples and other written 
materials or work results provided as part of the Professional Services. 

4. Intellectual Property Rights.  

(a) Grant of License in Deliverables. Tenable grants Customer a non-exclusive, non-transferable, irrevocable (except in case of 
breach of the Agreement or SOW) perpetual right to use, copy and create derivative works from the Deliverables (without the 
right to sublicense) for Customer’s or Customer’s Affiliates internal business operations, as contemplated by the applicable 
SOW or Services Brief.  

(b) Reservation of Rights.  Except for the rights expressly granted herein to Customer, Tenable expressly reserve all other rights 
in and to the Professional Services and Deliverables.  Notwithstanding anything to the contrary in this Schedule, nothing shall 
prevent Tenable from providing similar Professional Services to other customers and nothing in this Schedule shall be construed 
to provide any intellectual property rights whatsoever in the Products (or any modifications or enhancements thereto) that 
Tenable develops or makes generally available for sale to its customers. 

(c) Pre-Existing Materials.  Any pre-existing materials, proprietary item or intellectual property rights of either Party which is 
disclosed or used in performing the Professional Services shall remain fully vested in such Party.  Nothing in this Schedule 
shall transfer any rights whatsoever in Tenable’s Products.  Customer hereby grants to Tenable the intellectual property rights 
(if any) required for Tenable to perform the Professional Services. 

5. Warranty.  Tenable warrants that all Professional Services shall be performed in a professional manner and in accordance with 
industry standards.  Tenable further warrants for a period of ten (10) days from the service completion date that the Professional 
Services shall materially conform to the applicable SOW or Services Brief.  If Customer provides written notice of a non-
conformity during this warranty period, Tenable shall promptly confirm the non-conformity and upon confirmation, Tenable’s 
entire liability and Customer’s exclusive remedy shall be for Tenable to use commercially reasonable efforts to re-perform the 
Professional Services within a reasonable amount of time.  If Tenable is unable to re-perform the Professional Services, then 
Tenable may elect to refund amounts paid by Customer for the non-conforming Professional Services.   

6. Scheduling; Cancellation.  Professional Services must be scheduled within nine (9) months of the date of the Ordering 
Document under which such Professional Services were purchased and completed within twelve (12) months of the Ordering 
Document. If Customer does not schedule the Professional Services within this time frame, Tenable shall have no obligation 
to perform the Professional Services or provide a refund.  Tenable shall have no obligation to perform the Professional Services 
or provide a refund if Customer or Customer’s designated attendees do not attend a scheduled training session or cancel a 
Professional Services engagement without providing proper notice.  Customer must provide Tenable at least five (5) business 
days’ notice to reschedule any Professional Services.  
 

7. Customer Responsibilities.  For Professional Services occurring on Customer’s site, Tenable agrees to comply with applicable 
and reasonable security procedures provided Customer provides Tenable with such written procedures in advance.  Some of 
the Professional Services may require Customer to have specialized knowledge or meet particular software or hardware 
requirements (for example, appropriate computers or appliances, stable Internet connection or up-to-date web browsers or 
operating system, etc.).  If technical issues arise during the Professional Services, Tenable will use commercially reasonable 
efforts to resolve such issues, but will have no liability based on Customer’s failure to meet technical requirements.  Tenable 
will not provide any refund based on Customer’s failure to meet these prerequisites. 
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8. Changes.  Either Party may request that a change be made to the Professional Services.  Tenable reserves the right to charge a 
fee for any material changes to the Professional Services.  No changes shall be binding unless executed by both Parties. 

9. Non-Solicitation.  During the term that Professional Services are being provided and for a period of one (1) year after their 
completion, Customers will not, either directly or indirectly, solicit for employment any person employed by Tenable or any 
of its Affiliates that have provided Customer Professional Services under this Agreement. For the avoidance of doubt, this 
restriction shall not prevent Customer from hiring based on a response to Customer’s advertising in good faith to the general 
public a position or vacancy to which an employee or worker of Tenable responds, provided that no such advertisement shall 
be intended to specifically target Tenable personnel. 
 

10. Right to Subcontract. Nothing in this Agreement shall prevent Tenable from utilizing the services of any subcontractor as it 
deems appropriate to perform Professional Services; provided, however, that Tenable’s use of a subcontractor shall not release 
Tenable from any duty or liability to fulfill its obligations under this Agreement. 
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SOFTWARE AS A SERVICE AGREEMENT 
 
This Software as a Service Agreement (Agreement) sets forth the terms and conditions under which Clinisys, Inc. (Clinisys) agrees to provide and Client 
agrees to purchase the use of the SaaS set forth in an Order.  For the purposes of this Agreement, Client means the entity contracting with Clinisys for the 
SaaS. The Agreement terms are effective as of the first date of Client’s access to the SaaS until terminated, as set forth herein.   
 
Definitions 
1.1 Authorized User means any person or entity authorized by Client to use the SaaS. 
1.2 Client Data means all Client data entered into, processed, and resulting output data received through use of the SaaS, by Client and its Authorized 

Users and all Client data accessed, processed or stored by Clinisys in the provision of the SaaS or Services. 
1.3 Confidential Information means any non-public information related to, disclosed by or on behalf of either Client or Clinisys to the other, which is 

either marked as confidential or is understood by a reasonable person to be confidential due to its nature,  including but not limited to, Trade Secrets 
(as defined by the Uniform Trade Secret Act), proprietary information; technical processes and formulas; Source Codes, Software, Third Party 
Software, SaaS, benchmark and performance test results; product designs; sales, cost, and other unpublished financial information; product and 
business plans; projections and marketing data; customer lists; the terms and conditions (but not the existence) of this Agreement, Client Data and 
any information protected by law revealing the identity, personal information or protected health information of any person.  Confidential Information 
does not include information (a) independently developed by the recipient without use of the discloser’s Confidential Information; (b) that is or 
becomes generally known to the public through no act or omission of recipient; or (c) obtained by recipient from any third party not owing any 
confidentiality obligation to the discloser. 

1.4 Documentation means the user guide(s), instructions, release notes, manuals and on-line help files generally made available by Clinisys to its 
customers regarding the functional and operational capabilities of the SaaS. 

1.5 Error means a material failure of the SaaS to conform to its functional specifications described in the Documentation. 
1.6 Fee(s) means the fees payable for Services, Subscriptions and/or Usage. 
1.7 Object Code means programs assembled or compiled in magnetic or electronic binary form on software media, which are readable and usable by 

machines, but not generally readable by humans without reverse assembly, reverse compiling, or reverse engineering. 
1.8 Order means any document, including but not limited to a Quote Order Form, executed by Clinisys and the Client, specifying the products and 

services to be provided. 
1.9 Release means a new or upgraded version of the SaaS containing improvements, Updates and bug corrections, and as may be identified by a 

change in the numeric designation. Releases exclude new products for which Clinisys or a Third Party Software supplier generally charges a separate 
license or subscription fee. 

1.10 SaaS means the services provided and information technology infrastructure managed by Clinisys to deliver Software and Third Party Software (as 
applicable) as an internet-accessible application in a hosted environment under a Subscription, which is designated as SaaS in an Order. 

1.11 Services mean the installation, implementation, training, consulting and/or other services designated as Service in an Order. 
1.12 Software means the software proprietary to Clinisys or its affiliate(s) that is used to deliver the SaaS, and includes all Object Code, Source Code, 

modifications, enhancements, improvements, derivatives, extensions, and any functional changes, Updates, Releases and Documentation provided 
hereunder. 

1.13 Source Code means programs written in programming languages, including all comments and procedural code, such as job control language 
statements, in a form intelligible to trained programmers and capable of being translated into Object Code for operation on computer equipment 
through assembly or compiling, and accompanied by documentation describing the data flows, data structures, and control logic of the software in 
sufficient detail to enable a trained programmer to maintain and/or modify the software. 

1.14 Subscription means the Client’s time-limited right to use the SaaS, for the duration of the Term. 
1.15 Support means the SaaS support and maintenance services provided in accordance with the terms of this Agreement, Schedule A, and in an Order. 
1.16 System Requirements mean Clinisys-specified hardware, third party software, operating system configuration, network and other requirements and 

specifications for use of the SaaS, as modified from time to time by Clinisys. 
1.17 Term has the meaning set forth in Section 10.1.  
1.18 Third Party Software means the computer programs and/or data used for the delivery of SaaS, including Updates and Releases (as applicable) 

and related Documentation, which are owned by third parties. 
1.19 Updates means minor modifications or enhancements to the SaaS (including corrections to Errors) which Clinisys makes generally available to 

customers under Support or SaaS.   
1.20 Usage means Client’s use of a variable component of the SaaS for a maximum number of users, devices, transactions, units, reports or other similar 

basis for a specified period, as designated and/or defined by the term Usage in the applicable Order. 
1.21 User System means any computer hardware, software, telecommunication, connections, or other equipment necessary for Clinisys to interface with 

the Client’s systems (i.e., a gateway, user workstations, etc.) or for Client and its Authorized Users to access or use the SaaS from Client’s or 
Authorized Users’ facilities, in accordance with the System Requirements, all of which is owned and/or maintained by Client. 

2 USE TERMS.  
2.1 The terms applicable to the rights to access and use the SaaS, including any relevant Third Party Software, are set forth in Schedule A. Third Party 

Software may be subject to additional end user license terms that accompany delivery of the Third Party Software or is otherwise published by the 
third party.  

3 SERVICES AND SUPPORT TERMS 
3.1 Services. Services purchased by Client will be set forth in an Order, which will include as applicable, a Services description, resources required and 

details regarding project governance and scope. Following execution of an Order, the Parties will develop a plan for the implementation and delivery 
of the SaaS and/or Services, designating the Parties’ relevant responsibilities and project timelines (Implementation Schedule).  Clinisys and Client 
will cooperate in the timely performance of their respective tasks in the Implementation Schedule.  In the event Client solely causes a delay in the 
Implementation Schedule which results in the need for the project to be stopped and subsequently resumed, Client agrees to pay additional Fees 
Clinisys may charge for any services required to complete implementation subject to advance written notice of such Fees.  Unless otherwise set forth 
in an Order, Client agrees to complete implementation and accept delivery of all components of an Order within twelve (12) months from the Order’s 
effective date (Order Duration).  In the event Client does not complete implementation within the Order Duration, Client agrees to pay for any 
remaining components of the Order that have not been paid regardless whether such components have been delivered to Client.  

3.2 Support. Support for the SaaS will be provided as set forth in Schedule A.  

4 SECURITY 
4.1 Security. Client is responsible for the security of its facilities, data centers, servers, network, backup systems, computing equipment, and information 

transmission and storage.  Client must immediately notify Clinisys of any: (i) known or suspected breach or cybersecurity incident, including but not 
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limited to ransomware, malware, or a denial of service attack; (ii) unauthorized use of any password or user ID; or (iii) suspected or known 
unauthorized use of the SaaS.  Upon notification, in its sole and reasonable discretion, Clinisys may suspend Clinisys’ connections to Client’s systems 
or Client’s connection to the SaaS (as applicable) until Clinisys determines there is no threat to the security of Clinisys’ systems and/or SaaS.   

5 FEES AND PAYMENTS 
5.1 Fees. All Fees and any other charges stated in the relevant Order are payable in U.S. dollars subject to the payment terms in such Order. 
5.2 Payments. Payments are due thirty (30) days from the date of an undisputed invoice. Client agrees to advise Clinisys of invoice disputes prior to the 

invoice due date and agrees to pay any undisputed amounts by the due date. Disputes will be resolved in accordance with Section 11.1. 
5.3 Travel and Related Expenses. Client will reimburse Clinisys’ actual, reasonable travel, living and other incidental expenses incurred for Services 

performed on Client’s premises. 
5.4 Late Payments. Client agrees that undisputed Fees that are unpaid by the due date will incur interest charges of 1.5% per month until paid. If still 

unpaid thirty (30) days after the invoice due date, Clinisys may without prior written notice and notwithstanding the termination provisions of this 
Agreement, suspend Support and/or Client’s access to the SaaS until all past due amounts are paid.  During the suspension, Client understands 
SaaS and Support will not be provided but Fees will continue to accrue. 

5.5 Taxes. Fees set forth in Orders are not quoted to include taxes, duties, tariffs, levies, and similar assessments, however invoices issued to Client for 
payment of such Fees will include applicable taxes payable by Client unless Client provides a certificate of exemption to Clinisys.  Client is responsible 
for all applicable non-income taxes relating to the products, materials, and services provided, including, without limitation, those which may 
subsequently become due because of any (i) tax law changes, (ii) changes in interpretation of existing tax law, and (iii) tax audits. 

5.6 Annual Fee Assessment. Clinisys may increase Fees for Support or Subscriptions each year of the Term with ninety (90) days written notice. Any 
such increase will not exceed the annual percentage increase in the CPI for the previous calendar year. Fees for Support and Subscriptions are 
payable annually in advance and may not be reduced during the Term. Fees for Support or Subscriptions added through subsequent Orders 
will be prorated based upon the due date of the then-current Term to provide a consistent annual renewal date for all licensed or purchased 
products.  For the purposes of this Agreement, CPI means Consumer Price Index for All Urban Consumers, U.S. City Average, All items 1982-
84 = 100 published by the United States Department of Labor, Bureau of Labor Statistics  

5.7 Usage Fees. For Subscriptions based upon Usage, the minimum Fees for the first year of Usage are based upon estimates provided by Client.  Prior 
to the end of each 12 months of the Term, the Usage for the then-current year will be evaluated by Clinisys to determine whether actual Usage during 
the then-current year exceeded the Usage Fees paid.  In such event, Client must pay Fees for any actual Usage exceeding the Usage Fees paid. 
The actual Usage at the end of each year will establish the Usage Fee for the subsequent year of the Term. 

6 PROPRIETARY RIGHTS AND CONFIDENTIALITY 
6.1 Ownership. 

(a) Clinisys. Ownership of, and title to the Software, SaaS, Third Party Software, any deliverables developed or provided pursuant to the Services, 
and to Clinisys’ Confidential Information, and all intellectual property rights embodied therein, are vested in Clinisys and its affiliates and 
licensors as applicable.  Client shall not take any action inconsistent with such title and ownership. 

(b) Client. Ownership of, and title to, the Client’s Confidential Information is vested in Client, its affiliates or the subjects of Client Data, as 
applicable. Clinisys shall not take any action inconsistent with such title and ownership. 

6.2 Confidentiality. In the performance of this Agreement, the Parties will be exposed to or provided with certain Confidential Information of the other 
Party. Each Party will protect the other's Confidential Information with the same degree of care used to protect its own Confidential Information but 
in no event less than a reasonable amount of care. Except as required by law or as otherwise agreed between the Parties, neither Party will use the 
other's Confidential Information for purposes other than as necessary for its performance hereunder and as may be required to report to its affiliates, 
legal, and financial advisors as long as such persons are bound by confidentiality obligations no less strict than those herein.  Either Party may 
disclose the Confidential Information of the other Party to the extent required by law or court order or other governmental authority, provided recipient 
must promptly notify the discloser prior to such disclosure to enable discloser to seek a protective order or otherwise prevent or restrict such 
disclosure. 

6.3  Client Data. To the extent Clinisys has access to, processes or stores Client Data, Clinisys will only use, store, disclose, or access Client Data: (i) in 
accordance with this Agreement, (ii) only to the extent necessary to provide Services, and (iii) in full compliance with applicable laws and regulations.  
Clinisys will implement and maintain controls reasonably necessary to prevent unauthorized use, disclosure, loss, acquisition of, or access to Client 
Data.  All transmissions of Client Data by Clinisys will be performed using a secure transfer method. Client acknowledges Clinisys and its licensors 
exercise no control over the content of the Client Data. 

6.4 Equitable Relief. The Parties agree monetary damages may not be an adequate remedy if this Section 6 is breached and, therefore, either Party 
shall, in addition to any other legal or equitable remedies, be entitled to seek an injunction or similar equitable relief without bond against such breach 
or threatened breach. 

7 LIMITATION OF LIABILITY 
7.1 Limitation of Types of Damages. EXCEPT AS PROHIBITED BY LAW, NEITHER PARTY WILL BE LIABLE TO THE OTHER PARTY FOR ANY 

SPECIAL, INCIDENTAL, CONSEQUENTIAL, INDIRECT, EXEMPLARY OR PUNITIVE DAMAGES OR LIABILITIES FOR ANY CAUSE 
WHATSOEVER ARISING OUT OF OR RELATING TO THIS AGREEMENT, INCLUDING ALL ORDERS, ADDENDA OR AMENDMENTS HERETO, 
WHETHER IN CONTRACT, TORT, OR BY WAY OF INDEMNITY OR OTHERWISE, INCLUDING A BREACH THEREOF, INCLUDING, WITHOUT 
LIMITATION, DAMAGES OR LIABILITIES FOR LOST PROFIT, LOST REVENUE, LOSS OF USE, LOSS OF DATA, AND COSTS OF RECREATING 
LOST DATA, WHETHER EITHER PARTY HAS OR GAINS KNOWLEDGE OF THE EXISTENCE OF SUCH DAMAGES OR LIABILITIES. 

7.2 Limitation of Liability. EXCEPT AS PROHIBITED BY LAW, THE CUMULATIVE, AGGREGATE LIABILITY OF CLINISYS AND ITS LICENSORS 
TO CLIENT AND/OR ITS AFFILIATES FOR ALL CLAIMS, LIABILITIES AND DAMAGES (INCLUDING FOR ATTORNEYS’ FEES) ARISING OUT 
OF OR RELATING TO THIS AGREEMENT, INCLUDING ALL ORDERS, OR AMENDMENTS HERETO, WHETHER IN CONTRACT, TORT, OR BY 
WAY OF INDEMNITY OR OTHERWISE, INCLUDING A BREACH THEREOF, WILL NOT EXCEED THE RELEVANT LICENSE FEES PAID OR 
THE LAST TWELVE MONTHS’ RELEVANT SUBSCRIPTION FEES PAID TO CLINISYS UNDER THE APPLICABLE ORDER UNDER WHICH 
SUCH CLAIM ARISES.  IN NO EVENT WILL CLINISYS BE LIABLE TO CLIENT AND/OR ITS AFFILIATE WITH RESPECT TO CLAIMS OF ANY 
NATURE RELATED TO THIRD PARTY SOFTWARE OR THIRD PARTY SERVICES. 

7.3 Exclusions. The limitation of liability in Section 7.2 above shall not apply to Clinisys’ or Client’s indemnification obligations hereunder or Clinisys’ 
breach of Schedule A attached hereto. 

7.4 No Substitute for Professional Judgment. The SaaS, and Services are not intended to provide medical or professional advice, to determine or 
recommend an appropriate course of action for any individual patient or concern, or to otherwise provide healthcare or public health services.  Only 
a licensed healthcare practitioner, medical care provider or public health professional can make such determinations or recommendations or provide 
such advice or services.  Client, for itself and on behalf of its Authorized Users and affiliates, acknowledges and agrees that Clinisys does not assume 
any responsibility or liability for the consequences of any medical or other decision made by Client or its Authorized Users or affiliates, or any other 
person with access to, or use of information in or produced by, or in reliance on the SaaS and Services. 

8 INDEMNIFICATION 
8.1 By Clinisys. Provided Client is current on its payment obligations, Clinisys will defend and indemnify Client against any third party claim asserted in 
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its entirety that the SaaS infringes any United States trademark, patent, copyright, or Trade Secret, in which event Clinisys may, for the affected 
portion of the SaaS, at its sole option and expense: (i) obtain for Client the right to continue use; or (ii) replace or modify to correct the SaaS while 
giving substantially equivalent functionality.  If the remedies in (i) or (ii) are not reasonably available, Client may terminate the relevant Subscription 
and Clinisys will provide a pro-rated refund of applicable prepaid Subscription Fees for the remainder of the Term; Notwithstanding any terms in this 
Section 8.1, Clinisys will have no liability for infringement claims, and Client must defend and indemnify Clinisys, if the alleged infringement is based 
on or arises from (u) Client Data; (v) combination or use of the SaaS with any third party product, service or data; (w) the modification of the SaaS 
by anyone other than Clinisys; (x) the use of the SaaS not in accordance with the Documentation, System Requirements, or this Agreement; (y) the 
use of other than the then most current or one prior Release, or; (z) failure to use a Release or Update developed to remedy an alleged infringement 
claim generally made available by Clinisys to its clients under Subscription or Support.  THE FOREGOING STATES CLINISYS’ ENTIRE LIABILITY 
AND CLIENT’S EXCLUSIVE REMEDY FOR ANY CLAIM OF INFRINGEMENT. 

8.2 By Client. Client will defend and indemnify Clinisys and its affiliates, employees, agents, contractors, and licensors against any and all claims, 
damages, costs and liabilities arising from or related to (i) any misuse of the SaaS by Client and/or its Authorized Users; (ii) claims that Clinisys’ use 
of Client’s Confidential Information violates applicable law and/or infringes upon the rights of any individual to which the Client Confidential Information 
relates; and/or (iii) introduction of malicious software, malware or the like into Clinisys’ systems (including the SaaS) by Client. 

8.3 Conditions for Indemnification. A Party seeking indemnification (Indemnitee) must promptly notify the other Party (Indemnitor) of the claim. 
Indemnitor will have sole control of the defense, compromise or settlement of the claim and Indemnitee must provide information, reasonable 
assistance, and authority to enable the Indemnitor to do so.  The Indemnitee may participate in the defense of any suit or proceeding at its own 
expense; however, such participation will not include the right for Indemnitee to settle, influence or compromise the claim in any manner.  Indemnitor 
will have the right to settle any claims, provided, however, Indemnitor shall make no admission of fault or wrongdoing as to Indemnitee without 
Indemnitee’s prior express written consent. 

9 WARRANTIES 
9.1 SaaS Warranty. Clinisys warrants that the SaaS set forth in the relevant Order conform(s) in all material respects to the Documentation for the Term. 
9.2 Services Warranty. Clinisys warrants that all Services will be performed in a workmanlike manner consistent with generally accepted industry 

standards and will conform to the specifications set forth in an Order for ninety (90) days from performance of the Services. 
9.3 Third Party Software Warranty. Any warranties applying to the Third Party Software are limited to those, if any, offered in the third party’s use 

terms. Clinisys makes no warranties of any kind with respect to Third Party Software. 
9.4 Exclusions. Use of the SaaS not in compliance with the Documentation or this Agreement is a material breach of this Agreement and voids all 

Clinisys warranties as to the SaaS and relieves Clinisys of any obligation to provide the Subscription. 
9.5 Remedies. Prior to expiration of the applicable warranty period, Client must notify Clinisys in writing detailing any alleged breach of any of the 

foregoing warranties.  Within thirty (30) days of receipt of such notice or such other period as the parties may agree: (i) SaaS, Clinisys will correct 
the non-conformance; or (ii) for Services, Clinisys will re-perform any non-conforming Services. If the non-conformance cannot be accomplished with 
reasonable commercial efforts, Clinisys or Client may terminate the applicable Subscription or Services and Client will be refunded: (1) Subscription 
Fees pre-paid for SaaS for the remaining Term and/or (3) Fees paid for the applicable Services.  If Client elects not to terminate the Subscription for 
the affected portion of the SaaS or the portion of the Order for the Services, Client waives all warranty rights set forth herein.  The foregoing constitutes 
Client’s sole remedies and Clinisys’ sole obligation in the event of any warranty claim hereunder. 

9.6 Warranty Exclusions. EXCEPT AS SET FORTH IN THIS SECTION 9, NEITHER CLINISYS NOR ITS AFFILIATES MAKE ANY WARRANTY, 
REPRESENTATION, CONDITION OR AGREEMENT WITH RESPECT TO THE SAAS OR SERVICES PURCHASED HEREUNDER. CLINISYS 
AND ITS AFFILIATES EXPRESSLY DISCLAIM AND EXCLUDE TO THE FULLEST EXTENT PERMITTED BY APPLICABLE LAW ANY AND ALL 
IMPLIED AND EXPRESS WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. CLINISYS DOES NOT 
REPRESENT THAT THE OPERATION OF THE SAAS WILL BE UNINTERRUPTED OR ERROR-FREE OR THAT ALL ERRORS WILL BE 
CORRECTED. 

10 TERM AND TERMINATION 
10.1 Term. For the purposes of this Agreement, Term means a) the non-cancelable three (3) year initial term for Subscriptions, beginning upon Live 

Operation thereof, and b) unless otherwise terminated as set forth herein, any or all subsequent non-cancelable one year periods auto-renewing at 
Clinisys’ then-current pricing and policies at the expiration of the initial term, provided: (i) Clinisys makes such Subscription for the SaaS generally 
available and (ii) Client pays the applicable Fee(s). 

10.2 Agreement Termination and Effects. 
(a) Except for those provisions surviving termination, this Agreement may be terminated in its entirety: 

i. By either party: 
(A) (60) days following written notification to the other party of an alleged breach of a material term if the other party has not taken 

substantial steps to cure by the 60th day.  Such cure period does not apply to any payment obligations hereunder; or 
(B) immediately in the event of any breach of this Agreement incapable of remedy, or of the other party’s bankruptcy, or the 

appointment of a trustee or receiver or 
(C) subject to Section 10.1(a), by providing written notice at least sixty (60) days prior to, and effective as of, the end of the Term. 

ii.  By Clinisys, upon ninety (90) days’ notice should Client fail to promptly install and use Updates intended to remedy patient safety or 
security issues.  In addition to those rights set forth in Section 5.4, Termination of this Agreement has the effect of terminating all 
Services, and Subscriptions hereunder, with all accrued but unpaid Fees becoming immediately due and payable. 

(b) Once terminated, Client will have no further right to use the SaaS.  Clinisys will disable Client’s access to the SaaS and Client must de-install 
and/or destroy any Confidential Information received from Clinisys in Client’s possession. Client must certify in writing to Clinisys within ten (10) 
days following termination of its compliance with this Section 10.2(b). 

(c) Upon termination of this Agreement and at Client’s request, Clinisys will return to Client any Client Confidential Information in Clinisys’ 
possession or under its control except for product, account or financial information to be retained by Clinisys in the normal course of business. 

(d) In the case of Client Data related to an expired or terminated SaaS, upon Client’s request, Clinisys will provide Client with written certification 
of destruction of the same following the next media rotation cycle.  In the event Client desires return of Client Data, Client must provide written 
request to Clinisys within 30 days of termination.  Clinisys will use reasonable efforts to work with Client to extract Client Data from the SaaS 
in accordance with Clinisys’ then-current fees and policies. 

(e) Notwithstanding Sections 10.2(b), (c) and (d), Clinisys or Client may retain any of the other’s Confidential Information for regulatory or legal 
purposes, and such copies will be subject to the obligations of confidentiality hereunder. 

11 GENERAL PROVISIONS 
11.1 Governing Law and Disputes. The laws of the State of Arizona govern this Agreement without regard to the conflict of laws principles. The Parties 

agree to attempt in good faith to informally resolve any disputes arising out of this Agreement by negotiation between executives who have authority 
to settle the dispute.  In the event a dispute remains unresolved following informal negotiation, the Parties agree to submit the dispute to binding 
arbitration in the defending Party’s jurisdiction, with each Party bearing its own costs.  This Agreement is not subject to the United Nations Convention 
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on Contracts for the International Sale of Goods. 
11.2 Survival. All provisions survive termination of this Agreement except those requiring performance only during the Term. 
11.3 Entire Agreement, Amendment, Waiver, Conflict. This Agreement, any Order(s) and any attachments, amendments or addenda thereto constitute 

the entire agreement between Clinisys and Client regarding the subject matter hereof and supersedes all previous oral and written communication 
or understanding of  

11.4 the Parties. No amendment to this Agreement or additional terms contained in Client’s purchase order will bind either party unless agreed in writing 
signed by authorized representatives of Clinisys and Client.  Either party’s failure to enforce a breach or exercise any right provided hereunder will 
not constitute a waiver of such breach, successive breach, or any right.  Except as otherwise expressly stated in an applicable Order, in the event of 
a conflict between documents, the following order of precedence will control: (1) Agreement; (2) Order, excluding any attachments and (3) any 
attachments to an Order. 

11.5 Severability. Any provision of this Agreement deemed invalid or unenforceable will be limited, modified, or severed to the extent necessary, to 
eliminate its invalidity or unenforceability, and all other provisions of this Agreement will remain in full force and effect. 

11.6 Assignment. Client may not assign this Agreement in whole or in part without the prior written consent of Clinisys, except as otherwise permitted by 
applicable law.  In the case of any permitted assignment, this Agreement will be binding upon, and inure to the benefit of, permitted assigns.  An 
assignment by Client hereunder may require additional fees in the event that the proposed assignment is to an assignee of a size and complexity 
that is greater than Client and for which such assignee desires increased use and/or access. 

11.7 Export. Client hereby agrees not to, directly or indirectly, export or transmit any of Clinisys’ Confidential Information to any country, entity or individual 
to which such transmission is restricted by applicable law. 

11.8 License to the Government. If any Software or Third Party Software is acquired by or on behalf of a unit or agency of the United States Government, 
the Government agrees such Software or Third Party Software is "commercial computer software" or "commercial computer software documentation" 
and that, absent a written agreement with Clinisys to the contrary, the Government's rights with respect to such Software are, in the case of civilian 
agency use, Restricted Rights, as defined in FAR §52.227.19, and if for Department of Defense use, limited by the terms of this Agreement, pursuant 
to DFARS §227.7202. 

11.9 Force Majeure. If either party cannot perform any of its obligations under this Agreement due to any cause beyond such party’s reasonable control 
and without its fault or negligence, the affected party's performance will be extended for the period of delay or inability to perform due to such 
occurrence, and provided further if such condition continues for a period of one hundred eighty (180) days, either party may terminate this Agreement.  
This provision will not apply to payment obligations, except those that are discharged due to such termination. 

11.10 Relationship. Each of Clinisys and Client agree that the other party is not an agent, representative, employer or employee of the other, nor are they 
joint venturers or partners for any purpose. 

11.11 Third Party Beneficiaries. There are no intended third party beneficiaries of this Agreement except providers of Third Party Software for which there 
are no published third party use terms. 

11.12 Compliance, Audits. During the Term and for one (1) year following termination, Client agrees that Clinisys or an independent auditor may perform 
an audit and/or request records to verify Client’s compliance with the terms of this Agreement. If the audit reveals any noncompliance, Client will 
reimburse Clinisys for the reasonable costs and expenses incurred, and Client will promptly cure any noted noncompliance, including payment of 
fees payable from the first date of noncompliance. 

11.13 HHS Audit Right. Until the expiration of four (4) years after the furnishing of products and services hereunder, Clinisys shall make available, upon 
written request of the Secretary (defined in Schedule C), the Comptroller General, or any of their duly authorized representatives, this Agreement 
and books, documents and records are necessary to certify the nature and extent of the costs for which Client seeks reimbursement.  Clinisys further 
agrees if it carries out any of the duties of this Agreement through a subcontract with a value of ten thousand dollars ($10,000) or more over a twelve 
(12) month period with a related organization, such subcontract shall contain a clause similar to this Section 11.14. 

11.14 Notices. Official communications between Clinisys and Client must be in English, addressed to the attention of the relevant party’s legal department 
at the address specified below and either personally delivered or sent via a tracked delivery service. Notices are effective upon receipt. 

For Clinisys:     For Client: 
3300 E. Sunrise Drive    As specified in the Order 
Tucson, Arizona 85718 
 

11.15 Required Reporting. To the extent required by 42 C.F.R. § 1001.952(h) (the Anti-Kickback Statute discount safe harbor regulations) or other 
applicable laws and regulations, in the event any of the prices set forth in an Order reflect discounts, Client must fully and accurately reflect in cost 
reports or other submissions to federal healthcare programs all such discounts and, upon request by the Secretary or a state agency, must make 
available information provided to Client by Clinisys concerning such discounts. 

11.16 Compliance with Laws. Each party must comply with all state, national and foreign laws applicable to its obligations under this Agreement.  Client 
agrees it is solely responsible for ensuring its organization and practices comply with applicable data security and privacy regulations. 

11.17 Interpretation. The headings are for reference only and will not control or affect the meaning or construction of any provision of this Agreement. No 
presumption or interpretation for or against either party shall arise based on the drafting of this Agreement. 
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SCHEDULE A 
SAAS TERMS 

 
In consideration of Client’s payment of all applicable Fees, Clinisys grants Client the rights and Client accepts the obligations set forth herein. The terms in this 
Schedule B apply to SaaS provided to Client under an Order during the specified Term of such Order. 
 

A.1 Rights. 
A.1.1 Access and Use. During the Term, Clinisys grants to Client a non-exclusive, non-assignable, non-transferable and limited right for Client and its 

Authorized Users to access and use the SaaS identified on each Order, solely for Client’s and/or its Authorized Users’ own business purposes, in 
accordance with the limitations herein and in the Order.  Client agrees it will be responsible for, and will enforce these terms against, its Authorized 
Users access and use of the SaaS. 

A.1.2 Copies. Client may make a reasonable number of copies of the Documentation solely to support use of the SaaS. All proprietary rights and notices 
must be reproduced and included on such copies. 

A.1.3 External Information. The SaaS may contain links to or content from third party information sources (External Information).  Client understands 
and agrees External Information is provided by Clinisys solely for convenience and that Client’s and its Authorized Users’ use of External Information 
is subject exclusively to the terms of the relevant provider’s licensing terms. Clinisys makes no warranties of any kind as to the External Information, 
including merchantability or fitness for a particular purpose, nor does Clinisys accept any liability with respect to the External Information. 

A.2 Restrictions. Except as otherwise expressly permitted in this Agreement, Client and/or its Authorized Users may not, and they may not allow any 
other person to, directly or indirectly: 

A.2.1 use the SaaS in excess of the limitations as stated in an Order; 
A.2.2 copy, republish or make the SaaS available to any person other than an Authorized User, including providing service bureau, time-sharing or other 

computer hosting services to third parties; 
A.2.3 remove, modify, or obscure any copyright, trademark or other proprietary notices contained in the SaaS; 
A.2.4 change, alter, translate, reverse engineer, decompile, disassemble, modify, create derivative works of, or otherwise attempt to derive the Source 

Code of the SaaS; 
A.2.5 use or facilitate use of the SaaS in any way that is harassing, harmful, obscene, threatening, libelous, or otherwise tortious, or for illegal, abusive, or 

unethical activities (including violations of law or privacy, hacking or computer viruses); 
A.2.6 collect any information from the SaaS using "web-bots", "scraping", "crawling", "spidering", or any other method not explicitly approved in writing by 

Clinisys;  
A.2.7 provide, post, or transmit any data infringing or violating any intellectual property rights or publicity/privacy rights, or containing any viruses or 

programming routines that may damage, interrupt, or appropriate the SaaS; 
A.2.8 use any of Clinisys’ Confidential Information to create any product or service similar to or competitive with the SaaS;  
A.2.9 operate the SaaS on any User System not meeting the System Requirements;  
A.2.10 use the SaaS in any manner that violates the terms of this Agreement, including in violation of any applicable law, regulation or commonly accepted 

standards of network and application usage; or 
A.2.11 alter in any way any Source Code and/or any controls enabling or restricting access to the SaaS.  

Breach of any of the foregoing restrictions is a material breach of this Agreement, voids all Clinisys warranties as to the SaaS and relieves Clinisys 
of any obligation to provide Support. 

A.3 Client Responsibilities. 
A.3.1 Assistance. Client must provide commercially reasonable information and assistance to Clinisys to enable Clinisys to deliver the SaaS, Support and 

Services. 
A.3.2 User System. Client must procure and support any User System and provide Clinisys with access to the User System at any time such access is 

needed for Clinisys to perform its responsibilities under this Agreement.  Client’s failure to provide access as required herein will result in suspension 
of any performance by Clinisys of its responsibilities and relieve Clinisys of any related contractual obligation to perform its responsibilities for so long 
as such access is not provided. 

A.3.3 Permissions. Client must obtain all necessary permissions from the owners and/or subjects of the Client Data prior to uploading any Client Data to 
the SaaS. Client is solely responsible for the collection, input and update of all Client Data stored and used on the SaaS or provided or made available 
to Clinisys for Support purposes.  Client agrees to secure any consents required for any other personally identifiable information necessary for 
exchange with Clinisys in the performance of this Agreement. 

A.3.4 Data Audit and Testing. Prior to Live Operation, Client must audit its Client Data, including but not limited to patient results and billing transactions, 
to ensure the integrity of the data imported into the SaaS. Client will have sole responsibility for the accuracy and/or adequacy of information imported 
into the SaaS. Client will perform its own testing for the SaaS, including testing the file setup and Updates, prior to utilizing them in Live Operation. 
Client’s use of the SaaS in Live Operation will constitute Client’s acceptance. 

A.3.5 Updates. In accordance with Section A.3.1 of this Schedule B, Client will cooperate with Clinisys in the installation and use in Live Operation of 
Updates.  Failure or refusal of Client to accept such Updates is a material breach of this Agreement. 

A.3.6 System Manager. Client will maintain a full-time, qualified individual who is responsible for the day-to-day coordination of the operation and proper 
functioning of the SaaS.  If Clinisys is required to provide system management services to Client due to lack of Client resources, Client agrees to pay 
on a time and materials basis at Clinisys’ then-current rates for such services.  Client understands and agrees the fees for any system management 
services will be in addition to Client’s fees for Support. 

A.3.7 Training. Client agrees all Authorized Users will receive training by Client or Clinisys prior to using the SaaS. Client is responsible for documenting 
its own internal policies and procedures relating to the use of the SaaS and agrees such policies and procedures will be available to the Authorized 
Users prior to Live Operation. 

A.3.8 License from Client. Client grants to Clinisys and its licensors a limited, royalty-free, non-exclusive and non-transferable license to copy, 
electronically store, configure, implement, process, display and transmit Client Data solely as necessary to provide the SaaS and Support to Client 
and its Authorized Users. 

A.3.9 Rules-Based Services. Client agrees and acknowledges the content of any algorithms, and any corresponding results and actions, are solely 
Client’s responsibility. While Clinisys may offer consulting, training and/or predefined algorithms and rules to implement certain parameters for 
processing patient test results, Client agrees the final identified parameters will at all times be determined by, and be the sole responsibility of, Client.  

 
A.4 Support. Clinisys will provide the following Support during the Term. 
A.4.1 Provision of Services. Except as otherwise provided in Section A.3 (Client Responsibilities), Clinisys is responsible for providing all equipment, 

servers, software, and communications to provide the Services under this Agreement. 
A.4.2 Availability and Response. Clinisys will provide Support for the most current and one prior Release of SaaS made generally available, on a twenty-

four (24) hour per day, 365 days per year basis.  Clinisys will use reasonable efforts to respond to any request for Support within one (1) hour for 
Critical Problems, within one and a half (1.5) hours for Urgent Problems and no later than the next business day for Routine Problems (defined 
below). Clinisys and Client will jointly determine the category of problem based on each Party’s professional discretion and all the facts available.  
Clinisys’ response to Critical Problems, Urgent Problems or Routine Problems may be in person, via telephone conversation with the Client, on-line 
or by communication with the relevant SaaS. All requests for Support will be documented by Clinisys with time and date of reported incident, 
description of the reported incident, and explanation of Support services performed. 
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A.4.2.1 Critical Problems means Errors completely preventing use of the SaaS with no immediately available, reasonable workaround (i.e.: 
SaaS is down or unavailable for use, or the Error poses a risk to patient care); 

A.4.2.2 Urgent Problems means Errors severely limiting normal use of the SaaS with no available, reasonable workaround (i.e., inability to print 
reports); and 

A.4.2.3 Routine Problems means Errors or any other issue not defined as a Critical Problem or Urgent Problem. 
A.4.3 Updates. Clinisys will provide all Updates made by Clinisys to the SaaS.  If produced, updated Documentation will be made available to Client before 

any change to the SaaS is made. 
A.4.4 Support Exclusions. Client understands that while Fees will continue to accrue, Clinisys is under no obligation to provide SaaS that has been: (i) 

altered or modified by Client or any third party without Clinisys’ prior written approval or; (ii) specifically designated as end of support or similarly 
described (EOS); however, Support for the EOS SaaS will continue for at least one (1) year after the EOS announcement and Fees will cease for 
any EOS SaaS after such time.  Clinisys is not responsible for: (w) procurement, support or maintenance of the User System; (x) the transmission of 
order and results information by Client or any Authorized User to the SaaS; (y) any Authorized User’s access to the SaaS, or (z) any data supplied 
by Client or any Authorized User. 

A.5 Uptime. Clinisys will provide continuous service and access to the SaaS with 99% up-time per month, excluding scheduled maintenance and repairs 
(Uptime). Clinisys will use commercially reasonable efforts to restore access to the SaaS as soon as reasonably possible in the event of an 
interruption or suspension of service or access to the SaaS.   

A5.1 Uptime Exclusions. Client acknowledges and agrees that Clinisys will not be responsible for failure to meet Uptime due to (i) outages caused by 
the failure of a public telecommunications network or internet service provider; (ii) the negligent, grossly negligent or willful actions of Client or its 
Authorized Users or any other third party; (iii) errors in coding in or any other aspect of the electronic files containing information supplied by Client 
or its Authorized Users; (iv) unauthorized use or misuse of the SaaS; (v) Client’s failure to provide connectivity as required under the Agreement; or 
(iv) unavailability due to any matter beyond Clinisys’ reasonable control. 

A5.2 Uptime Remedy. In the event the SaaS fails to meet Uptime in any month, Clinisys shall credit to Client's account a pro-rata portion of the SaaS 
Fees paid by Client attributable to such period.  Such credit shall be Client’s sole and exclusive remedy for such failure of Uptime. Client must 
exercise its right to such credit by providing written notice to Clinisys not later than thirty (30) days after the close of the month in which the Uptime 
failure occurred.  

A.6 SaaS Functionality. Clinisys reserves the right to integrate any new functionality, modifications or reliability or performance improvements into the 
SaaS without prior approval of Client, so long as such modifications do not adversely affect Client's use of the SaaS in a material manner. Whenever 
possible, Clinisys will provide Client with reasonable advance notice of such changes. In the case of an emergency or other urgent circumstance that 
does not allow for adequate prior notice, Clinisys will inform Client of such changes as soon as possible after they are implemented. 

A.7 Additional Modifications. Subject to additional Fees at Clinisys’ sole discretion, Clinisys agrees to make applicable SaaS delivered under this 
Agreement compliant with applicable federal regulatory requirements, which are technically feasible and commercially reasonable.  Client agrees 
that such requirements may be resolved through workflow processes until an automated solution is achieved, where possible. 

A.8 Statistical Information. Clinisys may anonymously compile statistical information related to the performance of the SaaS for purposes of improving 
the SaaS, provided such information does not identify Client, its Authorized Users, or any Client Data. 
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SCHEDULE B 
BUSINESS ASSOCIATE AGREEMENT 

THIS BUSINESS ASSOCIATE AGREEMENT (BAA) is attached to and made part of the Agreement between Clinisys (Business Associate, within this BAA) 
and Client (Covered Entity, within this BAA). Covered Entity and Business Associate are individually a Party and jointly the Parties. 
RECITALS 
A. Covered Entity and Business Associate entered into the Agreement pursuant to which Covered Entity may disclose to Business Associate certain 

information which may constitute Protected Health Information (defined below). 
B. Covered Entity and Business Associate intend to protect the privacy and provide for the security of PHI disclosed to Business Associate pursuant to 

the Agreement in compliance with (i) the Health Insurance Portability and Accountability Act of 1996, Public Law No. 104-191 (HIPAA); (ii) Subtitle 
D of the Health Information Technology for Economic and Clinical Health Act (HITECH Act); and (iii) regulations promulgated thereunder by the U.S. 
Department of Health and Human Services, including the HIPAA Omnibus Final Rule, (collectively, the HIPAA Final Rule). 

C. The purpose of this BAA is to satisfy certain standards and requirements of HIPAA, the Privacy Rule and the Security Rule (as those terms are 
defined below), and the HITECH Act, including, but not limited to, Title 45, §§ 164.314(a)(2)(i), 164.502(e) and 164.504(e) of the Code of Federal 
Regulations (C.F.R.). 

B.1 Definitions. 
B.1.1 Electronic Protected Health Information or ePHI has the meaning given to such term under the Privacy Rule and Security Rule, including, but not 

limited to, 45 C.F.R. § 160.103, as applied to the information Business Associate creates, receives, maintains, or transmits from or on behalf of 
Covered Entity. 

B.1.2 Individual has the same meaning as such term in 45 C.F.R. § 160.103, including a person who qualifies as a personal representative in accordance 
with 45 C.F.R § 164.502(g). 

B.1.3 Privacy Rule means the Standards for Privacy of Individually Identifiable Health Information at 45 C.F.R. Part 160 and Part 164, Subparts A and E. 
B.1.4 Protected Health Information or PHI will have the same meaning as such term in 45 C.F.R § 160.103, as applied to the information created, 

received, maintained, or transmitted by Business Associate from or on behalf of Covered Entity. 
B.1.5 Secretary means the Secretary of the Department of Health and Human Services or his or her designee. 
B.1.6 Security Rule means the Security Standards at 45 C.F.R Part 160 and Part 164, Subparts A and C. 

Capitalized terms used in this BAA and not otherwise defined herein will have the meaning set forth in the Privacy Rule, the Security Rule, and the 
HIPAA Final Rule, which definitions are incorporated in this BAA by reference. 

B.2 Permitted Uses and Disclosures of PHI. 
B.2.1 Uses and Disclosures of PHI. Except as otherwise limited in this BAA, Business Associate may use or disclose PHI to perform functions, activities, 

or services for, or on behalf of, Covered Entity as specified in the Agreement, provided such use or disclosure would not violate the Privacy Rule if 
done by Covered Entity. 

B.2.2 Permitted Uses of PHI. Except as otherwise limited in this BAA, Business Associate may use PHI for the proper management and administration 
of Business Associate or to carry out its legal responsibilities. 

B.2.3 Permitted Disclosures of PHI. Except as otherwise limited in this BAA, Business Associate may disclose PHI for the proper management and 
administration of Business Associate, provided the disclosures are Required by Law or Business Associate obtains reasonable assurances from the 
person to whom the information is disclosed that it will remain confidential and will be used or further disclosed only as Required by Law or for the 
purpose for which it was disclosed to the person, and the person agrees to notify Business Associate of any instances of which it is aware in which 
the confidentiality of the information has been breached. 

B.2.4 Performance of Covered Entity’s Obligations. To the extent Business Associate is to carry out Covered Entity’s obligation under the Agreement, 
Business Associate will comply with the requirements of HIPAA that apply to Covered Entity in the performance of such obligation. 

B.2.5  Data Aggregation. Except as otherwise limited in this BAA, Business Associate may use PHI to provide Data Aggregation services for Covered 
Entity as permitted by 45 C.F.R. § 164.504(e)(2)(i)(B). 

B.2.6 De-identified Data. Business Associate may de-identify PHI in accordance with the standards set forth in 45 C.F.R. § 164.514(b) and may use or 
disclose such de-identified data unless prohibited by applicable law. 

B.3 Obligations of Business Associate. 
B.3.1 Appropriate Safeguards. Business Associate will use appropriate safeguards suitable to Business Associate’s size, the complexity of its operations 

and the nature and scope of its activities, to protect against reasonably foreseeable risks to the security, confidentiality and integrity of PHI and will 
comply with the Security Rule with respect to ePHI.  Except as expressly provided in the Agreement or this BAA, Business Associate will not assume 
any obligations of Covered Entity under the Privacy Rule. To the extent Business Associate is to carry out any of Covered Entity’s obligations under 
the Privacy Rule as expressly provided in the Agreement or this BAA, Business Associate will comply with the requirements of the Privacy Rule that 
apply to Covered Entity in the performance of such obligations. 

B.3.2  Reporting of Improper Use or Disclosure, Security Incident or Breach. Business Associate will report to Covered Entity any use or disclosure 
of PHI not permitted under this BAA, Breach of Unsecured PHI or any Security Incident, without unreasonable delay, and in any event no more than 
ten (10) days following discovery; provided, however, the Parties acknowledge and agree this Section constitutes notice by Business Associate to 
Covered Entity of the ongoing existence and occurrence of attempted but Unsuccessful Security Incidents.  Unsuccessful Security Incidents 
include, but are not limited to, pings and other broadcast attacks on Business Associate’s firewall, port scans, unsuccessful log-on attempts, denials 
of service and any combination of the above, so long as no such incident results in unauthorized access, use or disclosure of PHI.  Business 
Associate’s notification to Covered Entity of a Breach will include all information required in 45 C.F.R. § 164.404. 

B.3.3 Business Associate’s Agents. Business Associate will enter into a written agreement with any agent or subcontractor that creates, receives, 
maintains, or transmits PHI on behalf of Business Associate for services provided to Covered Entity upon restrictions and conditions substantially 
similar to those that apply through this BAA to Business Associate with respect to such PHI. 

B.3.4 Access to PHI. To the extent Business Associate possesses PHI in a Designated Record Set, Business Associate agrees to make such information 
available to Covered Entity pursuant to 45 C.F.R. § 164.524, within ten (10) business days of Business Associate’s receipt of a written request from 
Covered Entity; provided, however, Business Associate is not required to provide such access where the PHI contained in a Designated Record Set 
is duplicative of the PHI contained in a Designated Record Set possessed by Covered Entity. 

B.3.5 Amendment of PHI. To the extent Business Associate possesses PHI in a Designated Record Set, Business Associate agrees to make such 
information available to Covered Entity for amendment pursuant to 45 C.F.R. § 164.526 within twenty (20) business days of Business Associate’s 
receipt of a written request from Covered Entity. 

B.3.6 Documentation of Disclosures. Business Associate agrees to document such disclosures of PHI and information related to such disclosures as 
would be required for Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance with 45 C.F.R. 
§ 164.528. 

B.3.7 Accounting of Disclosures. Business Associate agrees to provide to Covered Entity, within twenty (20) business days of Business Associate’s 
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receipt of a written request from Covered Entity, information collected in accordance with Section 3.6 of this BAA, to permit Covered Entity to respond 
to a request by an Individual for an accounting of disclosures of PHI in accordance with 45 C.F.R. § 164.528. 

B.3.8 Individual Requests. If an Individual submits a written request for amendment pursuant to 45 C.F.R. § 164.526, for access pursuant to 45 C.F.R. § 
164.524 or for an accounting pursuant to 45 C.F.R. § 164.528, Business Associate will forward such request to Covered Entity within ten (10) days. 

B.3.9 Government Access to Records. Business Associate will make its internal practices, books and records relating to the use and disclosure of PHI 
available to the Secretary for purposes of the Secretary determining Covered Entity’s compliance with the Privacy Rule and the Security Rule. 

B.3.10 Mitigation. To the extent practicable, Business Associate shall mitigate a harmful effect known to Business Associate of a use of disclosure of PHI 
by Business Associate not permitted by this BAA. 

B.3.11 Minimum Necessary. Business Associate will request, use, and disclose the minimum amount of PHI necessary to accomplish the purpose of the 
request, use or disclosure, in accordance with 45 C.F.R § 164.514(d). 

B.3.12 Prohibited Conduct. Except as permitted by the Privacy Rule, Business Associate will not receive, directly or indirectly, any remuneration in 
exchange for any individual’s PHI and will not use any individual’s PHI for marketing or research purposes. 

B.4 Obligations of Covered Entity. 
B.4.1 Notice of Privacy Practices. Covered Entity will notify Business Associate of any limitation(s) in its notice of privacy practices in accordance with 

45 C.F.R § 164.520, to the extent such limitation may affect Business Associate’s use or disclosure of PHI. 
B.4.2 Individual Permission. Covered Entity will obtain any consent or authorization that may be required by the Privacy Rule, or applicable state law, 

prior to furnishing Business Associate with PHI. Covered Entity will notify Business Associate of any changes in, or revocation of, permission by an 
Individual to use or disclose PHI, or restriction on the use or disclosure of PHI, to the extent such changes may affect Business Associate’s use or 
disclosure of PHI. 

B.4.3 Minimum Necessary Disclosure. The Covered Entity will provide to Business Associate only the minimum necessary PHI (as described in 45 
C.F.R. 164.502(b)) required for Business Associate to perform its obligations under the Agreement(s). 

B.5 Term and Termination. 
B.5.1 Term. The term of this BAA will commence as of the Effective Date and will terminate when all PHI is destroyed or returned to Covered Entity.  If it 

is infeasible to return or destroy PHI, Business Associate will extend the protections to such information, in accordance with Section 5.3. 
B.5.2 Termination for Cause. Upon either Party’s knowledge of a material breach of this BAA by the other Party, such Party may terminate this BAA 

immediately if cure is not possible.  Otherwise, the non-breaching Party will provide written notice to the breaching Party detailing the nature of the 
breach and providing an opportunity to cure within thirty (30) business days.  Upon the expiration of such thirty (30) day cure period, the non-
breaching Party may terminate this BAA if the breaching Party does not cure the breach.  If termination is not feasible, the non-breaching Party may 
report the breach or violation to the Secretary. 

B.5.3 Effect of Termination. 
 5.3.1 Except as provided in Section 5.3.2, upon termination of the Agreement or this BAA, Business Associate will return or destroy all PHI 

and will retain no copies of the PHI.  This provision will apply to PHI in the possession of subcontractors or agents of Business Associate. 
 5.3.2 If it is infeasible for Business Associate to return or destroy the PHI, Business Associate will: (a) extend the protections of this BAA to 

such PHI and (b) limit further uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for so long as 
Business Associate maintains such PHI. 

B.6 Indemnification. 
B.6.1 Business Associate will defend and indemnify Covered Entity, and its officers, directors, employees and agents from all claims, suits, actions and 

direct and actual costs (including reasonable attorneys’ fees), monetary penalties, and damages incurred by them as a result of any breach of this 
BAA caused by Business Associate or its agents or subcontractors. 

B.7 Survival. 
B.7.1 The respective rights and obligations of Business Associate under Section 5.3 of this BAA will survive the termination of this BAA and the Agreement. 

B.8 Amendment. 
B.8.1 This BAA may be modified, or any rights hereunder waived, only in writing between the Parties.  If any provision of the HIPAA Final Rule is amended 

affecting the obligations contained herein, the Parties agree to negotiate in good faith amendments to this BAA to give effect to such revised 
obligations. 

B.9 Effect of BAA. 
B.9.1 In the event of any inconsistency between this BAA and the Agreement, the provisions of this BAA will control with respect to the subject matter 

hereof. This BAA will be interpreted to permit the Parties to comply with HIPAA and the HIPAA Final Rule. 

B.10 Entire Agreement. 
B.10.1 This BAA is the complete and exclusive agreement between the Parties with respect to the subject matter hereof, superseding and replacing all prior 

agreements, communications, and understandings (written and oral) regarding its subject matter. 
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ATTACHMENT E: ONE.NETWORK SOFTWARE SUBSCRIPTION AGREEMENT  

This Software Subscription Agreement (“Agreement”) is entered into between One Network USA, Inc, a company 
incorporated in the State of Delaware (“one.network”), and the Participating Entity (“Customer”), solely in connection 
with the NASPO ValuePoint Cloud Solutions Agreement. The parties agree that, notwithstanding any provisions 
appearing in the NASPO Cloud Agreement, this Agreement will control where there is no conflict; in the event of 
conflict, the NASPO Cloud Agreement will control.  

1. ORDER PROCESS  

1.1 Customer may request Services by executing a written Order Form. The Order Form shall only be deemed 
to be accepted by one.network when one.network issues a written acceptance that is also executed by 
one.network. one.network shall be free to accept or decline each Order Form in its own discretion. 

1.2 The following are expressly incorporated into each Agreement by reference and form part of this 
Agreement to which it applies: 

1.2.1 The relevant Services Specification(s) which have the same name as the Services specified in 
the Order Form; 

1.2.2 such other service specific terms as may be specified in the relevant Order Form from time to 
time. 

1.3 Unless the Order Form specifically states otherwise, if there is an inconsistency between any of the 
documents comprising this Agreement, the following, descending order of precedence shall apply: (i) the 
Order Form; (ii) any Services Specifications that apply to that part of the Services; (iii) this Agreement. 

2. COMMENCEMENT AND DURATION 

2.1 Each Order Form shall become legally binding once accepted and executed by one.network in writing 
(“Effective Date”) and, unless earlier terminated in accordance with this Agreement, shall continue until 
the Licence Commencement Date and then for such minimum term as may be expressed in the Order 
Form (“Initial Period”). Upon expiry of the Initial Period the Order Form shall automatically renew for a 
period of equal length to the Initial Period, or as otherwise stated on the applicable Order Form (“Renewal 
Term”) unless Customer or one.network have given written notice of non-renewal at least three (3) months 
prior to the end of the Initial Period or Renewal Term (as applicable).  

3. LICENCES AND IPR OWNERSHIP 

3.1 The Services, the one.network IP (and any part thereof) and all Intellectual Property Rights therein shall 
belong to and remain the property of one.network. All Intellectual Property Rights in any modifications to 
the Services (including modifications of the underlying software and algorithms), whether made by or on 
behalf of one.network independently of this Agreement, pursuant to its terms or otherwise in the course of 
this Agreement, shall belong to and remain the property of one.network. one.network and its licensors 
reserve any and all rights (including Intellectual Property Rights) in and to the Services other than the 
limited licence rights expressly granted in this Agreement. 

3.2 As between one.network and Customer all intellectual property rights in the Customer Data shall be owned 
by Customer. Customer hereby grants (and shall procure the grant of) a perpetual, non-exclusive, 
irrevocable, worldwide, royalty-free, sub-licensable (to one.network’s subcontractors and third-party 
providers) licence for one.network (and its subcontractors to use on one.network’s behalf) to use, 
reproduce, distribute, prepare derivative works of, display Customer Data in connection with the provision 
of the one.network Service to Customer. Nothing in this Agreement (including this clause) shall be 
considered to place any limit on one.network’s use of any Customer Data to the extent such data is also 
available to one.network from another source (including open data sources). 

3.3 Customer acknowledges and agrees that certain Customer Data Customer uploads to the Services will 
become publicly available and/or accessible (both via the one.network Service or otherwise), and that such 
Customer Data may be used by other users of the one.network Service for their internal business purposes 
and provided by us to third parties including providers and users of satellite navigation systems, and public 
authorities (including road traffic authorities) for their own business purposes. For the avoidance of doubt, 
no personal data will be made publicly available and/or accessible.   

3.4 Subject to payment by Customer of the Charges and its compliance with the terms of this Agreement, 
one.network hereby grants to Customer a non-exclusive, non-transferable, non-sublicensable (except as 
expressly stated in this Clause) and revocable right from the Licence Commencement Date and then 
during the Order Term for Customer and its End Users (on Customer’s behalf): 

3.4.1 to access and use the Services only for the purposes and only in the manner described in the 
relevant Services Specification for those Services, which if not otherwise stated will be use for the 
internal business purposes of the Customer only; 

3.4.2 to make and use only such number of copies of the Documentation as is reasonably necessary 
for Customer’s use of the Services in accordance with this Agreement. 
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3.5 For the avoidance of doubt and without limitation, the licences granted under Clause 3.4 do not permit 
Customer to: 

3.5.1 allow access to the Services by, or grant any sub-licence to the Services to, any Third Party 
(including any Affiliate of the Customer, or its or their Third Party service providers) except as 
expressly agreed in an Order Form; and/or 

3.5.2 use itself or grant any sub-licence to the object code or source code of the Services, which shall 
remain hosted by or on behalf of one.network at all times.  

3.6 Customer shall be responsible for all acts and omissions of End Users during their usage of the Services 
and any such act or omission that would breach the terms of this Agreement had the same been 
undertaken by Customer shall be deemed to be a breach by the Customer of the relevant provision(s) of 
this Agreement. 

3.7 Except to the extent permitted by this Agreement, or otherwise prohibited from being restricted by 
applicable law, Customer shall not, and shall procure that no party to which Customer grants access to the 
Services (including any one.network IP) shall: 

3.7.1 copy, reproduce, publish, distribute, combine, modify, create derivative works of, sell, resell, or in 
any way commercially exploit any part of the Services; 

3.7.2 copy, frame or mirror any part of the Services or access the Services to copy its features, 
functions, data or graphics to develop a competing service, or attempt to gain access to Third 
Party data contained within the Services; 

3.7.3 reverse engineer, decompile, translate, disassemble or attempt to discover any source code or 
underlying ideas or algorithms in the Services (or any part of it); 

3.7.4 use the Services in any manner which infringes any law or regulation (including any applicable 
export control laws or regulations) or which infringes the rights of any Third Party under the laws 
of any jurisdiction;  

3.7.5 post, link to or transmit through the Services, any material, which is unlawful, or that contains a 
virus or other hostile computer program; 

3.7.6 use the Services for High Risk Activities;  
3.7.7 attempt to create a substitute or similar service through use of or access to the Services; 
3.7.8 remove or obscure any copyright, trademark notice, or restrictive legend;  
3.7.9 incorporate the Content as a core part of printed matter that is redistributed for a fee; or 
3.7.10 use the Services in a manner that gives access to mass downloads or bulk feeds of any Content. 

3.8 If Customer or any of its personnel including any End User, provides comments, suggestions, ideas, or 
other information or materials regarding the Services (“Feedback”) to one.network, one.network may use, 
modify, and incorporate such Feedback to improve or enhance the Services or its other products and 
services, and Customer hereby grants to one.network a non-exclusive, perpetual, irrevocable, 
transferable, sublicensable, worldwide and royalty-free license to use, reproduce, disclose, sublicense, 
distribute, modify, and otherwise exploit such Feedback without restriction and without any obligation to 
provide attribution or compensation to Customer. 

3.9 one.network provides the Services, including any related software, data, and technology, for ultimate 
government end use solely in accordance with the following: the government hereby agrees that the 
Services qualifies as “commercial” computer software. Government technical data and software rights 
related to the Services include only those rights customarily provided to the public as defined in this 
Agreement. This customary commercial license is provided in accordance with FAR 12.211 (Technical 
Data) and FAR 12.212 (Software) and, for Department of Defense transactions, DFAR 252.227-7015 
(Technical Data – Commercial Items) and DFAR 227.7202-3 (Rights in Commercial Computer Software 
or Computer Software Documentation). If a government agency has a need for rights not granted under 
these terms, it must negotiate with one.network to determine if there are acceptable terms for granting 
those rights, and a mutually acceptable written addendum specifically granting those rights must be 
included in any applicable agreement. 

4. TECHNICAL SUPPORT 

4.1 Subject to the Customer’s payment of all due and payable Charges and its compliance with this 
Agreement, one.network shall provide technical support for the Services to the Customer in accordance 
with the SLA during the Order Term. 

5. CHARGES AND PAYMENT 

5.1 All Charges are exclusive of applicable sales tax and any other applicable taxes which shall be payable by 
the Customer at the prevailing rate in addition to the Charges. one.network may change the Charges for 
the Service by giving Customer advance notice of changes before they apply in accordance with Clause 
14.1. 
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5.2 Unless otherwise agreed in the Order Form, charges are payable in full in advance and all Charges are 
due 30 days from the invoice date. The Customer shall make all payments by electronic transfer in 
accordance with the instructions set out in the invoice without any set off or withholding. 

5.3 The Customer will be responsible for all reasonable expenses (including legal fees) incurred by 
one.network in collecting overdue amounts, except where such overdue amounts are due to one.network’s 
billing inaccuracies. one.network shall have the right to charge interest at the rate of 2% per annum from 
the due date until the date of actual payment, whether before or after judgment, on any Charges which are 
overdue. 

5.4 No terms and conditions contained in or referred to in any purchase order issued by the Customer shall 
apply to or shall modify this Agreement and any terms or conditions in any such purchase order are of no 
legal force or effect. 

6. CONFIDENTIALITY 

6.1 Each Party may have access to Confidential Information of the other Party under this Agreement. A Party’s 
Confidential Information shall not include information that: 

6.1.1 is or becomes publicly known through no act or omission of the receiving Party; or 
6.1.2 was in the receiving Party’s lawful possession prior to the disclosure; or 
6.1.3 is lawfully disclosed to the receiving Party by a Third Party without restriction on disclosure; or 
6.1.4 is independently developed by the receiving Party without use of or reference to the disclosing 

Party’s Confidential Information (and such independent development can be shown by written 
evidence).  

6.2 Notwithstanding anything to the contrary, receiving Party may disclose Confidential Information to the 
extent such Confidential Information is required to be disclosed by law, by any court of competent 
jurisdiction or by any regulatory or administrative body or other regulations provided that in each case the 
Party required to provide disclosure shall provide reasonable advance notice to the other Party if lawfully 
permitted. 

6.3 Each Party shall hold the other Party’s Confidential Information in confidence and (i) not make the other’s 
Confidential Information available to any Third Party except those of its employees and agents who need 
such access to perform obligations under this Agreement and who are bound by confidentiality obligations 
substantially similar to those set forth in this Agreement, and (ii) use the other’s Confidential Information 
for any purpose other than the implementation of this Agreement.  

6.4 Each Party agrees to take all reasonable steps to ensure that the other Party’s Confidential Information to 
which it has access is not disclosed or distributed by its employees or agents in violation of the terms of 
this Agreement.  

6.5 one.network shall be permitted to disclose or permit access to Customer’s Confidential Information also to 
its Affiliates and subcontractors and to their employees and independent contractors, provided that their 
access or use otherwise satisfies the requirements set out in Clauses 6.3 and 6.4. The Customer agrees 
that one.network may publicly announce and list the Customer as a customer of one.network (including on 
one.network’s website). 

6.6 This Clause 6 shall survive termination of this Agreement and each Order Form for any reason.  

6.7 Nothing in this Clause 6 shall prevent the use or disclosure of any Customer Data where otherwise 
permitted by this Agreement.   

7. WARRANTIES AND REPRESENTATIONS 

7.1 Each of the Parties warrants to the other that it has full power and authority to enter into and perform its 
obligations under this Agreement. 

7.2 Customer warrants to one.network that:  

7.2.1 Customer will not upload any Customer Data that Customer knows or reasonably believes is 
inaccurate and/or contains errors; 

7.2.2 Customer has the right, power and authority (including the necessary consents and permissions) 
to grant to one.network the rights in the Customer Data as necessary to perform its obligations 
and exercise its rights as specified in this Agreement;  

7.2.3 Customer Data will not infringe any Third Party rights, including without limitation Intellectual 
Property Rights; and 

7.2.4 it will comply with all laws and regulations applicable to the Customer’s use or receipt (and the 
use or receipt by its End Users) of the Services.  

7.3 one.network warrants to Customer that: 
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7.3.1 one.network has the right, power and authority to grant to Customer the rights contemplated 
herein to access and use the Services; 

7.3.2 one.network will comply with all laws and regulations applicable to one.network’s provision of the 
Services; 

7.3.3 one.network shall provide all Support Services with reasonable care and skill;  
7.3.4 one.network will use reasonable endeavors to ensure that the Customer’s use of the Services 

shall not introduce any virus to the Customer’s systems, including by using the latest version of 
anti-virus definitions and software available from an industry accepted anti-virus software vendor; 
and 

7.3.5 the Services will materially comply with their description and specification set out in the Services 
Specification. 

7.4 If the Customer notifies one.network in writing of any alleged breach of Clause 7.3.5, one.network’s sole 
liability and Customer’s sole remedy for such alleged breach are the Support Services, provided, however, 
if one.network cannot correct such non-conformity within 90 days of such notification then Customer may 
terminate this Agreement in accordance with Clause 11.1.  

7.5 Any warranties given by one.network shall be subject to Customer using the Services in compliance with 
this Agreement, and one.network shall not be liable under this Clause for, or required to remedy, any 
problem arising from any defect or error wholly caused by any software, systems, services or other 
equipment used in connection with the Services that are provided by the Customer or any Third Party.  

7.6 Customer acknowledges and agrees that it is Customer’s responsibility to ensure the facilities and 
functions of the Services meet Customer’s requirements (including Customer’s legal and regulatory 
requirements).  

8. DISCLAIMER OF WARRANTY 

8.1 EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, ONE.NETWORK HEREBY DISCLAIMS 
ALL WARRANTIES, WHETHER EXPRESS, IMPLIED OR STATUTORY, INCLUDING ANY AND ALL 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON-
INFRINGEMENT, TITLE, OPERABILITY, USE, UNAUTHORIZED ACCESS TO OR USE OR LOSS OF 
DATA, ACCURACY OF RESULTS, OR OTHERWISE ARISING FROM A COURSE OF DEALING OR 
RELIANCE. ONE.NETWORK DOES NOT WARRANT THAT THE SERVICES WILL BE ERROR-FREE 
OR UNINTERRUPTED, THAT THE SERVICES WILL BE COMPATIBLE WITH ANY PARTICULAR 
DEVICE, THAT ANY DATA PROCESSED BY ONE.NETWORK WILL BE COMPLETE, CURRENT OR 
ACCURATE, OR THAT ITS SECURITY MEASURES WILL BE SUFFICIENT TO PREVENT 
UNAUTHORIZED ACCESS TO OR USE OR LOSS OF DATA, SUBSCRIBER CONTENT, OR 
SUBSCRIBER APPLICATIONS. ONE.NETWORK SPECIFICALLY DISCLAIMS ALL RESPONSIBILITY 
FOR ANY THIRD-PARTY COMPONENTS, PRODUCTS, OR SERVICES PROVIDED WITH THE 
SERVICES AND FOR THE AVAILABILITY OR SUBSCRIBER’S USE OF ANY DATA OR INFORMATION 
STORED ON THE SERVICE. THE LIMITATIONS, EXCLUSIONS AND DISCLAIMERS IN THIS CLAUSE 
APPLY TO THE FULLEST EXTENT PERMITTED BY LAW. 

9. LIMITATION OF LIABILITY 

9.1 EXCEPT FOR EITHER PARTY’S LIABILITY FOR: (A) DEATH OR PERSONAL INJURY CAUSED BY 
SUCH PARTY’S NEGLIGENCE; AND (B) DAMAGES CAUSED BY A PARTY’S BREACH OF 
CONFIDENTIALITY, TO THE FULLEST EXTENT PERMITTED BY LAW, IN NO EVENT WILL EITHER 
PARTY BE LIABLE TO THE OTHER PARTY FOR ANY INDIRECT, INCIDENTAL, SPECIAL, 
CONSEQUENTIAL OR PUNITIVE DAMAGES (INCLUDING DAMAGES FOR LOSS OF PROFITS, 
GOODWILL, OR ANY OTHER INTANGIBLE LOSS) ARISING OUT OF OR RELATING TO CUSTOMER’S 
USE OF OR INABILITY TO ACCESS OR USE, THE SERVICE OR ANY MATERIALS OR CONTENT ON 
THE SERVICE, WHETHER BASED ON WARRANTY, CONTRACT, TORT (INCLUDING NEGLIGENCE), 
STATUTE, OR ANY OTHER LEGAL THEORY, AND WHETHER OR NOT ONE.NETWORK HAS BEEN 
INFORMED OF THE POSSIBILITY OF DAMAGE. 

9.2 EXCEPT FOR CUSTOMER’S BREACH OF CLAUSE 3.5, 3.7 OR ANY OTHER USE RESTRICTIONS 
STATED IN THIS AGREEMENT AND CUSTOMER’S INDEMNIFICATION OBLIGATIONS, TO THE 
FULLEST EXTENT PERMITTED BY LAW, THE AGGREGATE LIABILITY OF EACH PARTY TO THE 
OTHER PARTY FOR ALL CLAIMS ARISING OUT OF OR RELATING TO THIS AGREEMENT, 
WHETHER IN CONTRACT, TORT, OR OTHERWISE, IS LIMITED TO THE AMOUNT PAID BY 
CUSTOMER TO ONE.NETWORK IN THE TWELVE MONTHS PRECEDING SUCH CLAIM. 

9.3 THIS ALLOCATION IS AN ESSENTIAL ELEMENT OF THE BASIS OF THE BARGAIN BETWEEN THE 
PARTIES. EACH OF THESE PROVISIONS IS SEVERABLE AND INDEPENDENT OF ALL OTHER 
PROVISIONS OF THIS AGREEMENT. THE LIMITATIONS IN THIS CLAUSE 9 WILL APPLY EVEN IF 
ANY LIMITED REMEDY FAILS OF ITS ESSENTIAL PURPOSE. 
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10. INDEMNITIES 

10.1 one.network Indemnification. one.network will indemnify and defend Customer from or settle any claim, 
proceeding, or suit (“Claim”) brought by a Third Party against Customer alleging that the Services infringe 
or misappropriate such Third Party’s Intellectual Property Right. Provided however, one.network will have 
no obligation under this Clause 10.1 for any infringement or misappropriation to the extent that it arises out 
of or is based upon (a) use of the Services in combination with other products or services if such 
infringement or misappropriation would not have arisen but for such combination; (b) use of the Services 
by Customer, including its authorized users, for purposes not intended or outside the scope of the license 
granted to Customer; or (c) any modification of the Services not made by one.network where such 
infringement or misappropriation would not have occurred absent such modification. 

10.1.1 If an infringement Claim has occurred, or in one.network’s judgment is likely to occur, one.network 
may, at one.network’s option and expense, (i) procure the right for Customer to continue to use 
the Services, (ii) replace or modify the Services in a functionally equivalent manner so that they 
become non-infringing, or (iii) in the event that the above remedies are not commercially 
reasonable, terminate this Agreement and refund to Customer a pro-rated portion of any pre-paid 
Charges for Services not provided. 

10.1.2 This Clause 10.1 states one.network’s sole and exclusive liability, and Customer’s sole and 
exclusive remedy, for the actual or alleged infringement or misappropriation of any third party 
intellectual property right by the Services. 

10.2 Indemnification Procedure. If any Party is entitled to indemnification under this Clause 10: (a) the 
indemnified Party will give the indemnifying Party prompt written notice of any Claim; (b) the indemnified 
Party will grant the indemnifying Party full and complete control over the defense and settlement of the 
Claim; and (c) the indemnified Party will provide assistance in connection with the defense and settlement 
of the Claim as the indemnifying Party may reasonably request. The indemnifying Party will not settle any 
Claim without the indemnified Party’s prior written consent. The indemnified Party will have the right to 
participate in the defense of the Claim at its own expense and with counsel of its own choosing, but the 
indemnifying Party will have sole control over the defense and settlement of the Claim. 

11. SUSPENSION AND TERMINATION 

11.1 Without prejudice to any other rights or remedies which the Parties may have under this Agreement, either 
Party may terminate this Agreement without liability to the other immediately upon giving notice to the other 
if the other Party commits a material breach of this Agreement which is irremediable or, if capable of being 
remedied, is not remedied within 30 days of receipt of a notice from the other Party requiring it to be 
remedied.   

11.2 Without prejudice to one.network’s other express rights under this Agreement, one.network may 
immediately terminate this Agreement or suspend Customer’s access to and/or one.network’s provision 
of, the Services if: 

11.2.1 Customer fails to pay any amount due under the Order Form on the due date for payment and 
remains in default not less than 45 days after being notified in writing to make such payment; or 

11.2.2 Customer is in breach of Customer’s obligations set out in this Agreement and such breach has 
had (or is reasonably likely to have) a serious adverse impact on the security of one.network’s IT 
systems and the security of one.network’s other customers and their data.  

11.3 one.network shall notify Customer of a suspension pursuant to Clause 11.2 and the same shall continue 
until the Customer has remedied Customer’s breach to one.network’s satisfaction. Such suspension shall 
not place one.network in breach of one.network’s obligations to provide the Services and shall not relieve 
Customer from paying the Charges in accordance with the terms of this Agreement. one.network shall use 
reasonable endeavors to provide Customer with such information one.network is aware of to expedite 
Customer’s remedy of such breach. one.network may charge Customer a reconnection and/or 
administration fee following any such suspension.  

11.4 Upon the expiry or termination of this Agreement: 

11.4.1 the provision of the Services and all rights granted to Customer to access, receive and use the 
Services shall cease; 

11.4.2 without prejudice to one.network’s other rights and remedies, Customer shall immediately pay all 
Charges incurred prior to the date of termination; and 

11.4.3 Customer shall immediately delete or remove any one.network IP from all computer equipment 
and electronic devices including storage devices in its possession and certify to one.network that 
it has done so. 

11.5 Termination or expiry of this Agreement shall not affect any rights, remedies, obligations and liabilities of 
the Parties that have accrued up to the date of termination or expiry, including the right to claim damages 
in respect of any breach of this Agreement which existed at or before the date of termination or expiry. Any 
provision hereof that, by its nature, is intended to survive termination or expiry hereof shall so survive. 
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12. THIRD PARTY CONTENT AND THIRD PARTY SERVICES 

12.1 If the Services incorporate Third Party Services then the Customer’s access and use of those Third Party 
Services is subject to the terms, conditions and guidelines provided by the relevant Third Party as further 
detailed in this Agreement or as specified at https://one.network/legal.  

12.2 If the Services incorporate Third Party Content, then the Customer’s access and use of the Third Party 
Content is subject to the terms, conditions and guidelines provided by the relevant Third Party as further 
detailed in this Agreement (including this Clause) or as specified at https://one.network/legal.  

13. PERSONAL DATA 

13.1 Customer shall comply with all privacy and data protection laws and regulations applicable to Customer 
Data or the use of the Services by Customer and its End Users.  

14. AMENDMENTS 

14.1 one.network reserve the right to change this Agreement on a going-forward basis at any time upon notice, 
provided that immaterial modifications are effective upon 7 days’ notice by publication and material 
changes are effective upon the earlier of Customer’s acceptance of the modified terms or the Customer’s 
next Renewal Term. Except as expressly permitted herein, any amendment to this Agreement must be in 
writing, signed by both Parties, and must expressly state that it amends this Agreement. 

15. MISCELLANEOUS 

15.1 Each Party shall comply with all applicable law relating to anti-bribery and anti-corruption.  

15.2 Nothing in this Agreement is intended to or shall operate to create a partnership between the Parties, or 
authorise either Party to act as agent for the other, and neither Party shall have the authority to act in the 
name or on behalf of or otherwise to bind the other in any way (including, but not limited to, the making of 
any representation or warranty, the assumption of any obligation or liability and the exercise of any right 
or power). 

15.3 All notices of termination or breach must be in writing and addressed to the other Party at its address set 
out above and sent for the attention of the legal department. Notice shall be treated as given on receipt, 
as verified by written or automated receipt or by electronic log (as applicable). 

15.4 This Agreement does not confer any rights on any third party beneficiary (other than the Parties to this 
Agreement and, where applicable, their successors and permitted assigns).  

15.5 Each Party acknowledges that, in entering into this Agreement, it does not rely on any statement, 
representation, assurance or warranty (whether it was made negligently or innocently) of any person 
(whether a party to this Agreement or not) other than as expressly set out in this Agreement or the relevant 
Order Form.  

15.6 Neither party may assign its right, duties, and obligations under this Agreement without the other party’s 
written consent. one.network shall have the right to subcontract the exercise of its rights and performance 
of its obligations under this Agreement to Third Parties.  

15.7 Any failure of either Party to insist upon or enforce performance by the other Party of any of the provisions 
of this Agreement or to exercise any rights or remedies under this Agreement will not be interpreted or 
construed as a waiver or relinquishment of such Party’s right to assert or rely upon such provision, right or 
remedy in that or any other instance. 

15.8 If any provision of this Agreement is held to be invalid or unenforceable, the remaining portions will remain 
in full force and effect and such provision will be enforced to the maximum extent possible so as to give 
effect the intent of the Parties and will be reformed to the extent necessary to make such provision valid 
and enforceable.  
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SCHEDULE 1 
DEFINITIONS  

Affiliate means in respect of an entity, each and any subsidiary or holding company of that entity and each and any 
subsidiary of a holding company of that entity from time to time. 

Charges means the charges for the applicable Services as set out or referred to in the Order Form. 

Confidential Information means information that one Party (or an Affiliate) discloses to the other Party under this 
Agreement, and which is marked as confidential or would normally under the circumstances be considered 
confidential information. It does not include information that the recipient already knew and did not hold in 
confidence, that becomes public through no fault of the recipient, that was independently developed by the recipient, 
or that was lawfully given to the recipient by a Third Party. The specific functionality of the Services (including the 
Services Specifications) and the pricing is included in one.network’s Confidential Information. 

Content means any content provided by one.network through the Services (whether created by one.network or a 
Third Party), and may include, but is not limited to map data, roadworks data, traffic management intervention data, 
and traffic data, and/or such other content specified in the Service Specification. 

Customer Data means data owned by the Customer or licensed to the Customer by a Third Party licensor and 
which the Customer loads, or which is loaded on the Customer’s behalf, into the Services. 

Documentation means any operating manuals, user guides and other instructional materials or aids (whether hard 
copy or electronic) provided by one.network to the Customer relating to the use of any of the Services. 

End User means, unless otherwise specified in an Order Form, a person who is employed by Customer or who is 
engaged by Customer as an independent contractor, in each case who is permitted to use the Services under the 
terms of this Agreement for the benefit of Customer. 

Force Majeure Event means an event beyond the reasonable control of the relevant Party, including flood, fire, 
explosion, the elements, epidemic, disease, war, civil commotion, terrorist activity, shortage of raw materials, power 
or fuel, breakdown of plant or machinery, computer, software and hardware failure, or any failure in a 
communications network. 

High Risk Activities means uses where the use or failure of the Services could lead to death, personal injury, or 
property or environmental loss, damage, pollution or contamination. 

Intellectual Property Rights means patents, trademarks, service marks, trade names, design rights, copyright, 
rights in software, database rights, rights in know-how and other intellectual property rights or equivalent forms of 
protection of whatever nature arising anywhere in the world, whether registered or unregistered and including 
applications for the grant of any such rights together, and rights in Confidential Information. 

Licence Commencement Date means the date that the licences granted under this Agreement shall commence, 
as specified in the Order Form. 

one.network IP means the Services including the Documentation, Content, any other material provided by 
one.network, one.network’s Confidential Information, and all Intellectual Property Rights in the foregoing. 

Order Form means an order form in writing between one.network and Customer and signed by each Party. 

Order Term means the term of an Order Form from the Licence Commencement Date and includes the Initial 
Period together with any applicable Renewal Terms (if any). 

Party means a party to this Agreement. 

Personal Data has the meaning given to it under the relevant privacy and data protection laws and regulations. 

Service Level Agreement or SLA means the Service Level Agreement set out in Schedule 2 to this Agreement 
unless otherwise specified in the Services Specification or Order Form. 

Services means all services (including the provision of the relevant one.network IP) provided by or on behalf of 
one.network, to the extent and as further described in an Order Form. For the avoidance of doubt, the Services 
include making certain Customer Data available to members of the public. 

Services Specification means service specifications for specific Services, in each case being the most current 
version which is located at the URL specified in the Order Form at the time this Agreement comes into force.  

Support Services means the services provided under the SLA in relation to the Services. 

Third Party means a person other than the Parties. 

Third Party Content means any Content that comes from a Third Party. 

Third Party Service means any service which is provided by a Third Party. 
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SCHEDULE 2 
SERVICE LEVEL AGREEMENT 

1 DEFINITIONS 

1.1 In this Schedule the following additional 
definitions shall apply:  

1.2 “Business Days” are Monday to Friday, 
excluding public holidays; 

1.3 “Business Hours” are 9:00am to 5:00pm on 
Business Days; 

1.4 “Help Desk” means one.network’s help desk; 

1.5 “Problem Management” is the process of 
analysing, tracking, correcting and 
communicating Service Requests and their 
Resolutions; 

1.6  “Response” is the communication to the 
Customer of the action proposed to be taken to 
provide a Resolution; 

1.7 “Resolution” is the implementation of a solution 
to a Service Request; 

1.8 “Resolution Target” is the target time to be 
taken to provide a Resolution; 

1.9 “Service Request” is a notification issued by 
the Customer to one.network identifying a 
failure, or potential failure, or event that has 
resulted in a loss, or potential loss, of availability 
or performance of any aspect of a Service; 

2 ONE.NETWORK SUPPORT SERVICES 

2.1 The following are the agreed elements that are 
covered by this SLA: 

 Support Coverage: Business Hours 
 Service Element: The Services as set out in 

the Order Form  

2.2 The Support Services process to be delivered 
under this SLA is split into three levels: 

 Level 1 Support: Help Desk Support (See 
Paragraph 4) 

 Level 2 Support: Technical Support (See 
Paragraph 5) 

 Level 3 Support: Programming (See 
Paragraph 6) 

2.3 one.network does not offer or provide any 
guaranteed Resolution times, but will at all times 
seek to ensure a prompt and satisfactory 
conclusion to a Service Request within the 
Resolution Target. one.network shall not be 
liable to the Customer or any End User for any 
loss or damages caused by one.network not 
achieving any Resolution Target outlined in this 
SLA.  

2.4 one.network shall provide an escalation 
procedure for any ongoing Service Request as 
outlined in Paragraph 13 of this SLA.  

3 CUSTOMER OBLIGATIONS 

3.1 The Customer will appoint at least two “Support 
Administrators” who, after appropriate training, 
will act as the focal point of contact to 
one.network, providing an initial level of support 
for the Support Services under this SLA. 
one.network shall communicate only with the 
Support Administrators in relation to Service 
Requests. 

3.2 Both Parties shall ensure that they adhere to 
operating procedures and practices, codes of 
conduct, duties and obligations such as may be 
required for the purposes of data security and 
data protection, including password 
management, anti-virus tools and information 
security tools. 

4 HELP DESK (LEVEL 1) SUPPORT 

4.1 one.network will provide Help Desk support 
during Business Hours. 

4.2 The Help Desk will accept Service Requests by 
e-mail and telephone. E-mail logging is the 
preferred method and the Customer shall submit 
Service Requests by email whenever possible. 

4.3 All Service Requests will be logged by the 
one.network Help Desk and allocated a unique 
“Call Reference Number”.  This should be used 
when progressing any current or outstanding 
call. 

4.4 All Service Requests will receive an initial 
Response within 2 hours of being logged by a 
Help Desk Analyst.   

4.5 The Help Desk Analysts will perform initial 
problem determination. If possible the Help Desk 
Analyst will provide the necessary help and 
advice to provide a Resolution during the initial 
determination or by further investigation. 

4.6 The Help Desk Analyst will agree the Priority of 
the Service Request with the Customer and 
hence the Resolution Target as defined in 
Paragraph 7.  

4.7 If the Help Desk Analyst is unable to provide a 
Resolution the Help Desk Analyst will move the 
Service Request to Level 2.  

4.8 The Help Desk Analyst will continue to provide 
ongoing Problem Management.  The Help Desk 
Analyst will update the Service Request 
whenever a new status is available. The Help 
Desk Analyst will communicate the status back 
to the Customer. The frequency and method will 
be agreed with the Customer depending upon 
the nature of the problem. 

4.9 Once a Resolution is found, the Help Desk will 
close the Service Request with the originating 
party. 



 
 

 - 9 - 

4.10 Service Requests which have been passed back 
to the Customer’s Systems Administrator for 
further actions will be automatically closed if no 
response has been received within 5 Business 
Days of the call being passed to the Systems 
Administrator. 

5 TECHNICAL (LEVEL 2) SUPPORT  

5.1 The Technical Support Team will accept Service 
Requests that have not been resolved by the 
Help Desk Analysts at Level 1, for further 
investigation, and if possible, Resolution without 
being moved to Level 3.  

5.2 The Technical Support Team will investigate the 
Service Request to fully understand the nature 
of the issue, and will determine the cause and 
plan the best and most suitable method for 
Resolution. 

5.3 The target for Level 2 issues is to clear 
everything that does not require a change to the 
Software (bug fix or added functionality), for 
example configuration issues, data issues, 
network connectivity issues or deployment of 
upgrades. 

5.4 If a Service Request requires a change to the 
Software then the Service Request will be 
moved to Level 3 support, Programming 
Support. 

6 PROGRAMMING (LEVEL 3) SUPPORT  

6.1 The Programming Support team will accept 
Service Requests that have not been resolved 
by the Technical Support team at Level 2, 
meaning they have been classified as requiring 
a Software change and at this point the call will 
be allocated a change request number. 

6.2 If a Service Request is passed to Level 3 the 
support process varies depending on the agreed 
Priority of the Service Request.  

6.2.1 For Priority A and B issues the Service 
Request and call will remain open until a 
full Resolution has been reached in line 
with Paragraph 7. 

6.2.2 For Priority C issues the Service 
Request will be marked as Resolved and 
the call closed. The Programming 
Support Team will take on responsibility 
for the Change Request and will report 
on the availability of fixes in line with 
Paragraph 7. 

6.2.3 For Priority D issues the Service 
Request will be marked as Resolved and 
the call closed. The Change Request will 
be logged and reviewed but as per 
Paragraph 7 no commitment is made to 
make a change. 

6.3 If the issue is agreed as a bug the Programming 
Support Team will make the necessary changes 
to the Software. The target is to provide a 
Resolution in line with the Resolution Targets 
detailed in Paragraph 7. 

6.4 A Service Request passed to Level 3 support 
may, once reviewed, be regarded as not a bug 
but a request for a change in functionality. The 
Service Request will be closed at this point. The 
Customer can request one.network to carry out 
the change on a chargeable basis or request that 
the change be considered for a future release of 
the Software. one.network has no obligation to 
carry out either the chargeable work or to put any 
request into a future release. 

7 PRIORITY LEVELS AND RESOLUTION 
TARGETS 

7.1 Priority Definitions 

 All Service Requests will be allocated a Priority 
and agreed with the Customer based on the 
following criteria: 

 Priority A - Urgent 

 Those Incidents that have a major and 
immediate impact on a key business function, 
rendering it, or them, inoperable. Typically 
users cannot continue a business function or 
operation. 

Priority B - High 

 Those Incidents not having an immediate 
impact on a key business function but that are 
not functioning properly. Typically users can 
continue a business function or operation but 
with difficulty.  

 Priority C - Normal 

 Those Incidents where users can continue a 
business function or operation but an 
improvement is required. 

 Priority D - Low  

 Minor or cosmetic problems with systems or 
service. The service is not materially affected. 

7.2 For calls relating to: 

 Software; and 
 Hosting, Network Infrastructure and 

Connections 

 the following are the target times to provide a 
Resolution for each priority of call.  

Priority Resolution Targets 

A:  
Urgent 

8 Business Hours 

B:  High Five Business Days 

C:  
Normal 

Twenty Business Days 

D:  Low No commitment but may be 
considered for a future release 

7.3 Performance targets are to meet 95% of the 
above targets (“Performance Targets”). 
Performance Targets for the hosting 
environment are provided in Paragraph 8.2 
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7.4 In cases of Priority A calls occurring or 
continuing during out-of-Business Hours it may 
be applicable for the Customer’s Systems 
Administrator, or a similarly skilled Customer 
representative, to be available out-of-Business 
Hours for continued updates and other similar 
actions. Failure to have a Customer resource 
available may impact on one.network’s ability to 
achieve the Resolution Targets above. 

8 EXCLUSIONS 

8.1 Support Services do not cover the following and 
as a consequence when one.network is 
required to carry out remedial work and 
rectification of problems associated with any of 
these exclusions, one.network reserves the 
right to levy a charge for costs incurred 
(provided that the charge is notified to and 
agreed by the Customer before it is incurred): 

8.1.1 the rectification of any problems caused 
by user errors or damage or failure to 
follow manufacturers or one.network’s 
recommendations on any aspect of the 
use, operation or configuration of the 
system or applications; 

8.1.2 problems inherent in Third Party 
software or systems where the 
rectification is beyond the control of 
one.network; 

8.1.3 problems caused or induced by virus 
software introduced by the Customer or 
End User; 

8.1.4 any restoration of Software or data that 
is requested by the Customer, or 
required to rectify problems or data loss 
or data damage caused by the 
Customer; 

8.1.5 any problems caused by or associated 
with Third Party hardware or software 
not installed or supported by 
one.network; 

8.1.6 Customer’s internal network systems 
and computers, and their administration 
and operation and associated desktop 
standards; and 

8.1.7 upgrade or enhancement software for 
Third Party supplied products that may 
be required for rectification of the 
reported problem as part of the normal 
support service, other than those that 
are supplied by one.network as part of 
the Services. 

8.2 Support Services do not cover questions 
that can and should be resolved by the 
appropriate product training. 

9 ESCALATION PROCEDURE 

9.1 An escalation procedure exists to enable either 
Party to escalate an issue if they believe the 
issue is not being dealt with in line with this SLA 
or is not being given the level of importance 
believed to be required. Two paths for 
escalations exist as set out below.  

9.2 Any party involved in the delivery or receipt of 
Support Services who identifies a breakdown in 

those Support Services can initiate escalation 
through an escalation request to the Help Desk. 

9.3 If the Customer is not satisfied with the progress 
of the Resolution and the Customer believes 
that if the situation is not resolved, it would 
result in serious implications to the Customer in 
terms of loss of business or adverse publicity or 
will result in missed Performance Targets under 
this SLA or cause serious inconvenience for the 
Customer then the Customer can request that 
an escalation request be marked as “Support 
Manager escalation”.  Once received these 
escalations will be monitored throughout by the 
Support Manager.  On receipt of such an 
escalation the Support Manager is to: 

9.3.1 Formulate a plan of action; 
9.3.2 Communicate this to the initiator of the 

escalation and to an appropriate and 
senior manager within the Customer; 

9.3.3 Agree timescales for Resolutions; 
9.3.4 Agree times for updates in information; 
9.3.5 Record all actions taken; and 
9.3.6 On closure formally write to the 

Customer with full details of the 
escalation and subsequent Resolution. 

9.4 If at any time an escalation is not proceeding to 
a conclusion within agreed timescales then the 
Customer can request an immediate escalation 
to the Chief Product Officer of one.network. 

10 COMPLAINTS 

10.1 If the Customer is unhappy with any element 
of the Support Service they can register a 
complaint with one.network. All Customer 
complaints shall be positively received by 
one.network and logged on the call 
management system as a “complaint”.  All 
complaints received shall be dealt with in the 
following way: 

10.1.1 All complaints shall be passed to the VP 
Customer Success of one.network for 
action.  An initial response 
acknowledging the complaint shall be 
made by e-mail within one Business Day 
of the receipt. 

10.1.2 The complaint shall be investigated by 
the VP Customer Success and formally 
responded to in writing within five 
Business Days.  This response should 
include full details of the investigation 
and any corrective action being taken by 
one.network as a result. 

10.1.3 No complaint shall be closed on the call 
management system until it has been 
resolved to the satisfaction of the 
Customer and reviewed by the VP 
Customer Success of one.network. 
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CLEARVIEW AI. INC TERMS OF SERVICE 

 
 
 
CLEARVIEW AI, INC. SERVICE AGREEMENT TERMS 

 
 
IMPORTANT, READ CAREFULLY: YOUR USE OF AND ACCESS TO THE CLEARVIEW WEBSITE, PRODUCTS, 
SERVICES AND ASSOCIATED SOFTWARE OF CLEARVIEW AI, INC. AND ITS AFFILIATES, SUBSIDIARIES AND 
RELATED ENTITIES (COLLECTIVELY, “CLEARVIEW”) IS CONDITIONED UPON YOUR COMPLIANCE WITH AND 
ACCEPTANCE OF THESE TERMS AND THE USER CODE OF CONDUCT. PLEASE REVIEW THOROUGHLY BEFORE 
ACCEPTING. 

 
BY CLICKING/CHECKING THE “I AGREE” BUTTON/BOX, ACCESSING THE CLEARVIEW WEBSITE OR BY 
UTILIZING THE CLEARVIEW SERVICES, YOU AGREE TO BE BOUND BY THESE TERMS OF SERVICE AND ALL 
EXHIBITS, ORDER FORMS, AND INCORPORATED POLICIES (THE “AGREEMENT”, OR “TERMS”). CLEARVIEW 
SERVICES ARE NOT AVAILABLE TO PERSONS WHO ARE NOT LEGALLY ELIGIBLE TO BE BOUND BY THESE 
TERMS OF SERVICE. 

 
This Agreement is between Clearview AI, Inc., a Delaware corporation with a business address of 99 Wall Street, #5730, 

New York, NY 10005, and You (“You” or “Customer”), and sets forth the terms and conditions by which Clearview will make 

its Services available to You. Clearview and Customer are sometimes referred to individually as “party”, and collectively as 

“parties”. Clearview may provide any of the Services hereunder through any of its Affiliates. If You order Services or Products 

through an on-line registration page, a trial account, through an Authorized Reseller, a Clearview services agreement, or 

an order form (each an “Order Form”), the Order Form may contain additional terms and conditions and information 

regarding the Services You are ordering. Unless otherwise expressly set forth in any such additional terms and conditions 

applicable to the specific Service which You choose to use, those additional terms are hereby incorporated into this 
Agreement in relation to Your use of that Service. In the event of a conflict between the Order Form and this Agreement, 

the Order Form will prevail. 

 
System Requirements: Use of the Services requires one or more compatible devices, Internet access (fees may apply), 

and certain software (fees may apply), and may require obtaining updates or upgrades from time to time. Because use of 

the Services involves hardware, software, and Internet access, Your ability to access and use the Services may be affected 

by the performance of these factors. High speed Internet access is recommended. You acknowledge and agree that such 
system requirements, which may be changed from time to time, are Your responsibility. 

 
Disclaimer: Search results established through Clearview and its related systems and technologies are indicative not 

definitive. Clearview makes no guarantees as to the accuracy of its search-identification software. Law enforcement 

professionals must conduct further research in order to verify identifying information or other data discovered on third 
party sites by any Clearview system or included in Clearview search results. Clearview is neither designed nor intended 

to be used as a single-source system for establishing the identity of an individual. 
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The parties incorporate by this reference the above clauses, and agree as follows: 
 
 
1. DEFINITIONS. The following definitions will apply in this Agreement, and any reference to the singular includes a 

reference to the plural and vice versa. 

 
1.1. “Authorized Reseller” means an entity that is authorized by Clearview to sell and market Clearview Products 

and Services to a law enforcement agency or government Customer pursuant to a separate agreement 

executed between Authorized Reseller and Clearview. 

 
1.2. “Authorized User” means an individual who is employed by or under the legal direction of the Customer and 

is either (i) a sworn law enforcement professional, or (ii) authorized to perform investigative tasks on behalf of 

the Customer. Any and all Authorized Users must be authorized and approved by the Executive User to use 

the Services. 

 
1.3. “Clearview”, “We”, or “Our” means Clearview AI, Inc., its subsidiaries, successors and assigns. 

 
 

1.4. “Customer” or “You” means the individual or agency identified on the applicable Order Form or Clearview 

provided invoice. If the Customer is a federal or state government agency, please refer to Appendix 2 for 

Amended Terms for Customers that are Federal, State and Local Governments in the United States. 

 
1.5. “Executive User” means an individual whose Clearview User account has administrative privileges including 

search history audit and suspension capabilities over all Users associated with Your account. 

 
1.6. “Fees” means all fees, charges, and applicable taxes payable by Customer to Clearview or by Customer to an 

Authorized Reseller for a license right to use and access the Services and Products, all as further outlined in 

Customer’s applicable Order Form. 

 
1.7. “Services” or “Products” means Clearview AI Inc.’s mobile application and web browser application (found on 

the web at Clearview.ai); Clearview AI Inc.’s facial imaging and search software, image database, publicly- 

available online image indexing and search functionality, its website; and any ancillary products or services 

purchased by the Customer and listed on the applicable Order Form. 

 
1.8. “User” means collectively the Customer, the Authorized Users and the Executive User(s). 

 
 
 
2. LICENSE TERMS. You may only use and access the Clearview Services pursuant to the terms of this Agreement. 

You are solely responsible for You and Your Authorized Users’ use of the Services and shall abide by, and ensure 

compliance with, all applicable laws in connection with Your and each Authorized User’s use of the Services, 

including but not limited to laws related to intellectual property, privacy and export control, and any laws applicable 

to Your agency’s use of facial recognition technology. Use of the Services is void where prohibited. 

2.1. Subject to payment of all applicable Fees and Customer’s adherence to the terms and conditions of this Agreement, 

Clearview grants You and Your Authorized Users a non-exclusive, non-transferable right to access and use the 
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Services as well as any copies, corrections, bug fixes, enhancements, modifications or new versions created by 

Clearview for the purpose of providing the Services to You. Any and all information You submit to Clearview in 

order to register for and/or use certain Services must be accurate. You are entirely responsible for maintaining the 

security of Your login information to the Services and agree not to disclose such to any unauthorized third party. 

 
3. USES. 

 
 

3.1. Permitted Uses. 
3.1.1. Before accessing the Clearview Products and Services, You must complete a training on how to use such 

Products and Services in accordance with these Terms, User Code of Conduct and Principles. You will 

assign one Executive User to act as liaison between You and Clearview. The Executive User is responsible 

for providing a list to Clearview of who is an Authorized User and is responsible for overseeing their use 

of the Services, all of which must be in accordance with the User Code of Conduct. Users shall only use 
the Services for legitimate law enforcement and investigative purposes, all of which must be done in 

compliance and consistent with any local, state, federal or other applicable law. Users shall not use the 

Services to research or investigate any persons except those related to its law enforcement or investigate 

uses, such as suspects, defendants, witnesses, or victims. 

 
3.1.2. You represent and warrant that You are fully able and competent to enter into the terms, conditions, 

obligations, affirmations, representations, and warranties set forth in this Agreement, and to abide by and 

comply with this Agreement. Your access may be terminated without warning if we believe that You are 
otherwise ineligible. 

 
3.2. Prohibited Uses. 

 
 

3.2.1.  You agree that You will not use, and will not permit any Authorized User to use, the Services and Products 

to: (i) modify, disassemble, decompile, prepare derivative works of, reverse engineer or otherwise attempt 

to gain access to the source code of the Services; (ii) knowingly or negligently use the Services in a way 

that abuses, interferes with, or disrupts Clearview’s networks, Your account, or the Services; (iii) engage 

in activity that is illegal, fraudulent, false, or misleading; (iv) engage in activity that would discriminate 

against any person or violate any person’s civil rights; (v) transmit through the Services any material that 
You unlawfully possess; (vi) unless otherwise agreed upon between You and Clearview pursuant to a 

separately executed agreement, build or benchmark a competitive product or service, or copy any features, 

functions or graphics of the Services; (vii) upload or transmit any software, content or code that does or is 

intended to harm, disable, destroy or adversely affect performance of the Services in any way or which 

does or is intended to harm or extract information or data from other hardware, software or networks of 

Clearview or other users of Services; (viii) engage in any activity or use the Services in any manner that 

could damage, disable, overburden, impair or otherwise interfere with or disrupt the Services, or any 
servers or networks connected to the Services or Clearview’s security systems; or (ix) use the Services in 

violation of any Clearview policy or in a manner that violates any local, state, federal, or other law, including 

but not limited to anti-spam, export control, and anti-terrorism laws, trade agreements or treaties. 
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3.2.2.  With respect to the Services and Products, You and all Users are prohibited from engaging in the following 

acts: (i) using the Services for a commercial purpose; (ii) selling, marketing, or licensing any photographs 

or other information discovered using the Services; (iii) infringe on any known copyright discovered with 

or access by the Service; (iv) permit anyone other than an Authorized User or Executive User to use or 

access Your account, the Services and Products; (v) use any automated systems or software to extract 

the whole or any part of the Services, the information or data on or within the Services, including image 
search results or source code, for any purposes (including uses commonly known as “scraping”), or 

reverse engineer the Services; and (vi) research or identify any known individuals residing or located in 

the State of Illinois, U.S.A. 

 
3.3. You are responsible for the activities of all Users who access or use the Services through Your Account and 

You agree to ensure that any such Users will comply with the terms of this Agreement. Clearview assumes no 
responsibility or liability for violations by You or Your Authorized Users. If You or the Executive User becomes 

aware of any violation of this Agreement in connection with use of the Services by any person, please 

immediately contact the Clearview legal department at legal@clearview.ai. Clearview may investigate any 

complaints and violations that come to its attention and may take any (or no) action that it believes is 

appropriate, including, but not limited to issuing warnings, removing the content or terminating accounts and/or 

User access. Clearview shall have the right from time to time, and at all reasonable times during the term of 

this Agreement, to audit the log in and User activity of a Customer Account to ensure compliance with the terms 
of this Agreement. If such audit reveals that Customer provided unauthorized access to users not permitted 

under this Agreement, or used the Services in violation of this Agreement, Clearview may terminate this 

Agreement, suspend the Customer account, or suspend Customer access to the Clearview Products unless 

and until the Fees payable under this Agreement are adjusted to reflect the Customer’s actual usage of the 

Clearview Products.   

 
4. PAYMENT TERMS. 

 
 

4.1. Forms. You agree that Clearview may charge to Your credit card or other payment mechanism selected by 

You and approved by Clearview (“Your Account”) all amounts due and owing for the Services, including 

applicable taxes and service fees, set up fees, subscription fees, or any other fee or charge associated with 

Your Account, all of which is set forth in Your Order Form or invoice. Notwithstanding anything stated otherwise, 

except for an Order Form from an Authorized Reseller, if You provide Clearview with Your own purchase order 
document (whether signed by one or both parties), unless otherwise agreed to by the Clearview Chief Revenue 

Officer, such document shall be construed solely as evidence of Customer's internal business processes or 

terms, and the terms and conditions contained on such document will be of no effect with respect to this 

Agreement between the parties. 

 
4.2. Monthly. If Your Account is on a month-to-month term, Clearview will charge the credit card that You provide 

Your on a monthly basis for the Services commencing on the date Your Account is first activated and each 

month thereafter. In the event that Clearview is unable to process Your payment for Services, You will have 

seven (7) days to provide new credit card information to pay for the Services, otherwise Your access to the 
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Services may be terminated by Clearview in its sole discretion. 

4.3. Term. If Your Account is for a specific term period, then You shall pay for the Services outlined on Your Order 

Form or invoice within thirty (30) days after the date of such invoice, and in the method(s) specified by Clearview 
(without any deduction or set-off); provided that You may withhold only a portion of a payment that is due if 

such amount is subject to a good faith dispute between You and Clearview. Any deviations in payment timing 

pursuant to this Section 4.3 shall be set forth in your Order Form. You must provide Clearview with notice of a 

disputed invoice in writing. Clearview will not consider any invoice dispute notice which is sent by You later than 

ninety (90) days following the date of the invoice in question. The parties will work together to resolve all 

disputes within sixty (60) days of the date of the dispute notice. If You were billed in error, Clearview will provide 

Customer with a credit for the amount billed incorrectly. 
 

4.4. Late Payments. Any amounts arising in relation to this Agreement not paid when due will be subject to a late 

charge of one and one-half percent (1 1/2 %) per month on the unpaid balance or the maximum rate allowed 

by law, whichever is less. Without prejudice to Your rights set out elsewhere in this Agreement, all Fees are 
non-refundable and payable in advance. If you cancel, you will not receive a refund for any service already paid 

for. If You fail to pay an invoice when due and payable, Clearview has the right (without limitation of any other 

remedies hereunder or under applicable law or in equity) to immediately suspend or restrict Users' access to 

the Services, or to revoke or suspend (in whole or in part) the revocable license granted herein. 

 
4.5. Price Changes. Clearview may change the price of its Services and Products at any time, including changing 

a free Service to a paid service; provided, however, that the pricing listed in Your Order Form will supersede 

any such changes during the specific term period identified in the Order Form. Unless otherwise expressed in 
an Order Form, during the initial term, including any applicable renewal term, the Fees shall increase on or after 

each anniversary of the commencement date of the Agreement by five percent (5%) annually from the prior 

year’s Fees. Clearview will provide you with prior notice and an opportunity to terminate Your access (after the 

expiration of the specific term period identified in your Order Form) to such modified Service if Clearview 

changes the price of a Service to which you are subscribed. Clearview will not charge you for a previously free 

Service unless you have been notified of the applicable fees and You have agreed to pay such fees. Unless 

otherwise waived by Clearview, there is an activation fee of $500.00 to set up and activate a Customer Account 
(“Activation Fee”). If Your Account is voluntarily terminated by You or suspended pursuant to the terms of this 

Agreement, and You request a reactivation of such Account, you will be required to pay an additional Activation 

Fee. Activation Fees can be cumulative for Customers that make more than one request to reactive their 

Account. 

 
4.6. Taxes. 

 
 

4.6.1. The Fees covered by this Agreement are exclusive of any excise, sales, use, gross-turnover, value added, 

goods and services tax or other similar types of indirect taxes, duties or tariffs (however designated, levied 

or based and whether foreign or domestic) (“Indirect Taxes”) imposed or levied, currently or in the future 

based on applicable legislation, on the Services provided under this Agreement. Unless otherwise agreed 
between the parties, Customer will be liable for compliance with and payment of such Indirect Taxes. 



Confidential and Proprietary 
v. 3.8.22 

 

 

Clearview shall include the Indirect Taxes on its invoice to Customer and remit such Indirect Taxes to the 

relevant authority if required by applicable law. For the avoidance of doubt, Clearview will be responsible 

for direct taxes imposed on Clearview’s net income or gross receipts. 

4.6.2. Tax Exempt. Notwithstanding the foregoing, if You are exempt from applicable taxes incurred or to be 
charged under this Agreement, then You shall provide Clearview with a properly executed certificate of 

such tax exemption. Clearview shall give effect to such certificate on a prospective basis from the date of 

receipt from You, all of which is subject to applicable law. 

 
5. TERM AND TERMINATION. 

5.1. Term. The terms of this Agreement are effective on You and Your Users commencing on the day You first use 

the Services, whether it be via a free trial or a paid subscription. If You purchase Services for a specific term 

(as further set forth in Your Order Form), such termination will be effective on the last day of the then-current 
term, or in the case of a month-to-month Agreement, upon written notice of your desire to terminate the 

Agreement at the end of the applicable month. If You fail to comply with any provision of this Agreement beyond 

any applicable cure periods, Clearview may terminate this Agreement immediately and retain any Fees 

previously paid by You. Upon the expiration of the term of this Agreement, to the extent You continue to access 

and use the Services, the terms of this Agreement will apply in full. Those provisions that by their nature are 

intended to survive termination or expiration of this Agreement shall so survive. Upon any termination of this 

Agreement, You must cease any further use of the Services. 

 
This Agreement may be terminated in the following ways: 

 
 

5.1.1. By mutual agreement: This Agreement may be terminated at any time, without payment of any penalty, 

except such refund or payment as shall be mutually consented by both parties, if any, by mutual agreement 

of the parties. 

 
5.1.2. By breach: If either party is in material breach of this Agreement and such failure has not been cured 

within fifteen (15) days of receiving written notice of such breach, then the non-breaching party has the 

right to terminate the Agreement. The parties agree to endeavor in good-faith negotiations to resolve any 

dispute under this Section before terminating the Agreement. You waive Your right to any refund, payment 

or penalty in the event this Agreement is terminated due to Your breach of the agreement. 

 
5.1.3. By impossibility of performance: Neither party to this Agreement shall be deemed to be in violation of 

this Agreement if it is prevented from performing any of its obligations hereunder for any reason beyond 
its control, including without limitation, acts of God or of the public enemy, flood or storm, strikes or changes 

in an applicable statutory regulation or rule of any federal, state, or local government, or applicable agency 

thereof. If the Agreement is terminated due to impossibility of performance pursuant to this Section 5.1.3, 

Clearview shall provide such refund as may be equitable based upon the length of time remaining during 

the Customer’s specific term and other equitable factors such as Clearview’s expenses in the course of 

performance. 

 
5.1.4. Lack of Funding – Government Agencies. If the necessary funds to fulfill the payment obligations under 
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this Agreement are not allocated for the Customer’s upcoming fiscal year, then Customer shall be 

permitted to terminate the Agreement early by providing no less than ninety (90) days' advance written 

notice setting forth proof of such lack of funding. In the event of such termination due to lack of appropriated 

funds, the Customer shall not be entitled to any reimbursement of any amounts or Fees paid or prepaid in 

advance to Clearview under the Agreement. This Section 5.1.4 is limited to Customers that are government 

agencies. 
 
6. CONFIDENTIALTY. 

6.1. To the extent legally permissible, Users are prohibited from disclosing the Services and any proprietary 

information relating to the Services to any unauthorized third party, including without limitation, screenshots of 

the Services, marketing materials, user manuals, pricing agreements, quotes, email communications from 

Clearview employees, and any information marked Confidential by Clearview. Notwithstanding the foregoing 

and to the extent permitted by applicable law, if the Customer receives a request for information under the 

Freedom of Information Act (“FOIA”) or a substantially similar law applicable to the Customer and such request 

involves Clearview or is related to this Agreement, the Customer will endeavor to promptly notify Clearview in 

writing of such request in order for Clearview to seek protection from such disclosure. 
 

6.2. You or your Users may provide, or Clearview may invite you to provide, comments or ideas about the Services, 

including, without limitation, improvements to them (“Ideas”). By submitting any Ideas, You agree that: (i) they 

are not confidential information; (ii) they are not subject to any use or disclosure restrictions (express or implied); 

(iii) You claim no rights in them; and (iv) Clearview has no obligation to notify or compensate You in connection 

with Clearview’s disclosure or use. You release Clearview from all liability or obligations that may arise from 

the receipt, review, disclosure, or use of any Idea that you submit. 

 
7. PROPRIETARY RIGHTS AND COPYRIGHT. 

 
 

Clearview and/or its suppliers, as applicable, retain ownership of all proprietary rights in the Services and in all trade 

names, trademarks, service marks, logos, and domain names (“Clearview Marks”) associated or displayed with the 

Services. You may not frame or utilize framing techniques to enclose any Clearview Marks, or other proprietary 

information (including images, text, page layout, or form) of Clearview without express written consent. You may not 

use any meta tags or any other “hidden text” utilizing Clearview Marks without Clearview’s express written consent. 

 
8. CUSTOMER REPRESENTATIONS. You represent and warrant that: (i) the signatory signing this Agreement has 

the actual authority to contract with Clearview AI, Inc. on behalf of the Customer; (ii) all Users are at least 18 years 

old; and (iii) the use of personally identifiable information, including photographs, may be subject to regulation in 

various jurisdictions. By accessing and using the Services, You further represent and warrant: (1) to use the Services 
in a manner that is consistent with all applicable laws, including those that regulate the use of personally identifiable 

information such as photographs; (2) You have a legitimate interest to use the Services to engage in data processing 

activities, (3) your uses of the Services are in the public interest and are proportional to carry out that public function, 

and (4) this Agreement is entered into for the purpose of and for Clearview to cooperate with the Customer 

concerning the investigation of conduct or activity that the Customer reasonably believes in good faith may violate 

federal, state or local law, or as otherwise authorized under applicable law. 
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9. USER CODE OF CONDUCT. These Terms incorporate the Clearview User Code of Conduct by reference. The User 

Code of Conduct is attached as Appendix 1. You and all Users must adhere to the User Code of Conduct at all times. 
The User Code of Conduct requires that all Users maintain the security of their own account, only use the Services for 

law enforcement or investigative purposes as authorized by their employer pursuant to their employment, and 

independently support and verify all image search results.  

 
10. COLLECTION AND SHARING OF DATA. You expressly authorize Clearview to act as an agent on your behalf for 

the purpose of: (i) collecting and compiling publicly available images, including images from the Internet; (ii) receiving 

images uploaded to the Services by Users; and (iii) producing and storing facial vectors from images, including 

images collected from the Internet or shared by You with Clearview, for the purpose of providing the Service to You. 

 
By accessing and using the Services, Users affirmatively consent and allow Clearview to collect several types of 
information for Our business operations, including: 

• At the time of account creation: name, rank/title, contact information and employer. 

• During usage of the Services: Usage details including IP address, browser information, location data, 
search history within the Services, and login history. 

 
By accessing and using the Services, Users agree and consent to the sharing of certain types of personal data 

with third parties. Specifically, Users consent to: 

• Sharing their name, title, contact information and email messages to Clearview and its employees with a 

third-party provider of customer relationship management tools. 

• Sharing their name and email address with a third-party provider of email tools 

• Such disclosure of personal data as may be required by laws and regulations. 
 

11. USER CONTENT. 

11.1. In connection with the Services and Products, Users may upload or share text, files, images, photos, videos, 

sounds or other materials (“Content”) with Clearview. You represent and warrant that that You and Your Users: 

(i) lawfully obtained and own the Content uploaded by You on or through the Services and Products, including 
the Galleries Product, or otherwise have the right to grant the license set forth in this Section; (ii) the posting 

and use of Your Content on or through the Services and Products does not violate the privacy rights, publicity 

rights, copyrights, contract rights, intellectual property rights or any other rights of any person; and (iii) that 

uploading the Content into the Products does not result in a breach of contract between You and a third-party. 

Except for Content owned by You, or as permitted within this Agreement, You may not copy, modify, translate, 

publish, broadcast, transmit, distribute, perform, display, or sell any content appearing on or through the 

Products or Services. Notwithstanding anything else in this Section, You may use and distribute information 

appearing in Clearview search results for law enforcement, the protection of public security, and any other use 
expressly authorized under this Agreement.  

11.2. You expressly authorize Clearview to perform technical functions, necessary to offer the Products and Services, 

including but not limited to, generating facial vectors, transcoding and/or reformatting Content to allow its use 
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throughout the Products and Services. In connection with the foregoing, You hereby grant to Clearview a non- 

exclusive, fully paid and royalty-free, worldwide, limited license to use, modify, delete from, add to, reproduce 

and translate such Content to the extent necessary in order for Clearview to provide the Services and Products. 

Unless otherwise authorized by You or until the Content is available to the general public or in the public domain 

through no breach of an obligation of confidentiality to User by Clearview, Your Content, including Content 

located in the Galleries Product, shall not be made available to other Customers of Clearview. Subject to any 

applicable legal limitations that may arise from Clearview’s need to defend or maintain claims or comply with 
enforcement, regulatory or other legal obligations, after the expiration or earlier termination of this Agreement, 

Clearview will delete the images of Content uploaded by You in the Galleries Product, except for images which 

are in the public domain. 

11.3. Clearview Enhance. Clearview Enhance is a feature designed to improve the quality of a probe image, 
including features such as (without limitation) cropping, rotating, brightening, flipping, and sharpening the probe 

image (“Enhanced Content”). Customer understands, acknowledges, and agrees that Clearview will process 

and store the Enhanced Content for the purposes of: (i) providing the Enhanced Content for authorized law 

enforcement and governmental uses, (ii) compliance and auditing purposes, and (iii) to maintain a record of 

edits made to the probe image. Search results established through Clearview Enhance and its related systems 

and technologies are indicative not definitive. Clearview Enhance is provided “as-is” and Clearview makes no 

guarantees as to the accuracy of its search-identification software. The Customer and its Users must conduct 

further research to verify identifying information or other data discovered on third-party sites by any Clearview 
system or included in Clearview search results. Clearview is neither designed nor intended to be used as a 

single-source system for establishing the identity of an individual. 

 
12. NO WARRANTIES. 

YOU UNDERSTAND AND AGREE THAT THE SERVICES ARE PROVIDED "AS IS" AND CLEARVIEW, ITS 

AFFILIATES, SUPPLIERS AND RESELLERS EXPRESSLY DISCLAIM ALL WARRANTIES OF ANY KIND, EXPRESS 

OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A 

PARTICULAR PURPOSE OR NON-INFRINGEMENT. CLEARVIEW, ITS AFFILIATES, SUPPLIERS AND 

AUTHORIZED RESELLERS MAKE NO WARRANTY OR REPRESENTATION REGARDING THE RESULTS THAT 

MAY BE OBTAINED FROM THE USE OF THE SERVICES, REGARDING THE ACCURACY OR RELIABILITY OF 

ANY INFORMATION OBTAINED THROUGH THE SERVICES OR THAT THE SERVICES WILL MEET ANY USER'S 
REQUIREMENTS, OR BE UNINTERRUPTED, TIMELY, SECURE OR ERROR FREE. USE OF THE SERVICES IS AT 

YOUR SOLE RISK. ANY MATERIAL AND/OR DATA DOWNLOADED OR OTHERWISE OBTAINED THROUGH THE 

USE OF THE SERVICES IS AT YOUR OWN DISCRETION AND RISK. YOU WILL BE SOLELY RESPONSIBLE FOR 

ANY DAMAGE TO YOU RESULTING FROM THE USE OF THE SERVICES. THE ENTIRE RISK ARISING OUT OF 

USE OR PERFORMANCE OF THE SERVICES REMAINS WITH YOU. CLEARVIEW CANNOT GUARANTEE AND 

DOES NOT PROMISE ANY SPECIFIC RESULTS FROM USE OF THE SERVICES. USE IS AT YOUR OWN RISK. 

 
13. INDEMNIFICATION. 

 
 

Except as otherwise set forth in Appendix 2, to the extent permitted by law, You agree to defend, indemnify and hold 
harmless Clearview and its affiliates and their respective directors, officers, employees, and agents from and any and 
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all damages, liabilities, costs and expenses (including reasonable attorneys’ fees) incurred as a result of any claim, 

judgment or proceeding relating to or arising out of: (a) Users’ breach of this Agreement, including of any of the 
Warranties or Prohibited Uses; (b) any actions brought by third parties arising out of Users’ use of the Services in a 
manner not permitted or authorized under this Agreement; and (c) any security breach causes by Users’ negligence, 
recklessness, or willfulness, and any third-party actions arisings from such security breach. If any action is brought 

against Clearview in respect to any allegation for which indemnity may be sought, Clearview will promptly notify User 
and will provide reasonable cooperation in connection with the defense or settlement of any such claim. 
 

Subject to Clearview’s limitation of liability set forth in Section 14, Clearview will defend, indemnify and hold harmless 

the Customer and its affiliates and their respective directors, officers, employees, and agents from and any and all 

damages, liabilities, costs and expenses (including reasonable attorneys’ fees) incurred as a result of any third-party 

claim, judgment or proceeding arising out of Clearview’s gross negligence or willful misconduct in its performance and 

delivery of the Products and Services under this Agreement.   

 
14. LIMITATION OF LIABILITY. To the maximum extent permitted by applicable law, Clearview shall not be liable for any 

indirect, incidental, special, consequential or punitive damages, or any loss of profits or revenues, whether incurred  
directly or indirectly, or any loss of data, use, goodwill, or other intangible losses, resulting from: Your access to or use 

of or inability to access or use the Services; any content obtained from the Services; unauthorized access, use or 

alteration of Your Account. Regardless of Clearview’s negligence, gross negligence, failure of an essential purpose, 

and whether such liability arises in contract, tort or any other legal theory, Clearview’s aggregate liability under this 

Agreement shall not exceed the amount paid by You to Clearview, if any, in the past year for the Services giving rise to 

the claim. 

 
15. MISCELLEANOUS. 

 
 

15.1 This Agreement embodies the entire understanding and agreement between the parties respecting the subject 

matter of this Agreement and supersedes any and all prior understandings and agreements between the parties 

respecting such subject matter. Use of the Services is also subject to Clearview’s Privacy Policy and Principles,  

links to which can be found by visiting  https://www.clearview.ai/privacy-policy and 

https://www.clearview.ai/principles respectively. The Privacy Policy and Principles are incorporated into this 

Agreement by this reference. Clearview may elect to change or supplement the terms of this Agreement from time 

to time in its sole discretion, provided that such changes shall not increase Your financial obligations under this 

Agreement (except as otherwise permitted in Section 4.5), the term of the Agreement, or Sections 13, 14, or 15.3 
of this Agreement. Clearview will exercise commercially reasonable business efforts to provide notice to You of 

any material changes to this Agreement. Within ten (10) business days of posting changes to this Agreement (or 

ten (10) business days from the date of notice, if such is provided), they will be binding on You. If You do not agree 

with the changes, You should discontinue using the Services. If You continue using the Services after such ten- 

business-day period, You will be deemed to have accepted the changes to these Terms. In order to participate 

and continue using certain Services, You may be notified that You are required to download software and/or agree 

to additional terms and conditions. Unless expressly set forth in such additional terms and conditions, those 
additional terms are hereby incorporated into this Agreement. 
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15.2 If any provision of these Terms is held to be invalid or unenforceable, then that provision will be limited or eliminated 

to the minimum extent necessary, and the remaining provisions of these Terms will remain in full force and effect. 

Clearview’s failure to enforce any right or provision of these Terms will not be deemed a waiver of such right or 

provision. Clearview reserves all rights to seek monetary remedies for its damages arising out of any Users’ failure 

to abide by these Terms. 

 
15.3 Choice of Law and Forum. Except as otherwise set forth in Appendix 2 or otherwise limited by applicable law of 

where the Customer is headquartered, this Agreement shall be governed by and construed under the laws of the 

State of New York without regard for the conflict of laws rules of any jurisdiction. Except as otherwise set forth in 
Appendix 2 or otherwise limited by applicable law where the Customer is headquartered, in the event of any 

controversy or claim arising out of or relating to this Agreement, or a breach thereof, the parties shall first attempt 

to settle the dispute by mediation, administered by the American Arbitration Association under its Mediation Rules. 

If settlement is not reached within sixty (60) days after service of a written demand for mediation, any unresolved 

controversy or claim shall be settled by arbitration administered by the American Arbitration Association under its 

Commercial Arbitration Rules. The number of arbitrators shall be one. The place of arbitration shall be in New 

York, New York and New York law shall apply. Judgment on the award rendered by the arbitrator(s) may be 
entered in any court having jurisdiction thereto. 
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Appendix 1 
 
 

Clearview User Code of Conduct 
 
 
Clearview AI, Inc. makes its technology and software tools available to law enforcement and security professionals who will 

use them to enhance public safety and reduce crime, fraud, and risk in order to make communities safer. As a company, 

we hold ourselves to the highest level of commitment to ethics, integrity and professionalism and take steps to ensure that 
the search tools we provide are used correctly and lawfully. Our User Code of Conduct was developed to ensure that our 

customers are using the Clearview Platform (defined below) in a safe, ethical, professional, and appropriate manner. Before 

activating their Clearview Account, Users should review this Code of Conduct to confirm they will adhere to these essential 

rules of use. 

 
This User Code of Conduct applies to all individual Users (persons who possess an individual login associated with a 

particular email address and password to an Account on the Clearview app, hereafter, “User”, “Users”, or “Individual 
Users”) and to all User organizations (organizations which have a Service Agreement with Clearview, hereafter “User 
Organization”, “User Organizations”, or “Organization”). 

 
By registering a User Account with Clearview, and by using Clearview’s Products and Services, mobile application and web 

browser application (found on the web at Clearview.ai), facial imaging and search software, image database, publicly-

available online image indexing and search functionality, and its website (collectively, the “Clearview Platform”), Authorized 
Users and Organizations agree to be bound by this User Code of Conduct (this “Code”). 

 
Account Security 

● Users are responsible for maintaining the confidentiality of their username and password. 

● Users are responsible for all activities that occur under that User’s username and password. Users must 
immediately email the Clearview Help Desk at help@clearview.ai to notify Clearview of any unauthorized use of 
their username or password or any other breach of security. 

● Users may only access their accounts from devices that are authorized for professional use by their Organization. 

● The designated User is the only individual who may access and use the Account. 
 

Independent Verification 
 

● Search results established through the Clearview Platform and its related systems and technologies are indicative 
and not definitive. 

● Clearview takes every step to ensure the accuracy of its facial recognition software. However, it is not possible to 

guarantee the accuracy of the search results it produces. Users must conduct further research and investigation 

to verify the accuracy of any search result. 

● Search results used as a lead in an investigation must be reviewed by more than one person per Organization.  
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● The Clearview Platform is neither designed nor intended to be used as a single-source system for establishing the 

identity of an individual, and Users shall not use it as such. 

● Furthermore, search results produced by the Clearview Platform are not intended nor permitted to be used as 
admissible evidence in a court of law or any court filing. 

 
Appropriate and Authorized Use 

 
● This Agreement only authorizes the use of the Clearview Platform by law enforcement and public security 

professionals for legitimate law enforcement and public security purposes. Any and all use of the Clearview Platform 

must be authorized by a supervisor employed by the Organization. 

● Organizations must designate an Executive User (“Administrator”), who shall have access to the search histories 
of all individual Users associated with the Organization, and shall monitor the search history to ensure responsible 

use. 

● Users shall not use the Clearview Platform for personal purposes, or for any purposes which are not authorized and 
directed by the Organization’s supervisors. 

● Use of the Clearview Platform in a fashion which contributes to harassment, stalking, cyberstalking, threats, abuse 

or bullying, or in violation of any state, federal, local or any other applicable law, is strictly prohibited by this Code 

of Conduct. 

● Users are prohibited from knowingly uploading or providing Content to Clearview that depicts a child sixteen (16) 
years or younger that is a resident in the state of California. 

● The Clearview Platform is authorized only for use of images of persons under the age of 16 for the purposes of 
protecting the child's safety, victim identification, when the child’s welfare is at risk, in connection with investigations 

of violent felonies, and to help protect against the spread of Child Sexual Abuse Material (“CSAM”). 

● Clearview retains the right to suspend or terminate User accounts if we determine that a User or Organization has 

violated any provision of the Code of Conduct. 

 
Conclusion 

 
Clearview aspires to make the world a better place by helping qualified professionals use public information to counter 
crime, fraud, and threats to public safety through its proprietary technology. The Clearview Code of Conduct is a key part 

of ensuring that its relationships with its customers are based on integrity, responsibility and professionalism. By adhering 

to this Code of Conduct, you are helping Clearview achieve its collective goal of making communities safer while adhering 

to the highest standards of ethics and security. 



Confidential and Proprietary 
v. 3.8.22 

 

 

Appendix 2 
 

Government Terms 
 

Amended Terms for Federal, State and Local Governments in the United States 
 

If you are a federal, state or local government or government agency in the United States ("You"), and You are using 

Clearview Services in your official capacity ("Official Use"), the following terms apply solely to such use and all other 

terms remain in effect: 

 
1. Governing Law 

 
Terms relating to venue and governing law do not apply to Your Official Use. 

 
If You are the federal government or a federal government agency in the United States: 

 
For federal government and federal government agencies, any agreement You have with us will be governed by the 
laws of the United States of America (without reference to conflict of laws) and, in the absence of federal law and to 
the extent permitted under federal law, the laws of the State of New York will apply. 

If You are a state government or state government agency in the United States: 
 

For state government and state government agencies, any agreement You have with us will be governed by the laws 
of the State in which Your agency is located, and in the absence of a requirement that Your state law applies, the laws 
of the State of New York will apply. 

If You are a local government or local government agency in the United States: 
 

For local government and local government agencies, any agreement You have with us will be governed by the laws 
of the State in which Your agency is located, and in the absence of a requirement that Your state law applies, the laws 
of the State of New York will apply. 

 
 

2. Indemnity 
 

If You are the federal government or a federal government agency in the United States: 
 

Terms relating to indemnification do not apply to your Official Use except to the extent expressly authorized by 

federal law. 

If You are a state government or state government agency in the United States: 
 

Terms relating to indemnification will apply to You only to the extent expressly permitted by your jurisdiction's laws. 
 

If You are a local government or local government agency in the United States: 
 

Terms relating to indemnification will apply to You only to the extent permitted by your jurisdiction's laws. 



 
 

 
END USER LICENSE AGREEMENT 

1. AGREEMENT. 

This End User License Agreement (this “Agreement”) is entered into as of the last date on the signature page 
hereto (the “Effective Date”), by and between LogicMonitor, Inc., a Delaware corporation having its 
headquarters at 820 State St., 5th Floor, Santa Barbara, CA  93101 U.S.A. (below referred to as “LogicMonitor,” 
“we,” “our”, “us” or “Company”) and the corporation or other legal entity set forth on the signature page 
hereto (below referred to as “Customer”, “you” or “your”), and will govern the use of the LogicMonitor 
hosted data center monitoring services (the “Service” or “Services”) and any associated use of the 
LogicMonitor Technology offered by LogicMonitor, Inc. Customer and LogicMonitor are sometimes 
hereinafter referred to individually as a “party” and collectively as the “parties”. 

2.  YOUR SUBSCRIPTION. 

A. We offer subscription-based Services.  By subscribing to the Services via an authorized reseller or 
payment intermediary (“Reseller”), and subject to our execution of an agreement with the Reseller and your 
acceptance of this Agreement, you have a limited, non-exclusive, royalty-free (apart from the Services fees 
due to LogicMonitor), non-transferable and terminable license to access and to use the Services solely for 
your internal business operations during the Term. You are expressly prohibited from sublicensing use of the 
Services to third parties. However, you may choose to offer access to and use of the Services to your Affiliates, 
provided that (i) you shall remain the contracting party with us with respect to the payment of fees and all 
access and use; and (ii) you hereby agree that you shall retain full, unconditional responsibility for all such 
access to and use of the Services and LogicMonitor Technology and all compliance herewith.  “Affiliate” 
means a corporation or other legal entity which a party owns or controls, is controlled by or is under common 
control with such entity through ownership or control of more than 50% of the shares entitled to vote.  You 
hereby agree that neither you nor your Affiliates or customers shall take any action intended to interfere 
with or disrupt the Services or any other user’s use of the Services. 

B. Support.  LogicMonitor will provide any technical support included with your subscription purchase 
in accordance with the terms of your applicable support plan, as described at 
https://www.logicmonitor.com/terms_files/technical_support_exhibit.pdf.  Customer will automatically be 
enrolled in the standard support plan at no additional charge.  Premier support plans are available for 
purchase.  

 
C.  We shall use commercially reasonable efforts to make the Services available 24 hours a day, 7 

days a week during the Term, except for:   

(i) Planned Maintenance.  “Planned Maintenance” means maintenance where at least forty-
eight (48) hours prior notice is provided via email based on your account settings within the Services, or by 
using Notification capabilities within the Services (see http://support.logicmonitor.com/).  Planned 
Maintenance shall be conducted only during the hours of 6:00p.m. to 12:00a.m. Pacific Time and shall not 
exceed (a) 8 hours in any given month, or (b) 40 hours in any given year.  Downtime will be minimized at all 
times and if the expected impact of planned operations is less than five (5) minutes of downtime, we may 
elect not to give advance notice; or  

(ii) Extraordinary Circumstances.   “Extraordinary Circumstances” means any unavailability 
caused by circumstances beyond our reasonable control, including without limitation, acts of God, acts of 
government (including U.S. sanctions or embargoes), flood, fire, earthquakes, civil unrest, acts of terror, 
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strikes or other labor problems, or Internet outages or delays. 
 

D. Your use of the Services is expressly only licensed for the duration of the Term and any trial period 
while you are and remain a current customer in good standing. You acknowledge and agree that you will not 
have access to historical information or data related to your use of the Services upon expiration or 
termination of your use of the Services; provided, however, that we agree to assist upon your request prior 
to termination to download all such available data.   

 
E.  Professional Services.  Professional Services may be included in your Ordering Documents with 

the Reseller upon request.  Fees, coverage and terms for Professional Services are available from 
LogicMonitor and will be set forth on your Ordering Documents with the Reseller and/or a separate 
statement of work with LogicMonitor for such Professional Services. “Professional Services” means services 
provided by LogicMonitor personnel on a time and materials or fixed price basis for a customer-identified 
project or scope of work.  

 
3.  FEES; PAYMENT INTERMEDIARY.  

 A. Fees.  Applicable fees and payment terms shall be as agreed in the ordering documents between 
Customer and Reseller (“Ordering Documents”).   Fees for the Services are determined on the basis of the 
device and/or quantity commitments specified in the Ordering Documents (such committed quantity, the 
“Reserved Commitment”). 
 
 B.  Usage.   Your usage of the Service is determined by the number of hosts monitored by the Services 
during the period in question, measured on a daily basis.  A “host” or “device” is a logical host defined by a 
network (IP) address.  It need not be a physical host.  If applicable, fees for actual usage of the Services beyond 
the Reserved Commitment will be billed to the Reseller (and from the Reseller to you) on a monthly basis and 
payable to the Reseller in accordance with your Ordering Documents.   Overage fees shall only apply to the 
extent that Customer’s average usage for a month (based on daily usage calculations) exceeds the Reserved 
Commitment. 
 

C.  Payment Intermediary.  Customer acknowledges and agrees that its access to the Services is 
subject to Reseller paying fees owed for the Services on Customer’s behalf.  In the event that Reseller fails to 
pay fees owed in a timely fashion and does not cure such failure within thirty (30) days of written notice from 
LogicMonitor to Reseller (with a copy provided to Customer), LogicMonitor shall have the right to terminate 
this Agreement or suspend Customer’s access thereto until payment is received; provided, that, if Reseller’s 
failure to pay fees owed is not the fault of Customer, LogicMonitor shall cooperate in good faith with 
Customer to transition to an alternative reseller or to a direct purchase model without interruption in the 
Service. 

 
4.  TERM AND TERMINATION.   

A.  Term.  This Agreement is in force from the Effective Date (or, if earlier, the first date of your use 
of the Services or Software) and, subject to any earlier termination permitted in this Agreement, will remain 
in force for the duration of your usage of the Services so long as you continue to subscribe via an authorized 
Reseller (such period, the “Term”). 

B.  Termination.  Except where your early termination is pursuant to LogicMonitor’s uncured material 
breach (pursuant to subsection (i) below) (in which case we will promptly refund the prepaid fees (if any) for 
that portion of the terminated period for which Services were not provided), early termination of a 
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subscription or ceasing your use of the Services will not result in a refund of any prepaid fees or modify your 
obligation to pay fees to the Reseller for the then current subscription period.  Either party may terminate 
this Agreement by written notice prior to expiration of the Term: (i) if the other party breaches any material 
term or condition of this Agreement and, assuming such default is capable of cure, fails to cure such default 
within thirty (30) days after written notice specifying the default (“Notice of Default”), (ii) if the other party 
becomes insolvent or admits in writing its inability to pay its debts as they mature or makes an assignment 
for the benefit of creditors; or (iii) if a petition under the United States Bankruptcy Act, as it now exists or as 
it may be amended, or any similar law of any other jurisdiction, is filed concerning the other party.   

C.  Portal Suspension Right in the Event of Imminent Security Risk.  Immediately upon the detection 
of suspicious circumstances or behavior, or the receipt of information we believe is credible regarding the 
unauthorized use or disclosure of your data or of a demonstrable threat to either your data or the 
LogicMonitor Technology, LogicMonitor has the right to suspend the access to or use of the Service or 
LogicMonitor Technology by your authorized users. In such event, we will provide a prompt, written 
description of the issue(s) or event(s) resulting in the suspension and the parties will work in good faith to 
resolve the matter promptly.  If the matter is not resolved within ten (10) days of suspension, either party 
has the right to terminate the Agreement upon written notice, and assuming the suspension was not 
prompted by Customer’s uncured breach, LogicMonitor will promptly refund the prepaid fees (if any) 
covering that portion of the terminated period for which Services were not provided.  

5.  OUR TECHNOLOGY. 

A. The Services are enabled by and utilize a hosted software application (the “LogicMonitor 
Software”).  We shall host the LogicMonitor Software and may update the functionality and user interface of 
the LogicMonitor Software from time to time in our sole discretion as part of our ongoing mission to improve 
the Services and our users’ use of the Services, provided that such modifications will not materially decrease 
the functionality of the Services.  You must have access to the LogicMonitor Software in order to use the 
Services.  In addition, to use the Services fully, you will be required to download and install a piece of our 
software on your network (the “Collector Software” and collectively with the LogicMonitor Software, the 
“Software”).  

B. You agree that the rights granted to you are provided on the condition that you will not (and will 
not allow, give permission to or enable any third party, including without limitation any customer or Affiliate, 
to) copy, create a Derivative Work of, or reverse engineer, reverse assemble, disassemble, or decompile the 
Software or any part thereof or otherwise attempt to discover any source code, modify the Software in any 
manner or form, or use unauthorized modified versions of the Software, including (without limitation) for 
the purpose of building a similar or competitive product or service or for the purpose of obtaining 
unauthorized access to the Services.  “Derivative Work” means any modification of or extension to any 
software, process, algorithm, trade secret, work of authorship, invention, or to any other intellectual 
property right therein or thereto.  

C. License.  Subject to your compliance with the terms of this Agreement, we hereby grant to you a 
limited, non-exclusive, royalty-free (apart from the fees paid to LogicMonitor for the Services), non-
transferable license to download, install and use the Collector Software (in object code form) onto your 
network for internal business purposes for the sole purpose of using the LogicMonitor Service.  The Collector 
Software is not sold but licensed hereunder. 

6.  OWNERSHIP.   

A. You acknowledge and agree that the LogicMonitor Software, including the specific design and 
structure of individual programs, components and aspects thereof, constitutes the proprietary trade secrets 
and copyrighted material of LogicMonitor, and that LogicMonitor owns all rights, title and interest in and to 
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the Services, the Software, Feedback and all technology, information, trade secrets, patent rights, copyrights, 
know-how and documentation associated therewith as provided or otherwise made available by 
LogicMonitor and used in the performance of the Services, including all intellectual property rights and 
Derivative Works therein, on a worldwide basis (collectively, the “LogicMonitor Technology”). As used herein, 
“Feedback” means bug reports, suggestions, comments or other feedback provided by Customer to 
LogicMonitor with respect to the Service, excluding any Customer Confidential Information. The license 
granted to you is limited by these Terms and does not convey any other rights in the LogicMonitor 
Technology, express or implied, nor does it grant any ownership in the LogicMonitor Technology or any 
intellectual property rights therein or thereto.  Any rights not expressly granted herein are reserved by 
LogicMonitor.  

B. You agree that if you make any customizations or customized implementations of the Software or 
LogicMonitor Technology that do not qualify as Derivative Works (“Implementations”), such 
Implementations are hereby licensed to us on a non-confidential, nonexclusive, irrevocable, worldwide, 
royalty-free, sublicensable basis to perform services, use, distribute, publish, display, copy, sell, have sold, 
make, have made, create Derivative Works of, import, export, and license the Implementations and products 
and services utilizing or incorporating the Implementations, and to otherwise commercially exploit the same. 
Notwithstanding the foregoing, the Implementations shall not include Personal Data or any of your 
Confidential Information (each as defined in Section 7 below).  If any integrations with third party tools, 
platforms or programs are implemented for your use in conjunction with the Service, you agree that 
LogicMonitor has no obligation to support the same.  

C.  Customer Data.  You retain all right title and interest in and to all Customer Data.  “Customer Data” 
means electronic data, files or information submitted by Customer to the Service. LogicMonitor’s right to 
access and use Customer Data is limited to the right to access and use such Customer Data for the purpose 
of providing the Service or as may otherwise be explicitly set forth in this Agreement. No other rights with 
respect to your Customer Data are implied.  Customer Data shall at all times be classified and treated as 
Confidential Information hereunder.    

D. You agree not to remove any copyright or proprietary legends in the LogicMonitor Technology, 
and to implement reasonable security measures to protect our proprietary rights therein from unauthorized 
use or disclosure. Certain marks, words and logos displayed on the Services, which may or may not be 
designated by a “™” “®” “SM” or other similar designation, constitute trademarks, trade names, or service 
marks belonging to us or our licensors.  Except as necessary for you to make use of the Services in accordance 
with the license rights herein, you are not authorized to use any such marks.  Ownership of all such marks 
and the goodwill associated therewith remains with us or our respective licensors. 

7.  CONFIDENTIALITY. 

A. The parties agree that during the course of performance under these Terms, each party may 
disclose to the other party certain technical and/or non-technical information, which (i) is disclosed in a 
tangible or visual form and clearly labeled as “Confidential”; (ii) is disclosed in an oral, non-tangible or visual 
form, identified at the time of disclosure as confidential and confirmed in writing within thirty (30) days; or 
(iii) is identified and treated as confidential by disclosing party and given the circumstances of disclosure, 
and/or the nature of the information, the recipient knew or should reasonably have known the information 
was confidential (collectively, the “Confidential Information”).  For purposes of clarification and in addition 
to the Confidential Information addressed in the previous sentence, LogicMonitor Technology shall be 
deemed our Confidential Information and all Customer Data shall be deemed your Confidential Information.  
Confidential Information does not include information, technical data or know-how which (a) is rightfully in 
the possession of the receiving party at the time of disclosure as shown by the receiving party’s files and 
records immediately prior to the time of disclosure; (b) prior to or after the time of disclosure becomes part 
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of the public knowledge or literature, not as a result of any inaction or action of the receiving party; (c) is 
approved in writing for release by the disclosing party; or (d) is independently developed by the receiving 
party without use of or reference to any Confidential Information of the disclosing party.  

B. Each party agrees not to use the Confidential Information disclosed to it by the other party for any 
purpose except as necessary to perform its obligations under these Terms.  Neither party will disclose the 
Confidential Information of the other party to third parties or to the first party’s employees except employees 
and service providers who are required to have the information in order to carry out such party’s obligations 
hereunder who have agreed in writing, as a condition of employment, engagement or otherwise (or who are 
otherwise bound by fiduciary duty or rules of professional conduct), to protect the Confidential Information 
with terms no less stringent than are imposed by this Section; provided, however, that this Agreement may 
also be disclosed to potential successors in interest (and their respective attorneys and advisors) pursuant to 
a contemplated merger, acquisition, corporate reorganization or sale of all or substantially all of a party’s 
assets, so long as such recipient in each case has agreed in writing to protect the Confidential Information 
with terms no less stringent than are imposed by this Section.  Notwithstanding the above, LogicMonitor may 
use data about Customer’s configuration and use of the Service that has been aggregated and/or anonymized 
(collectively, “Usage Data”) in order to (i) measure general Service usage patterns and characteristics of its 
user base and/or (ii) to improve the Service and develop new insights and features, and may include such 
Usage Data in promotional materials or reports to third parties; provided, that, for the avoidance of doubt, 
(x) such Usage Data is rendered in such a manner that does not allow a third party to identify Customer or its 
suppliers, customers, contractors, agents, affiliates, or subsidiaries and (y) such Usage Data does not 
reference Personal Data, names, phone numbers, email addresses, or other personally identifiable 
information. “Personal Data” generally means nonpublic, personally identifiable information of or concerning 
any living individual among the consumers, employees, clients and customers of Customer or LogicMonitor, 
their parents, subsidiaries, affiliates and agents.  Each party agrees that it will use the same standard of care 
that it uses in protecting its own Confidential Information, but in no case less than reasonable care.  Each 
party agrees to promptly notify the other in writing of any misuse or misappropriation of Confidential 
Information of the other party that may come to its attention.  

C. The confidentiality and non-use obligations of each receiving party under this Agreement will 
survive expiration or termination of this Agreement for a period of five (5) years; except that such obligations 
shall survive indefinitely with respect to (i) Personal Data, and (ii) each disclosing party’s software and 
technology-based trade secrets so long as they remain eligible for trade secret under prevailing law (without 
regard to any breach of the receiving party). In the event of any expiration or termination of these Terms, or 
upon request by the disclosing party, the receiving party shall cease all use of the other party’s Confidential 
Information and return to the disclosing party all copies of the disclosing party’s Confidential Information in 
the receiving party’s possession or control, or destroy the same and certify as to its destruction. The receiving 
party will not be required to return or immediately destroy an archive copy of the disclosing party’s 
Confidential Information made for backup purposes in the ordinary course; provided that such archive copy 
will be subject to the ongoing obligations of confidentiality and non-use contained herein and shall be 
destroyed in the ordinary course of business not to exceed ninety (90) days, or with respect to Personal Data, 
such shorter period as is necessary to comply with prevailing law.  

D. The parties acknowledge and agree that although the incidental capturing of nominal Personal 
Data in connection with the Service may occur (for example, credentials information and in log files with 
transactional monitoring, and names and contact information of employees of each party as needed to 
conduct the Services and business relationship), the purpose and focus of the Service is on IT systems 
performance monitoring and not to function as a receptacle or conduit to store, manipulate, transmit or 
retrieve Personal Data or other Restricted Data.  As used herein, “Restricted Data” means (i) Personal Data, 
(ii) Protected Health Information, as such term is defined under the U.S. Health Insurance Portability and 
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Accountability Act, (iii) financial account data or payment cardholder information under PCI Data Security 
Standard, and/or (iv) any other data that is subject to specific or heightened requirements under applicable 
law or industry standards, such as Social Security numbers in the United States.  Without limiting its other 
obligations under this Agreement, and subject to the foregoing caveat regarding collection of certain nominal 
Personal Data, the parties agree that (x) you shall not provide Restricted Data to LogicMonitor, and shall 
configure the Collector Software so that it will be used only to collect information from devices and 
applications using methodology which will not expose or divulge Restricted Data; (y) you will not send any 
logs to LogicMonitor that contain Restricted Data; and (z) you will isolate and secure the Software on your 
systems and network to prevent unauthorized access, use, disclosure and loss using at a minimum industry 
standard security practices and technologies and as otherwise required by applicable laws. 

 
E.  Compelled Disclosure.  In the event that the receiving party is required by applicable law, 

regulation or any competent judicial, supervisory or regulatory body to disclose any of the Confidential 
Information, the receiving party shall provide the disclosing party with prompt written notice of any such 
requirement so that the disclosing party may seek a protective order or other appropriate remedy and/or 
waive compliance with the provisions of this Agreement. If, however in the opinion of the counsel of the 
receiving party, the receiving party is nonetheless, in the absence of such order or waiver, compelled to 
disclose such Confidential Information, then it may disclose only such portion of the Confidential Information 
which, in the opinion of its counsel, the receiving party is compelled to disclose. The receiving party will not 
oppose any action by the disclosing party to obtain reliable assurance that confidential treatment will be 
accorded the Confidential Information. The receiving party will reasonably cooperate with the disclosing 
party in its efforts to obtain a protective order or other appropriate remedy that the disclosing party elects 
to seek to obtain, in its sole discretion. 
 

F.  LogicMonitor shall comply with applicable laws and regulations with respect to its delivery of the 
Service hereunder.  Each party shall comply with prevailing laws and regulations governing Personal Data, 
including, without limitation and as may be applicable, the California Consumer Privacy Act of 2018 (Cal. Civ. 
Code § 1798.100 et seq.) (the “CCPA”) and the General Data Protection Regulation (EU) 2016/679 (“GDPR”).  

G.   CCPA Service Provider.   LogicMonitor is a “Service Provider” as defined in Section 1798.140(v) of 
the CCPA.   Customer discloses Personal Data (which, for purposes of this Section 7(G), shall include all 
categories of information listed in definition of “Personal Information” under the CCPA) to LogicMonitor 
solely (i) for a valid business purpose and (ii) for LogicMonitor to perform the Service.  LogicMonitor expressly 
certifies, understands and agrees that except as permitted or required by applicable law it is prohibited from 
(x) selling Personal Data, (y) retaining, using or disclosing Personal Data for any commercial purpose other 
than providing the Service, and (z) retaining, using or disclosing Personal Data outside of the direct business 
relationship between LogicMonitor and Customer and this Agreement.  LogicMonitor understands the 
prohibitions that are outlined in this Section 7(G) and hereby certifies its compliance therewith. LogicMonitor 
shall generally not respond to end user requests except to the extent required by law, and shall direct such 
requests to Customer where feasible. 

H.   Data Processing Addendum.  Additionally, if Customer is established in the European Economic 
Area, which is comprised of the member states of the European Union and Norway, Iceland and 
Liechtenstein, as well as, for the purposes of this Agreement, the United Kingdom (collectively, the “EEA”) or 
Switzerland or will be providing Personal Data of data subjects located therein for processing by 
LogicMonitor, the parties hereby agree to comply with the terms of the  Data Processing Addendum set forth 
at https://www.logicmonitor.com/terms/gdpr (the “DPA”).  For the avoidance of doubt, the DPA shall only 
apply if and to the extent Customer is established within the EEA or Switzerland and/or to the extent 
LogicMonitor “Processes” (as such term is defined in the DPA) Personal Data of data subjects located in the 
EEA or Switzerland on behalf of Customer or a Customer Affiliate under this Agreement.  
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I.  Security Practices.   During the Term, LogicMonitor will implement and maintain administrative, 
physical and technical safeguards and measures designed to protect against unauthorized access to Customer 
Data as more fully described on Exhibit A hereto (“Security Practices”).  During the Term, LogicMonitor will 
not materially diminish the protections provided by the Security Practices. 

8.  REPRESENTATIONS AND WARRANTIES. 

A. Representations. Each party hereby represents and warrants to the other that (i) such party has 
the right, power and authority to enter into these Terms and to fully perform all its obligations hereunder; 
and (ii) the making of these Terms does not violate any agreement existing between such party and any third 
party.   

B. Limited Service Warranty.  
(i) We warrant that we will deliver and perform the Services in a good and workmanlike manner 

consistent with applicable industry standards and the functional requirements and technical specifications 
set forth in the Ordering Documents.  

(ii) Service Level Terms.  We will provide the Services in accordance with the service level terms set 
forth at https://www.logicmonitor.com/terms_files/Ex_A-Enterprise-SLA-Service-Availability.pdf 
(individually or collectively, the “Service Level Terms”), and any remedies for failure to comply with such 
standards are set forth therein.   

C.  In the event that Customer notifies LogicMonitor in writing of a breach of the foregoing 
warranties, LogicMonitor shall use commercially reasonable efforts to correct the reported non-conformity, 
at no additional charge to Customer, or if LogicMonitor determines such remedy to be impracticable, 
Customer may terminate this Agreement and receive a prorated refund of fees pre-paid to the Reseller for 
Customer’s use of the Service for the remainder of the then current subscription period.  The foregoing 
remedy shall be Customer’s sole and exclusive remedy for any breach of warranty hereunder; provided, that, 
remedies available for breach of the Service Level Terms are as set forth in the Service Level Terms. 

 
9.  INDEMNIFICATION. 

A. By LogicMonitor. We shall, at our own expense, indemnify, defend and hold you harmless from 
and against any damages and expenses (including reasonable attorneys’ fees) as a result of third party claims, 
to the extent of any finding that the LogicMonitor Technology, when used in strict compliance with the license 
rights and use instructions provided by LogicMonitor infringed or misappropriated the U.S. copyright or U.S. 
trade secret rights or U.S. patent rights of a third party; provided we receive prompt notice and the 
opportunity to provide the defense and participate in the litigation and settlement negotiations.  
Notwithstanding the foregoing, we shall have no liability, and shall have no obligation to defend or indemnify 
you, for any third party claim of infringement to the extent based upon (i) use of other than the then current, 
unaltered version of the LogicMonitor Technology and applicable Services, unless the infringing portion is 
also in the then current, unaltered release; (ii) use of the Services or LogicMonitor Technology other than 
strictly in accordance with our instructions and documentation; or (iii) use, operation or combination of the 
applicable Services with non-LogicMonitor programs, data, equipment or documentation if such 
infringement would have been avoided but for such use, operation or combination.  In the event the use of 
any Service or LogicMonitor Technology is, or we believe is likely to be, alleged or held to infringe any third 
party intellectual property right, we may, at our sole option and expense, (a) procure for you the right to 
continue using the affected service, (b) replace or modify the affected service with functionally equivalent 
service so that it does not infringe, or, if either (a) or (b) is not commercially feasible, (c) terminate the 
Services and refund the fees received by us from you (or the Reseller on your behalf) for the affected service 
for the remaining term of then-current subscription period.  THE FOREGOING CONSTITUTES OUR ENTIRE 
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LIABILITY, AND YOUR SOLE AND EXCLUSIVE REMEDY WITH RESPECT TO ANY THIRD PARTY CLAIMS OF 
INFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS OF ANY KIND OR NATURE. 

B. By You. You shall defend, indemnify and hold us harmless from and against any and all claims, 
damages and expenses (including reasonable attorney’s fees) arising from: (i) your violation of these Terms; 
or (ii) your violation of any third party intellectual property or privacy right; provided, that we (a) promptly 
give you written notice of the claim; (b) give you control of the defense and settlement of the claim (provided 
that you may not settle any claim unless the settlement unconditionally release us of all liability); and (c) 
provide to you all reasonable assistance, at your expense. We may participate in the defense and settlement 
activities with counsel of our choosing at our expense. 

10.  DISCLAIMERS, LIMITATION OF DAMAGES AND LIABILITY. 

A.  DISCLAIMERS AND EXCLUSIVE REMEDY.  

EXCEPT FOR THE REPRESENTATIONS AND LIMITED WARRANTY IN SECTIONS 8.A (REPRESENTATIONS) AND 8.B. (LIMITED 
SERVICE WARRANTY), THE SERVICES AND LOGICMONITOR TECHNOLOGY ARE PROVIDED “AS IS” WITHOUT WARRANTIES OF ANY 
KIND, EITHER EXPRESS OR IMPLIED OR ANY WARRANTIES ARISING FROM A COURSE OF DEALING OR TRADE USAGE INCLUDING BUT 
NOT LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR 
PURPOSE, NOR DO WE WARRANT THAT THE LOGICMONITOR TECHNOLOGY OR SERVICES WILL BE UNINTERRUPTED OR ERROR-FREE, 
OR REGARDING THE SECURITY, ACCURACY, RELIABILITY, TIMELINESS OR PERFORMANCE OF THE SERVICES.  WE MAKE NO WARRANTY 
ABOUT THE SUITABILITY OF THE LOGICMONITOR TECHNOLOGY OR SERVICES FOR ANY PURPOSE AND DO NOT WARRANT THAT THE 
LOGICMONITOR TECHNOLOGY OR SERVICES WILL MEET YOUR REQUIREMENTS. 

CUSTOMER ACKNOWLEDGES AND AGREES THAT LOGICMONITOR SHALL NOT HAVE ANY LIABILITY FOR (I) MODIFICATIONS 
OR ALTERATIONS TO THE COLLECTOR SOFTWARE MADE BY YOU OR ANY THIRD PARTY NOT AUTHORIZED BY LOGICMONITOR OR (II) 
CUSTOMER’S USE OF MONITORING SCRIPTS MADE AVAILABLE IN LM EXCHANGE, LOGICMONITOR’S CUSTOMER COMMUNITY, THAT 
ARE NOT AUTHORED BY LOGICMONITOR. 

B. INDIRECT AND CONSEQUENTIAL DAMAGES. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, 
EXCLUDING THE INDEMNIFICATION OBLIGATIONS IN SECTION 9 OR CLAIMS, LIABILITIES OR LOSSES ARISING FROM FRAUD OR 
INTENTIONAL MISCONDUCT, IN NO EVENT WILL EITHER PARTY BE LIABLE FOR ANY INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL 
OR EXEMPLARY DAMAGES ARISING OUT OF OR IN ANY WAY RELATING TO THESE TERMS, THE SERVICES PROVIDED, OR THE USE OF 
OR INABILITY TO USE THE SERVICES INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF GOODWILL, WORK STOPPAGE, LOST 
PROFITS, LOSS OF DATA, COMPUTER FAILURE OR ANY AND ALL OTHER COMMERCIAL DAMAGES OR LOSSES EVEN IF ADVISED OF THE 
POSSIBILITY THEREOF AND REGARDLESS OF THE LEGAL OR EQUITABLE THEORY (CONTRACT, TORT, STRICT LIABILITY OR OTHERWISE) 
UPON WHICH THE CLAIM IS BASED.   

C. LIMITATION OF LIABILITY. EXCEPT WITH RESPECT TO LIABILITIES OR LOSSES ARISING FROM FRAUD OR 
INTENTIONAL MISCONDUCT, IN NO EVENT WILL EITHER PARTY’S AGGREGATE, CUMULATIVE LIABILITY ARISING OUT OF OR RELATING 
TO THESE TERMS AND ALL ORDERING DOCUMENTS EXCEED (I) THE SUM OF THE AMOUNTS RECEIVED BY AND OWED TO US FROM 
YOU (OR THE RESELLER ON YOUR BEHALF) DURING THE TWELVE (12) MONTHS IMMEDIATELY PRECEDING THE FIRST EVENT GIVING 
RISE TO LIABILITY , AND (II) TWO (2) TIMES THE AMOUNT IN SUBSECTION (I) WITH RESPECT TO A PARTY’S INDEMNITY OBLIGATIONS 
UNDER ARTICLE 9 OR LIABILITIES OR LOSSES RESULTING FROM EITHER PARTY’S BREACH OF ITS OBLIGATIONS UNDER ARTICLE 7 
(CONFIDENTIALITY).  THESE LIMITATIONS ARE CUMULATIVE FOR ALL CLAIMS HOWSOEVER ARISING UNDER ALL AGREEMENTS AND 
ORDERING DOCUMENTS, AND SHALL APPLY EVEN IF THE REMEDIES PROVIDED IN THIS AGREEMENT SHALL FAIL OF THEIR ESSENTIAL 
PURPOSE. 

D. BASIS OF BARGAIN. YOU ACKNOWLEDGE AND AGREE THAT THE FOREGOING SECTIONS ON WARRANTIES AND 
DISCLAIMERS, INDEMNIFICATION AND LIMITATION OF LIABILITY FAIRLY ALLOCATE THE RISKS BETWEEN THE PARTIES AND ARE 
ESSENTIAL ELEMENTS OF THE BASIS OF THE BARGAIN BETWEEN THE PARTIES.  YOU EXPRESSLY ACKNOWLEDGE THAT THE FEES THAT 
WE CHARGE FOR THE SERVICES ARE BASED UPON OUR EXPECTATION THAT THE RISK OF ANY LOSS OR INJURY THAT MAY BE INCURRED 
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BY USE OF THE SERVICES WILL BE BORNE BY YOU AND NOT US AND WERE WE TO ASSUME ANY FURTHER LIABILITY OTHER THAN AS 
SET FORTH HEREIN, SUCH FEES WOULD OF NECESSITY BE SET SUBSTANTIALLY HIGHER.   

11.  GENERAL PROVISIONS. 

A. Notices.  You agree to provide LogicMonitor with your email address, to promptly provide 
LogicMonitor with any changes to your email address, and to accept emails (or other electronic 
communications) from LogicMonitor at the email address you specify. Except as otherwise provided in this 
Agreement, you further agree that LogicMonitor may provide any and all notices, statements, and other 
communications to you through either email or posting on the Service portal.  Notices to you may be provided 
by email and shall be addressed to the system administrator or user designated by you for your relevant 
Services account, and in the case of billing-related notices, to the relevant billing contact designated by you.  
The Company maintains the right to require placement of a valid email address within the Services portal for 
both billing, Services notification and notices purposes.  In no event shall the Company be held liable for 
negative consequences resulting from a lack of Company notices in the case notification email addresses are 
not included by you in the Services portal as required. Legal notices to you may at our option also be sent to 
the address on the Order Form or that you have last provided, and such notices to us should be sent to 
LogicMonitor, Inc., 820 State St. 5th Floor, Santa Barbara, CA 93101, USA, Attention: Legal Department or by 
email to legal@logicmonitor.com.   

B. Governing Law, Jurisdiction and Dispute Resolution.  Each party agrees to the applicable governing 
law of the State of California without regard to choice or conflicts of law rules, and except for actions seeking 
injunctive relief, the parties agree to the exclusive jurisdiction of the federal and state courts in Santa Barbara 
County, California.  Excluding actions seeking injunctive relief, in the event of any disputes arising with respect 
to this Agreement or an Order Form, before taking formal action, the parties will make reasonable attempts 
to resolve the dispute amicably between them within thirty (30) days from the date that one party notifies 
the other of such dispute in reasonable detail.  

C. Notice to U.S. Government Users.  All LogicMonitor products and services are commercial in 
nature. The Software and LogicMonitor Technology are  "Commercial Items," as defined at 48 C.F.R. §2.101, 
consisting of "Commercial Computer Software" and "Commercial Computer Software Documentation," as 
such terms are used in 48 C.F.R. §12.212 or 48 C.F.R. §227.7202, as applicable. Consistent with 48 C.F.R. 
§12.212 or 48 C.F.R. §§227.7202-1 through 227.7202-4, as applicable, the Commercial Computer Software 
and Commercial Computer Software Documentation are licensed to U.S. Government end users (i) only as 
Commercial Items, and (ii) with only those rights as are granted to other users pursuant to these Terms.  All 
unpublished rights are reserved. 

D.  Export Restrictions.  Each party shall (i) comply with applicable laws and regulations administered 
by the U.S. Commerce Bureau of Industry and Security, U.S. Treasury Office of Foreign Assets Control or other 
governmental entity imposing export controls and trade sanctions (“Export Restrictions”), including 
designating countries, entities and persons (“Sanctions Targets”) and (ii) not directly or indirectly export, re-
export or otherwise deliver Services to a Sanctions Target, or broker, finance or otherwise facilitate any 
transaction in violation of any Export Laws. Customer represents that it is not a Sanctions Target or prohibited 
from receiving Services pursuant to this Agreement under any applicable laws or regulations, including Export 
Restrictions. 

E. Anti-Bribery and Anti-Corruption. LogicMonitor is committed to conducting business that is free 
from any and all forms of corruption or bribery, including kickbacks, money laundering and fraud. 
LogicMonitor is committed to compliance with all applicable anti-bribery and anti-corruption laws and 
regulations, including but not limited to the U.S Foreign Corrupt Practices Act 1977 and the UK Bribery Act 
2010. Each party agrees not to directly or indirectly offer, promise, provide or accept anything of value to or 
from the other party’s employee, a government official or commercial business partner in violation of any 
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provisions of any applicable anti-bribery laws in connection with this Agreement or any LogicMonitor 
business. 

F.  High Risk Activities.  The Software is not designed, manufactured or intended for use or resale as 
on-line control equipment in hazardous environments requiring fail-safe performance, such as, but not 
limited to, in the operation of nuclear facilities, aircraft navigation or communication systems, air traffic 
control, or weapons systems, in which the failure of the Software could lead directly to death, personal injury, 
or severe physical or environmental damage (“High Risk Activities”).  The Company specifically disclaims any 
express or implied warranty of fitness for High Risk Activities. 

G. Severability.  If any provision of these Terms is held by a court of competent jurisdiction to be 
unenforceable or contrary to law, the provision shall be modified by the court and interpreted so as best to 
accomplish the objectives of the original provision to the fullest extent permitted by law, and the remaining 
provisions of these Terms shall remain in effect. 

H. Insurance.  Each party will, at its expense, during the Term and for the 2-year period following 
termination or expiration hereof, purchase and maintain insurance policies with an insurance company or 
companies of U.S. or internationally-recognized standing with a rating of A-/Class IX, or better, as rated by 
A.M. Best, with the following minimum limits:  

 
 (i) Comprehensive General Liability Insurance, with limits not less than $1,000,000 per 

occurrence and $2,000,000 in the aggregate, covering bodily injury, personal injury and property 
damage;  

(ii) Technology Errors and Omissions Insurance, with limits of not less than $1,000,000 per 
claim and $1,000,000 in the aggregate with respect to claims related to the LogicMonitor Technology 
delivered by LogicMonitor under this Agreement;  

(iii) Privacy and network security liability (“Cyber”) Insurance, with limits of at least 
$1,000,000 per claim and $2,000,000 in the aggregate, providing protection against liability for 
privacy breaches, system breaches, denial or loss of service, introduction, implantation or spread of 
malicious software code and unauthorized access to or use of computer systems; and  

(iv) Workers Compensation and Employers Liability Insurance as required by applicable laws, 
in amounts that meet or exceed those required by applicable laws. 

If any of such insurance policies are to be modified or canceled during the Term of this Agreement in a way 
that would materially affect the coverage required hereunder, the party holding the policy will provide 
written notice to the other party at least thirty (30) days prior to such modification or cancellation. Each party 
will, upon a party’s request, provide the other party with certificates of insurance evidencing satisfactory 
coverage of the types and limits set forth above. 

I. Survival.  Sections 3 (Fees; Payment Intermediary) (surviving until all fees and charges are paid), 4 
(Term and Termination), 5.B. (Our Technology), 6 (Ownership), 7 (Confidentiality) (surviving for the term 
specified therein), 9.B. (Indemnification), 10 (Disclaimers, Limitation of Damages and Liability), and 11 
(General Provisions) (surviving according to the specified periods, if any), shall survive expiration or 
termination of this Agreement. 

J.  Third-Party Programs.  Customer may receive access to third-party software programs (“Third-
Party Programs”) through the Collector Software, and/or third-party programs may be bundled with the 
Collector Software.  These Third-Party Programs are governed by their own license terms, which may include 
open source licenses, and those terms will prevail over the terms of this Agreement as it relates to Customer’s 
use of Third-Party Programs.  This Agreement does not limit Customer’s rights under any such Third-Party 
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Program or grant Customer any rights that supersede the terms of any such license agreement for a Third-
Party Program.   

K. Assignment.  Neither party may assign any of its rights or obligations hereunder, whether by 
operation of law or otherwise, without the prior written consent of the other party (not to be unreasonably 
withheld).  Notwithstanding the foregoing, we may assign this Agreement in its entirety, without your 
consent to our Affiliate provided the assignee accepts full responsibility for our obligations hereunder, or to 
a successor in interest pursuant to a merger, acquisition, corporate reorganization, or sale of all or 
substantially all of our assets.  Subject to the foregoing, this Agreement shall bind and inure to the benefit of 
the parties, their respective successors and permitted assigns. 

L. Publicity.   
 

(i) Neither party will make any news or press release regarding this Agreement without the 
other party’s prior written consent. You grant us the right to include your name and logo as a 
customer in our promotional materials; provided however, that you can opt to have your name 
excluded from such use by us except as agreed to in writing on a case-by-case basis by providing a 
sufficiently detailed email request regarding the same to sales@logicmonitor.com; the subject line 
in such email should be entitled “Non-use of Subscriber Name.”  

(ii) Subject in each case to your agreement and only on an occasional basis, we may ask that 
you consider in your sole discretion making a representative available (x) to serve as a non-public 
reference to our prospective customers to discuss your experience working with us; and (y) to work 
with us in developing and publishing case studies and press releases that describe your use of the 
Services.  

M. Force Majeure.  Except for the nonpayment of money due, neither party shall be liable for any 
delay or failure in performance due to Extraordinary Circumstances (as defined in Section 2.C(ii) hereof); 
provided, that,  if such force majeure conditions result in the Service being unavailable for thirty (30) 
consecutive days, either party may terminate this Agreement upon written notice. 

N. Effect of Transaction.  For the avoidance of doubt, (i) in the event that Customer is acquired by or 
merged into another entity that is a customer of LogicMonitor, this Agreement and the commercial terms 
set forth on any Order Form hereunder shall continue to apply for the subscription term set forth on any such 
Order Form; and (ii) in the event that Customer acquires (whether by acquisition or merger) another entity 
that is a customer of LogicMonitor, Customer acknowledges and agrees that the commercial and legal terms 
then in place between LogicMonitor and such entity shall continue for the duration of such entity’s current 
subscription term. 

O. Anti-Bribery and Anti-Corruption. LogicMonitor is committed to conducting business that is free 
from any and all forms of corruption or bribery, including kickbacks, money laundering and fraud. 
LogicMonitor is committed to compliance with all applicable anti-bribery and anti-corruption laws and 
regulations, including but not limited to the U.S Foreign Corrupt Practices Act 1977 and the UK Bribery Act 
2010. You agree not to directly or indirectly offer, promise, provide or accept anything of value to or from a 
LogicMonitor employee, a government official or commercial business partner in violation of any provisions 
of any applicable anti-bribery Laws in connection with this Agreement or any LogicMonitor business. 

P. Compliance with Federal, State and Local Laws.  Each party agrees the Services provided hereunder 
shall be delivered and used in accordance with all applicable federal, state and local laws and regulations. 
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Q. Relationship of the Parties.  The parties are independent contractors and this Agreement does not 
create a partnership, franchise, joint venture, agency, fiduciary, or employment relationship between the 
parties.  There are no third-party beneficiaries to this Agreement.  

R. Waiver and Cumulative Remedies.  No failure or delay by either party in exercising any right under 
this Agreement shall constitute a waiver of that right.  Other than as expressly stated herein, the remedies 
provided herein are in addition to, and not exclusive of, any other remedies available to a party at law or in 
equity.  

S. Entire Agreement.  This Agreement and any attachments approved by the parties hereto 
constitutes the entire agreement between the parties and supersede all prior and contemporaneous 
agreements, proposals or representations, written or oral, concerning its subject matter, including but not 
limited to any non-disclosure and proof of concept agreements entered by the parties and any click-through 
or online terms. No modification, amendment, or waiver of any provision of this Agreement shall be effective 
unless in writing and either signed or accepted electronically by the party against whom the modification, 
amendment or waiver is to be asserted.   

                                                                        [Signature Page Follows] 
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ACCEPTED AND AGREED BY THE AUTHORIZED REPRESENTATIVES OF THE PARTIES AS OF THE DATE LAST SIGNED BELOW: 
 

 

(END USER) (LOGICMONITOR, INC.) 

SIGNATURE:      

 

SIGNATURE:  
 

NAME:   

 

NAME:  
 

TITLE:   

 

TITLE:  
 

EMAIL:     

 

EMAIL:  
 

DATE:  

 

DATE:  
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 Exhibit A 

 Information Security and Privacy 

1. Purpose 

This Security Exhibit outlines the essential security and privacy practices LogicMonitor shall meet and 
maintain in order to fulfill its obligations under the terms of the Agreement.  
 
LogicMonitor may update or modify these practices from time to time, provided such updates and 
modifications shall not result in a degradation of the overall security of the Services during the term of the 
Agreement. 

2. Information Security Management 

LogicMonitor shall maintain throughout the Term of the Agreement formal information security 
management program designed to protect the confidentiality, integrity and availability of Customer Data. 
The program shall be documented and updated based on changes in applicable legal and regulatory 
requirements related to privacy and data security practices and industry standards. 

3. Security Policies and Procedures 

LogicMonitor shall maintain formal information security policies and procedures which address the following 
areas: 

A. Risk Assessment & Treatment. Formal risk management processes shall ensure that information 
security risks are reviewed holistically and have the visibility of executive management. 

B. Personnel. Background checks shall be conducted for each individual upon hire. Mandatory 
information security training shall be issued within each employee’s first week, and annually 
thereafter. 

C. Access Management. Authorization to access business and production systems shall be limited to 
individuals with a specific need based on job title and function. 

D. Change Management. All changes to the Service shall be documented, and each change shall be 
reviewed, approved, and tested prior to release. 

E. Encryption Management. Customer Data shall be encrypted in transit using TLS 1.2 or higher 
encryption with GCM ciphers or stronger. Sensitive Customer Data shall be encrypted at rest using 
AES-256 or an equivalent strength cipher. 

F. Vulnerability Management. The Service operating platform shall be scanned for security 
vulnerabilities on an ongoing basis. Critical and high severity vulnerabilities shall be addressed with 
highest priority.  

G. Application Security. The applications which comprise the Service shall be tested for security defects 
using multiple testing modalities including static analysis, dynamic analysis, and software 
composition analysis where appropriate. New applications and services shall undergo a formal threat 
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modeling exercise prior to introduction into the Service environment. Critical and high severity 
software defects shall be addressed with highest priority. 

H. Penetration Testing. The Service shall be subjected to third-party penetration testing on an annual 
cadence. Penetration testing shall include, at minimum, the following analyses: information 
gathering; manual testing of flaws that may compromise the confidentiality, integrity, or availability 
of Customer Data; escalation of privilege; and system compromise steps. Application source code 
analysis shall be included in the penetration testing process to facilitate visibility into potential 
vulnerabilities. Any material security defects shall be addressed with highest priority. 

I. Emergent Threats. Any security vulnerabilities that positively result in an imminent threat to the 
confidentiality or integrity of Customer Data shall be addressed on a timeline not to exceed thirty 
(30) days from the point discovery. 

J. Incident Response. LogicMonitor shall track various sources for indicators of a breach to the 
confidentiality or integrity of the facilities, networks, and systems that house Customer Data, and 
shall maintain a formal incident response procedure to promptly mitigate damages caused by such 
an incident. Upon the detection of a security incident that may have impacted the confidentiality or 
integrity of Customer Data, LogicMonitor shall notify the customer in writing within 48 hours from 
the point of discovery, and shall provide Customer with ongoing updates throughout the incident 
lifecycle until it is formally closed. 

K. Business Continuity Management. LogicMonitor shall maintain a program to ensure ongoing delivery 
of the Service in the event of a disaster or other significant event that might otherwise impact 
operation of the business.  

4. Data Handling and Protection 

LogicMonitor shall maintain formal information security policies and procedures which address the following 
areas: 

A. Service Centers. The Service shall be hosted through geographically distributed data centers 
operated by third parties located in the United States. All data centers shall be certified to AICPA 
SOC2 Type 2 or equivalent standards, and provide redundant power, cooling, and security systems. 
LogicMonitor shall review the controls of these facilities at least annually to confirm adequate 
measures are in place to protect the availability and confidentiality of the Service.  

B. Production Servers. All production servers shall be security hardened using CIS or higher standards, 
have protective software installed, and be continually monitored for events that impact data 
security. 

C. Data Segregation. LogicMonitor shall maintain no less than industry standard logical data segregation 
in a multi-tenant environment designed to ensure Customer Data is not accessible by unauthorized 
individuals. LogicMonitor shall logically isolate Customer Data, and the Customer shall control the 
specific data stored in the Service. Each customer tenant shall be configured with a unique encryption 
key to ensure data confidentiality. 

D.  Data Regionalization. With respect to the Service, Customer may select the service center region in 
which Customer Data is stored. Customer Data may be transferred to and/or allowed to be accessed 
by Personnel located in regions in which LogicMonitor provides operations and support services as 
memorialized in http://logicmonitor.com/terms/data_handling_supplement. Operational logs and 
other files submitted for analysis by LogicMonitor’s support services shall be stored in the United 
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States. In no event shall any Customer Data or Customer Confidential Information be accessed, 
stored, or processed from or in any OFAC-sanctioned country. 

E. Customer Data Handling. The Service shall maintain appropriate data security controls to address the 
following areas: 

i. Logical access controls such as password strength requirements, multi-factor authentication, 
single sign-on, and role-based authorization 

ii. Data access controls including encryption and hashing 
iii. Automatic logout of individual accounts following inactivity timeout 
iv. Temporary lockout of individual accounts following multiple authentication failures that 

must be reset by request of the individual. No time-based unlocking of accounts. 
v. Audit logging of authentication events and other material activities with the tenant 

F. Data Return and Deletion. LogicMonitor shall provide a mechanism within the Service to allow for 
data export, which may be used to retrieve Customer Data upon termination.  

5. Business Continuity Management 

LogicMonitor shall maintain a formal business continuity management program designed to ensure the 
continuous operation of business processes which support delivery of the Services. The program shall be 
documented within LogicMonitor’s formal information security policies and procedures, and shall specifically 
address the following areas: 

A. Business Technology Resiliency Planning. All business resources and technology services required for 
day-to-day business shall be sourced and implemented with resiliency as a primary goal. 

i. LogicMonitor’s corporate offices shall be operated such that any office could cease to exist 
without impact to business operations. 

ii. All LogicMonitor employees shall be issued laptop computers as their personal workstations. 
In the event a corporate office becomes unavailable for use, employees shall continue to 
access business systems using internet access provided elsewhere. 

iii. As security controls are implemented and maintained for business technology services, they 
shall be evaluated to meet continuity requirements.  

iv. Business Continuity obligations for the operation of LogicMonitor’s Services shall be 
maintained as defined in Section 5 of this Exhibit. 

B. Business Systems Resiliency Testing. LogicMonitor’s business continuity plans shall be tested on an 
ongoing basis. Use of business systems by mobile and remote employees shall be used to provide 
performance indicators that inform required service levels. 

6. Disaster Recovery  

LogicMonitor shall maintain a formal disaster recovery program to ensure the resiliency of the Services 
through multiple types of potentially disruptive events. 

A. Architecture for Disaster Recovery. Anticipation of disaster recovery needs shall be a primary 
consideration in the design and implementation of systems and processes used to operate the 
Services. 

i. The Services shall operate only out of datacenters and IaaS providers that can provide high 
levels of redundancy in systems that provide power, cooling, network connectivity, fire 
suppression, flood control, and earthquake resiliency. 
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ii. All hardware and network devices shall be deployed with sufficient redundancies to ensure 
stable and continuous operation that is tolerant of outages that affect both individual 
components. 

iii. Sufficient processes and procedures shall be maintained to meet a Recovery Time Objective 
(RTO) not to exceed 12 hours. The Recovery Point Objective (RPO) shall not exceed 36 hours. 
Service Level Indicators shall be maintained to report on overall availability targets. 

B. Backup and Restore 

i. All customer data stored and processed by the Services shall undergo backup processes to 
ensure recoverability from incidents which impact security or availability. Backup data shall 
be created on a frequency targeted to meet the indicated RTO and RPO. 

ii. Backup data shall be stored in multiple locations to ensure recoverability from an incident 
impacting any specific facility. Where backup data is transmitted across public networks, 
HTTP over TLS shall be used to encrypt transmission. 

C. Disaster Recovery Testing 

i. Formal documentation describing the disaster recovery testing process for the Services shall 
be reviewed and updated at least annually. 

ii. The backup/restore procedures upon which the Services’ disaster recovery processes are 
based shall undergo continuous testing as part of regular capacity management exercises. 

iii. A complete test of the Services’ disaster recovery process, including simulation of datacenter 
failure, shall be conducted on an annual basis. Each test shall be followed by a report of the 
testing exercise, confirmation whether current RTO and RPO targets were met, as well as 
lessons learned and process improvements to decrease RTO and RPO values. 

D. Customer Communications. In the case of a significant disruption of the Services, LogicMonitor shall 
communicate such outages primarily via a notification service located at 
https://status.logicmonitor.com/. Upon a significant disruption, customers may also receive 
notification via email or phone from a technical account manager. 

 

7. Subprocessor Security 
 
LogicMonitor shall conduct security assessments of its subprocessors that process Customer Data to ensure 
effectiveness of their security operational practices. LogicMonitor’s current subprocessors are listed at 
http://www.logicmonitor.com/terms/data_handling_supplement. 
 

8. Independent Assessments 
 
On an annual basis, the Security Program shall be audited by an independent third-party to validate 
compliance with industry standards including the AICPA SOC2 Type 2 trust service principles, ISO/IEC 
27001:2013, ISO/IEC 27017:2015, and ISO/IEC 27018:2014 . Upon written request, LogicMonitor shall provide 
evidence of these audit activities in the form of third-party assessment reports and/or certificates. 

If LogicMonitor’s existing third-party audit processes or a security incident demonstrate a material breach of 
our obligations to uphold the commitments made in this Exhibit, LogicMonitor will respond to the customer’s 
reasonable written requests for more detailed information relevant to its security and privacy program. 
LogicMonitor may charge its then-current professional services rates for such responses. If it is demonstrated 
that LogicMonitor is failing to comply with any of its security and privacy obligations under this Agreement, 
then, LogicMonitor will take the necessary steps to comply at no additional cost to the Customer. 
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9. Shared Security Model 

Notwithstanding the foregoing, Customer acknowledges that security is a shared responsibility between 
LogicMonitor and the Customer. Customer understands that the Service provides various security controls 
which must be properly configured according to LogicMonitor’s documented best-practices, published at 
https://www.logicmonitor.com/support/getting-started/advanced-logicmonitor-setup/security-best-practic 
es, to provide adequate protection for Customer Data.  
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PLEASE READ THIS AGREEMENT BEFORE UTILIZING OUR SOFTWARE AND/OR 
APPLIANCES.  THE USE OF THIS SOFTWARE PRODUCT INDICATES YOUR ACCEPTANCE 
OF THIS AGREEMENT.  ACCEPTANCE OF THIS AGREEMENT MEANS THAT YOU ARE 
BOUND BY THE TERMS OF THIS LICENSE AGREEMENT. 

 
This Software Licensing Agreement, (“Agreement”) dated ______________, 20___ (“Effective Date”) is 
between                                                 , the User (“User”) and Skyline Technology Solutions, LLC 
(“Skyline”). Skyline agrees to provide User with a license to Skyline’s Software Product under the terms 
and conditions set forth herein.  User agrees to abide by the terms of this Agreement. 

1. Definitions. 

a. “Software Product” means the live video streaming, sharing, transcoding and/or management 
software application identified on Exhibit A attached hereto, and includes those appliances, 
programs, models, rules, documentation and all modifications made thereto by Skyline.  
“Software Product” also includes any third-party embedded software products licensed by Skyline 
that are provided as part of the video streaming, sharing, transcoding and/or management 
software application identified on Exhibit A attached hereto. 

b. “Derivative Works” means any modifications, changes or enhancements to the Software Product 
made by the User, or on behalf of the user by Skyline or a third party. 

c. “Acceptance” means that the User has accepted the terms of this Agreement and has Accepted 
this agreement by signature of its authorized official. 

d. “Date of this Agreement” means the Effective Date. 

e. "Use" or "Using" means to access, install, download, copy or otherwise benefit from using the 
functionality of the Software Product.  

f. "Administrative Users" means individual users with rights to perform application administrative 
functions. 

g. “Permitted End Users” means any employee of the User and there shall be no limit on the 
number of such qualified Permitted End Users who may use the Software Product. 

h. “License Fee” means any fee due to Skyline as set forth in Exhibit A attached hereto.  

2. User’s Duties. 

a. Ownership of Intellectual Property.  User recognizes that except for certain third-party software, 
which is the intellectual property of the applicable third-party licensors, the Software Product is 
Skyline’s intellectual property.   Skyline shall retain sole and exclusive ownership of all right, title, 
and interest in and to the Software Product, all copies thereof, and all modifications and 
enhancements thereto made by Skyline at Skyline’s initiative (including ownership of all 
copyrights, trademarks, trade secrets and other intellectual property rights pertaining thereto), 
subject only to the right and license expressly granted to you herein.  This Agreement does not 
provide User with title or ownership of the Software Product but only a license as described more 
fully herein. 

b. Enhancements or modifications created by Skyline prior to this Agreement or outside of this 
Agreement and used by Skyline to fulfill its obligations under this Agreement will remain the 
property of Skyline. 

c. Ownership of software, enhancements, modifications, intellectual property and deliverables 
developed for User by Skyline shall be owned and retained solely by Skyline unless otherwise 
agreed upon in a separate written agreement between Skyline and User.   

d.   Confidentiality Agreement.  User agrees to abide by the terms of Paragraph 4. 
 
e. Report to Skyline.  User agrees to abide by the terms of Paragraph 5. 
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3. License.   

UPON FULL EXECUTION OF THIS AGREEMENT, USER SHALL PAY TO SKYLINE THE LICENSE 
FEE IN THE AMOUNT AND DUE DATES AS SET FORTH ON THE SOFTWARE IDENTIFED IN 
EXHIBIT A.  SKYLINE GRANTS TO USER A NON-EXCLUSIVE, PERPETUAL, NON-ASSIGNABLE, 
NON-TRANSFERABLE LICENSE TO USE THE SOFTWARE PRODUCT AS PROVIDED IN THIS 
AGREEMENT.  THE SOFTWARE PRODUCT IS LICENSED BY SKYLINE TO USER ACCORDING 
TO THE TERMS OF THIS AGREEMENT.  ALL RIGHTS NOT EXPRESSLY GRANTED TO USER 
HEREIN ARE RESERVED TO SKYLINE OR ITS LICENSORS. 

a. Use of Software Product.  The Software Product may only be installed by Skyline on hardware 
that is pre-approved by Skyline.  User may not make any copies of the Software Product.   

b. Modifications to Software Product.  User may not modify, enhance or customize the Software 
Product.  

c. Transfer to Third Parties.  User may not transfer this Software Product or assign this Agreement 
in whole or in part, to third parties without prior notification to Skyline.  

d. Incorporation of Third-Party Software.    Software Product may contain or be derived from 
materials of third-party licensors.   The restrictions and obligations applicable to User’s use of the 
Software Product under this Agreement extend to any such third-party licensor materials.  
Pursuant to its agreements with these third parties, Skyline grants to User a non-exclusive, non-
transferable license to use any such third-party software solely in conjunction with the Software 
Product. 

e. Restrictions.  User may not lease, use, copy, rent, modify, distribute or sublicense the Software 
Product except as otherwise set forth herein.  User may not reverse engineer, decompile, 
disassemble, or otherwise translate the Software Product.    

f. Permitted End Users.  There are no limits to the number of End Users permitted to access the 
Software Product. 

g.  Default.  Either party may terminate this Agreement upon the breach of a material term following 
reasonable written notice of the breach to the other party and a 30-day cure period.  Skyline will 
have no obligation to refund the Annual Fee In the event of a termination of this Agreement by 
Skyline caused by a breach by User. In the event of such termination, the User will be required to 
discontinue its use of the Software Product.   

h. Term.  The license granted to the User hereunder shall commence on the Effective Date and 
shall continue in perpetuity, unless and until terminated as provided in this Section.    The 
obligations set forth in Sections 2, 4, 7, 9 and this Section shall survive termination or expiration 
of this Agreement. 

i. Export Controls.  The Software Product is specifically subject to the U.S. Export Administration 
Regulations. The Software Product and underlying information and technology may not be 
downloaded or otherwise exported or re-exported: (i) into, or to a national or resident of, any 
country listed in the U.S. Export Administrative Regulations or any other country to which the 
United States has embargoed goods; (ii) to anyone on the United States Treasury Department's 
list of Specially Designated Nations or the United States Commerce Department's Table of Denial 
Orders; or (iii) to any country or organization prohibited by any agency of the government of the 
United States.  User acknowledges and agrees not to, directly or indirectly, resell, transfer 
disclose, export or re-export the Software Product in violation of the U.S. Export Administration 
Regulations (or any equivalent thereof) without the appropriate United States or foreign 
government licenses and/or authorizations. 
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j. U.S. Government Restricted Rights. The Software Product and documentation are provided with 
RESTRICTED RIGHTS. Use, duplication, or disclosure by the Government is subject to 
restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data Computer 
Software clause at DFARS 252.227-7013 or subparagraphs (c)(1) and (2) of the Commercial 
Computer Software-Restricted rights at 48 CFR 52.227-19, as applicable. Manufacturer is Skyline 
Technology Solutions, LLC, 6956 Aviation Boulevard, Glen Burnie, Maryland 21061. 

4. Confidential Information. Each party recognizes that this Agreement will allow it to come into 
possession of information that may comprise valuable trade secrets and other confidential information 
(“Confidential Information”) which is exclusively owned by the other or by a third party.  Each party 
expressly recognizes that such Confidential Information is being conveyed to the other under 
conditions of confidentiality, and agrees that it shall not use, for its own benefit or for the benefit of 
others, and shall not disclose Confidential Information belonging to the other or a third party to any 
third party during the term of this Agreement or at anytime after the termination of this Agreement. 

5. Report to Skyline.  User recognizes that User’s operation of the Software Product may result in 
defects and errors.  The knowledge of these defects and errors may be helpful to Skyline’s continued 
development of the Software Product.  User may voluntarily report to Skyline any defects or errors 
which User recognizes in the operation of the Software Product.  This report to Skyline is strictly 
voluntary.  Failure to report defects or errors to Skyline in no way terminates or alters User’s duties 
under this Agreement unless the failure to correct said defects or errors renders the Software Product 
unusable, or unless the User is separately paying Skyline for a Software Support Agreement.  In the 
exercise of its sole discretion and from time to time, Skyline may develop and make available 
maintenance releases for the Software Product.  Such maintenance releases are made available at 
no cost to the User if User has a current annual support service agreement with Skyline.   

6. Warranties.    Skyline warrants that for a period of one (1) year from the point that User’s system has 
gone live and User has accepted the Software Product, or until such time as the User terminates its 
Maintenance Services Agreement with Skyline, whichever is earlier, the Software Product 
substantially conforms to its published specifications.  Skyline warrants that as delivered to User, the 
software does not contain any virus or programming that will cause the software to become 
inoperable or incapable of being used in accordance with its user manuals.  

7. Disclaimers.  Except for any warranties set forth herein the Software Product provided by Skyline is 
provided, WITHOUT WARRANTY OF ANY KIND TO USER OR ANY THIRD PARTY.  NEITHER 
PARTY SHALL BE LIABLE TO THE OTHER FOR ANY LOSS OF PROFITS, LOSS OF USE, 
INTERRUPTION OF BUSINESS, OR ANY INDIRECT, SPECIAL, INCIDENTAL OR 
CONSEQUENTIAL DAMAGES OF ANY KIND UNDER THIS AGREEMENT.    Except as it relates to 
the obligations of the Parties in Sections 8 and 9 below (Skyline and User Indemnification), Skyline’s 
and User’s aggregate liability whether for negligence, breach of warranty, or any other cause of action 
shall in no event exceed the price paid for the Software Product by the User to the Skyline. Skyline 
assumes no responsibility whatsoever for the performance of the User’s computer hardware, 
operating systems, video sources or network connections. In no event does Skyline warrant that the 
Software is error free or that Customer will be able to operate the Software without problems or 
interruptions.   

8. Skyline Indemnification.  Skyline shall indemnify, defend, and hold harmless User and its respective 
directors, officers, partners, members, employees and agents from and against all claims, damages, 
losses, liabilities, costs and expenses arising out of any claim solely by a third party: 

a.   asserting that the Software Product or any User’s use thereof pursuant to the terms of this 
Agreement, infringes such third party’s patent, copyright, trademark, trade secret, confidentiality 
or other right, provided that User notifies Skyline in writing of the claim.  Skyline’s obligations 
under this section shall not apply to the extent of any claim or infringement resulting from 
(i) User’s continued use of the infringing product after receipt of notice from Skyline of a claim or 
after receipt of the remedy required of Skyline under this section; (ii) modifications to the Software 
Product by any party other than Skyline or its subcontractors or agents; (iii) modifications to the 
Software Product  by Skyline made pursuant to User’s express instructions and owned by User; 
(iv) combination of the Software Product with other products, processes or materials not provided 
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by Skyline and not  specified by the applicable documentation; or (v) User’s use of the Software 
Product other than in accordance with the terms of this Agreement.  If use of the Software 
Product is ever restricted or prohibited as a result of any such infringement, misappropriation or 
violation of another’s rights, then within thirty (30) days after such restriction or prohibition Skyline 
shall, either (a) obtain for User the right to continue use of the Software Product as provided for in 
this Agreement; (b)  modify the infringing Software Product to be non-infringing; (c) replace the 
Software Product with substantially similar software with at least the same functionality or (d) 
refund all fees paid by User under this Agreement for the current year; OR 

 b.   arising out of or related to the negligence or intentional tortuous acts or omissions of Skyline 
giving rise solely to said third party claims. 

c. Indemnification of costs and expenses shall extend only to actual costs and expenses assessed.  
Skyline’s obligation to indemnify User as set forth above is conditioned on User giving Skyline 
prompt written notice of all claims, providing reasonable cooperation in their investigation and 
defense, and permitting Skyline to defend User at Skyline’s expense with legal counsel of 
Skyline’s choice. 

9. User’s Indemnification.  As a condition for use of the Software Product, User hereby agrees that 
User will indemnify and hold harmless, Skyline, from any claims for damages or losses, brought 
against Skyline solely by third parties (not affiliates of User) arising from or related to use of the 
Software Product by User, or any related act or omission of User.  User further agrees to indemnify 
Skyline against any award of damages and costs made against Skyline by a court of last resort 
arising from or related to any act or omission of User. Indemnification of costs shall extend only to 
actual costs assessed.  User’s obligation to indemnify Skyline as set forth above is conditioned on 
Skyline giving User prompt written notice of all claims, providing reasonable cooperation in their 
investigation and defense, and permitting User to defend Skyline at User’s expense with legal 
counsel of User’s choice.    

10. Entire Agreement.  This Agreement supersedes any and all other agreements, either oral or in 
writing, between the parties with respect to the matters stated herein, and this Agreement contains all 
the covenants and agreements between the parties with respect thereto.  This Agreement may be 
amended or modified only in writing and shall be effective only after affixation of both parties’ 
signatures. 

11. Knowing Consent and Authority to Consent.  The parties knowingly and expressly consent to the 
foregoing terms and conditions.  Each party is authorized to enter into this Agreement on behalf of its 
respective party.  The parties acknowledge that each party and its respective counsel have had an 
opportunity to review and revise this Agreement and that the normal rule of construction to the effect 
that any ambiguities are to be resolved against the drafting party shall not be employed in the 
interpretation of this Agreement or any amendments or exhibits, or schedules hereto.  

12. Miscellaneous. 

a. Both parties agree that, except as may be required by applicable law or regulations, they shall not 
disclose in advertising, publicity or otherwise, the terms and conditions of this Agreement without 
prior written consent of the other party. 

b. This Agreement shall be construed in accordance with the laws of the State of Maryland, without 
regard for its conflicts of laws provisions.  Both parties hereby submit to the exclusive jurisdiction 
of the state and Federal courts of the State of Maryland, for resolution of all disputes arising out of 
or related to the subject matter of this Agreement, and each agrees to waive their right to jury 
trial. 

c. Each paragraph and provision are severable from the Agreement, and if one or more provisions 
or parts are declared invalid by a court of competent jurisdiction, the remaining provisions shall 
nevertheless remain in full force and effect.  Any waiver (expressed or implied) or delay by either 
Party of any default or breach of this Agreement shall not constitute a waiver of any other or 
subsequent default or breach. 
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d. Section Captions are inserted only for convenience and are in no way to be construed as part of 
this Agreement. 

[Signature Page Follows]
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IN WITNESS WHEREOF, the parties hereto have executed this Agreement by their duly 

authorized representatives and have caused this Agreement to take effect on the date of the last party to 
sign this Agreement. 

 
 
USER: ________________________________ 

By:                                                                    

Name:                                                                    

Title:                                                                  

Date:                                                                  

 

Skyline Technology Solutions, LLC 

By:                                                                    

Name:                                                                   

Title:                                                              

Date:                  
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Genetec Software License Agreement 
Thank you for choosing Genetec products. This document (the “Agreement”) constitutes a binding legal agreement 
between Genetec Inc. (“Genetec”) and “Licensee” and defines the terms and conditions under which Genetec allows 
Licensee to download, install and use any Genetec Software (as defined below). Please read it carefully as it contains 
important information such as warranty disclaimers and limitations of liability.  

This Agreement applies to Licensee from the moment that Software is installed or used for the first time by Licensee or the 
terms of this Agreement are accepted either by a representative of Licensee or by a representative of a third party service 
provider retained by Licensee to install Software for Licensee. Licensee’s (including its users') use of Software will mean 
that Licensee has agreed to be bound by the terms and conditions set out below.

1. Scope and Definitions 

a. Scope. This Agreement applies to access and use of all 
Software by Licensee (including its Affiliates and their 
respective authorized users). If any additional terms 
apply to any given Software, they will be provided to 
Licensee in the form of a Software Appendix at the time 
of procurement of the license to such Software. 

b. Definitions. For the purpose of this Agreement, the term 
(i) “Affiliate” means, in reference to a Party hereto, any 
entity that, either directly or through one or more 
intermediary entities, controls, is controlled by, or is 
under common control with that Party, where ‘control’ 
refers to the ownership of more than fifty percent 
(50%) of the voting equity of such entity or to the right 
to appoint the majority directors to the board of directors 
of such entity; (ii) “Documentation” means user 
manuals and any other documentation pertaining to 
Software or Genetec Advantage (as defined in 
section 2.a below) as made available by Genetec in 
relation to such Software; (iii) “Malicious Code” means 
any software, electronic, mechanical or other means, 
device or function (such as, a backdoor, trapdoor, virus, 
malware, spyware or trojan horse) designed to allow 
Genetec or a third party to spy or gain unauthorized 
access to Licensee Data or Licensee systems; provided 
that ‘Malicious Code’ excludes any function of Software 
intended to enforce license-specific limitations (such as 
for trial or subscription-based Software licenses) and 
other similar self-help mechanisms;  (iv) “Party” means 
either Genetec or Licensee, and “Parties” means both 
Genetec and Licensee; (v) “Software” means any 
software application conceived, developed or licensed 
by Genetec, in whatever form, and that is licensed to 
Licensee under this Agreement, including all updates, 
upgrades and other modifications thereto that Genetec 
may make available to Licensee from time to time. 

2. License Terms and Restrictions 

a. Grant of License. Subject to the payment of the relevant 
licensing fees and Licensee’s compliance with the 
terms and conditions of this Agreement, Genetec 
hereby grants to Licensee a non-exclusive, 

non-transferable, non-sub-licensable enterprise-wide 
license to download, install and use Software in 
accordance with the applicable Documentation in the 
form made available by Genetec, up to the maximum 
number of installations, in the territory and during the 
term specified in the relevant purchase order. This 
license allows Licensee to grant access and permit use 
of Software to its Affiliates and to its and their respective 
employees, agents, representatives and other persons 
acting on Licensee’s behalf (“Permitted Users”), 
provided that Licensee will at all times remain 
responsible for its Affiliates’ and the Permitted Users’ 
access and use of Software in compliance with the 
terms of this Agreement. Licensee may make a 
reasonable number of copies of Software and the 
relevant Documentation as may be necessary for 
Licensee’s standard archival, disaster recovery, internal 
testing and regulatory compliance purposes. This 
license also includes all Software updates (including 
bug fixes and patches) that Genetec may make 
available to Licensee, as well as any Software upgrades 
(including new releases, new features and other 
substantial Software improvements) which Licensee is 
eligible to receive either as part of Licensee’s 
subscription to Genetec advanced support and 
maintenance offering known as Genetec Advantage (or 
its future replacement; herein referred to as “Genetec 
Advantage”) or otherwise.  

b. Trial Licenses. In certain cases, Genetec may offer trial 
licenses to allow Licensee to evaluate Software. Certain 
Software features may be either limited or unavailable 
as part of trial licenses. The duration of trials may vary 
from one Software to another. The trial license will end 
upon the expiration of the trial period, unless Licensee 
will have procured a full license to such Software before 
then. The trial license may terminate sooner in 
accordance with this Agreement.  

c. License Restrictions. Licensee warrants that it will not 
(and will not encourage, assist or permit any other 
person to): (i) translate, decompile, reverse engineer, 
modify or otherwise tamper with, or attempt to derive 
the source code or any other proprietary technology of, 
Software, in whole or in part; (ii) access or use Software 
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to develop competing products or technology, or 
otherwise create derivative works of Software or parts 
thereof; (iii) remove, alter or obscure any proprietary 
notices that appear in Software; (iv) copy, reproduce, 
distribute, rent, loan, sell, transfer, grant any license, 
sub-license or otherwise make available Software to 
third parties except as expressly permitted in this 
Agreement, (v) use Software in combination with any 
system or application where such use or failure of such 
system or application can reasonably be expected to 
threaten or result in personal injury, death or 
catastrophic loss; and/or (vi) access or use Software for 
any unlawful activity or in any manner that violates the 
applicable law or the rights of any person (such as any 
rights to privacy or intellectual property). Licensee 
further warrants that it will use Software in an ethical 
and responsible manner, in compliance with the 
Universal Declaration of Human Rights of the United 
Nations and other applicable legislation combatting 
modern slavery practices or other violations of human 
rights, including those pertaining to discrimination and 
harassment.  

d. License Control. Software may contain standard license 
control mechanisms to ensure that it is functional only 
during the period covered by the license key that 
Software is paired with. As such, if Licensee procures 
Software on a temporary or subscription basis, 
Licensee shall keep the license key information in 
Software up to date to ensure that Software functions 
without interruption. Depending on Software, the above 
may be achieved by enabling the automated license 
control option in Software or by manually pairing the 
most up to date license key with Software. Genetec will 
not be responsible for any interruption in Software if 
Licensee fails to pair the most up to date license key 
with Software in a timely manner. 

e. Support. Unless expressly agreed to otherwise in 
writing, all Software support will be provided to Licensee 
by the third party authorized reseller from which 
Licensee has procured such Software and may be 
subject to additional terms defined by the authorized 
reseller. If Licensee procures a subscription to Genetec 
Advantage in relation to Software, Genetec will assist 
its authorized reseller in its provision of support to 
Licensee with respect to Software and will use 
commercially reasonable efforts to resolve all issues 
experienced by Licensee within the scope of the 
Genetec Advantage plan procured by Licensee as 
described in the applicable Documentation during the 
term of Licensee’s subscription to Genetec Advantage. 

f. Malicious Code Control. Genetec will not intentionally 
introduce any Malicious Code and will use commercially 
reasonable efforts to ensure that no Malicious Code is 
introduced into Software. If Genetec becomes aware of 
any Malicious Code within Software, Genetec will 
promptly notify Licensee of such event and will provide 

reasonable assistance to Licensee to prevent or 
mitigate the impact of such Malicious Code. 

3. Confidentiality and Licensee Data 

a. Confidential Information. In relation to your use of our 
Software, either Party may disclose certain Confidential 
Information to the other Party. For the purpose of this 
section, “Confidential Information” means any non-
public information that is either marked or otherwise 
identified as proprietary or confidential, or otherwise, 
due to its nature or under the circumstances 
surrounding its disclosure ought to be treated as 
proprietary and confidential by a reasonable person 
receiving such information; provided that ‘Confidential 
Information’ excludes (a) information which is or 
becomes known to the public without breach of this 
Agreement; (b) information developed independently 
by the “Receiving Party” without use of Confidential 
Information of the “Disclosing Party”, as the Receiving 
Party may reasonably demonstrate; and (c) information 
which is rightfully received by the Receiving Party from 
a third party without restriction on disclosure and 
without breach of the Agreement. All Confidential 
Information disclosed under this Agreement shall 
(i) remain the property of the Disclosing Party; (ii) only 
be used by the Receiving Party to the extent required to 
fulfil its obligations under this Agreement; (iii) be 
protected by the Receiving Party from unauthorized use 
and disclosure through appropriate technical, 
operational and other safeguards that the recipient uses 
to protect its own Confidential Information of similar 
nature, and in any case using, at the minimum, a 
reasonable degree of care; and (iv) be returned or 
destroyed upon request of the Disclosing Party and in 
all cases upon the termination of this Agreement. The 
foregoing shall not, however, prevent a Party from 
preserving such records as may be required to ensure 
its compliance with the applicable law, provided that 
such Party shall remain bound by these confidentiality 
obligations for as long as it retains a copy of the other 
Party’s Confidential Information. The Parties agree to 
hold each other's Confidential Information in confidence 
during the term of this Agreement and for five (5) years 
after its termination, save for any information that 
constitutes a trade secret, which, to the extent permitted 
under the applicable law, will remain confidential until it 
ceases to qualify as a trade secret under the applicable 
law. 

b. Optional Features and Licensee Data. Software is built 
to support integrations and interconnectivity with 
various other software, hardware, cloud services and 
other sources of data. However, except as expressly 
stated below in this section, all data uploaded to or 
stored in Software will not be accessible to Genetec. To 
protect Licensee data from unauthorized use or 
disclosure, Licensee is strongly encouraged to ensure 
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that Software is adequately configured, that all user 
accounts are protected with secure passwords, and that 
users keep their login information confidential. By 
default, Genetec does not have access to any data 
uploaded to or stored in Software when installed on 
infrastructure not provided by Genetec. However, 
certain optional features in Software may, if enabled by 
Licensee, share certain Licensee data with Genetec to 
perform their functions. While the use of these features 
is optional, enabling them will result in the transmission 
of certain Licensee data to Genetec for processing. In 
certain cases, Licensee may opt to enable these 
features on an anonymous basis (in which case, 
Licensee data will be sent to Genetec in an aggregated 
manner with such data from all other Genetec 
licensees), or on an individual basis (in which case, 
Genetec will be able to associate Licensee data with 
Licensee). These features, when enabled, will require 
Software to connect to and transmit Licensee data over 
the Internet. Genetec may be also granted access to 
Licensee data to assist Licensee or its authorized 
reseller in the resolution of certain advanced Software 
support issues. Licensee may also opt in to permit 
Genetec to collect certain non-personal Software 
performance and usage data to provide the Software or 
associated support services to Licensee or to develop 
and improve the quality of Software and other offerings. 
Such performance and usage data will not contain any 
of Licensee data and will not be capable of being traced 
back to either Licensee or its users. In all cases, 
Genetec will collect, use and otherwise process all 
Licensee data in accordance with this Agreement and 
our privacy policy at www.genetec.com/legal/privacy. 

4. Intellectual Property Rights 

a. Ownership of Rights. Software is protected by law, 
including all associated intellectual property rights in 
Canada, the United States, and other countries. 
Genetec (together with our Affiliates, licensors and 
partners, as applicable), remains the sole owner of all 
rights (including intellectual property rights), title and 
interest in and to Software (including all improvements, 
translations and other modifications and derivative 
works), as well as any goodwill associated with it. 
Regardless of any use of the words ‘purchase’, ‘sale’ or 
the like in this Agreement, any websites, documentation 
or purchase orders, Software is licensed, not sold, and 
no title or ownership of any rights in or to Software is 
being transferred or assigned under this Agreement.  

b. Acknowledgements. Certain Software includes certain 
software programs or code developed and/or licensed 
to Genetec by third parties, under the licensing terms of 
which Genetec undertook to acknowledge their 
respective developers’ or owners’ intellectual property 
rights in these components. The list of third party 
components included in Software is available at 

www.genetec.com/legal/tpslist and may be updated 
from time to time by Genetec, as it makes available 
modifications to Software. 

c. Third-Party Products. Certain Software may allow 
Licensee to connect (through an integration or 
otherwise), access and use certain plugins and other 
third-party products or services (each a “Third-Party 
Product”) in association with Software. Licensee 
acknowledges and agrees that any such connection or 
accesses to any Third-Party Product in association with 
Software is made available to Licensee for convenience 
only. Genetec does not endorse any such Third-Party 
Product, and Genetec makes no representations and 
provides no warranties whatsoever with respect to any 
such Third-Party Product. Third Party Products are not 
part of Software, and are provided under such terms 
and conditions under which their respective 
manufacturers or owners make them available to 
Licensee, and Licensee alone is responsible for 
ensuring that Licensee procures all appropriate rights to 
access and use any such Third Party Products and 
complies with the terms and conditions applicable to 
their use.  

d. Remedies. Licensee acknowledges that Software 
contains valuable Confidential Information of Genetec, 
which may include trade secrets, and its unauthorized 
disclosure or use may cause significant and irreparable 
harm to Genetec. As such, Licensee agrees that, in 
addition to all other remedies available at law or equity, 
Genetec shall be entitled to seek equitable relief, 
including injunction and specific performance, as a 
remedy for Licensee’s breach of this Agreement. 
Furthermore, if Genetec has reasonable grounds to 
believe that Licensee uses Software in violation of the 
terms of this Agreement, subject to a reasonable prior 
written notice to Licensee, Genetec shall have the right 
to designate, at Genetec’s own expense, an 
independent third party auditor, reasonably acceptable 
to Licensee, to assess Licensee’s compliance with the 
terms of this Agreement, provided that any such audit 
must be conducted without undue interruption of 
Licensee’s operations, during regular business hours, 
and be subject to Licensee’s standard security and 
confidentiality procedures applicable to its premises. 

5. Term and Termination 

a. Term. This Agreement will become effective as of the 
earlier of the date of first installation or use of Software 
or Licensee’s acceptance of these terms (whether in 
writing, through click-wrap or other supported means), 
and will remain in force and effect between Licensee 
and Genetec for the duration of the Software license 
(including its renewals, as the case may be), unless 
terminated earlier in accordance with its terms. 

http://www.genetec.com/legal/privacy
http://www.genetec.com/legal/tpslist
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b. Termination for Cause. Without restricting any of 
Genetec’s other rights and remedies, Genetec may 
terminate this Agreement (and the license granted 
herein) if Licensee breaches any of its material 
obligations under this Agreement (including, without 
limitation those set out in sections 2.a, 2.c, 4.a, 6.d, 7.a 
or 7.f) and fails to remedy its breach within fifteen 
(15) calendar days from Licensee’s receipt of a written 
notice from Genetec advising Licensee of such breach, 
provided that if any such breach is not capable of 
remedy, then the Agreement shall terminate 
immediately upon Genetec’s delivery of such written 
notice to Licensee. Licensee understand that by doing 
so, Genetec will not be liable for any inconvenience, 
loss or damage whatsoever. 

c. Effect of Termination. Immediately upon the termination 
of this Agreement for any reason, all licenses granted 
under this Agreement will automatically terminate and 
Licensee shall (i) immediately cease (and cause its 
users to cease) using Software; (ii) uninstall all 
instances of Software from devices; and (ii) destroy all 
copies of the Software and the accompanying Genetec 
Documentation. However, Licensee may keep a 
reasonable number of copies of Software and the 
relevant Documentation as may be necessary for 
Licensee’s standard archival, disaster recovery, internal 
testing and regulatory compliance purposes as 
permitted under section 2.a above. The termination of 
this Agreement will not impact the Parties’ respective 
rights and liabilities accrued during the its term of this 
Agreement. 

d. Survival. Regardless of any termination, the sections 
which by their nature shall survive the termination of this 
Agreement will survive its termination, including without 
limitation sections 2.d, 3, 5.c, 5.d, 4.a, 4.d, 5 and 7. 

6. Warranties, Indemnities and Limitations of Liability 

a. Software Warranty. Genetec warrants that, for a period 
of one (1) year from the date of delivery of Software to 
Licensee (or such other period covered by Licensee’s 
subscription to Genetec Advantage, as applicable), 
Software will perform in all material respects in 
accordance with the accompanying Documentation 
under normal use in infrastructure on which Software 
was first installed. Genetec does not cover, and hereby 
disclaims, all warranty claims arising out of or relating 
to: (i) use of Software with hardware or software other 
that those required in the Documentation; 
(ii) modifications to Software made by anyone other 
than by Genetec; or (iii) defects in Software due to 
improper use. Genetec does not warrant that the 
functions contained in Software will meet Licensee’s 
requirements, or that Software will be error free or 
operate without interruptions. If Software does not 
comply with the warranty above, then, to the maximum 
extent permitted by law, Genetec shall, at its sole 

option, and as Licensee’s sole remedy under this 
warranty, either: (i) repair or replace the parts of 
Software that do not comply with the warranty above; or 
(ii) refund the price paid for the Software license that 
does not comply with this warranty.  

b. Disclaimer of Other Warranties. Except for the 
warranties described in section 6.a above, to the 
maximum extent permitted by law, Genetec makes no 
representations and provides no warranties with 
regards to Software, including without limitation with 
regards to its performance, availability, coverage, 
uninterrupted availability, security, operation, or those 
of any software, hardware, services, connections, 
networks or Third Party Services used or provided in 
association with Software. Except as expressly stated 
above, Software and all Documentation are provided 
“as is” and “as available”, without any representations 
or warranties whatsoever, including, without limitation, 
warranties of title, non-infringement, merchantability, 
quality, availability or fitness for a particular purpose. 

c. Indemnification by Genetec. Genetec agrees to defend 
Licensee against, or settle, any demands, claims, 
causes of action, suits and proceedings (“Claims”) 
against Licensee brought by a third party alleging that 
Software, to the extent used in accordance with 
Documentation, infringes or misappropriates such third 
party’s intellectual property rights in the territory and 
during the term specified in the relevant purchase order 
for such Software, and Genetec agrees to indemnify 
and hold harmless Licensee from any damages, legal 
costs and reasonable expenses finally awarded against 
Licensee, or the amounts payable by Licensee under a 
settlement, as a result of such Claim against Licensee; 
provided that Licensee promptly gives Genetec a 
written notice of such Claim, gives Genetec sole control 
of the defense, and provides Genetec with reasonable 
and timely assistance at Genetec’s expense. Upon 
becoming aware of any such Claim, Genetec may, at its 
option and expense, either: (i) obtain for Licensee the 
right to continue to use Software; (ii) replace or modify 
Software so it becomes non infringing; or (iii) if Genetec 
determines that the resolutions described in items 
(i) and (ii) are not commercially practicable, then 
terminate this Agreement and the licenses granted 
hereunder with prior written notice to Licensee and 
refund to Licensee the price paid for its Software 
license; provided that if the Software license was 
procured on a subscription basis, then Genetec shall 
solely refund to Licensee any prepaid but not used 
subscription fees. This section sets out Genetec’s entire 
liability and Licensee’s sole remedy with respect to any 
Claims concerning infringement or misappropriation of 
third-party intellectual property rights. 

d. Indemnification by Licensee. Licensee agrees to defend 
Genetec against, or settle, any Claims against Genetec 
brought by a third party and that arises from 
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(i) Licensee’s breach of section 2.c and/or 7.a of this 
Agreement; and Licensee agrees to indemnify and hold 
harmless Genetec from any damages, legal costs and 
reasonable expenses finally awarded against Genetec, 
or the amounts payable by Genetec under a settlement, 
as a result of such Claim against Genetec, provided that 
Genetec promptly gives Licensee a written notice of 
such Claim, gives Licensee sole control of the defense, 
and provides Licensee with reasonable and timely 
assistance at Licensee’s expense. 

e. Limitation of Liability. To the maximum extent permitted 
by law, Genetec will not be liable for any damages or 
other liabilities incurred by Licensee (or any of its 
users) to the extent arising from use of Software: (i) in 
violation of any provision of this Agreement; (ii) in a 
manner not covered in the Documentation or 
misaligned with Genetec’s instructions or the primary 
purpose of such Software; (iii) in combination with any 
product, software, service, equipment or infrastructure 
not designated by Genetec in the applicable 
Documentation or in the list available at 
www.genetec.com/sdl as being compatible with 
Software; (iv) following any alteration or repair of 
Software made by anyone other than Genetec, unless 
done with Genetec’s prior written approval and in full 
compliance with Genetec’s written directives; (v) during 
any period not covered by a duly obtained and paid-for 
license; and/or (vi) in any abnormal working conditions, 
such as, in high temperatures, high pressure, and the 
like. In no event shall Genetec be liable to Licensee for 
any special, exemplary, indirect, incidental, 
consequential or punitive damages, regardless of the 
theory of action, even if Genetec has been advised of 
the possibility of such damages, including, without 
limitation, lost profits, lost business revenue, lost 
goodwill, business interruption, other economic loss or 
any loss of recorded data. Except for Genetec’s 
indemnity obligations hereunder, in no event Genetec’s 
total aggregate liability under this Agreement and in 
association with Software licensed hereunder shall 
exceed the amount paid by Licensee for the relevant 
Software license. 

7. General 

a. Compliance with Laws. Licensee understand and agree 
that Licensee’s access and use of Software must be in 
compliance with all applicable laws, rules and 
regulations, including, without limitation, those 
pertaining to privacy, intellectual property, export 
controls and trade sanctions. Licensee is responsible 
for determining if and how Licensee needs to comply 
with the applicable laws and if Licensee needs to obtain 
any permits before Licensee installs, accesses and 
uses Software. 

b. Contact Information. To contact Genetec for matters 
related to this Agreement, Licensee shall write to 

Genetec, 2280 Alfred-Nobel Blvd., Montreal, QC, 
H4S 2A4, Canada, c/o Legal Department, or to 
legal@genetec.com. If Genetec needs to contact 
Licensee for matters related to this Agreement, 
Genetec will use the contact information that Licensee 
or its authorized reseller will have provided to Genetec 
as part of Licensee’s procurement of its license to 
Software. Licensee shall promptly advise Genetec of 
any changes to its contact information. All notices will 
be deemed delivered on the date shown on the postal 
receipt or on the confirmation of delivery for courier, 
facsimile or electronic mail. 

c. Force Majeure. Licensee hereby acknowledge that 
circumstances outside of Genetec’s reasonable control 
(such as, without limitation, internet or power outages, 
fires, floods, sabotage, large scale outbreaks of 
computer virus, malware or other malicious code, 
strikes, riots, wars or the like) may cause delays in its 
ability to perform services related to our Software. As 
such, Genetec shall have no liability whatsoever to 
Licensee for any damages whatsoever resulting from 
such delays or any incapacity to perform such services 
in a timely manner. 

d. Waiver. Failure by a Party to fully enforce its rights 
under this Agreement shall not prevent that Party from 
exercising such right at any time thereafter; nor shall 
any failure or delay by a Party to enforce any right or 
privilege under this Agreement be interpreted as a 
waiver of such right or privilege by that Party. 

e. Severability. If any provision of this Agreement is held 
by a court of competent jurisdiction to be invalid, 
unenforceable or otherwise contrary to law, such 
provision shall be changed and interpreted to best 
accomplish the objectives of the original provision to the 
fullest extent permitted by law. Nonetheless, such 
provision shall continue to apply in full force and effect 
in all other jurisdictions, as the case may be. Moreover, 
the remaining provisions of this Agreement shall remain 
in full force and effect. 

f. Assignment. Neither Party may assign or otherwise 
transfer this Agreement or any of its rights or obligations 
hereunder to any person or entity (including any 
licenses granted herein), in whole or in part, without the 
other Party's prior written consent. Notwithstanding the 
above, Licensee may assign Licensee’s Software 
license to an Affiliate, upon at least a thirty (30) days’ 
prior written notice to Genetec, as part of a merger, 
corporate reorganization, or the sale or transfer of all or 
substantially all of Licensee’s assets to such Affiliate, 
provided that (i) such assignment occurs solely as part 
of Licensee’s assignment and physical transfer of the 
hardware on which such Software was originally 
licensed for, installed and used by Licensee prior to 
such assignment; (ii) such assignment will not result in 
the Licensee’s Software license key being used by the 

http://www.genetec.com/sdl
mailto:legal@genetec.com
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assignee Affiliate on any different hardware, which 
would normally require the assignee Affiliate to procure 
(and pay for) a separate Software license; and 
(iii) Genetec may, at its sole discretion, require the 
assignee Affiliate to enter into a separate license 
agreement with Genetec (on terms substantially similar 
to those in this Agreement) for the license of Software. 
In all cases, the assignee Affiliate will be responsible for 
procuring additional Software licenses and any ancillary 
services from an authorized reseller of such Affiliates’ 
choosing. 

g. Applicable Law and Forum. For the purpose of this 
section, if the country of incorporation of the Licensee 
is  (i)  Canada, then the term “Governing Laws” shall 
mean "the laws of the Province of Ontario, Canada", 
and the term "Forum" shall mean "Ottawa, ON, 
Canada"; (ii) the United States of America or any 
country in Latin America or the Caribbean, then the term 
"Governing Laws" shall mean "the laws of the 
Commonwealth of Massachusetts, USA", and the term 
"Forum" shall mean "Boston, MA, USA"; or (iii) any 
other country, then the term "Governing Laws" shall 
mean "the laws of England and Wales, UK", and the 
term "Forum" shall mean "London, UK". The Parties 
hereby agree that the Governing Laws, except for any 
conflict of laws principles, will apply to interpret this 
Agreement, as well as to resolve any disputes related 

to them or any Software provided hereunder. The 
United Nations Convention on Contracts for the 
International Sale of Goods will not apply to this 
Agreement. Each party hereby irrevocably and 
unconditionally waives the right to a trial by jury. All such 
disputes must be brought exclusively before the courts 
based in the Forum. However, the foregoing does not 
prohibit either Party from seeking injunctive or other 
equitable relief in any other jurisdiction in case of any 
violation, breach or infringement of its rights related to 
intellectual property or confidentiality in such 
jurisdiction. 

h. U.S. Government Users. If Licensee is an entity of the 
U.S. Government, or if this Agreement otherwise 
becomes subject to the Federal Acquisition Regulations 
(FAR), the Defense Federal Acquisition Regulations 
(DFARS) or similar regulatory regimes, Licensee 
acknowledges that Software and any Documentation 
are “commercial items” in accordance with the 
applicable regulations. 

i. Entire Agreement. This Agreement constitutes the 
entire understanding between the Parties with regards 
to the subject matter hereof and supersedes any other 
prior and contemporaneous communications and 
agreements. 

 

This Agreement has been last updated on November 5, 2020. The latest version of this Agreement may be found at 
www.genetec.com/legal/license. We invite you to subscribe to the legal notifications in our Email Subscription Center to, 
among other things, be notified of any major changes to this document. 
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https://info.genetec.com/email-preferences.html


Attachment E4  

Endava Inc. Additional Terms for Services (“Additional Terms”) 

These Additional Terms shall apply when Endava provides Services to a Participating Entity under a 
Participating Addendum subject to the NASPO ValuePoint Master Terms and Conditions between the 
State of Utah and Insight Public Sector, Inc. effective September 30, 2016 (“Agreement”). These Additional 
Terms modify or supplement the Agreement as applicable, thus if any provisions of the Additional Terms 
are inconsistent with any provision of the Agreement, the Additional Terms shall prevail.  

1. Indemnification: Endava’s obligations under Section 13 of the Agreement with respect to 
indemnification shall be entirely subject to the limitations of liability under Section 43 of the 
Agreement notwithstanding anything contained therein to the contrary.  
 

2. Non-Solicitation: No Participating Entity shall either directly or indirectly, knowingly recruit, 
solicit, hire or otherwise engage in any manner, any other Participating Entity’s personnel with 
whom they come into contact as a result of the relationship created by any Participating 
Addendum, for the term of the Agreement and for a period of six months after the expiry or 
termination of the Agreement. In recognition of the value of each Participating Entity’s personnel 
and the inconvenience which would be caused to a Participating Party by a breach of this 
paragraph 2, the non-breaching Participating Entity shall be entitled to, as applicable, either (i) an 
amount equal to 120 days at the current Fee Rates for the relevant personnel or (ii) an amount 
equal to 3 months’ salary for the relevant personnel. The foregoing amount represents a fair and 
genuine estimate of the likely losses a Participating Entity would suffer as a result of a breach of 
this paragraph 2. 
 

3. Intellectual Property: Immediately and automatically upon full payment of the related charges 
due for a deliverable created in the course of the Services provided by Endava, the intellectual 
property rights in such Deliverable shall vest in the Participating State and shall remain the 
exclusive and absolute property of the Participating State.  
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Customer Terms of Use 

These Terms of Use (“TOU”), which govern Customer’s access to and use of the Moove Offerings, are 
mandatory pass-through terms required by Moove to be included in each Customer Agreement pursuant 
to which Reseller is reselling the Moove Offerings to Customer. These TOU are deemed incorporated by 
reference into the Customer Agreement to which these TOU are attached. 

1. DEFINITIONS 

“Customer” means the entity that has contracted with Reseller to purchase the right to access and be 
provided Moove Offerings, subject to the conditions of these TOU. 

“Customer Agreement” means the written agreement between Reseller and Customer into which these 
TOU are incorporated. 

“Customer Data” means all data, datasets, and other information provided to Moove by or on behalf of 
Customer (including by Reseller on behalf of Customer) in connection with Moove’s Services hereunder.  

“Documentation” means user manuals, handbooks, and installation guides relating to the Moove 
Offerings or Moove Technology provided in writing by Moove.  

“Insights” means any outputs, analyses, results, conclusions, reports, or insights that (a) are based upon 
either the Moove Data alone or the Moove Data in combination with Customer Data (as defined below) 
and (b) do not themselves include any Moove Data or Moove Confidential Information. 

“IPR” means any and all intellectual property and proprietary rights throughout the world, including all 
copyrights, trademarks, service marks, trade secrets, patents (and patent applications), moral rights, 
rights in data and databases, contract rights, and any other legal rights protecting data or information.  

“Moove Data” means the real-time digital transportation information, data, and datasets collected, 
licensed, or received by Moove. 

“Moove Offerings” means, collectively, the Insights and Services. 

“Order” means the ordering document for the Moove Offerings to be provided under the Customer 
Agreement (which incorporates these TOU by reference), including any addenda, supplements, or 
additional product specific terms for the Moove Offerings as required by Moove. 

“Reseller” means Environmental Systems Research Institute, Inc., the entity that has contracted directly 
with Moove to resell the Moove Offerings to its customers and the entity that has contracted directly with 
Customer for the sale of the Moove Offerings. 

“Reseller Platform” means Reseller’s hosted software platform.  

“Services” means Moove’s data analytic and other professional services.  

2. GRANT OF RIGHTS 

2.1 Insights. If an Order provides for access to Insights on the Reseller Platform, then, subject to the 
terms of the Customer Agreement, during the term of the Order, Moove will provide Customer a limited, 
non-exclusive, non-transferrable, non-sublicensable right to access the Insights specified in the Order 
solely through the Reseller Platform solely for the for the purpose set forth in the Order. If no purpose is 
set forth in the applicable Order, Customer may access and use the Insights provided through the 
Reseller Platform solely for Customer’s internal business purposes.  

2.2 Services. Moove will use commercially reasonable efforts to provide the Services set forth in 
each Order. If the Services involve Moove deriving Insights based on Customer Data in combination with 
Moove Data, Customer shall own such Insights as set forth in Section 4.3 below. 
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2.3 Third Party Services. Customer will be responsible for obtaining and maintaining, at its expense, 
access to the Reseller Platform and all other the necessary computer hardware, software, services, 
modems, connections to the internet and other items operated or provided by third parties (“Third Party 
Services”) as required for Customer’s access and use of the Moove Offerings. Moove is not responsible 
for the operation of any Third Party Services nor the availability or operation of the Services to the extent 
such availability and operation is dependent upon Third Party Services. Moove does not make any 
representations or warranties with respect to Third Party Services or any third party providers. 

3. RESTRICTIONS. As an express condition to the rights granted to Customer under these TOU, 
Customer will not and will not permit any employee, contractor, or other third party to: (1) use or access 
any Moove Technology (as defined below) or any portion thereof, except as expressly provided in this 
Agreement; (2) modify, adapt, alter, revise, translate, or create derivatives (including derivative works); 
(3) sublicense, distribute, sell, convey, assign, pledge, or otherwise transfer or in any way encumber any 
Moove Technology or any portion thereof; (4) use any Moove Technology for the benefit of any third party 
or make any Moove Technology available to any third party; (5) reverse engineer, decompile, 
disassemble, or otherwise attempt to derive the source code, structure, design, or method of operation 
for any Moove Technology; (6) circumvent or overcome (or attempt to circumvent or overcome) any 
technological protection measures intended to restrict access to any portion of the Moove Technology; 
(7) access or utilize any Moove Technology for any purpose that is illegal in any way or that advocates 
illegal activity; (8) interfere in any manner with the operation or hosting of any Moove Technology or 
attempt to gain unauthorized access to any Moove Technology; (9) alter, obscure or remove any 
copyright notice, copyright management information or proprietary legend contained in or on any Moove 
Technology; (10) download, capture, extract, or otherwise remove any Insights from the Reseller 
Platform, unless specifically authorized in writing by Moove; (11) combine, merge, link, or layer any 
Insights with any other datasets, whether or not provided by Moove, unless specifically authorized in 
writing by Moove; (12) re-identify or attempt to re-identify any individual person, vehicle, or device; or (13) 
use any Insights for any of the following purposes: (a) surveillance or tracking to identify (or attempt to 
identify), observe, or monitor a unique individual or unique vehicle; (b) military, defense, or law 
enforcement; (c) any purpose that undermines the safety, privacy, or security of vehicles or individuals; 
(d) politics; or (e) discrimination against any individual or group. All use of the Moove Offerings will be 
solely in accordance with this Agreement and any applicable Documentation. 

4. OWNERSHIP AND RIGHTS. 

4.1 Moove Technology. As between the parties, Moove owns and will continue to retain all right, 
title, and interest in and to (a) the Moove Data, any Insights derived from Moove Data, and the 
Documentation, (b) all software, hardware, and other technology used in the implementation, testing, 
maintenance, support, hosting, or operation of the foregoing, (c) any Improvements (as defined below) 
to the foregoing, and (d) all IPR (as defined below) in or relating to each of the foregoing (collectively, the 
“Moove Technology”). If Customer authors, creates, makes, invents, conceives, or otherwise develops 
any updates, upgrades, new versions, enhancements, translations, modifications, derivatives, or 
improvements (collectively, “Improvements”) arising from or relating to any Moove Technology, whether 
alone or jointly with Moove or any third party, the Improvements and all IPR in or relating to the 
Improvements shall be solely owned by Moove under the terms of this Agreement.  

4.2 Customer Data. From time to time Customer may provide Moove certain Customer Data for 
Moove’s use in performing the Services. As between the parties, Customer owns and will continue to 
retain all right, title, and interest in and to all Customer Data. Customer shall not provide any data, 
datasets, or other information to Moove that includes any personal data or personal information (as such 
terms are defined under data protection laws). Moove is under no obligation to review any Customer 
Data, but Moove has the right to review any Customer Data and take appropriate action, including 
removal or modification of Customer Data, if deemed necessary by Moove to prevent any damage, injury, 
or harm to Moove, the Moove Technology, any Moove customer, or any third party. Moove will not be 
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responsible or liable for any deletion, destruction, or loss of any Customer Data and Customer is solely 
responsible for creating and maintaining adequate backups of all Customer Data as deemed reasonable 
by Customer. Customer acknowledges that certain Customer Data may be available from other sources, 
and nothing in this Agreement shall limit Moove’s rights as to data or information obtained from any 
source other than Customer. Customer grants to Moove a nonexclusive, royalty-free, fully paid, worldwide 
license to utilize all Customer Data as necessary for the purpose of performing Moove’s obligations under 
this Agreement.  

4.3 Customer Insights. As between Customer and Moove, Customer owns all Insights created by 
Moove during performance of the Services under these TOU, provided that Customer receives no 
ownership interest in or to any of Moove’s Technology and no rights or licenses are granted to Customer 
to access or use any of Moove’s Technology, except for the rights expressly granted to Customer under 
these TOU, regardless of whether the Moove Technology, or any portions thereof, is used in or in 
connection with any Insights. Customer is solely responsible for the development, use, upkeep and 
maintenance of its Insights. Customer further acknowledges that other Moove customers may have 
similar access to the Moove Technology and may, without access to Customer Data, be able to 
independently create derivatives substantially similar to Customer’s Insights. 

4.4 License to Use Feedback. Customer grants Moove a worldwide, perpetual, irrevocable, royalty-
free, license to use and incorporate into its services any suggestions, enhancement, requests, 
recommendations, correction, or other feedback provided by Customer relating to the Moove Offerings. 

4.5 Additional Actions. Each party agrees to, and hereby does, make such assignments to the other 
party as are required to provide the other party with the ownership rights set forth in this Section. At the 
other party’s request and expense, each party will execute and deliver such instruments and take such 
other action as may be reasonably requested by the other party to perfect or protect the other party’s 
rights in any IPR. 

4.6 No Other Rights. Nothing in these TOU is intended to grant or create any right or license to either 
party with respect to any IPR owned, licensed, or controlled by the other party, except as expressly 
specified herein. 

5. TERM AND TERMINATION 

5.1 Termination of the Moove Offerings. Customer’s use of the Moove Offerings may be 
immediately terminated and/or suspended, at Moove’s option, upon notice due to: (a) a breach of the 
terms of these TOU, the Documentation or Orders by Customer; or (b) a breach by Reseller of its payment 
obligations to Moove with respect to the Moove Offerings it is reselling to Customer in connection with 
these TOU. 

5.2 Termination of the Customer Agreement. Following any termination or expiration of Reseller’s 
agreement with Moove authorizing Reseller to resell the Moove Offerings, each Order in effect at the 
time of such termination or expiration (“Legacy Order”) shall remain in effect until the end of its term, 
and shall continue to be governed by these TOU, provided that Customer is not in breach of these TOU 
and Moove has received all payments due in connection with such Legacy Orders. Except as provided 
herein, following a termination or expiration of Reseller’s agreement with Moove, Moove is under no 
obligation to provide the Moove Offerings directly to Customer, or to assume a direct contractual 
relationship with Customer. 

5.3 No Refunds upon Termination. In no case will any termination, expiration, or suspension of the 
Moove Offerings, these TOU, or Reseller’s agreement with Moove give rise to any liability of Moove to 
Customer for refunds or damages. 

6. WARRANTY DISCLAIMER. AS BETWEEN MOOVE AND CUSTOMER, MOOVE MAKES NO 
WARRANTY OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, AND 
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SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF 
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, TO THE 
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW. ALL MOOVE OFFERINGS ARE PROVIDED 
“AS IS,” AND AS AVAILABLE EXCLUSIVE OF ANY WARRANTY WHATSOEVER. 

7. INDEMNIFICATION. Customer will defend Moove against any claim, demand, suit or proceeding 
made or brought against Moove by a third party alleging that any Customer Data infringes or 
misappropriates such third party’s IPR, or arising from Customer’s use of the Moove Offerings in breach 
of these TOU, the Documentation, an Order, or applicable law (each a “Claim Against Moove”), and will 
indemnify Moove for any damages, attorney fees and costs finally awarded against Moove as a result of, 
or for any amounts paid by Moove under a settlement approved by Moove in writing of, a Claim Against 
Moove; provided that Moove: (a) promptly gives Customer written notice of the Claim Against Moove, 
(b) gives Customer sole control of the defense and settlement of the Claim Against Moove (provided that 
Customer may not settle or defend any Claim Against Moove unless it unconditionally releases Moove 
of all liability), and (c) provides to Customer all reasonable assistance, at Customer’s expense. 

8. NO LIABILITY. IN NO EVENT SHALL MOOVE HAVE ANY LIABILITY TO CUSTOMER FOR 
ANY DAMAGES RELATED TO CUSTOMER’S PURCHASE OR USE OF THE MOOVE OFFERINGS 
PURSUANT TO THESE TERMS OF USE, INCLUDING BUT NOT LIMITED TO DIRECT, INDIRECT, 
SPECIAL, INCIDENTAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES, OR DAMAGES BASED ON 
LOST PROFITS, HOWEVER CAUSED AND, WHETHER IN CONTRACT, TORT OR UNDER ANY 
OTHER THEORY OF LIABILITY, WHETHER OR NOT CUSTOMER HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES. 

9. GENERAL 

9.1 Waiver. No failure or delay by Moove in exercising any right under these TOU will constitute a 
waiver of that right. 

9.2 Severability. If any provision of these TOU is held by a court of competent jurisdiction to be 
contrary to law, the provision will be deemed null and void, and the remaining provisions of these TOU 
will remain in effect. 

9.3 Further Contact. Moove may contact Customer regarding new Moove services and offerings. 

9.4 Third Party Beneficiary. These TOU are between Customer and Reseller; Moove is not a party 
to these TOU, however Moove is a third party beneficiary to the agreement between Customer and 
Reseller solely as it relates to these TOU. 

9.5 Order of Precedence. With respect to the subject matter discussed herein, in the event of any 
conflict or inconsistency between these TOU and any other terms or conditions in the Customer 
Agreement or Order, these TOU shall prevail. 

9.6 Titles and Headings. Titles and headings of sections of this TOU are for convenience only and 
shall not affect the construction of any provision of this TOU. 

 

 



 

 

Attachment E5 
 

getBridge, LLC Additional Terms for Services (“Additional Terms”) 
 
These  Additional  Terms  shall  apply  when  getBridge  provides  Services  to  a  Participating  Entity  under  a  Participating  Addendum  subject  
to  the  NASPO  ValuePoint  Master  Terms  and  Conditions  between  the  State of Utah and Insight Public Sector, Inc. effective September 30, 
2016 (“Agreement”)  . These Additional Terms modify or supplement the Agreement as applicable, thus if any provisions of the Additional Terms 
are inconsistent with any provision of the Agreement, the Additional Terms shall prevail.   

 

Bridge Terms and Conditions 
These terms and conditions apply to the provision of the products or services by getBridge, LLC (“Bridge”) to the entity identified in the 
Order Form (“Customer”). An “Order Form” means any order for the provision of products or services signed by Customer. These terms 
are incorporated into the Order Form and together, form the “Agreement.” Bridge and Customer are referred to in this Agreement each as a 
“party” and together as the “parties.”  

1. Service. Subject to the terms of this Agreement, Bridge will provide to Customer proprietary software as a service offering(s) made 
available through a URL in a hosted environment (together with any other products and services identified in the Order Form, the 
“Service”). All rights in and to the Service not expressly granted to Customer in this Agreement are reserved by Bridge. Bridge shall: 
(a) deploy all updates and upgrades to the Service to Customer that Bridge provides to its customers generally for no additional charge; 
and (b) provide support (“Support”) pursuant to the terms described on the Order Form. For purposes of this Agreement, “User” means 
an individual who is authorized by the Customer to use the Service and for whom Customer has purchased a subscription.  

2. Customer Restrictions. Customer shall not (and shall not permit Users to): (a) sell, resell, rent, lease, lend, sublicense, distribute, 
assign, timeshare, or otherwise transfer or provide access to the Service to any third party except as expressly authorized under this 
Agreement; (b) use or access the Service for competitive purposes; (c) copy, modify, adapt, or create derivative works from any feature, 
function, interface, or graphic in the Service; (d) remove or modify Bridge’s policies or proprietary markings displayed within the Service; 
(e) use, interfere with, disrupt or circumvent the integrity, security or performance of the Service, including by probing, scanning, or 
testing any Bridge system or network or its security or authentication measures; (f) store or transmit any malicious code; (g) permit 
direct or indirect access to or use of any Service or Customer Content (as defined below) in a way that circumvents a contractual usage 
limit; (h) attempt to gain unauthorized access to the Service, its related systems or networks or Third-Party Services (as defined below); 
(i) use the Service or any Third-Party Services to store or transmit infringing, libelous, or otherwise unlawful or tortious material, or to 
store or transmit material in violation of third-party privacy rights; or (j) use the Service to distribute software or tools that gather 
information, distribute advertisements, or engage in conduct that may result in retaliation against Bridge or its data, systems, or 
networks. Use and access to the Application Program Interface (“API”) will be subject to the Bridge API Policy available at  
https://www.getbridge.com/bridge-terms-of-use/. 

3. Customer Responsibilities. Customer shall have sole responsibility for Customer Content and use of the Service by Users in 
compliance with this Agreement and the Acceptable Use Policy provided within the Service and available at 
https://www.getbridge.com/bridge-terms-of-use/ (the “AUP”). Customer agrees to reasonably assist Bridge in connection with a User’s 
adherence to the AUP. Customer further agrees to: (a) maintain the confidentiality and security of passwords and abide by any access 
protocols or credential requirements set by Bridge; (b) obtain from Users any consents necessary under this Agreement or to allow 
Bridge to provide the Service; (c) use commercially reasonable efforts to prevent unauthorized access to or use of the Service; (d) notify 
Bridge promptly of any such unauthorized access or use of which it learns; (e) cooperate reasonably in all respects with respect to 
implementation, access, support, and maintenance of the Service; and (f) ensure that a current email address is associated with each 
User’s account. (g). Customer shall notify Bridge of any increase in the number of Employees or Users (as applicable) greater than the 
applicable Quantity specified above and Bridge may monitor Customer’s use. Upon receipt of Bridge ‘s invoice for excess use, Customer 
shall pay additional fees on a proportionate basis for the excess use in minimum blocks of 10% of the applicable Quantity, for prior use 
and for future use for the remainder of the Order Form Term. 

4. Representations. Each party represents that (a) it has the power and authority to validly enter into this Agreement, (b) this Agreement 
has been duly and validly authorized, executed and delivered by such party, (c) the execution and delivery of this Agreement does not 
violate or conflict with any other agreement, license, or obligation of such party, (d) it has not received or been offered any illegal or 
improper bribe, kickback, payment, gift, or thing of value from or on behalf of any employees or agents of the other party in connection 
with this Agreement, and (e) it is financially solvent and has the ability to perform its obligations hereunder.  

5. Bridge Warranties. Bridge warrants that: (a) it shall implement reasonable administrative, technical, and physical safeguards in an 
effort to secure its facilities and systems from unauthorized access and to secure the Customer Content; (b) the functionality or features 
of the Service and Support may change but will not materially degrade during the Term; (c) the Service will materially conform to its 
then-current documentation. As Customer's sole and exclusive remedy for Bridge’s breach of the warranties set forth in this Section 5: 
(i) Bridge shall correct the non-conforming Service at no additional charge to Customer; or (ii) in the event Bridge is unable to correct 
such deficiencies after good-faith efforts, Bridge shall refund Customer amounts paid that are attributable to the defective Service from 
the date Bridge received such notice. Customer must report deficiencies in writing to Bridge within thirty (30) days of their identification 
in order to receive any warranty remedies herein. EXCEPT AS EXPRESSLY PROVIDED IN THIS SECTION 5 AND TO THE MAXIMUM 

https://www.getbridge.com/bridge-terms-of-use/
https://www.getbridge.com/bridge-terms-of-use/


 

 

EXTENT OF THE LAW, BRIDGE AND ITS SUPPLIERS DISCLAIM ALL WARRANTIES, WHETHER WRITTEN, ORAL, EXPRESS, 
IMPLIED, OR STATUTORY, INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTABILITY, TITLE, 
NON-INFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE. WITHOUT LIMITING THE FOREGOING, BRIDGE DOES 
NOT WARRANT THE RESULTS OR OUTCOMES FROM USE OF THE SERVICE OR THAT THE SERVICE WILL BE 
UNINTERRUPTED OR ERROR-FREE. TO THE EXTENT THE FOREGOING DISCLAIMER IS EXPRESSLY PROHIBITED BY LAW, 
ANY AVAILABLE WARRANTY SHALL BE LIMITED TO THIRTY (30) DAYS AND TO THE SERVICE REMEDIES PROVIDED BY 
BRIDGE IN THIS SECTION 5. 

6. Fees. As consideration for the subscription to the Service, Customer shall pay all fees set forth in an Order Form (“Fees”) annually in 
advance, thirty (30) days after receipt of an invoice or as otherwise agreed to in the Order Form. If Customer requires a purchase order 
(P.O.), it shall be provided when the Order Form or SOW is signed.  In no event shall Customer's failure or delay in providing a P.O. 
alter its payment obligations under the relevant Order Form or SOW. All Fees owed by Customer are exclusive of, and Customer shall 
pay all applicable sales, use, VAT, excise, withholding, and other taxes that may be levied in connection with this Agreement. Bridge 
reserves the right (in addition to any other rights or remedies Bridge may have) to discontinue the Service and to suspend all Users’ 
and Customer’s access to the Service if any Fees are overdue until such amounts are paid in full. Customer agrees to pay Bridge’s 
expenses, including reasonable attorneys and collection fees, incurred in collecting amounts not subject to a good faith dispute.  Except 
as expressly set forth in this Agreement, all Fees are non-refundable.  

7. Service Standard. Bridge will use commercially reasonable efforts to make each Service available with an annual uptime percentage 
of at least 99.9% (“Service Commitment”).  

8. Compliance. Each party will comply with all applicable laws and regulations with respect to its activities under this Agreement, including 
with respect to personally identifiable information from records that are subject to applicable privacy laws, including, but not limited to, 
the Family Educational Rights and Privacy Act, as amended, and the California Consumer Privacy Act (“Personal Information”). 
Without limiting the generality of the foregoing, Customer shall not make the Service available to any person or entity that: (a) is located 
in a country that is subject to a U.S. government embargo; or (b) is listed on any U.S. government list of prohibited or restricted parties.  

9. Prohibited Information.  “Prohibited Information” means credit or debit card numbers, passwords, protected health information as 
defined in HIPAA (45 C.F.R. § 160.103), and information relating to a customer or consumer of a financial institution under GLBA (15 
U.S.C. §§ 6801–6809). Customer’s use of the Subscription Services does not require the entry or collection of Prohibited Information. 
Customer agrees not to use the Subscription Services to collect or manage Prohibited Information. NOTWITHSTANDING ANY OTHER 
PROVISION OF THIS AGREEMENT, BRIDGE DISCLAIMS ANY AND ALL LIABILITY THAT MAY ARISE FROM CUSTOMER’S USE 
OF THE SUBSCRIPTION SERVICES TO COLLECT OR MANAGE PROHIBITED INFORMATION.   

10. Customer Content. As between Bridge and Customer, any and all information, data, results, plans, sketches, text, files, links, images, 
photos, videos, audio files, notes, or other materials uploaded by a User through the Service (“Customer Content”) remain the sole 
property of Customer. Bridge may use the Customer Content solely to provide and improve the Service in accordance with this 
Agreement or Customer’s instructions. 

11. Data Use. Customer agrees that data derived from Bridge’s provision of the Service or Customer’s use of the Service (“Usage Data”) 
may be used by Bridge for the purposes of analysis, including statistical analysis, trend analysis, creation of data models, and creation 
of statistical rules. Such Usage Data will only be used in its aggregated or anonymized form and such results may be used by Bridge 
for any lawful purpose not otherwise excluded by this Agreement. As between the parties, Bridge owns the Usage Data. Notwithstanding 
anything contained in this Agreement to the contrary, Usage Data does not include Customer Content or any information that identifies 
or can be reasonably used to identify an individual person or Customer.  

12. Third-Party Services. Customer may access third-party services, content or links through the use of the Service (collectively “Third-
Party Services”). Bridge does not control Third-Party Services or make any representations or warranties with respect to Third-Party 
Services. In addition, Bridge is not responsible for Third-Party Services.  

13. Limitation of Liability.  

a. EACH PARTY AND ITS SUPPLIERS SHALL NOT BE LIABLE TO THE OTHER PARTY FOR ANY INDIRECT, SPECIAL, EXEMPLARY, 
PUNITIVE, INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF OR RELATED TO THIS AGREEMENT OR THE USE 
OR INABILITY TO USE THE SERVICE (INCLUDING, WITHOUT LIMITATION, COSTS OF DELAY, LOSS OR INACCURACY OF DATA, 
RECORDS OR INFORMATION, COST(S) OF PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, AND ANY FAILURE OF 
DELIVERY OF THE SERVICE), EVEN IF THE OTHER PARTY HAS BEEN NOTIFIED OF THE LIKELIHOOD OF SUCH DAMAGES.  

b.  EXCEPT FOR ANY DAMAGES RESULTING FROM THE GROSS NEGLIGENCE, FRAUD OR THE WILLFUL MISCONDUCT OF A 
PARTY, THE DEATH, BODILY INJURY OF ANY PERSON CAUSED BY THE NEGLIGENT ACTS OR OMISSIONS OF A PARTY, 
PAYMENT OBLIGATIONS, OR INDEMNIFICATION OBLIGATIONS AS SET FORTH IN SECTION 13(c) (IN RESPECT OF WHICH 
BRIDGE’S AGGREGATE LIABILITY SHALL BE AT THE LIMIT SPECIFIED AT THE END OF THIS SECTION), EACH PARTY’S 
CUMULATIVE MAXIMUM LIABILITY FOR DAMAGES ARISING OUT OF OR RELATED TO THIS AGREEMENT (WHETHER IN 



 

 

CONTRACT, TORT OR OTHERWISE) SHALL NOT EXCEED THE AMOUNT PAID BY CUSTOMER UNDER THIS AGREEMENT 
WITHIN THE TWELVE (12) MONTHS IMMEDIATELY PRECEDING THE EVENT GIVING RISE TO LIABILITY.  

c. BRIDGE’S TOTAL AGGREGATE LIABILITY UNDER OR IN RESPECT OF ANY INDEMNITY OBLIGATION UNDER THIS 
AGREEMENT SHALL BE LIMITED TO $500,000. 

15.  Confidentiality. Each party acknowledges that it or any entity that directly, or indirectly through one or more intermediaries’ controls, is 
controlled by or is under common control with such party (an “Affiliate”) may disclose (in such capacity the “Disclosing Party”) 
Confidential Information to the other party or its Affiliates (in such capacity, the “Receiving Party”) in the performance of this Agreement. 
Accordingly, the Receiving Party shall: (a) keep the Confidential Information disclosed by the other party confidential; (b) use Confidential 
Information only for purposes of fulfilling its obligations and exercising its rights hereunder; and (c) disclose such Confidential Information 
only to the Receiving Party’s employees or Affiliates who have a need to know and only for the purposes of fulfilling this Agreement or to 
the extent required by law. As used herein, “Confidential Information” means any and all non-public, confidential and proprietary 
information, data, or know-how, including all Personal Information and information about the Disclosing Party’s businesses, operations, 
finances, properties, employees, relationships with third parties, plans, trade secrets, and other intellectual property and all analyses, 
compilations, forecasts, studies, summaries, notes, reports, memoranda, interpretations, data, and other materials which contain or are 
generated from the Confidential Information, whether disclosed in writing, orally, electronically, or by other means, and whether or not 
identified as confidential. . For the avoidance of doubt, any non-public aspect of the Service will be considered the Confidential Information 
of Bridge. Confidential Information shall not include information that: (i) is or becomes a matter of public knowledge through no fault of the 
Receiving Party; (ii) is rightfully received by the Receiving Party by a third party without a duty of confidentiality; (iii) is independently 
developed by the Receiving Party without the use of any Confidential Information of the Disclosing Party; or (iv) is identified by the 
Disclosing Party in writing as no longer confidential and proprietary. Notwithstanding the restrictions above, the Receiving Party may 
disclose the Confidential Information pursuant to law, regulation, subpoena or court orders, provided that the Receiving Party promptly 
notifies the Disclosing Party in writing prior to making any such disclosure to permit the Disclosing Party an opportunity to prevent 
disclosure or seek an appropriate remedy from the proper authority. The Receiving Party agrees to cooperate with the Disclosing Party 
in seeking such order or other remedy. The Receiving Party further agrees that if the Disclosing Party is not successful in precluding the 
requesting legal body from requiring the disclosure of the Confidential Information, it will furnish only that portion of the Confidential 
Information which is legally required (based on the advice of counsel) and will exercise all reasonable efforts to obtain reliable assurances 
that confidential treatment will be afforded the Confidential Information. Further, any information obtained by monitoring, reviewing, or 
recording is subject to review by law enforcement organizations in connection with investigation or prosecution of possible criminal or 
unlawful activity on the Service as well as to disclosures required by or under applicable law or related government agency actions. Bridge 
will also comply with all court orders or subpoenas involving requests for such information.  

16. Proprietary Rights. As between Customer and Bridge, the Bridge Intellectual Property is, and shall at all times remain the sole and 
exclusive property of Bridge. Bridge shall have the right, in its sole discretion, to modify the Bridge Intellectual Property. “Bridge 
Intellectual Property” means: (a) the Service; (b) all improvements, changes, enhancements, and components thereof; (c) all other 
proprietary materials of Bridge and/or its licensors; and (d) all other intellectual property owned by Bridge including, but not limited to, all 
copyrights, patents, trademarks and trade names, trade secrets, specifications, methodologies, documentation, algorithms, criteria, 
designs, report formats, and know-how, as well as any underlying source code and object code related thereto.  

17. Term and Termination. The term of this Agreement is specified in the Order Form (“Term”) and shall continue for its full duration unless 
earlier terminated by a party in accordance with this Section 17. In addition to any other rights and remedies that may be available, either 
party may terminate this Agreement for a material breach of any provision of this Agreement by the other party if such material breach 
remains uncured for thirty (30) days after receipt of written notice of such breach from the non-breaching party. In the event the Agreement 
is terminated, all Order Forms are simultaneously terminated. Upon expiration or termination of this Agreement: (a) Customer shall 
immediately cease using the Service; and (b) in connection with certain aspects of the Service that feature an export function Customer 
may export the Customer Content by using the export feature within the Service for a period of three (3) months from termination, after 
which Bridge shall have no obligation to maintain or provide any Customer Content.  

18. Suspension of Service. Bridge may suspend a User’s access to the Service for a violation of Section 3 of this Agreement, any applicable 
law, or third-party rights to the extent and for the duration necessary to address any such violation. Bridge will use commercially reasonable 
efforts to provide notice to Customer in advance of any suspension unless such violation may cause direct harm to the Service or may 
result in liability to Bridge. Customer agrees that Bridge will not be liable to Customer or a User if Bridge exercises its suspension rights 
as permitted by this Section 18.  

19. Indemnification. 

a.  Bridge will indemnify and defend Customer from and against any and all losses, liabilities, and claims (including reasonable attorneys' 
fees) arising out of any claim by a third party alleging that the Service infringes or misappropriates the intellectual property rights of that 
third party. Notwithstanding the foregoing, Bridge shall not be obligated to indemnify Customer if such infringement or misappropriation 
claim arises from: (a) the Customer Content; (b) Customer’s or User’s misuse of the Service; or (c) Customer’s or User’s use of the 
Service in combination with any products, services, or technology not provided by Bridge. If a claim of infringement or misappropriation 
is made, Bridge may, in its sole discretion: (i) modify the Service so that it becomes non-infringing; (ii) obtain a license permitting continued 
use of the Service; or (iii) terminate the Agreement with no liability to Customer, other than Bridge’s obligation to indemnify hereunder, 



 

 

and return the unused portion of any prepaid Fees. Customer will indemnify and defend Bridge from and against any and all losses, 
liabilities, and claims (including reasonable attorneys' fees) arising out of any claim by a third party alleging: (z) the Customer Content 
infringes or misappropriates the intellectual property rights of that third party; or (y) use of the Service by Customer or any User in violation 
of this Agreement or the AUP.  

b.  The party seeking indemnification (the "Indemnified Party") shall provide the other party (the "Indemnifying Party") with prompt written 
notice upon becoming aware of any claim subject to indemnification hereunder and shall provide reasonable cooperation to the 
Indemnifying Party in the defense or investigation of any claim, suit or proceeding. The Indemnifying Party, at its option, will have sole 
control of such defense, provided that the Indemnified Party is entitled to participate in its own defense at its sole expense. The 
Indemnifying Party shall not enter into any settlement or compromise of any such claim, suit, or proceeding without the Indemnified Party's 
prior written consent, except that the Indemnifying Party may without such consent enter into any settlement of a claim that resolves the 
claim without liability to the Indemnified Party and without impairment to any of the Indemnified Party's rights or requiring the Indemnified 
Party to make any admission of liability. 

20.   General Notice. Any legal notice by a party under this Agreement shall be in writing and either personally delivered, delivered by email 
or reputable overnight courier (such as Federal Express) or certified mail, postage prepaid and return receipt requested, addressed to the 
other party at the address specified in the Order Form or such other address of which either party may from time to time notify the other 
in accordance with this Section 18. A copy of all notices to Bridge shall be sent to: Bridge, Inc, 434 Fayetteville Street, 9th Floor, Raleigh, 
NC 27601, Attention: General Counsel and, if by email, to internallegal@ltgplc.com. For purposes of service messages and notices about 
the Service, Bridge may place a banner notice or send an email to the current email address associated with an account and all notices 
shall be in English and deemed effective upon receipt. 

21.   Force Majeure.  If Bridge is unable to perform its obligations under this Agreement due to circumstances beyond its reasonable control, 
including, but not limited to, acts of God, earthquakes, hacker attacks, actions or decrees of governmental bodies, changes in applicable 
laws, or communication or power failures, such obligations will be suspended so long as those circumstances persist 

22.  Governing Law. This Agreement shall be interpreted, governed, and construed by the laws of the State of Delaware without regard to 
principles of conflict of laws. EACH OF THE PARTIES HERETO HEREBY IRREVOCABLY WAIVES ANY AND ALL RIGHT TO TRIAL 
BY JURY IN ANY LEGAL PROCEEDING ARISING OUT OF OR RELATED TO THIS AGREEMENT OR THE TRANSACTIONS 
CONTEMPLATED HEREBY. 

23.   Independent Contractors. The parties are independent contractors and not agents or partners of, or joint venturers with, the other party 
for any purpose. Neither party shall have any right, power, or authority to act or create any obligation, express or implied, on behalf of the 
other party 

24.  Amendment; Entire Agreement. If any term of this Agreement is invalid or unenforceable, the other terms remain in effect and the invalid 
or unenforceable provision will be deemed modified so that it is valid and enforceable to the maximum extent permitted by law. 
Amendments to this Agreement must be made in writing and signed by both parties. The Parties agree that: (a) this Agreement constitutes 
the entire agreement between the parties with respect to the subject matter thereof, and any prior representations, statements, and 
agreements relating thereto are superseded by the terms of this Agreement; and (b) Customer may use purchase orders or similar 
documents only as proof of acceptance of each Order Form and for convenience only, and all terms and conditions (preprinted or 
otherwise and regardless of how referenced) shall be void and of no effect.  

25.  Assignment. Any attempt by Customer to assign this Agreement, in whole or part, to any entity, without Bridge’s prior written consent 
shall be void. This Agreement shall be binding upon and shall inure to the benefit of the parties hereto and their successors and permitted 
assigns.  

26.  Non-Waiver, Invalidity. Any failure by either party to enforce the other party's strict performance of any provision of this Agreement will 
not constitute a waiver of its right to subsequently enforce such provision or any other provision of this Agreement.  

27.  Consent to use Customer Name. Customer agrees to allow Bridge to use its name, logo, and non-competitive use details in both text 
and pictures in its various marketing communications and materials, in accordance with Customer’s trademark guidelines and policies.  

28.   Survival. Any terms that by their nature survive termination or expiration of this Agreement will survive. (c) Amendment; Entire Agreement; 
Precedence.  No modification of, amendment or addition to this Agreement is valid or binding unless set forth in writing and executed by 
authorized representatives of Bridge and Customer. This Agreement, including each relevant Order Form, SOW, and documents attached 
(t)hereto or incorporated herein by reference, constitutes the complete and exclusive statement of the parties’ agreement as to the subject 
matter hereof and supersedes all proposals, requirements documents, discussions, presentations, responses to questions, or prior 
agreements, commitments or promises, oral, electronic or written, between the parties or provided by one party to another,  relating to 
the subject matter hereof. Each of the parties acknowledges and agrees that in entering into this agreement it does not rely on and shall 
have no remedy or right of action with respect to any statement, undertaking, promise, assurance, warranty, understanding or any 
representation or misrepresentation (whether contractual or non-contractual and whether negligently or innocently made) relating to the 
subject matter of this agreement and other than as expressly set out in this agreement as a warranty, in writing or not and made by or to 



 

 

any person. Nothing in this clause shall, however, operate to limit or exclude any liability for fraud. Each Order Form and SOW is governed 
by the terms of this Agreement and in the event of a conflict or discrepancy between the terms of an Order Form or SOW and the terms 
of this Agreement, the Order Form or SOW shall govern. Bridge objects to and rejects any additional or different terms proposed by 
Customer, including those contained in Customer’s purchase order, acceptance, vendor portal or website. Neither Bridge’s acceptance 
of Customer’s purchase order nor its failure to object elsewhere to any provisions of any subsequent document, website, communication, 
or act of Customer shall be deemed acceptance thereof or a waiver of any of the terms hereof. The party’s obligations hereunder are 
neither contingent on the delivery of any future functionality or features of the Subscription Services nor dependent on any oral or written 
public comments made by Bridge regarding future functionality or features of the Subscription Services. No right or cause of action for 
any third party is created by this Agreement or any transaction under it.  

29.   Actions Permitted.  Except for actions for nonpayment or breach of a party’s proprietary rights, no action, regardless of form, arising out 
of or relating to the Agreement may be brought by either party more than one year after the cause of action has accrued. 

 

  



 

 

EXHIBIT A 

Technical and Organizational Security Measures 
 

Bridge will only use Customer Data for the purposes of fulfilling its obligations under the Agreement. Bridge will maintain and enforce 
physical and logical security procedures with respect to its access and maintenance of Customer Data contained on Bridge servers. 

 
Bridge will use reasonable measures to secure and defend its location and equipment against “hackers” and others who may seek to 
modify or access the Bridge servers or the information found therein without authorization. Bridge will test its systems for potential 
security vulnerabilities at least annually. 

 
Bridge has a written information security program (“Information Security Program”) that includes administrative, technical, and physical 
safeguards that protect against any reasonably anticipated threats or hazards to the confidentiality of the Customer Data, and protect 
against unauthorized access, use, disclosure, alteration, or destruction of the Customer Data. In particular, the Bridge’s Information 
Security Program shall include, but not be limited, to the following safeguards where appropriate or necessary to ensure the protection of 
Confidential Information and Personal Data: 

 
Access Controls – policies, procedures, and physical and technical controls: (i) to limit physical access to its information systems and 
the facility or facilities in which they are housed to properly authorized persons and (ii) to authenticate and permit access only to 
authorized individuals. 

 
Security Incident Procedures – policies and procedures to detect, respond to, and otherwise address security incidents, including 
procedures to monitor systems and to detect actual and attempted attacks on or intrusions into Customer Data or information 
systems relating thereto, and procedures to identify and respond to validated security incidents, mitigate harmful effects of security 
incidents, and document security incidents and their outcomes. 

 
Contingency Planning – policies and procedures for responding to an emergency or other occurrence (for example, fire, vandalism, 
system failure, and natural disaster) that damages Customer Data or systems that contain Customer Data, including a data backup 
plan and a disaster recovery plan. 

 
Device and Media Controls – policies and procedures that govern the receipt and removal of hardware and electronic media that 
contain Customer Data into and out of a Bridge data center, and the movement of these items within a Bridge data center, 
including policies and procedures to address the final disposition Customer Data. 

 
Audit controls – hardware, software, and/or procedural mechanisms that record activity in information systems that contain or use 
Customer Data. 

 
Data Integrity – policies and procedures to guard against the unauthorized disclosure, improper alteration, or unauthorized 
destruction of Customer Data. 

 
Transmission Security – encryption of electronic information while in transit to guard against unauthorized access to Customer Data 
that is being transmitted over public communications network. 

 
Secure Disposal – policies and procedures regarding the disposal of Customer Data, taking into account available technology that can 
be used to sanitize storage media such that stored data cannot be practicably read or reconstructed. 

 
Testing – Bridge shall regularly test the key controls, systems and procedures of its Information Security Program to verify that they are 
properly implemented and effective in addressing the threats and risks identified. Tests will be conducted or reviewed 
in accordance with recognized industry standards (e.g. ISO27001 or SSAE18 and their successor audit standards, or similar industry 
recognized security audit standards). 

 
Adjust the Program – Bridge shall monitor, evaluate, and adjust, as it deems necessary, the Information Security Program in light of 
any relevant changes in technology or industry security standards, the sensitivity of Customer Data, and internal or external threats 
to Bridge or the Customer Data. 

 
Security Training – Bridge shall provide annual security awareness and data privacy training for its employees that will have access 
to Customer Data. 
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Confidentiality - Bridge shall require that all Bridge employees who are granted access to Customer Data undergo appropriate 
screening, where lawfully permitted, and enter into a confidentiality agreement prior to being granted such access. 
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   TERMS AND CONDITIONS FOR REV, LLC   
   PRODUCTS AND SERVICES  

 

MASTER SOFTWARE AS A SERVICES, SOFTWARE LICENSE, MAINTENANCE & PROFESSIONAL SERVICES 
AGREEMENT 

This Agreement (“Agreement”) describes the terms and conditions that will apply to REV, LLC’S 
(“Licensor” or “REV”) products and services.    This Agreement consists of specific terms and conditions 
relating to Software as a Service usage, Software Licenses, Professional Services and Training (the “REV 
Services”) and the purchase and/or use of the same by third party customers.   

General Terms & Conditions: 

Definitions.  

“Affiliate” or “Affiliates” means any entity that, directly or indirectly, owns or controls, is owned or 
controlled by, or is under common ownership or control with a Party to this Agreement, and the term 
“control” means the ownership of more than fifty percent (50%) of the voting equity in a company or the 
right to appoint in such company the majority of the members of the board of directors or managers.  
 
“Authorized User” means individuals authorized by a Customer to access the REV Services or the Service 
on Customer’s behalf. 
 
“Confidential Information” means information Licensor owns and treats as confidential and includes all 
non-public information relating in any way to Licensor’s proprietary systems and services and to 
Licensor’s Intellectual Property Rights. 
 
“Customer” means any individual or entity that purchases and/or uses the REV Services pursuant to the 
terms of this Agreement. 
 
“Customer Data” means the electronic data or information submitted to the Service by Customers.  

“Customer Input” means suggestions, enhancement requests, recommendations or other feedback 
provided by Customer relating to the operation or functionality of the Service.  

“Documentation” means Licensor’s user guide for the Service, which may be updated by Licensor from 
time to time, any other user manuals, handbooks, and installation guides relating to software provided 
by Licensor, whether electronically or in hard copy form, and any and all other documents related to or 
associated with the Service or the REV Services.  

“Improvements” means all improvements, updates, enhancements, error corrections, bug fixes, release  

http://www.revtechllc.com/


10011 Bridgeport Ave SW | Suite 1500 | Lakewood, WA 98499     www.revtechllc.com 

 

notes, upgrades and changes to the Service and Documentation, as developed by Licensor and made 
generally available for use without a separate charge to Customers.  

“Service” means Licensor’s proprietary systems and associated services, including without limitation its 
proprietary NavApp system. 

“Work Product” means all inventions, innovations, developments, designs, improvements, and other 
creations, whether or not patentable or copyrightable, and all ideas, data, information, reports, and 
other creative works and deliverables, and all Licensor Intellectual Property Rights in the foregoing, made 
or conceived by REV and/or its Affiliates in whole or in part or in conjunction with the Customer while 
providing the REV Services or otherwise engaged by the Client, that relate in any manner whatsoever to 
the Client, the Services provided hereunder or any other research or development effort in which the 
Client has engaged in prior to or during this Agreement. 

“Deliverables” means, collectively, the Service and Documentation.   

“Malicious Code” means viruses, worms, time bombs, Trojan horses and other malicious code, files, 
scripts, agents or programs.  

 “Platform” means the technology, services, third party and developed software, and customizations 
associated with the “Services” platform. 

“SaaS” is synonymous and used interchangeably with “Platform” but denotes when “Platform” is 
provided as a cloud service and not within the Client’s IT environment. 

1. Proprietary Rights. 

1.1 Ownership and Reservation of Rights to Licensor Intellectual Property. Licensor and its licensors 
own all right, title and interest in and to the Service, Documentation, Confidential Information, and all 
other intellectual property rights owned by Licensor (collectively, the “Licensor Intellectual Property 
Rights”). Subject to the limited rights expressly granted under this Agreement, Licensor reserves all rights, 
title and interest in and to the Licensor Intellectual Property Rights. No other rights are granted to 
Customer by implication, estoppel, statute, operation of law or otherwise other than as expressly set 
forth herein.   

1.2 Ownership of Customer Data. As between Licensor and Customer, Customer owns its Customer Data. 
Customer hereby grants Licensor a perpetual, transferable and irrevocable license to use, distribute, and 
otherwise exploit Customer Data to the extent reasonably necessary for Licensor’s business purposes. 

1.3 Customer Input. Customer hereby grants to Licensor a royalty-free, worldwide, transferable, sub-
licensable, irrevocable, perpetual license to fully use, in any manner and at Licensor’s sole discretion, any 
Customer Input in connection with the Service or otherwise. Licensor has no obligation to make 
Customer Input an Improvement. Customer has no obligation to provide Customer Input.  

2. Confidentiality. 

2.1 Confidentiality.  To the extent Customer obtains any Confidential Information in association with its 
use and/or purchase of the REV Services or the Service, Customer shall not, without Licensor’s prior 
written permission, retain, use, disclose, or otherwise provide it to any third party.  

2.2 Protection. To the extent Customer is authorized to retain Confidential information pursuant to 
section 2.1, Customer shall protect the Confidential Information in the same manner that it protects its  
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own Confidential Information, but in no event using less than a reasonable standard of care.  

2.3 Compelled Disclosure. A disclosure of Confidential Information to the extent required by Law will not 
breach this Agreement, provided the party so compelled promptly provides the prior notice of such 
compelled disclosure (to the extent legally permitted) and provides reasonable assistance to contest the 
disclosure.  

2.4 Remedies. If Customer discloses or uses (or threatens to disclose or use) any Confidential Information 
in breach of confidentiality protections provided in this Agreement, Licensor shall have the right, in 
addition to any other remedies available, to injunctive relief to enjoin such acts, it being acknowledged by 
the parties that any other available remedies are inadequate.  

2.5 Protection and Security. During the Term of this Agreement, Licensor will use reasonable security 
measures that are designed to: (a) ensure the security and integrity of Customer Data; (b) protect against 
threats or hazards to the security or integrity of Customer Data; and, (c) prevent unauthorized access to 
Customer Data. Licensor will protect Customer Data using no less than a reasonable standard of care. 

3. Warranties & Disclaimers. 

3.1 Warranties. Each party hereby represents and warrants that: (a) it is duly organized, validly existing 
and in good standing under the laws of its jurisdiction of incorporation; (b) it has the legal right and 
authority to enter into and perform its obligations under this Agreement; and (c) this Agreement, when 
executed and delivered, will constitute a valid and binding obligation of such party and will be 
enforceable against such party in accordance with its terms. 

3.3 DISCLAIMER. Except as expressly provided herein and to the maximum extent permitted by 
applicable law, Licensor makes no and hereby specifically disclaims all warranties of any kind, whether 
express, implied, statutory or otherwise including any warranties of non-infringement, title, 
merchantability, fitness for a particular purpose and any warranties implied from a course of dealing or 
course of performance or usage of trade. Licensor does not warrant that any deliverables will be error 
free or uninterrupted or that any errors will be corrected. The limited warranties provided herein are the 
sole and exclusive warranties provided to customer in connection with the provision of the deliverables.  

4. Limitation of Liability. 

4.1 Limitation of Liability. To the maximum extent permitted by law, even if such damages could have 
been foreseen or if a party has been appraised of the possibility of such damages, and regardless of 
whether such damages are arising in contract, tort, negligence, strict liability, breach of any statutory 
duty or otherwise, except with respect to customer’s payment obligations or the use of a party’s 
intellectual property rights in a manner not authorized by this agreement, in no event will: (a) either 
party's (or Licensor’s third party licensors’) aggregate liability arising out of or related to this agreement, 
whether in contract, tort or otherwise, exceed the subscription fees actually paid by customer in 
consideration for the deliverables during the immediately preceding twelve (12) month period from 
which the first claim arose under this agreement (or, for a claim arising before the first anniversary of the 
effective date, the amount paid for the first twelve month period); and (b) either party have any liability 
to the other party for any indirect, special, incidental, punitive, or consequential damages, however 
caused, or for any lost revenues or profits, loss of use, cost of data reconstruction, cost or procurement 
of substitute goods or services arising out of, or in any way connected with the service, including but not 
limited to the use or inability to use the service, any interruption, inaccuracy, error or omission. 
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5. Term & Termination. 

5.1 Term of Agreement.  This Agreement commences on the Effective Date of a transaction document 
(i.e., Purchase Order)  and, unless earlier terminated as set forth below, continues for the term set forth 
in term of representative product or service.     

5.2 Termination. Either party may terminate this Agreement: (a) upon thirty (30) days prior written 
notice to the other party of a material breach by the other party if such breach remains uncured at the 
expiration of such notice period; or (b) immediately in the event the other party becomes the subject of a 
petition in bankruptcy or any other proceeding relating to insolvency, receivership, liquidation or 
assignment for the benefit of creditors. Upon any termination by Customer pursuant to this section, 
Licensor will refund to Customer any prepaid fees for the affected Service that were to be provided after 
the effective date of termination.  

5.3 Termination for Cause. Either Party may terminate this Agreement or any affected and associated 
agreement (for example, an order form or statement of work) (a) upon the other Party’s material breach 
that remains uncured for thirty (30) days following written notice of such breach, except that termination 
will take immediate effect on written notice in the event of a breach of Section 2; or (b) immediately in 
the event the other Party becomes the subject of a petition in bankruptcy or any other proceeding 
relating to insolvency, receivership, liquidation or assignment for the benefit of creditors (and not 
dismissed within sixty (60) days thereafter).  

5.4 Termination for Convenience. Either Party may terminate this Agreement or any affected and 
associated agreement for any reason or for no reason, by providing the other Party at least thirty (30) 
days’ prior written notice. However, in the event of a Customer termination for convenience, Customer 
shall not be entitled to any refund or relief from payment of any fees paid or payable under the 
Agreement or affected and associated agreement.  

5.5 Treatment of Customer Data Following Expiration or Termination. Customer agrees that following 
termination of this Agreement or any associated agreement, Licensor may immediately deactivate 
Customer’s account(s) associated with the termination. During the thirty (30) day period following 
termination or expiration, Licensor will grant Customer and/or a reasonable number of Authorized Users 
access to the SaaS Service for the sole purpose of retrieving Customer Data. Within a reasonable time 
thereafter, Licensor will delete Customer Data from the Service, except to the extent it is necessary to 
retain such Customer Data for Licensor’s business purposes, in regular backups, and/or as required by 
law, which will remain subject to protections of Section 2.5 for so long as the Customer Data is retained 
by Licensor. Customer acknowledges that the retention of Customer Data is at all times subject to 
Licensor’s data retention policies which shall be made available to Customer upon request and are 
subject to update from time to time in Licensor’s reasonable discretion. Any “snapshot” of Customer 
Data therefore is inclusive of the Licensor’s data retention policies in effect at the time of Customer Data 
retrieval.  

5.6 Effect of Termination. Upon early termination of this Agreement by Customer for Licensor's uncured 
material breach, Customer is entitled to a prorated refund of prepaid fees relating to the REV Services 
applicable to the remaining period in the applicable subscription term. Upon expiration or termination of 
this Agreement by Licensor for Customer’s uncured material breach, unpaid fees relating to the Services 
applicable to the duration of any applicable subscription term will be immediately due and payable. In 
addition, upon expiration or termination of this Agreement for any reason: (a) all rights granted to 
Customer under this Agreement, and Licensor's obligation to provide the REV Services will terminate 
(including any and all rights related to the Service); and (b) any payment obligations will survive such  
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expiration or termination.  

Upon the termination or expiration of this Agreement for any reason, Licensor shall: (a) provide 
Customer with any and all Customer Data, Work Product and any other data, materials and deliverables 
in Licensor’s possession and related to its performance under this Agreement; (b) execute all documents 
and take all actions necessary or advisable for Licensor to carry out its obligations hereunder; (c) provide 
Customer with all reasonably necessary assistance to facilitate the orderly transition of the REV Services 
to Customer or its designee, if Customer desires such assistance, at Customer’s expense at standard 
market rates; and (d) perform a final accounting, after which Customer shall pay any undisputed 
outstanding balance due Licensor within ten (10) days of the date such accounting is concluded. 

6. General Provisions. 

6.2 Force Majeure. Neither party will be liable for any failure or delay in performance under this 
Agreement (other than for delay in the payment of money due and payable hereunder) for causes 
beyond that party’s reasonable control and occurring without that party’s fault or negligence, including, 
but not limited to, acts of God, acts of government, flood, fire, civil unrest, acts of terror, strikes or other 
labor problems, or, where Licensor is in compliance with its obligations under this Agreement, computer 
attacks or malicious acts, such as attacks on or through the Internet, any Internet service provider, 
telecommunications or hosting facility. Dates by which performance obligations are scheduled to be met 
will be extended for a period of time equal to the time lost due to any delay so caused.  

7. Insurance  

7.1 Insurance Coverage. REV shall maintain insurance policies covering the types of insurance and 
amounts that are considered industry standard. Upon request, REV shall provide one or more certificates 
of insurance to Customer evidencing the maintenance of any insurance policies covered by this Section. 

7.2 Governing Law.   This Agreement is governed exclusively by the internal laws of the State of 
Washington and the United States of America, without regard to conflict of laws principles.   

7.3 Miscellaneous. This Agreement, including all exhibits and addenda hereto, constitutes the entire 
agreement between the parties with respect to the subject matter hereof. This Agreement supersedes all 
prior and contemporaneous agreements, proposals or representations, written or oral, concerning its 
subject matter. No modification, amendment, or waiver of any provision of this Agreement will be 
effective unless in writing and signed by the party against whom the modification, amendment or waiver 
is to be asserted. Licensor may, with written approval, use Customer's name and logo in lists of 
customers, on marketing materials and on its website. The parties hereby consent to the use of 
electronic signatures in connection with the execution of this agreement, and further agree that 
electronic signatures to this agreement are legally binding with the same force and effect as manually 
executed signatures. 

7.4 Severability. The invalidity or unenforceability of any particular provision of this Agreement shall not 
affect the remaining provisions hereof, and this Agreement shall be construed in all respects as if such 
invalid or unenforceable provision had been omitted. No usage of trade or industry course of dealing 
shall be relevant to explain or supplement any term expressed in this Agreement.  

7.5 Assignment. Except as otherwise stated in the Agreement, neither Party may assign, novate or 
otherwise transfer any of its rights, obligations or privileges under this Agreement to a third party 
without the prior written consent of the other Party, which shall not be unreasonably withheld.  
Notwithstanding the foregoing, either party may assign this Agreement to an Affiliate without prior  
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written consent. 

7.6 Notices. All notices, requests, demands and other communications hereunder shall be deemed to 
have been duly given if the same shall be in writing and shall be delivered personally or sent by 
registered or certified mail, postage prepaid or receipted commercial courier and addressed to each 
Party’s known address, which shall be provided upon request of the other Party. Either Party may 
change the address or designated person for receiving notices by providing written notice thereof. 

7.7 Infringements. In the event REV becomes aware of any third-party infringement of any Work 
Product, it shall promptly notify Customer in writing. Customer shall have the right to take and direct 
such action as it, in its sole discretion, deems advisable for the protection of its rights in and to the Work 
Product. REV agrees to cooperate fully with Customer and to take all actions Customer determines are 
necessary to preserve its rights in and to the Work Product, all at Customer’s sole expense. All damages 
and other awards resulting from such infringements shall be the sole and exclusive property of 
Customer. 

8 Indemnification Obligations.  

8.1. Customer shall defend, indemnify and hold REV, and its respective officers, directors, agents and 
employees harmless from and against any and all claims, demands, suits, losses, liabilities and damages 
incurred as a result of any third-party action, claim or proceeding resulting from or in connection with 
(a) any breach of any of Customer’s representations or warranties provided in this Agreement; (b) a 
violation of any third party’s intellectual property rights resulting from any content or other material 
provided by Customer to REV in connection to the provision of the REV Services; or (c) otherwise arising 
from acts or omissions by Customer or its Affiliates;. 

8.2. Any indemnification obligations due from one Party (the “Indemnitor”) to the other (the 
"Indemnitee") described above will not apply to any damage to the extent that damage was caused by: 
(a) the Indemnitee's negligence; (b) the Indemnitee's breach of any representation, warranty, provision 
or covenant in this Agreement; (c) the Indemnitee's intentional misconduct; (d) the Indemnitee's 
violation of any applicable law; (e) the Indemnitor's compliance with specifications or detailed 
instructions submitted by an Indemnitee, but only if the damage would not have arisen but for that 
compliance; (f) the Indemnitee's modification of the deliverables, services or goods provided by the 
Indemnitor without the Indemnitor's consent; or (g) the Indemnitee's use of any deliverables, services or 
goods after the Indemnitor has furnished to the Indemnitees, at no additional cost, a non-infringing 
version of those deliverables, services or goods that provide the same or greater functionality and 
performance as the original deliverables, services and goods.   
 
9.0 Other Terms 
 
9.1  Travel and Living  Services will be provided remotely with the option to travel as required. Should 
travel be required, REV will comply with Client’s travel policies and will bill these expenses separately.  
 
9.2 Thirds party products. Client will license any 3rd-party products necessary for the hosting and 
operations of NAVApp 
 
9.3 Cost of Living Allowance. Charges shall be subject to increase annually at the contract anniversary 
based upon the then annual consumer price index (CPI) or 3% annually whichever is higher.    
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9.4 Access to personnel and systems.      Client will provide REV with the required access to the Client’s 
systems and facilities (if required) within 10 business days after the project starts.  
Client will provide REV with a single point of contact to help coordinate decisions and approve project 
direction.  

10.0 Representations and Warranties  

10.1 Mutual Representations and Warranties. Each Party represents and warrants to the other that: (a) 
it is a corporation or other business enterprise, duly organized, validly existing and in good standing 
under the laws of the state, province or country in which it was organized; (b) it has full power and 
authority to enter into this Agreement and perform its obligations hereunder; (c) the execution and 
performance of this Agreement does not violate the terms of any security agreement, license, or any 
other contract or written instrument to which it is a party; and (d) it shall comply with all applicable 
international, federal, state and local laws, rules and regulations in its performance under this 
Agreement. 

10.2 Inducements/Collusion. Each Party covenants, represents and warrants to that the other Party that 
it has not violated any applicable laws or regulations or any policies of the other Party of which the other 
Party has been given notice regarding the offering of unlawful inducements in connection with this 
Agreement. If at any time during the term of this Agreement, it is determined that the foregoing 
statement is inaccurate, then, in addition to any other rights either Party may have at law or in equity, 
such Party shall have the right to terminate this Agreement without penalty for cause without affording 
the other Party an opportunity to cure. 

10.3 REV Representations and Warranties. REV represents and warrants to Customer that: (a) in 
rendering the REV Services, REV and its employees, Affiliates, agents and subcontractors have all 
necessary rights, authorizations and licenses to provide the REV Services and to provide any related 
equipment, materials and services required under this Agreement or any agreement entered into 
pursuant hereto; (b) each of REV’s employees, the employees of its Affiliates, and any subcontractors or 
agents assigned to perform services under this Agreement shall have the proper skill, training and 
background so as to be able to perform in a competent and professional manner and that all work will 
be so performed in accordance with this Agreement; (c) Customer shall receive good and clear title to all 
Work Product free and clear of liens, restrictions and encumbrances, including, but not limited to, any 
claims by REV’s employees, employees of its Affiliates, agents or subcontractors; (d) the Work Product 
shall be provided in a manner consistent with good commercial practice, and shall substantially conform 
to any design specifications and/or functional, performance and reliability requirements for same as 
established by the Client and communicated to REV, or as otherwise mutually agreed to in writing by the 
Client and REV; (e) any software developed under REV’s instructions shall not knowingly contain any 
software in which a third party has a proprietary interest; (f) any Work Product developed and/or 
provided under REV’s instructions under this Agreement will not knowingly infringe any intellectual 
property rights held by a third party. 

10.4 Client Representation and Warranty. Customer represents and warrants to REV that it is 
authorized to permit REV access to and use of Customer facilities, Customer Data, and any and all other 
information and documentation used in connection with performing the REV Services. 
 
10.5 Disclaimer. EXCEPT AS EXPRESSLY SET FORTH, NEITHER PARTY MAKES ANY OTHER 
REPRESENTATIONS, WARRANTIES OR CONDITIONS WITH RESPECT TO THE EQUIPMENT,  
 
SOFTWARE OR THE SERVICES AND EACH PARTY EXPRESSLY DISCLAIMS ALL OTHER REPRESENTATIONS, 
WARRANTIES AND CONDITIONS, EXPRESS OR IMPLIED, INCLUDING ANY IMPLIED WARRANTIES OF  
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MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND ANY REPRESENTATIONS, WARRANTIES 
OR CONDITIONS THAT ARISE BY STATUTE, OPERATION OF LAW, COURSE OF DEALING OR PERFORMANCE 
OR USAGE OF TRADE. 

 

SOFTWARE AS A SERVICE (SaaS) TERMS AND CONDITIONS: 

Whereas, Licensor provides a Software as a Service (SaaS) subscription offering from here referred to as 
“SaaS Subscription”, Customer desires to subscribe to this SaaS Subscription, and this business 
relationship and the allocation of responsibilities regarding such SaaS Subscription are set forth in this 
Agreement. Therefore, the parties agree as follows:  

 
Definitions.  

“Account(s)” means all data storage account(s) that are created directly on the Service, by or on behalf of 
Customer for its Domain. 
 
“Administrator” means an individual authorized by Customer to authorize or manage Accounts.  
 
“Customer Data” means the electronic data or information submitted to the Service by Customer or 
Users.  

“Customer Input” means suggestions, enhancement requests, recommendations or other feedback 
provided by Customer (including its Users) relating to the operation or functionality of the Service.  

“Deliverables” means, collectively, the Service and Documentation.   

 “Documentation” means Licensor’s user guide for the Service, which may be updated by Licensor from 
time to time.  

“Improvements” means all improvements, updates, enhancements, error corrections, bug fixes, release 
notes, upgrades and changes to the Service and Documentation, as developed by Licensor and made 
generally available for use without a separate charge to Customers.  

 “Malicious Code” means viruses, worms, time bombs, Trojan horses and other malicious code, files, 
scripts, agents or programs.  

“Platform” means the technology, services, third party and developed software, and customizations 
associated with the “Services” platform. 

“SaaS” is synonymous and used interchangeably with “Platform” but denotes when “Platform” is 
provided as a cloud service and not within the Client’s IT environment. 

 “User” means, collectively, (a) an individual that is an employee, contractor, affiliate or agent  of the 
Customer and is authorized by Customer (directly, or by an Administrator or an existing User, as 
applicable) to access the Service, or (b) an Administrator 

1. Customer’s Use of the SaaS Subscription. 

1.1 Provision of the SaaS Subscription.  Subject to Customer’s continuing compliance with its obligations 
in this Agreement, during the Term, Customer may, on a non-exclusive, non-transferable basis: (a) 
authorize a number of users to store, retrieve, and share (solely for Customer’s own internal purposes  
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and subject to any usage or other limitations set forth herein) Customer Data through Accounts 
registered to Customer; and; (c) authorize Users to access and use the Documentation solely in 
connection with the use of such services (collectively, the “Service”).   

1.2 Changes to SaaS Subscription.  Licensor may add, remove or modify the functionality or features of 
the SaaS Subscription from time to time.  Licensor will use commercially reasonable efforts to provide at 
least fourteen (14) days advanced notice to Customer of any material changes to the SaaS Subscription.  

1.3 Customer Obligations. Customer will: (a) have sole responsibility for the content, accuracy, quality, 
and legality of all Customer Data; (b) prevent unauthorized access to, or use of, the SaaS Subscription, 
and notify Licensor promptly of any such unauthorized access or use; (c) safeguard the confidentiality of 
User password(s) and account name(s), and is responsible for any use occurring under its Accounts, and 
(d) comply with all laws applicable to it and the Customer Data.   

1.4 Customer Restrictions. Customer will not: (a) use the SaaS Subscription in violation of applicable 
Laws; (b) send or store infringing, obscene, threatening, or otherwise unlawful or tortious material, 
including material that violates privacy rights in connection with the SaaS Subscription; (c) send or store 
Malicious Code in connection with the SaaS Subscription; (d) damage, disable, overburden, impair, 
interfere with or disrupt the SaaS Subscription; (e) attempt to gain unauthorized access to any systems or 
networks that connect thereto or otherwise interfere with the operation of the SaaS Subscription or in 
any way with the use or enjoyment of the SaaS Subscription by others; (f) permit more Users to access 
the SaaS Subscription than are permitted by this Agreement; (g) allow more than one individual to use an 
Account; (h) make the SaaS Subscription available to any third party for commercial purposes (via a 
services arrangement, service bureau, lease, sale, resale, or otherwise); or (i) exceed any applicable 
bandwidth limit, storage capacity  or other limits set forth in this Agreement. Customer is liable to 
Licensor under this Agreement for any act or omission of any User to the same extent it would be liable 
had Customer performed such act or omission; and, Customer will use (and will ensure that each User 
uses) the SaaS Subscription in compliance with this Agreement.  

1.5. Support.    

1.5.1 Customer Incident Support 

Customer Incident Support for NAVApp Services and Software can be reached at a phone number or 
email to be provided upon license subscription and is available for all customer support requests. Cases 
will be opened upon receipt of request or identification of issue, and incidents will be routed and 
addressed according to the following: 

 

Severity Level Error State Description 
Incident 

Response 
within 

1 – High 
Priority 

Complete outage of NAVApp Services and 
Software. 6 hours 

2 – Medium 
Priority 

Issue with NAVApp Services and Software, but 
does not materially degrade Customer’s use of 
NAVApp Services and Software. 

1 business day 

3 – Low 
Priority 

Causes only a minor impact on the operation of 
NAVApp Services and Software. 

3 business 
days 
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1.5.2 License Support and Maintenance  

In consideration of payment of the annual support and maintenance fee, the Licensor will provide the 
following support and maintenance services (“Services”):  

Remote diagnosis of operational issues related to the Software, provided that the Licensee has 
obtained, at its cost, the necessary software, hardware and instruction to allow NAVApp to provide such 
assistance.  NAVApp shall supply Updates to Licensee at no additional charge other than the payment of 
the Support and Maintenance Fees.     
 
Upgrades where Customer has customized  NAVApp base features may require additional services to be 
performed by REV, which are available as Professional Services described within a SOW attached to this 
agreement. 
 

2. Fees. 

2.1 Invoices & Payment. Customer will pay Licensor all fees (except fees subject to good faith dispute) 
within 30 days of the invoice date. All Fees are based on access rights acquired and not actual usage. 
Customer will ensure that Licensor has, at all times, a complete and accurate billing and contact 
information including a valid email address for receipt of invoices.  

2.2 Overdue Payments. Any payment not received from Customer by the due date will accrue (except 
with respect to charges then under reasonable and good faith dispute), at Licensor's discretion, late 
charges at the rate of 1.5% of the outstanding balance per month, or the maximum rate permitted by 
law, whichever is lower, from the date such payment was due until the date paid.  Customer will pay 
Licensor all costs and expenses of collection (including attorneys' fees) incurred by Licensor for collecting 
any amounts past due under this Agreement. 

2.3 Non-Payment and Suspension of SaaS Subscription. If Customer's Account(s) is more than sixty (60) 
days past due (except with respect to charges subject to a reasonable and good faith dispute), in addition 
to any other rights or remedies it may have under this Agreement or by law, Licensor may suspend the 
SaaS Subscription upon thirty (30) days written notice, without liability to Customer, until such amounts 
are paid in full.  In addition, Licensor may at any time suspend Customer’s use of the SaaS Subscription 
and/or remove or disable any content if Licensor reasonably and in good faith believes Customer 
(including any acts of any User) is in violation of this Agreement.  Licensor will provide Customer with 
notice (email is sufficient) of any such suspension or disablement before its implementation unless such 
suspension or disablement is necessary to comply with Law or to prevent imminent harm to the SaaS 
Subscription or any third party, in which case Licensor will notify Customer to the extent allowed by law 
of such suspension or disablement promptly thereafter. 

2.4 Taxes. Licensor's fees do not include any direct or indirect local, state, federal or foreign taxes, levies, 
duties or similar governmental assessments of any nature, including value-added, excise, use or 
withholding taxes (collectively, “Taxes”). Customer is responsible for and will pay all Taxes associated 
with this Agreement, and the Service, excluding U.S. income taxes on Licensor. If Customer has an 
obligation to withhold any amounts under any law or tax regime (other than U.S. income tax law), 
Customer will gross up the payments so that Licensor receives the amount actually quoted and invoiced. 
If Licensor has a legal obligation to pay or collect Taxes for which Customer is responsible under this 
section, Licensor will invoice the appropriate amount and Customer will promptly pay such amount, 
unless Customer provides Licensor with a valid tax exemption certificate authorized by the appropriate 
taxing authority.  
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3. Service Level Agreement 
 
When utilizing the SaaS Subscription, Licensor will use commercially reasonable efforts to maintain the 
online availability of the SaaS Subscription for a minimum of availability in any given month as provided 
in the chart below.  This Uptime Service Level Warranty does not apply to any custom development 
provided to the Customer.  If we do not achieve and maintain the Service Levels as described in this SLA, 
then you may be eligible for a credit towards a portion of your monthly support and maintenance fees.  
 
Definitions 
 
"Applicable Monthly Period" means, for a calendar month in which a Service Credit is owed, the number 
of days that you are a subscriber for a Service. 

"Monthly Charges" means the total fees actually paid by you for Support and Maintenance of the SaaS 
Subscription that are applied to the month in which a Service Credit is owed. 

"Downtime" is defined as an event which prevents users from accessing the SaaS Subscription.      

"Incident" means (i) any single event, or (ii) any set of events, that result in Downtime. 

"Service Credit" is the percentage of the Applicable Monthly Service Fees credited to you following claim 
approval. 

"Service Level" means the performance metric(s) set forth in this SLA that REV agrees to meet in the 
delivery of the SaaS Subscription. 
 
 
3.1 Monthly Downtime Calculation and Service Levels for Cloud Services 
 
3.1.1 "Downtime Minutes" is the total accumulated minutes during a billing month, beyond the Incident 
Resolution Period provided, when users do not have access to the SaaS Subscription.    
 
3.1.2 "Monthly Uptime Percentage" is calculated as Maximum Available Minutes less Downtime 
Minutes divided by Maximum Available Minutes in a billing month for a given Account. Monthly Uptime 
Percentage is represented by the following formula: 
Monthly Uptime % = (Maximum Available Minutes-Downtime) / Maximum Available Minutes X 100 
 
3.2 Claims.  In order for REV to consider a claim, you must submit a claim to customer support including 
all information necessary for REV to validate the claim, including but not limited to: (i) a detailed 
description of the Incident; (ii) information regarding the time and duration of the Downtime; (iii) the 
number and location(s) of affected users (if applicable); and (iv) descriptions of your attempts to resolve 
the Incident at the time of occurrence. 
 
We must receive the claim within two months of the end of the billing month in which the Incident that 
is the subject of the claim occurred.  We will evaluate all information and make a good faith 
determination of whether a Service Credit is owed.  
 
3.3 Service Credits.  Service Credits are your sole and exclusive remedy for any performance or 
availability issues for the SaaS Subscription under the Agreement and this SLA. You may not unilaterally 
offset your Applicable Monthly Service Fees for any performance or availability issues. 
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3.4 Limitations.  This SLA and any applicable Service Levels do not apply to any performance or 
availability issues: 
 
1. Due to factors outside our reasonable control (for example, natural disaster, war, acts of terrorism, 

riots, government action, or a network or device failure external to our data centers, including at 
your site or between your site and our data center); 

2. That result from the use of services, hardware, or software not provided by us, including, but not 
limited to, issues resulting from inadequate bandwidth or related to third-party software or services; 

3. Caused by your use of the SaaS Subscription or your Account after we advised you to modify your 
use of the SaaS Subscription, if you did not modify your use as advised; 

4. That result from your unauthorized action or lack of action when required, or from your employees, 
agents, contractors, or vendors, or anyone gaining access to our network by means of your 
passwords or equipment, or otherwise resulting from your failure to follow appropriate security 
practices; 

5. That result from faulty input, instructions, or arguments (for example, requests to access files that 
do not exist); 

6. Monthly maintenance window that incurs a downtime to patch your server and infrastructure is 
excluded from the uptime calculation. 

 
 
Service Credits: 
 

SLA Description Availability Services Credit 

1 – Critical 
Priority  Complete outage of SaaS Services and Software.     

< 99% 5% of monthly 
charges 

2 – High 
Priority  

Partial outage of REV SaaS Services and 
Software impacting more than 10% of users 

< 99% 3% of monthly 
charges 

 

SOFTWARE LICENSE AGREEMENT 

Whereas, Licensor provides a Licensed Product to Customer, this business relationship and the allocation 
of responsibilities regarding such License Service are set forth in this Agreement. Therefore, the parties 
agree as follows:  
 

Definitions. 

"Documentation" means Licensor's user manuals, handbooks, and installation guides relating to the 
Software provided by Licensor to Licensee either electronically or in hard copy form. 

"Software" means the Service and/or Licensor’s Services in object code format, including any Updates 
provided to Licensee pursuant to this Agreement. 

“Malicious Code” means viruses, worms, time bombs, Trojan horses and other malicious code, files, 
scripts, agents or programs.  

“Third Party Products” means any software programs and/or informatics developments that are not 
property of REV but that REV uses in providing the Licensor Services to Customer. 
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"Updates" means any updates, bug fixes, patches, or other error corrections to the Software that 
Licensor generally makes available free of charge through the License Service.  

1.0 License 

1.1 License Grant. Subject to and conditioned upon Customer’s payment of Fees and compliance with all 
other terms and conditions of this Agreement, Licensor hereby grants Customer a non-exclusive, non-
sub-licensable, and non-transferable license during the Term to: (i) use the Software solely for 
Customer's internal business purposes; and (ii) use and make a reasonable number of copies of the 
Documentation solely for Customer's internal business purposes in connection with Customer's use of 
the Software. Customer may make one copy of the Software solely for back-up, disaster recovery, and 
testing purposes. Any such copy of the Software: (x) remains Licensor's exclusive property; (y) is subject 
to the terms and conditions of this Agreement; and (z) must include all copyright or other proprietary 
rights notices contained in the original. 

1.2 Use Restrictions. Customer shall not use the Software or Documentation for any purposes beyond 
the scope of the license granted in this Agreement. Without limiting the foregoing and except as 
otherwise expressly set forth in this Agreement, Customer shall not at any time, directly or indirectly: (i) 
copy, modify, or create derivative works of the Software or the Documentation, in whole or in part; (ii) 
rent, lease, lend, sell, sublicense, assign, distribute, publish, transfer, or otherwise make available the 
Software or the Documentation; (iii) reverse engineer, disassemble, decompile, decode, adapt, or 
otherwise attempt to derive or gain access to the source code of the Software, in whole or in part; (iv) 
remove any proprietary notices from the Software or the Documentation; or (v) use the Software in any 
manner or for any purpose that infringes, misappropriates, or otherwise violates any intellectual 
property right or other right of any person, or that violates any applicable law. 

1.3 Reservation of Rights. Licensor reserves all rights not expressly granted to Customer in this 
Agreement. Except for the limited rights and licenses expressly granted under this Agreement, nothing 
in this Agreement grants, by implication, waiver, estoppel, or otherwise, to Customer or any third party 
any intellectual property rights or other right, title, or interest in or to the Software.  Licensor retains all 
right, title, and interest in and to the Licensor Intellectual Property Rights. 

1.4 Delivery. Licensor shall deliver the Software electronically, on tangible media, or by other means, in 
Licensor's sole discretion. Risk of loss of any tangible media on which the Software is delivered will pass 
to Customer on delivery to carrier. 

2.0 Licensee Responsibilities. 

2.1 General. Customer is responsible and liable for all uses of the Software and Documentation resulting 
from access provided through the License Service, directly or indirectly, whether such access or use is 
permitted by or in violation of this Agreement. 

2.2 Third-Party Products. Licensor may distribute certain Third-Party Products with the Software. For 
purposes of this Agreement, such Third-Party Products are subject to their own license terms and the 
applicable flow through provisions. If Customer does not agree to abide by the applicable terms for such 
Third-Party Product, then Customer should not install or use such Third-Party Products. The Software 
may also contain certain open-source software. Customer understands and acknowledges that such 
open-source software is not licensed to Customer pursuant to the provisions of this Agreement and that 
this Agreement may not be construed to grant any such right and/or license. Customer shall have only 
such rights and/or licenses, if any, to use the open-source software to the same extent available to and 
enjoyed by the general public. 
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3.0 Support.  In consideration of payment of the annual support and maintenance fee, the Licensor will 
provide the following support and maintenance services (“Services”):  

3.1 Customer Incident Support 

Customer Incident Support for NAVApp Services and Software can be reached at a phone number or 
email to be provided upon license subscription and is available for all customer support requests. Cases 
will be opened upon receipt of request or identification of issue, and incidents will be routed and 
addressed according to the following: 

 

Severity Level Error State Description Incident Response 
within 

1 – High 
Priority Complete outage of NAVApp Services and Software. 6 hours 

2 – Medium 
Priority 

Issue with NAVApp Services and Software but does not 
materially degrade Customer’s use of NAVApp Services 
and Software. 

1 business day 

3 – Low 
Priority 

Causes only a minor impact on the operation of 
NAVApp Services and Software. 3 business days 

 

3.2 License Support and Maintenance  

Remote diagnosis of operational issues related to the Software, provided that the Licensee has 
obtained, at its cost, the necessary software, hardware, and instruction to allow NAVApp to provide 
such assistance.  NAVApp shall supply Updates to Licensee at no additional charge other than the 
payment of the Support and Maintenance Fees.     
 
Upgrades where Customer has customized NAVApp base features may require additional services to be 
performed by REV, which are available as Professional Services described within a SOW attached to this 
agreement. 
 

4.0 Limited Warranties and Warranty Disclaimer. 

4.1 Licensor warrants that: (i) the Software will perform materially as described in the Documentation; 
and (2) the Software does not contain any virus or other malicious code that would cause the Software 
to become inoperable or incapable of being used in accordance with the Documentation.  

4.2. Warranties.  The warranties do not apply and become null and void if Customer breaches any 
provision of this Agreement or if Customer or any person provided access to the Software by Customer, 
whether or not in violation of this Agreement: (i) installs or uses the Software on or in connection with 
any hardware or software not specified in the Documentation or expressly authorized by Licensor in 
writing; (ii) modifies or damages the Software; or (iii) misuses the Software, including any use of the 
Software other than as specified in the Documentation or expressly authorized by Licensor in writing. 
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5.0 Supporting equipment and software.    It is the responsibility of Licensor to separately secure 
license or purchase of any equipment or software necessary for the operations of the licensed product.   
Licensor does not warrant the performance or availability of Customer’s equipment or software. 

PROFESSIONAL SERVICES TERMS AND CONDITIONS 

Definitions 

“Affiliate” or “Affiliates” means any entity that, directly or indirectly, owns or controls, is owned or 
controlled by, or is under common ownership or control with a Party to this Agreement, and the term 
“control” means the ownership of more than fifty percent (50%) of the voting equity in a company or 
the right to appoint in such company the majority of the members of the board of directors or 
managers. 

 “Work Product” means all inventions, innovations, developments, designs, improvements, and other 
creations, whether or not patentable or copyrightable, and all ideas, data, information, reports, and 
other creative works and deliverables, and all intellectual property rights in the foregoing, made or 
conceived by REV and/or its Affiliates in whole or in part or in conjunction with the Customer while 
providing the Licensor Services or otherwise engaged by the Customer, that relate in any manner 
whatsoever to the Customer, the Licensor Services provided hereunder or any other research or 
development effort in which the Customer has engaged in prior to or during this Agreement. 

1.0 Description of Services; Statement of Work.  Subject to and in accordance with the terms of this 
Agreement, REV, and/or its Affiliates, shall provide the Customer and/or its Affiliates, with the Licensor 
Services, as specifically described in a Statement of Work (hereinafter referred to as a “SOW”). Each 
SOW will be considered a separate agreement which incorporates the terms and conditions of this 
Agreement and each SOW and any amendment to this Agreement or a SOW must state that it is entered 
into pursuant to, and incorporates the terms and conditions of, this Agreement. Any reference to 
“Agreement” shall include any applicable SOW(s).   

2.0. Project Staffing.  Independent Contractors.   

2.1 Project Manager. REV shall appoint a qualified member of its staff or any of REV’s Affiliates to act as 
project manager with respect to any Licensor Services provided hereunder (the “Project Manager”). The 
Project Manager shall manage the completion of the Licensor Services and act as liaison between REV 
and the Customer.  

2.2 Project Staffing. REV, either directly, through or in conjunction with its Affiliates, shall provide 
reasonably adequate staff to successfully complete the Licensor Services within the time frame provided 
in each SOW. In the event any personnel performing Licensor Services is not a REV employee, then in 
advance of any work being performed by that personnel, REV shall obtain a written agreement from 
such personnel providing that all work performed in connection with the Licensor Services will be 
“works made for hire.”   

2.3 Staff Replacements by REV. The Parties acknowledge that, under certain circumstances, REV may 
need to replace one or more staff performing Licensor Services for Customer. Any replacement 
employee shall have substantially equivalent or better qualifications than the employee being replaced. 
There will be no charge to the Customer for any replacement provided in accordance herewith while the 
replacement employee acquires the necessary orientation. 
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2.4 Non-Solicitation. During the term of this Agreement and for a period of twelve (12) months 
following its termination for any reason, neither Party shall directly or indirectly solicit, interfere with, 
procure or entice away, either alone or jointly with any other firm, company or other organization, any 
employee of the other Party or any of its Affiliates, with whom it was involved in the performance of any 
Licensor Services under this Agreement, to leave the employment of such Party or such Affiliate. 

3.0 Pricing; Payment; Invoicing  

3.1 Invoicing. All fees, costs and other authorized expenses related to the Licensor Services shall be set 
forth in the applicable SOW. At the beginning of each calendar month, REV shall submit to the Customer 
an invoice for Licensor Services performed and authorized expenses incurred during the preceding 
calendar month.  

3.2 Taxes. Customer is responsible for the payment of any applicable federal, state, county, local or 
governmental taxes, duties, and excise taxes arising under this Agreement, including sales tax, value 
added tax, turnover tax, stamp tax, or similar taxes. This provision does not apply to taxes based upon 
REV’s income. 

3.3 Payment. Customer will pay, via wire transfer or any other agreed upon method, to REV, the 
amount of any undisputed invoice (the “Invoice”) within thirty (30) days of receipt thereof. Unless 
otherwise agreed on a particular SOW, Invoices will be paid in United States dollars. REV may retain any 
deliverables, as defined in the SOW, until such payment is made in full.  

3.4 Ancillary materials. Pricing shall not include any hardware or software licenses unless so specified in 
any applicable SOW(s). 

4.0 Ownership of Work Product; Infringements.  

4.1 Ownership of Work Product.  All Work Product created by REV and its agents, employees, Affiliates 
or subcontractors under the terms of this Agreement shall be clearly identified in the SOW as “works 
made for hire” and shall be the property of the Customer upon creation.  Any and all such Work Product 
and related intellectual property rights and interests shall be forthwith transferred, delivered and/or 
assigned to Customer upon the Customer’s request, and REV shall take all reasonable steps to perfect 
such transfer and delivery.    Customer hereby grants REV a nonexclusive, irrevocable, perpetual, 
royalty-free license to use, copy, and modify these work products anywhere in the world. 

4.1.1. Retention of Licensor Intellectual Property. Notwithstanding the foregoing, the Parties agree that 
(i) Customer’s rights in and to Work Product SHALL NOT include any Licensor Intellectual Property 
Rights.  Where necessary and practicable, Customer may obtain one or more licenses to Licensor 
Intellectual Property Rights through a separate instrument, subscription agreement, or other agreement 
between the parties. In the case that Work Product includes or requires Third Party Products, REV shall 
not transfer any rights to Customer in regards to such Third Party Products and Customer shall be 
responsible to obtain all permits or licenses required for the use of such Third Party Products; (iii) In the 
case that the Work Product contains any open source software or components , they shall not be 
licensed or transferred under the terms of this Agreement, but shall instead be licensed under the terms 
of any applicable open source license and/or to the same extent available to and enjoyed by the general 
public. Any and all pre-existing software programs and informatics developments to be included in a 
Work Product shall be previously agreed upon by Customer in an applicable SOW. REV agrees to provide 
Customer and any person designated by Customer reasonable assistance required to obtain the rights to 
such Third Party Products and open source software/components upon Customer’s request, at  

http://www.revtechllc.com/
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Customer’s expense.   

4.1.2 Unless otherwise requested by Customer, upon termination of this Agreement, and full payment 
therefor, REV shall immediately turn over to Customer all Work Product developed pursuant hereto, and 
no copies thereof shall be retained by REV or its employees or agents without the prior written consent 
of Customer. REV agrees to execute, at Customer´s expense, any documents reasonably requested by 
Customer in connection with the registration of copyrights, patents, or other intellectual property rights 
in the Work Product produced hereunder. Nothing in this Agreement shall be understood as providing 
Customer any rights to employ reverse engineering in the Work Product in order to commercialize 
Licensor’s Intellectual Property as a standalone product.    

5.0 Professional Services Limitations of Liability; Miscellaneous  

5.1. Liability Cap. REV’s liability for damages arising under each SOW shall in no event exceed the 
aggregate amount of REV’s fees paid to it under the applicable SOW. 

5.2 Entire Agreement. This Agreement (including any and all SOWs outstanding from time to time) 
constitutes the entire agreement between the Parties and supersedes all prior and contemporaneous 
agreements, discussions, understandings and writings by and between the Parties and relating to the 
subject matter hereof. None of the terms of this Agreement shall be deemed waived by either Party or 
amended or supplemented unless such waiver, amendment or supplement is in an expressly specified 
written amendment to this Agreement that is signed by both Parties. 

http://www.revtechllc.com/


POSSE Software as a Service Agreement 
between: 

_________________________ (hereinafter referred to as “Client”) 
 

and 
 

Computronix (U..S.A.), Inc. (hereinafter referred to as “Vendor”) 
 
RECITALS 
 
WHEREAS Client has identified a requirement for a modular web-based software solution for 
managing regulatory activities. 

AND WHEREAS Vendor represents that it has an available software solution that meets Client’s 
requirements and is able to provide it to Client via a Software as a Service (SaaS) delivery method in 
accordance with the terms and conditions set out in this Agreement.  

THEREFORE, in consideration of the mutual covenants and obligations contained herein and subject 
to the terms and conditions hereinafter set out, Vendor and the Client hereto agree as follows: 

1. DEFINITIONS 
1.1. Add-On Module – additional functionality that extends core POSSE features.  Add-On Modules 

may be added to POSSE to permit additional functionality. Each Add-On Module is fully 
supported and has its own release cycle separate from the POSSE product release cycle.  
Examples of Add-On Modules include POSSE Ad-Hoc, POSSE Archival Document Datastore 
and POSSE Mobile.   

1.2. Agent – another party (e.g. a private inspection or enforcement agency) under contract to 
Client and authorized by Client to act on its behalf to use POSSE in delivering services within 
the legal jurisdictional boundaries of Client.  Agents authorized by Client must agree in writing 
to Client to adhere to all terms and conditions of this Agreement.  

1.3. Agreement – this document and all schedules attached or incorporated by reference, and any 
subsequent addendums or amendments made in accordance with the provisions hereof. 

1.4. Annual Software as a Service Fee – the annual fee payable by Client to Vendor for the use of 
Hosted Solution provided by the Vendor, under this Agreement. 

1.5. Business Module - a pre-existing set of Configurations that extends POSSE by providing 
functionality specific to a business area. Examples of Business Modules include POSSE ABC – 
Licensing, POSSE ABC – Enforcement, POSSE PLS – Business & Professional Licensing, 
POSSE PLS – Permitting & Inspections, etc.  

1.6. Configuration – all work required to configure data definitions and/or process definitions to 
reflect the business rules, workflow, security and data requirements of Client, together with the 
resulting set of configured POSSE business processes.  For greater certainty, Configuration 
includes both basic Configuration using the POSSE Stage point and click subsystem, as well 
as advanced Configuration using PL/SQL, .NET and/or Python code to enable advanced 
POSSE capabilities. 

1.7. Defect - a program error that will cause POSSE to crash, or program algorithms or logic that 
produce incorrect results. Defects pertain to the intended operation of POSSE as delivered to 
Client, but do not pertain to subsequent errors brought about by Infrastructure changes made 
by Client or any other Third-Party. Defects do not include changing user preferences, report or 
screen aesthetics, presentation standards, or validity of converted data. Defects do not pertain 
to problems arising from Third-Party Software interfaced to POSSE, or to problems arising from 
POSSE Configurations not developed by Vendor. 



POSSE® Software as a Service Agreement   
 

Copyright  2023 
 

1.8. Enhancement - any work requested by Client to alter existing POSSE features, or to add any 
new features or functions to POSSE software. 

1.9. External User - an individual external to Client and served by Client who is provided access to 
the POSSE Production Database via the Internet.  External Users are typically customers of 
Client.   

1.10. Hosting Services – the services described in Section 4 of this Agreement that are provided by 
Vendor to Client. 

1.11. Hosting Services Site – the third-party hosting facility, at a North American location of 
Vendor’s choice, at which servers and related equipment are located.  

1.12. Hosted Solution – the POSSE software including any licensed Business Modules and Add-on 
Modules along with Client Site-Specific Configuration as installed at the Hosting Services Site 
for the benefit of the Client. 

1.13. Infrastructure – the physical wiring, network, hardware and software necessary to deploy and 
operate POSSE at the Client site. Infrastructure includes any workstation/notebook hardware 
and software, Internet Service Providers, wireless service providers, and other peripheral 
hardware or software used by Client. 

1.14. Intellectual Property – property that derives from the work of the mind or intellect, specifically, 
an idea, invention, trade secret, process, program, data, formula, patent, copyright, or 
trademark or application, right, or registration. Intellectual Property includes: a) pre-existing 
software, or POSSE ABC System or software Configurations (including reports) of Vendor; b) 
Vendor methodologies, processes, tools, and general knowledge of the matters under 
consideration; and c) any pre-existing material provided by Vendor under separate license.   

1.15. Named User - an individual internal to Client or representing Client or an Agent who has 
access to the POSSE Production Database. A Named User can access the POSSE Production 
Database from any workstation on Client's network or intranet, or via the Internet. 

1.16. POSSE® – refers to a modular, web-based regulatory workflow management system that 
combines configurable workflow, mapping, electronic documents and mobile computing 
technologies into a single integrated database. POSSE® includes “toolbox” stored procedures 
and documentation that comes with the POSSE software. 

1.17. POSSE Alcoholic Beverage Control System (may also be referred to as “POSSE ABC”) – 
A functioning, commercially available “out of the box” system that utilizes pre-existing 
Configurations, reports and/or other Add-On Modules operating within POSSE software. All 
POSSE ABC Configurations and reports are considered Vendor Intellectual Property. 

1.18. POSSE Annual Software as a Service Agreement – the document (i.e., this Agreement) 
which provides the terms and conditions under which the right to use POSSE is provided to 
Client.  

1.19. POSSE Permitting and Licensing System (may also be referred to as “POSSE PLS”) – A 
functioning, commercially available “out of the box” system that utilizes pre-existing 
Configurations, reports and/or other Add-On Modules operating within POSSE software. All 
POSSE PLS Configurations and reports are considered Vendor Intellectual Property. 

1.20. Recovery Point Objective – the maximum targeted period in which data for Hosted Services 
may be lost due to a catastrophic failure at the primary Hosting Services Site. 

1.21. Recovery Time Objective – the targeted duration of time within which Hosting Services must 
be restored after Vendor has identified a catastrophic failure at the primary Hosting Services 
Site. 

1.22. Release – any version, point, maintenance or patch release to POSSE issued by Vendor.  
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1.23. Site-Specific Configuration – any software deliverables, including but not limited to 
Configuration, reports, interfaces, data conversion scripts, and custom code, developed solely 
and specifically for Client. 

1.24. Source Code – Any and all program code or database definitions developed by Vendor 
programmers using a formal programming language and used by POSSE software. 

1.25. Statement of Work (SOW) – a document that describes the implementation services, software 
products, and other deliverables to be provided by Vendor (including its subcontractors if 
applicable) to Client under this Agreement. 

1.26. Third-Party – a person, corporation, organization or entity other than Client or Vendor. 
1.27. Third-Party Software – any identifiable product embedded in and/or linked to POSSE 

software, but to which the proprietary rights belong to an independent Third-Party. 

2. SCOPE OF AGREEMENT 
2.1. By this Agreement, Vendor agrees to provide Client with an Annual Subscription Software 

License to access the Hosted Solution including all modules identified in an associated SOW or 
schedule to this Agreement. This License includes the number of Named Users identified in the 
SOW or attached schedule, and unlimited External Users.  

3. TERM OF AGREEMENT 
3.1. This Agreement will remain in effect for a period of one (1) year and will be renewed annually 

thereafter upon payment by Client of the Annual Software as a Service Fee, unless otherwise 
revised or terminated under the provisions of this Agreement.   

4. GRANT OF LICENSE 
4.1. This Agreement provides Client with a non-exclusive and non-revocable license for POSSE as 

identified in an SOW or schedule to this Agreement. This license is in effective as long as this 
Agreement is in place and Client remains current with payment of their Annual Software as a 
Service Fee. 

4.2. Client is licensed to use POSSE for only one (1) POSSE production database. 
4.3. Client is licensed to use POSSE only for processing transactions associated with Client’s core 

business purposes. Any other use of POSSE by Client is not permitted under the POSSE 
Annual Software as a Service Agreement.  Client is permitted to use POSSE only for 
processing transactions in relation to services provided by Client within its legal jurisdictional 
boundaries. Client may not use POSSE to process transactions for another jurisdiction or 
agency. 

4.4. The Vendor reserves the right to conduct periodic audits of the number of Client Named Users 
and the Client’s use of the POSSE software, the frequency of such audits to occur on no more 
than a quarterly basis.  If any discrepancies are found between the number of Named Users 
from the audit, and the licensed number of Named Users identified in an SOW or schedule to 
this Agreement, the Client agrees to pay any license fees associated with additional Named 
Users. 

5. SOFTWARE AS A SERVICE LICENSE FEE 
5.1. Client agrees to pay Vendor an Annual Software as a Service Fee as specified in the 

associated SOW for access to the POSSE Hosted Solution and for associated POSSE support 
and. All POSSE Software as a Service Fees are payable upon signing of this Agreement. 

5.2. The Annual Software as a Service Fee does not include Infrastructure or POSSE Site-Specific 
Configuration modifications or Client requested Enhancements. Vendor may provide these for 
additional cost under separate agreement. 



POSSE® Software as a Service Agreement   
 

Copyright  2023 
 

5.3. Client agrees to remit payment annually to Vendor within 30 calendar days of receipt of the 
invoice. 

6. SUPPORT SERVICES 
6.1. Vendor agrees, during the term of this Agreement, to provide POSSE support services in a 

timely and professional manner. Vendor will provide unlimited technical support for Client’s 
POSSE support personnel described in Section 9.2 of this Agreement. Support pertains solely 
to POSSE and POSSE Add-On Modules (if licensed). 

6.2. The POSSE Support Web site (http://posse.computronix.com) will be available 24 x 7 for 
submitting Client support requests.  The POSSE support desk will be staffed from 7:00 a.m. to 
6:00 p.m. Mountain Time, Monday to Friday, excluding federal statutory holidays. Extended hours 
of coverage or on-call coverage outside of these working hours can be provided at additional 
rates to be negotiated between the Parties. 

6.3. When Client submits a support request through the POSSE Support Web site during normal 
Computronix hours for support, as specified in Section 6.2 of this Agreement, Vendor and 
Client will categorize, and Vendor will escalate as appropriate, the support request according to 
the following criteria: 

Severity Definition  Response 
Time  

Resolution Time 

Critical Hosted Solution is down. 
Major impact to operations of 
Hosted Solution. 

< 15 
minutes 

Immediate and ongoing effort, 
with daily reporting to Client as 
necessary until a work-around 
or fix has been provided. 

High Major impairment of at least one 
important function at Hosted 
Solution. 
Operations at Hosted Solution 
are impacted. 
All important Client functions are 
working albeit with extra work. 

< 1 hour Proceed with fix as high priority 
work with reporting to Client as 
necessary until a work-around 
or fix has been provided. 

Medium Client Operations not 
significantly impacted. 
One or more minor Client 
functions not working. 
Major usability irritations 
impacting many staff at Client. 

< 4 hours Proceed with fix as medium 
priority work, according to 
schedule set by Vendor. 

Low Minor usability irritations. 
Work-around exists. 

< 2 
business 
days 

Proceed with fix as low priority 
work, according to schedule set 
by Vendor 

6.4. The Annual Software as a Service Fee does NOT include technical support for Site-Specific 
Configurations, POSSE Business Modules and Third-Party Software not embedded within 
POSSE, such as Microsoft Office products.  Technical support for POSSE related Third-Party 
hardware that may be used by Client, including field inspection notebook computers, tablets, 
smartphones, digital cameras, scanners, printers, digital signature pads, and other hardware 
peripherals is not included. 

http://posse.computronix.com/
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6.5. In the event that Vendor has sold Third-Party licenses to the Client, Vendor will be responsible 
for researching and diagnosing the issue and, if proven to be a POSSE product issue, for fixing 
it, or if proven to be a Third-Party product issue, for submitting the issue to the Third-Party. 

6.6. Vendor will not begin charging Client for resolution of a non-POSSE related problem until 
Vendor demonstrates to Client that the source of the problem is not related to a POSSE Defect 
and Client has authorized work to resolve the issue.  No time will be charged to Client for 
POSSE Defects reported to Vendor. 

6.7. Vendor will provide notice of all new POSSE software Releases or releases to an Add-on 
Module to Client. A new Release may include POSSE executable code, Release notes, 
updated documentation and/or online help, and database conversion routines, as needed. 
Vendor will retain full ownership rights to any POSSE software Release or Add-on Module 
release delivered to Client.  

6.8. Unless otherwise specified, POSSE product warranty and support activities will be conducted at 
and deployed from Vendor offices. Travel and living expenses to provide on-site services 
deemed by Vendor as required to repair a POSSE Defect will not be charged to Client.  

7. HOSTING SERVICES 
7.1. In return for Annual Software as a Service Fee from Client, Vendor will (through a Third-Party of 

Vendor’s choice) provide the following services to Client:  

  Item Service Description 

  7.1.1. Secure 
Hosting 
Services Site 

Vendor will contract with a third-party for provision of a primary 
Hosting Services Site of Vendor’s choice that adheres to the NIST 
800-53 Moderate standard for data centers and is located in the 
same country as the Client’s primary premises. 

  7.1.2. Disaster 
Recovery 

In the event of a catastrophic failure at the primary Hosting 
Services Site, as identified by the Vendor, Vendor will ensure 
availability of Production Hosting Services in a secondary Hosting 
Services Site with a Recovery Time Objective of two (2) business 
days and a Recovery Point Objective of four (4) hours, and 
coordinate efforts with the Client to promptly reroute Client access 
and networking for primary system interfaces to the secondary 
Site. 
The secondary Hosting Services Site will be provided by a third-
party of Vendor’s choice, will be located within the same country a 
minimum of 150 miles from the primary Hosting Services Site, 
and will adhere to the NIST 800-53 Moderate standard for data 
centers. 
Vendor will independently conduct disaster recovery testing once 
per year. 

7.1.3. Included 
Software 

Vendor will provide the following software for all systems at the 
Hosting Services Site: 

• Operating Systems 
• Oracle Database Software 
• Performance Monitoring Software 
• Backup Software 
• Virus Protection Software 

Vendor will maintain system security by keeping this software up 
to date on security patches and security audits, with critical third-
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party updates being applied within three (3) business days of 
third-party vendor notification. 

7.1.4. Computronix 
Application 
Support 

Vendor will keep the POSSE system current and secure by 
installing POSSE Releases on at least a 24 month frequency, and 
by installing applicable emergency bug fixes. Installation and 
testing of any new version Releases of POSSE are not included 
and will be implemented under a separate agreement between 
Vendor and Client. 

7.1.5. Other 
Software 

Client will be responsible for the licensing, installation, and 
maintenance of all other software loaded onto Client servers, 
workstations, or other Client equipment not at the Hosting 
Services Site. 

7.1.6. Database 
Administration 

Vendor will be responsible for installing, configuring, and 
maintaining the databases supporting the POSSE application, 
including all Production and Non-Production environments. 
Vendor will be responsible for database tuning. 

7.1.7. System 
Security 

Vendor will provide software and/or services for automated 
vulnerability scanning and real-time threat detection and 
mitigation. 
Vendor will provide current virus scanning software to ensure that 
any files uploaded to the Hosting Services Site are scanned for 
viruses prior to loading into the system. 

  7.1.8. Monitoring 
and 
Performance 

Vendor will monitor availability and performance of application 
services in production and provide a monthly report including 
uptime and response time. 
Vendor will also monitor the performance of systems and services 
at the Hosting Services Site, including CPU, RAM, disk, network 
connectivity, and network traffic, and provide patch management, 
event log management, and system tuning to maintain system 
stability and performance. 

  7.1.9. Data Backups Vendor will be responsible for securing Client data against 
physical loss. 
Vendor will ensure that Production data is backed up regularly, 
with a daily restore point being retained for at least two (2) weeks 
and a weekly restore point being retained for at least six (6) 
weeks at the primary Hosting Services Site and at a secondary 
Hosting Services Site provided by a third-party of Vendor’s 
choice, located within the same country a minimum of 150 miles 
from the primary Hosting Services Site, and adhering to the NIST 
800-53 Moderate standard for data centers. 

  7.1.10. Data Storage Vendor will provide up to 1 (one) TB of storage for Client data.  
Additional storage can be purchased at any time at current 
Vendor rates. 

 
7.2. Vendor will provide an issue reporting and tracking system for Client-specified users to report 

and track issues 24 hours, 7 days a week, except for scheduled issue tracking system 
maintenance. 
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7.3. Except for emergencies, Vendor will schedule maintenance activities requiring outages outside 
of Client Business Hours and will provide communication via e-mail to Client-specified contacts 
at least 5 business days in advance of any scheduled outage. 

8. HOSTED SOLUTION AVAILABILITY 
8.1. The commitment of Vendor is to provide Hosted Solution availability for 99.9% uptime or better 

in a calendar month, except for scheduled maintenance. 

8.2. Subject to Sections 8.1, 8.3, 8.4 and 8.5, if Vendor fails to provide Hosted Solution availability, 
as defined below, in any given calendar month, Vendor will issue a credit towards future 
Software as a Service Fees, in accordance with the following schedule: 

Hosting Services Availability Credit Percentage (of monthly fee) 

99.5% to 100% 0%  

97.5% to 99.5% 5%  

95.0% to 97.5% 10%  

90.0% to 95.0% 20% 

85.0% to 90.0% 30% 

80.0% to 85.0% 40% 

Below 80.0% 50% 

8.3. In order to receive a credit, Client must make a request through the issue tracking system 
provided by Vendor. Each credit request must reference the reported Hosting Services 
availability for the specified calendar month and must be received by Vendor within ten (10) 
working days after monthly uptime report has been provided by Vendor to the Client. Vendor 
shall confirm Hosting Services availability and applicable credit and apply the credit to the next 
billing cycle. 

8.4. Client will not receive any credits under this Agreement in connection with any failure or 
deficiency of Vendor Hosting Services caused by or associated with: 

• Scheduled Maintenance – As identified in Section 7.3 of this Agreement. 

• Client Equipment – Client is solely responsible for maintaining all Client equipment and for 
ensuring that such equipment is in proper working order, has the correct software installed, 
and has the ability to connect to the Vendor Hosting Services for the exchange of data. 

• Client Connectivity – Client is solely responsible for maintaining all Client connections with 
local Internet Service Providers (ISPs) and Client configurations for Virtual Private Network 
(VPN) connections used to access Hosting Services, and for resolving any problems that 
might arise with these connections. 

• Internet Outages – Vendor is not responsible for Internet outages (including but not limited 
to ISP peering) that may make Vendor Hosting Services appear inaccessible to some users 
while it can still be accessed by other users. 

• Client Changes to System Configuration – Vendor is not responsible for any failure or 
deficiency of Vendor Hosting Services that is demonstrated to be the result of Client 
changes to system configuration, including, without limitation, changes to application code, 
databases, web files, and infrastructure components. Client is solely responsible for all 
costs associated with resolving any failure or deficiency resulting from such changes. 
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• Client Acts or Omissions – including acts or omissions of others engaged or authorized by 
Client, including, without limitation, any negligence, willful misconduct, or use of the Hosting 
Services in breach of the terms and conditions of this Agreement. 

• Force Majeure – Circumstances beyond Vendor’s reasonable control, including, without 
limitation, acts of any governmental body, war, insurrection, sabotage, armed conflict, 
embargo, fire, flood, unavailability or interruption in telecommunications or Third-Party 
services, virus attacks or hackers, failure of Third-Party Software, or inability to obtain 
power used in or equipment needed for provision of the Hosting Services.  

9. CLIENT OBLIGATIONS AND RESPONSIBILITIES 
Unless otherwise stated in a separate agreement between the parties or in a Schedule of this 
Agreement, the following tasks will be the sole responsibility of Client: 
9.1. Client Infrastructure Support –managing the local Internet Service Provider (ISP) providing 

Client its Internet connection and/or its wireless service; managing its own networks; managing 
all desktop and mobile hardware for Client staff and implementing its own security policies and 
procedures.  

9.2. POSSE Support – Client is responsible for providing first-line POSSE support to Client staff.  
First-line POSSE support is responsible for researching issues and assessing if they are the 
result of a POSSE Defect.  Client will identify a limited number of Client staff entitled to submit 
POSSE support requests.  

9.3. Future Releases – Client acknowledges that future Releases of POSSE software may require 
different or additional Client equipment and/or software in order to function properly. Vendor is 
required to provide Client with sufficient notification of such requirements. Client will be 
responsible to fund, acquire, install, and maintain such different or additional equipment and/or 
software.  

10. AVAILABLE VENDOR PROFESSIONAL SERVICES 
10.1. At the request of Client, Vendor may provide any or all of the following professional services: 

development of Site-Specific Configurations, report development, training, Site-Specific 
warranty, first line POSSE support, and any other consulting activity.  Vendor professional 
services may be purchased for an all-inclusive fixed-cost or on a time-and-materials basis. All 
terms, conditions and costs for Vendor professional services will be specified in a separate 
agreement (SOW or work order) between the Client and Vendor. 

10.2. Reasonable travel and living expenses incurred by Vendor in the delivery of on-site Vendor 
professional services will be billed at cost to Client or at a rate to be negotiated between 
Vendor and Client. When traveling to Client, Vendor one-way travel time will be charged to the 
Client site. 

11. WARRANTY 
11.1. Vendor will repair POSSE Defects reported by Client while this Agreement is in effect at no 

additional cost to Client. Vendor will make all reasonable efforts to resolve Defects quickly, via 
a patch Release if necessary.  

11.2. Unless specified in a Statement of Work, Vendor does not provide warranty for any Site-
Specific Configuration, or custom code not developed by Vendor, or developed by Vendor and 
subsequently altered by Client or any other Third-Party. 

11.3. Except as expressly set forth herein, Vendor disclaims any and all express and implied 
warranties, including but not necessarily limited to warranties of merchantability and fitness for 
a particular purpose 
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12. OWNERSHIP OF SOFTWARE AND DATA 
12.1. Vendor has exclusive licensing and distribution rights for POSSE software (Copyright © 1997 – 

2023, all rights reserved), including POSSE; POSSE PLS, POSSE ABC, POSSE Add-On 
Modules and POSSE Business Modules, within the United States of America. Client will not 
remove any ownership or copyright notices from POSSE software or documentation.  
Reproduction, disassembly, decompilation, transfer, reverse engineering, or disclosure to 
others, in whole or in part, of POSSE is strictly prohibited. 

12.2. Vendor is, and will remain, the exclusive owner, or is the authorized agent of the owner of 
POSSE proprietary information, and all patent, copyright, trade secret, trademark, and other 
Intellectual Property rights remain solely with Vendor. No license or conveyance of any such 
rights to Client is granted or implied under this Agreement.   

12.3. Vendor will retain ownership of the Intellectual Property associated with Enhancements, 
Business Modules, and Add-On Modules developed by Vendor for Client.  

12.4. Client is deemed to own any Site-Specific Configuration for their POSSE installation.  Client 
grants Vendor a non-exclusive, perpetual, irrevocable, royalty-free, worldwide license to use, 
reproduce, sublicense, modify, and sell the Site-Specific Configuration developed pursuant to 
this Agreement without compensation to Client. 

12.5. Client may not sell, rent, lease, give, distribute, assign, pledge, sublicense, loan, timeshare, or 
otherwise transfer POSSE software to any other party. Client will not copy, resell or give 
POSSE Configurations or documentation to any other party. Client agrees not to distribute 
POSSE as part of any other software product, commercial or otherwise, without the prior written 
approval of Vendor. 

12.6. Client will retain sole and complete, legal and beneficial ownership of its data at all times, 
regardless of the location of the data. 

12.7. Vendor’s responsibilities and rights regarding Client data are solely restricted to the provision of 
services described in this Agreement. Vendor may not make any other uses of Client data for 
any reason whatsoever, without the express written consent of Client, unless ordered to 
release such data by a court of competent jurisdiction. 

12.8. Client may request return of any or all of its data at any time, for any reason, and Vendor will 
provide such data within a reasonable period of time, in native format.  

13. CONFIDENTIAL AND PROPRIETARY INFORMATION 
13.1. Each party will hold in confidence, and will not disclose to any unauthorized personnel, any 

confidential or proprietary information of the other party. Each party will use such confidential or 
proprietary information only for the purpose for which it was disclosed.  

13.2. As used in this Agreement, the term “confidential or proprietary information” means all trade 
secrets or proprietary information designated as such in writing by one party to the other.  All 
software code in source of object format shall be deemed to be proprietary information whether 
it is marked as such or not.  Information which is orally or visually disclosed by one party to the 
other, or is disclosed in writing without an appropriate letter, proprietary stamp or legend, will 
constitute proprietary information of the releasing party if: 
a) it would be apparent to a reasonable person, familiar with the business of the releasing 

party and the industry in which it operates, that such information is of a confidential or 
proprietary nature; or 

b) The releasing party, within thirty (30) calendar days after such disclosure, delivers to the 
receiving party a written document describing such information and referencing the place 
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and date of such oral, visual, or written disclosure, and the names of receiving party 
personnel to whom such disclosure was made. 

13.3. Each party will only disclose confidential or proprietary information received by it under this 
Agreement to personnel who have a need to know such confidential or proprietary information 
for the performance of its duties and who are bound by an agreement to protect the 
confidentiality of such confidential or proprietary information.  

13.4. Each party will adopt and maintain programs and procedures which are reasonably calculated 
to protect confidential or proprietary information, and will be responsible to the other party for 
any disclosure or misuse of confidential or proprietary information which results from a failure to 
comply with this provision. Each party will promptly report to the other party any actual or 
suspected violation of the terms of this Agreement and will take all reasonable further steps 
requested by the offended party to prevent, control, or remedy any such violation. 

13.5. The obligations of each party specified above will not apply with respect to any confidential or 
proprietary information, if the receiving party can demonstrate, by reasonable evidence, that 
such confidential or proprietary information: 
a) was generally known to the public at the time of disclosure or becomes generally known 

through no wrongful act on the part of the receiving party; 
b) was already in the possession of the receiving party at the time of disclosure; 
c) becomes known to the receiving party through disclosure by sources having the legal right 

to disclose such confidential information; 
d) was independently developed by the receiving party without reference to, or reliance upon, 

the confidential information; or 
e) was required to be disclosed by the receiving party to comply with applicable laws or 

governmental regulations, provided that the receiving party provides prompt written notice 
of such disclosure to the offended party and takes reasonable and lawful actions to avoid 
and/or minimize the extent of such disclosure. 

13.6. If Client is subject to freedom of information legislation Vendor agrees to adhere to the 
standards outlined in such legislation regarding protection of privacy and disclosure of records 
with respect to all work done for Client pursuant to this Agreement. 

13.7. Upon termination of this Agreement, each party will make all reasonable efforts to return to the 
other party all tangible manifestations, and all copies thereof, of confidential or proprietary 
information received by the other party under this Agreement, if requested to do so by the 
disclosing party. 

14. INDEMNITY AND LIMITATIONS OF LIABILITY  
14.1. Both Vendor and Client agree to defend, indemnify and hold harmless the infringing party and 

its officials, agents and employees from and against any and all claims, actions, suits or 
proceedings of any kind brought against said parties because of any injury or damage received 
or sustained by any person, persons or property arising out of or resulting from the services 
performed by either party under this Agreement or by reason of any asserted act or omission, 
neglect or misconduct by a party or a party’s agents or employees or any subcontractor or its 
agents or employees.  The indemnity required hereunder shall not be limited by reason of the 
specification of any insurance coverage in this Agreement. 

14.2. The liability of Vendor to Client for any losses or damages arising from the use of POSSE or 
from any other services covered under this Agreement will be limited to, at the discretion of 
Vendor, either the return of the current-year Annual Software as a Service Fee, or the repair of 
POSSE so that it will perform without Defect. 
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14.3. Client SPECIFICALLY ACKNOWLEDGES AND CONFIRMS THAT UNDER NO 
CIRCUMSTANCES WHATSOEVER WILL Vendor BE LIABLE FOR ANY INCIDENTAL, 
INDIRECT, EXEMPLARY, SPECIAL OR CONSEQUENTIAL DAMAGES OF ANY NATURE OR 
KIND, OR ANY LOSS RESULTING FROM BUSINESS DISRUPTION ARISING FROM THE 
USE OF POSSE, OR FROM ANY SERVICES COVERED UNDER THE TERMS OF THIS 
AGREEMENT, REGARDLESS OF THE FORM OF ACTION, WHETHER IN CONTRACT, 
TORT (INCLUDING NEGLIGENCE), STRICT PRODUCT LIABILITY OR OTHERWISE, EVEN 
IN THE EVENT THAT Vendor HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES.     

14.4. Subject to the provisions of Section 12.1, 12.2 and 12.3 above, Vendor agrees to indemnify and 
save Client harmless from any liability, damage, expense, or cost including, but not limited to, 
legal fees of a solicitor regarding any acts, duties, obligations, or omissions of the Vendor.  

14.5. Subject to the provisions of Section 12.1, 12.2 and 12.3 above, Vendor will, at the request of 
the Client, assume the defense and the cost of any demand, claim, action, suit or proceeding of 
any nature brought against Client by reason of the error, action, or omission of the Vendor. 
Further, Vendor will pay any damages, awards, judgments, costs, or other amounts assessed 
against, or otherwise payable by Client as the result of the disposition of any such demand, 
claim, action, suit, or proceeding.  Notwithstanding the foregoing, Client is entitled to be 
represented in any such action, suit, or proceeding at its own expense and by counsel of its 
choice.  

15. TERMINATION AND DEFAULT CONDITIONS 
15.1. Vendor may terminate this Agreement if: Client fails to make required payments within 90 days 

of due date, Client materially fails to fulfill its obligations and responsibilities or breaches any 
material term of this Agreement, Client becomes bankrupt or insolvent, or if a receiver is 
appointed to manage the property and assets of Client. If any of the above conditions are 
encountered, Vendor will provide written notice to Client and provide 30 calendar days for 
Client to remedy the default. If the default is not rectified within 30 calendar days, Vendor will 
have cause to terminate this Agreement.  

15.2. Client may terminate this Agreement if: Vendor materially fails to fulfill its obligations and 
responsibilities or breaches any material term of this Agreement, Vendor becomes bankrupt or 
insolvent, or if a receiver is appointed to manage the property and assets of Vendor. If any of 
the above conditions are encountered, Client will provide written notice to Vendor and provide 
30 calendar days for Vendor to remedy the default. If the default is not rectified within 30 
calendar days, Client will have cause to terminate this Agreement.  

15.3. Client may terminate this Agreement, without cause, by giving Vendor 180 calendar days’ 
notice of termination. If Client elects to terminate this Agreement, without cause, after the first 
90 days but within the year term, an additional three months of Software as a Service Fee will 
apply, as a penalty for early termination. 

15.4. Vendor may terminate this Agreement, without cause, by giving Client one year’s notice of 
termination. If Vendor elects to terminate this Agreement, without cause, after the first 90 days 
but within the initial one year term, an additional six months of hosting service fees will be 
credited to the Client. 

15.5. At the time that the obligations of each of the parties have otherwise concluded, it is understood 
and agreed that the provisions of Section 12 (OWNERSHIP OF SOFTWARE AND DATA) and 
Section 13 (CONFIDENTIAL AND PROPRIETARY INFORMATION) will continue in full force 
and effect. 
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16. RIGHTS AND OBLIGATIONS 
16.1. If either Vendor or Client terminates this Agreement, Vendor will retain all fees for products or 

services delivered to Client up to the date of termination.  Vendor will refund a pro-rated portion 
of the Annual Software as a Service Fee to Client, based on the number of full or partial 
calendar months of service provided under the Agreement since the last annual renewal date. 

16.2. Any termination by Vendor as provided in this Agreement will not in any way operate to deny 
any right or remedy of Vendor, either at law or in equity, or to relieve Client of any obligation to 
pay the sums due under this Agreement, or of any other obligation accrued prior to the effective 
date of termination. 

16.3. Any termination by Client as provided in this Agreement will not in any way operate to deny any 
right or remedy of Client, either at law or in equity, or to relieve Vendor of any obligation to pay 
the sums due under this Agreement, or of any other obligation accrued prior to the effective 
date of termination. 

16.4. Upon termination of this Agreement, Client agrees to cease any and all operational use of 
POSSE software and further agrees to delete all POSSE software and databases.  Vendor 
agrees to make reasonable provision for an extract of Client’s operational data from Client’s 
production POSSE database if requested by Client. 

16.5. POSSE is subject to the export control laws of the United States and other countries. Client 
may not export or re-export POSSE software without the appropriate United States and foreign 
government licenses. Client must comply with all applicable export control laws and will defend, 
indemnify and hold Vendor harmless from any claims arising from Client’s violation of such 
export control laws. 

17. DISPUTES 
17.1. Vendor and Client will both separately and jointly use diligent efforts to establish positive and 

ongoing communications both within and between their respective organizations.  Key 
personnel within Vendor and Client will communicate regularly in order to review the status and 
priorities for the provision of services by Vendor and Client. 

17.2. In the event of any dispute arising between Vendor and Client with respect to their rights and 
obligations under this Agreement, the party feeling itself aggrieved will notify the other party of 
the substance in writing of such grievance.  Both parties agree to work in good faith and make 
all reasonable efforts to resolve the dispute, including, if necessary, escalating the dispute to:  
• First level: the VP, Operations of Vendor and the Project sponsor for Client; and 
• Second level: the President/CEO of Vendor and the Chief Executive for Client. 

17.3. In the event the grievance cannot be resolved to the mutual satisfaction of the parties within 30 
calendar days, the party feeling itself aggrieved may request mediation, based on the then-
current commercial mediation rules of the American Arbitration Association. The award of the 
mediation body will be non-binding upon Vendor and Client.   

18. WAIVER 
18.1. No failure or delay on the part of either party to exercise any right or remedy hereunder will 

operate as a waiver of such right or remedy. 

19. SUCCESSION 
19.1. This Agreement will be binding on the legal successors or representatives of Vendor and 

Client.  It will also be binding on any party that receives licensing and distribution rights to 
POSSE from Vendor.  
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19.2. Any rights granted to either party under this Agreement may not be assigned by that party, or 
the successor to that party, without the prior written approval of the other party, which will not 
be unreasonably withheld. 

20. FORCE MAJEURE 
20.1. A delay in, or total or partial failure of, performance of either party in this Agreement will not 

constitute a default or termination or give rise to any claim for damages if such delay or failure 
is caused by any force majeure occurrence demonstrably beyond the reasonable control of the 
party.  

20.2. Force majeure categories include acts of God; acts or inaction on the part of governmental 
authority; acts of war or the public enemy; or any other acts beyond the reasonable control of 
either party that result in either party being unable to carry on normal business operations for a 
period of one week or longer. 

21. SEVERENCE 
21.1. If any provision of this Agreement is declared by a court of competent jurisdiction to be invalid, 

illegal, or unenforceable, such provision can be severed from this Agreement and all other 
provisions will remain in full force and effect. 

22. GOVERNING LAW 
22.1. This Agreement will be governed by, construed, and enforced in accordance with the laws of 

the State of Colorado. The parties irrevocably attorn to the jurisdiction of the courts of the State 
of Colorado. 

23. TIME OF THE ESSENCE 
23.1. Time is of the essence in this Agreement and in the performance of each provision of this 

Agreement. 
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24. ACCEPTANCE OF AGREEMENT 
24.1. This Agreement comprises the entire and sole POSSE Software as a Service Agreement 

between Vendor and Client. No other understandings or agreements, verbal or otherwise, exist 
for the licensing of POSSE. Vendor and Client agree not to change this Agreement except by 
written agreement.   
 
Computronix (U.S.A.), Inc.   <Full Client Name> 

 
_________________________________ _____________________________ 
Signature     Signature 
 

 
_________________________________ _____________________________ 
Name       Name   
 

 
_________________________________ _____________________________ 
Title      Title 
 

 
_________________________________ _____________________________ 
Date      Date 



OPSWAT INC. TERMS OF SERVICE 

Effective as of July 6, 2023 

These OPSWAT Inc. Terms of Service (the “Terms”) outline the terms regarding Your access 

and use of the Services (as defined in Section 1 below). 

These Terms are a legally binding contract between You and OPSWAT Inc. (“OPSWAT”). If 

You do not agree with these Terms, do not register for any OPSWAT account, purchase 

Services directly or indirectly, or use the Services in any way. 

By using or accessing the Services, or registering for any OPSWAT account, You agree to be 

bound by these Terms. 

If You use the Services on behalf of an entity, You agree to these Terms on behalf of that 

entity and represent and warrant to OPSWAT that You have the authority to bind that entity to 

these Terms (in which event, “You” and “Your” refer to that entity). 

1. DEFINITIONS 

The following capitalized terms have the following meanings: 

“Account Information” means Your Confidential Information that OPSWAT maintains for 

supporting You as an OPSWAT customer, consisting only of (a) names, emails, addresses, 

telephone numbers, and other business contact information of Your employees or independent 

contractors; (b) communications between You and OPSWAT relating to the performance of 

the Services; and (c) communications between You and OPSWAT relating to the negotiation 

of Quotes, SOWs, and other contracts governed by, incorporated into, and made part of these 

Terms. 

“Affiliates” means, with respect to each party, entities that Control, are controlled by, or are 

under common Control with such party. 

“Aggregated Data” means statistics, benchmarks, measures, and other information or data that 

is anonymized (i.e., de-identified, aggregated, or otherwise rendered not reasonably 

identifiable to any person or entity). 

“API” means the application-programming interface You use to access certain functionality 

OPSWAT provides. 

“Applicable Laws” means applicable national, federal, state, and local laws, rules, guidelines, 

court or government agency orders, and regulations. 

“Available” means operable for access and use by You and Your authorized users.  

“Claim” means a claim, demand, lawsuit, dispute, or proceeding. 



“Cloud Services” means Services hosted on the Internet, including Software, made available to 

You for the Subscription Period. 

“Control” means the beneficial ownership of more than fifty percent (50%) of the voting power 

or equity in an entity. 

“Documentation” means OPSWAT then-current operating manuals, user instructions, technical 

literature, and functional materials describing the features, plans, options, and functions of the 

Services made generally available by OPSWAT to its customers or users, including user 

guides, knowledge base and release notes published at https://docs.opswat.com. 

“Fees” means fees paid or to be paid by You for the Services pursuant to a Quote or other 

written agreement between You and OPSWAT. 

“Feedback” means suggestions regarding features, functionality, modifications, enhancements, 

improvements, or performance. 

“Force Majeure Event” means cause beyond the reasonable control of an affected party 

(including, without limitation, pandemic, war, wind, natural disaster, lightning, fire, 

earthquake, flood, hurricane, riots, acts of God, Internet service provider failures or delays, 

denial of Internet service attacks). 

“Hardware Product” means a hardware device OPSWAT sells for the sole purpose of 

executing, delivering, or operating the specific Software supplied with the device. 

“Insolvency Proceeding” means bankruptcy or insolvency proceeding. 

“Intellectual Property” means patents, copyrights, moral rights, trademarks, and trade secrets, 

but not privacy or publicity rights. 

“Issue” means a single, reproducible problem affecting the features and functionality of the 

Services. 

“Losses” means damages, attorney fees, expert witness fees, and litigation costs.  

“Malware” means viruses, worms, time bombs, Trojan horses, and other malicious code, files, 

scripts, agents, or programs. License keys or other programs used by OPSWAT to terminate or 

suspend Your access to Services when You violate Section 6 (Use of Services; Acceptable 

Use) or Services use restrictions detailed in the Documentation or these Terms or exceed the 

Subscription Period shall not be considered Malware. 

“MetaDefender Drive Hardware Product” means a hardware device OPSWAT sells for the sole 

purpose of executing, delivering, or operating the MetaDefender Drive Software supplied with 

the device. 

https://docs.opswat.com/


“Online Store” means OPSWAT’s e-commerce website located 

at https://metadefender.opswat.com/store, https://store.opswat.com, or OPSWAT’s e-

commerce website offered through third-party e-commerce providers. 

“Open Source Software” means any software component made available via open source 

licenses. 

“OPSWAT Academy” means OPSWAT’s online critical infrastructure protection training and 

certification platform accessible at https://opswatacademy.com/. 

“OPSWAT Community” means a free community site accessible 

at https://go.opswat.com/OPSWATCommunity (accessible through OPSWAT.com/Services) 

for OPSWAT customers, users, OPSWAT channel partners, and prospects to have discussions, 

share ideas, get help from each other, and suggest and vote on enhancements to OPSWAT 

products and services. 

“Outsourced Providers” means third parties to whom You or Your Affiliates outsource 

information technology functions. 

“Personal Data” means information relating to an identified or identifiable individual.  

“Portal” means the OPSWAT Portal at https://portal.opswat.com. 

“Process” means any operation or set of operations performed upon Your Personal Data, 

whether by automatic means, including collection, recording, organization, use, transfer, 

disclosure, storage, manipulation, combination, and deletion of Your Personal Data. 

“Professional Services” means implementation, education, operational, or technical consulting 

related to the Software. 

“Proof of Entitlement” means a record (i.e. invoice, payment receipt or confirmation, API or 

license key, product or license certificate) of the SKUs, types, quantities, and other use metrics 

of Your purchases from OPSWAT. 

“Quote” means an enrollment or ordering document. 

“Representatives” means a party’s employees or independent contractors. 

“Reseller” means an entity authorized by OPSWAT to resell licenses to the Services.  

“Sanctions and Export Control Laws” means any law, regulation, statute, prohibition, or 

similar measure applicable to the Services and/or to either party relating to the adoption, 

application, implementation and enforcement of economic sanctions, export controls, trade 

embargoes or any other restrictive measures, including, but not limited to, those administered 

and enforced by the European Union, the United Kingdom, and the United States, each of 

which shall be considered applicable to the Services. 

https://metadefender.opswat.com/store
https://store.opswat.com/
https://opswatacademy.com/?__hstc=254604375.ba0ebdf5e4eebaf01f1dab8a03218dee.1671121531479.1671467847756.1671479265323.16&__hssc=254604375.4.1671479265323&__hsfp=1383244671
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“Scheduled Downtime” means any time the Service is not Available due to OPSWAT’s 

scheduled maintenance of the Services previously announced to You via email or notice sent to 

Your Portal account. 

“Services” means, collectively, OPSWAT’s websites (including OPSWAT Community and 

OPSWAT Academy), products, services (including Cloud Services), Online Stores, Software, 

Support, Portal, and other properties OPSWAT owns or operates. 

“Site” means https://www.opswat.com. 

“Software” means OPSWAT-branded software, releases, tools and utilities. 

“SOW” means a statement of work issued by OPSWAT that describes the Professional 

Services. 

“Subscription Period” means the duration of Your Software, Cloud Services, or Hardware 

Products specified in a Quote or Online Store Services plan, commencing on the start date, and 

continuing up to the end date. If the Subscription Period is renewed, then the renewal period 

shall be considered part of the Subscription Period. 

“Support” means telephone, email, chat, or web assistance in the resolution of an Issue You 

report to OPSWAT. 

“Taxes” means all transaction taxes, including foreign withholding taxes, and local, state, 

provincial, federal or foreign taxes, levies, duties or similar governmental assessments of any 

nature, including value-added taxes, excise, use, goods and services taxes, and consumption 

taxes. 

“Third-Party Engines” means any antivirus engines licensed by OPSWAT from Third-Party 

Providers. 

“Third-Party Products” means software, code, applications, services, products, files, or data 

from OPSWAT’s Third-Party Providers. 

“Third-Party Providers” means OPSWAT licensors or suppliers. 

“You” and “Your” means a natural person or entity that is the customer, end user, or user of 

Services. 

“Your Content” means all uploaded files, submitted hashes, application and dependent files, 

and metadata associated with all files (including hash values, scan results, application 

intelligence, and vulnerabilities), photos, drawings, documents, or other media, Personal Data, 

content, communications, or material in any format uploaded, posted, provided, or otherwise 

made accessible by You to OPSWAT in connection with Your access and use of the Services. 

https://www.opswat.com/


“Your Personal Data” means Personal Data that You provide or make available to OPSWAT, 

or that OPSWAT otherwise Processes on Your behalf, in each case, in connection with the 

provision of or as a part of the Services pursuant to these Terms at any time until the expiration 

or termination of the Terms or the Services. 

2. CHANGES TO THESE TERMS 

OPSWAT reserves the right to modify these Terms and will post the most current version of 

these Terms at https://www.opswat.com/legal. If OPSWAT makes material changes to these 

Terms, OPSWAT will notify You via the Services and/or email You at the email associated 

with Your Portal or OPSWAT Online Store account. Your continued use of Services after 

OPSWAT publishes or notifies You about OPSWAT’s changes to these Terms means You 

consent to the updated terms. However, should any such changes or updates occurring during 

the then-current Subscription Period or renewal term diminish the benefit of these Terms to 

You, such changes will not take effect for You until the start of the next renewal term. By 

continuing to use the Services upon renewal, You will have accepted those changes. It is Your 

responsibility to check the then-current version of these Terms on the OPSWAT website for 

changes prior to the next renewal term. 

3. YOUR ACCOUNT 

(a) Certain aspects of the Services may require You to obtain an account by completing a 

registration form and designating a user ID and password. When registering with OPSWAT 

You must: (i) provide true, current, accurate, and complete information about Yourself on the 

registration form and (ii) maintain such information so it continues to be true, current, 

accurate, and complete. 

(b) You are entirely responsible for Your Content and all activities occurring under Your 

account. You are responsible for maintaining the confidentiality of, and You agree not to share 

or transfer account passwords, access designations, and API keys. OPSWAT will not be liable 

for loss or damage You incur. Only You may use Your OPSWAT account. If You become 

aware of unauthorized use of the Services or Your account, or have questions about Your 

account, contact OPSWAT Support at https://www.opswat.com/support/contact-support. 

(c) If an entity (e.g. employer) provided You with Your account, this entity has rights to Your 

account and may: (i) manage Your account (including suspending or canceling); (ii) reset Your 

password; (iii) view Your usage and data, including how and when Your account is used; and 

(iv) view Your other devices connected to the entity’s network. If You are an entity, You are 

solely responsible for ensuring that You have a lawful basis under Applicable Laws to perform 

the actions listed in the aforementioned (i)-(iv). 

(d) Online Stores. To create an account to make purchases through OPSWAT’s Online Stores:  

(i) You must use an email from an entity or registered domain (i.e. employer, not free email 

domains such as Hotmail, Gmail, Yahoo, Outlook). 

https://www.opswat.com/legal
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(ii) You must be at least 18 years of age. 

(iii) You agree that OPSWAT may terminate the Services and refund Your payments if you are 

employed by or represent an entity in the cybersecurity industry, which OPSWAT determines 

in its sole discretion it does not desire to do business with through its Online Stores. 

(iv) You agree that OPSWAT may terminate the Services and refund Your payments, prorated 

for Services unused, within forty-eight (48) hours of receiving Your payments if OPSWAT 

determines in its sole discretion it does not desire to do business with You through its Online 

Stores. 

(v) You may not purchase Services as an individual for personal use only, unless specifically 

provided in Section 26 (Specific Services Terms) for the Services You purchased. 

4. ELECTRONIC COMMUNICATIONS 

By registering an account with OPSWAT or purchasing or signing up for Services, You 

understand OPSWAT may send (including via email) You information regarding the Services, 

such as: (a) notices about Your use of the Services, including use violations; (b) updates to the 

Services and new features, functionalities, services, or products; (c) promotional information 

regarding OPSWAT or third party products and services; and (d) Proof of Entitlements. You 

may unsubscribe by following the instructions in the notices or managing Your email 

subscriptions at https://www.opswat.com/manage-your-communication-preferences. 

If You do not consent to receive notices (other than promotional information) electronically, 

stop using the Services. 

5. YOUR CONTENT; PRIVACY 

(a) The OPSWAT Privacy Policy identifies how OPSWAT collects, stores, protects, and uses 

certain information collected about You to operate and provide the Services. You acknowledge 

Your use of the Services is subject to the Privacy Policy, and You agree to the Privacy Policy. 

(b) You represent and warrant that You are either the original owner of Your Content or You 

have the necessary rights and permissions to authorize OPSWAT to use Your Content. You 

agree to give OPSWAT evidence of such rights and permissions if OPSWAT requests. 

(c) You are responsible for taking and maintaining appropriate steps to protect the 

confidentiality, integrity, and security of Your Content, including but not limited to: (i) 

controlling access that You provide to Your end users; and (ii) backing up Your Content. 

(d) You grant OPSWAT a non-exclusive, worldwide, royalty-free license to access and use 

Your Content to perform its obligations and exercise its rights under these Terms. 

https://www.opswat.com/manage-your-communication-preferences
https://www.opswat.com/legal/privacy-policy
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(e) The Data Processing Addendum located at https://www.opswat.com/legal is incorporated 

by reference into these Terms if Applicable Laws require OPSWAT to enter into an agreement 

with You regarding OPSWAT’s processing of Your Personal Data. 

(f) Aggregated Data. OPSWAT may collect, develop, create, extract, compile, synthesize, 

analyze, use, and/or commercialize, or share with third parties, Aggregated Data for a variety 

of purposes, including to: (i) maintain, improve, market, and promote our Services; (ii) 

identify, understand, and anticipate performance and security issues and the factors that affect 

them; (iii) provide updates, enhancements, and personalized experiences to our customers; and 

(iv) research and develop new products and services. OPSWAT retains all intellectual property 

rights with respect to such Aggregated Data. 

6. USE OF SERVICES; ACCEPTABLE USE 

If You have entered into a paid transaction with OPSWAT evidenced by a Proof of 

Entitlement, subject to Your compliance with these Terms, OPSWAT grants you a non-

exclusive, non-transferable (except as expressly provided in the “Assignment” provision of 

Section 24 (Miscellaneous)), non-sublicensable license to access and use the Services as 

described in the Proof of Entitlement in accordance with any applicable Documentation solely 

for Your internal use during the Subscription Period. 

If You use or access Services for free, subject to Your compliance with these Terms, OPSWAT 

grants you a non-exclusive, non-transferable, non-sublicensable license to access and use the 

Services in accordance with any applicable Documentation solely for Your personal use. 

You may not reproduce, resell, or distribute any portion of the Services (including using any 

portion of OPSWAT’s Services for the development, production, or marketing of a product or 

service) for any purpose without express written permission from OPSWAT. 

You agree You will not, nor will You encourage or assist others to, harm the Services or use 

the Services to harm others. 

You must not: (a) conduct activity designed to overload, harm, impede the normal functioning, 

damage, disable, overburden, or impair the Services (or any network connected to the 

Services); (b) make generally available to third parties as a billable service, resell, redistribute, 

package, repackage, sell, rent, sub-rent, lease, sub-license, or sublease the Services or any part 

of it (except as expressly provided in the “Assignment” provision of Section 24 

(Miscellaneous)); (c) use unauthorized means to modify, reroute, or gain access to the Services 

or OPSWAT’s servers, computers, or databases, or attempt to carry out these activities; (d) use 

any malicious automated process or service (such as Malware bots, spiders, or periodic 

cachings of information stored by OPSWAT) to access or use the Services; (e) violate the 

allocations and amounts, and the features and functionality provided in that Service; (f) use the 

Services to violate Applicable Laws or distribute Malware; (g) distribute, post, share, use 

information for which You do not own the necessary Intellectual Property rights or licenses 

(including but not limited to publicly attributing Services results from Third-Party Providers, 

OPSWAT channel partners, or Anti-malware engines without the appropriate third party’s 

https://www.opswat.com/legal


express written permission); (h) mine information from the Services to obtain Personal Data; 

(i) disclose, conduct, perform, publicly display, publish, or republish the results of benchmark, 

performance, comparison, or competitive tests or analysis involving the Services for any 

reason or purpose without OPSWAT’s prior written approval; (j) reverse-engineer (including 

reverse compiling to ensure interoperability), decompile, disassemble, modify, translate, or 

make any attempt to discover or gain access to the source code, source files, or structure of all 

or any portion of Services or create derivative works from Services; (k) transfer or use node-

locked Software to hardware other than Hardware Products on which Software was originally 

installed, or use Software with grey-market hardware; (l) remove any copyright or other 

proprietary notations from the Services or the Documentation; or (m) use a Service in any 

manner not authorized by these Terms. 

OPSWAT retains the right to block, or otherwise prevent delivery, of any file, email, or other 

communication to or from the Services. 

You agree to comply with Services use restrictions detailed in the Documentation for the 

specific Services. 

ITAR. International Traffic in Arms Regulations (“ITAR”) controls the dissemination of 

technical data related to weapons, weapon systems, and other defense articles contained on the 

U.S. Munitions List. You agree not to use or allow a third party under Your control to submit 

content that is subject to ITAR maintained by the U.S. Department of State (i.e. ITAR-

controlled technical data), or otherwise cause OPSWAT to provide a Defense Service as 

defined in ITAR. 

Permitted Third Party Usage. You may permit Your employees and agents, Your Affiliates, 

and Your Outsourced Providers to use the Services provided that: (a) Your employees and 

agents, Your Affiliates, and Your Outsourced Providers shall only use and/or operate the 

Services, in accordance with the rights and restrictions granted herein; (b) the actual usage of 

Services by You, Your employees and agents, Your Affiliates, and Your Outsourced Providers 

in aggregate shall not exceed any aggregate limits in the Proof of Entitlement You purchased; 

(c) You shall ensure that Your employees and agents, Your Affiliates, and Your Outsourced 

Providers understand and comply with these Terms; and (d) You shall be responsible for the 

acts and omissions of Your employees' and agents’, Your Affiliates’, and Your Outsourced 

Providers’ use of the Services. 

Compliance with Export Control Laws. You represent and warrant that neither You nor any 

party that owns or controls or is owned or controlled by You is (i) a resident of, located in, or 

organized under the laws of any country or region subject to economic or financial sanctions or 

trade embargoes imposed, administered, or enforced by the European Union, the United 

Kingdom, or the United States; (ii) an individual or entity on the Consolidated List of Persons, 

Groups, and Entities Subject to European Union Financial Sanctions; the U.S. Department of 

the Treasury's List of Specially Designated Nationals and Blocked Persons or Foreign 

Sanctions Evaders List; the U.S. Department of Commerce's Denied Persons List or Entity 

List; or any other sanctions or restricted persons lists maintained by the European Union, the 

United Kingdom, or the United States; or (iii) otherwise the target or subject of any Sanctions 



and Export Control Laws.  You further represent and warrant that You will not, directly or 

indirectly, export, re-export, transfer, or otherwise make available (a) the Services, or (b) any 

data, information, software programs and/or materials resulting from the Services (or direct 

product thereof) to any country, region, or person described in this clause or in violation of, or 

for purposes prohibited by, Sanctions and Export Control Laws, including for proliferation-

related end uses. 

7. SUSPENSION AND TERMINATION OF THE SERVICE 

OPSWAT may suspend or terminate the Services or Portal access, at any time, in its sole 

discretion, if OPSWAT reasonably believes in good faith that You are in violation of the 

Terms or Applicable Laws, and Your material breach of these Terms cannot reasonably be 

cured, or if such breach is capable of being cured, You have not cured it within 30 days of 

notice by OPSWAT. 

8. OPSWAT PROPRIETARY RIGHTS 

All contents of the Site and Services, including but not limited to logos, designs, text, software, 

technical drawings, configurations, graphics, files, icons, images, audio clips, and their 

compilation (meaning the selection, collection, assembly, arrangement) and OPSWAT 

Confidential Information belong to OPSWAT, and/or its Third-Party Providers or Affiliates. 

OPSWAT or its Third-Party Providers or OPSWAT Affiliates own and reserve all right, title, 

and interest in and to the Services and all hardware, software, and other items used to provide 

the Services, other than the rights expressly granted to You to use the Services and OPSWAT 

Confidential Information. No title to, or ownership of, Intellectual Property or proprietary 

rights related to the Services or OPSWAT Confidential Information is transferred to You 

pursuant to these Terms. 

Feedback. In the event You make Feedback that OPSWAT adopts for its products or services, 

such Feedback shall be deemed automatically assigned under these Terms to OPSWAT and 

become the sole and exclusive property of OPSWAT. Prior to submitting Feedback to 

OPSWAT, You agree to obfuscate Your Personal Data and Confidential Information. 

Trademarks. The Services include marks and trademarks that belong to OPSWAT, as described 

in OPSWAT’s Copyright and Trademarks disclosures on www.opswat.com/legal. All other 

trademarks, service marks, registered trademarks, or registered service marks are the property 

of their respective owners. 

This Section 8 (OPSWAT Proprietary Rights) survives expiration or termination of the Terms 

or the Services. 

9. OPEN SOURCE SOFTWARE 

The Services may include Open Source Software. A list of Open Source Software is available 

on OPSWAT’s Third-Party EULA website and will be updated from time to time. 

https://www.opswat.com/legal/terms-of-service/third-party-eula


Notwithstanding anything to the contrary in these Terms, OPSWAT makes no warranties in 

respect of Open Source Software in excess of the warranties set forth in the applicable open 

source license itself, and accepts no liability in respect of Open Source Software in excess of 

the limitation of liability set forth in the applicable open source license. If any license requires 

OPSWAT to provide source code, OPSWAT shall make such source code available to You 

according to the terms of the applicable open source license. To the extent required by the 

applicable open source licenses, the terms and conditions of such licenses shall apply to the 

Open Source Software in lieu of these Terms. 

10. THIRD-PARTY PRODUCTS 

The Services may operate or interface with Third-Party Products. If You use the Services in 

conjunction with Third-Party Products, You acknowledge and agree that such Third-Party 

Products may be licensed under license terms that grant You additional rights or contain 

additional restrictions, beyond those set forth in these Terms, and such additional license rights 

and restrictions are described or linked to in the applicable Documentation. You are 

responsible for complying with the terms for such Third-Party Products and OPSWAT does 

not provide support for Third-Party Products. 

11. COPYRIGHT COMPLAINTS AND REMOVAL POLICY 

OPSWAT respects the Intellectual Property of others and will respond to alleged copyright 

infringement notices that comply with Applicable Laws. 

OPSWAT reserves the right to close Your accounts or remove information alleged to violate 

copyright laws or these Terms. 

Report alleged copyright violations to: 

Attn: Legal Department, OPSWAT Inc., 5411 Skycenter Dr., Suite 900, Tampa, FL 33607 

12. CONFIDENTIAL INFORMATION 

During Your use of the Services, either party may share with the other party Confidential 

Information, defined as non-public information (a) labeled or identified “confidential” (or the 

like), or (b) (either in writing or verbal) of a type that a reasonable person should understand to 

be confidential, including without limitation, Personal Data, a third party’s information, 

discounts, pricing, strategic roadmaps, product plans, product designs, architecture, technology 

and technical information, security processes, security audit reviews, business and marketing 

plans, business processes, credit card/banking information, and information contained in Your 

account. 

Confidential Information does not include information a receiving party’s written records show 

was: (a) already known to receiving party at the time of disclosure; (b) disclosed to the 

receiving party by a third party who had the right to make such disclosure without 

confidentiality restrictions; (c) or through no fault of the receiving party has become, generally 



available to the public; or (d) independently developed by receiving party without use of the 

disclosing party’s Confidential Information. 

You represent and warrant that You have a lawful basis under Applicable Laws to share Your 

Confidential Information with OPSWAT (including obtaining any and all consents and 

authorizations and/or providing any notices required under Applicable Laws to allow 

OPSWAT to process Your Personal Data and transfer Your Personal Data internationally).You 

understand and agree that the only Personal Data OPSWAT requires from You to provide You 

with the Services consists of names, emails, addresses, telephone numbers, and other business 

contact information relating to Your Representatives involved in carrying out the obligations 

under the Terms. OPWAT hereby advises and You acknowledge that OPSWAT does not want 

or need other Personal Data to provide the Services. You understand that You are solely 

responsible for obfuscating any Personal Data contained in files or metadata You upload to the 

Services or provide to OPSWAT. 

Both parties agree to: (a) treat each party’s Confidential Information with the same degree of 

care a party treats its own Confidential Information, but not less than reasonable care; (b) use 

each party’s Confidential Information only in connection with these Terms and the Services; 

and (c) only share Confidential Information with third parties who have a need to know to 

carry out these Terms or as needed for the Services, and signed a non-disclosure agreement to 

treat Confidential Information as confidential or have confidentiality obligations (e.g. 

professional responsibility rules) no less restrictive than this Section 12 (Confidential 

Information). 

If the receiving party is requested or compelled by Applicable Laws to disclose the disclosing 

party's Confidential Information (“Compelled Disclosure”), the receiving party’s disclosure of 

such Confidential Information shall not constitute a breach of these Terms provided that the 

receiving party gives the disclosing party prompt written notice, unless notice is prohibited by 

Applicable Laws, so that the disclosing party may seek an appropriate remedy. The receiving 

party shall (a) disclose only that portion of the Confidential Information necessary to comply 

with Applicable Laws, (b) assert the privileged and confidential nature of Confidential 

Information against the third party seeking disclosure; (c) reasonably cooperate with disclosing 

party to protect against disclosure and/or obtain a protective order narrowing the scope of the 

Compelled Disclosure at disclosing party’s expense; and (d) continue to treat Compelled 

Disclosures as confidential in other respects. 

Confidential Information always remains the property of its owner. 

Upon termination or expiration of the Terms, or upon written request of the disclosing party, 

the receiving party shall promptly return to the disclosing party or destroy, to the extent 

commercially and technically feasible, all tangible materials (e.g. notes) and copies thereof, 

containing the Confidential Information, except the receiving party may retain copies of 

disclosing party’s Confidential Information (a) stored electronically on data archives or back -

up systems or (b) to comply with Applicable Laws applicable to the receiving party, provided 

that such copies shall be subject to the terms of these Terms while in receiving party’s 

possession. 



This Section 12 (Confidential Information) survives expiration or termination of the Terms or 

the Services. 

13. SUPPORT AND SERVICES UPDATES 

Support. OPSWAT generally describes its Support options at https://www.opswat.com/support, 

which OPSWAT may update at its sole discretion. 

Services. OPSWAT may discontinue any of its products, services, or Third-Party Products, and 

all related Support (also known as “end of life”); add or remove functionalities or features; or 

suspend or stop the Services altogether, without notice for Services OPSWAT provides for 

free, and with notice according to OPSWAT’s End of Sale and End of Support Policy. 

Services Updates. OPSWAT may make unscheduled deployments of changes, releases, 

improvements, or enhancements to the Services any time. During such deployments, You 

acknowledge certain features and functionality of the Services may be unavailable and outages 

may occur. 

Portal Availability. OPSWAT uses commercially reasonable efforts to make the Portal 

available 24 hours a day, 7 days a week, except for: (a) planned downtime (which OPSWAT 

gives notice), and (b) unavailability caused by a Force Majeure Event. 

OPSWAT Community. The OPSWAT Inc. Community Terms of Service (“Community 

Terms”) outline the terms regarding Your use of the OPSWAT Community. You acknowledge 

Your use of the OPSWAT Community is subject to the Community Terms, and You agree to 

the Community Terms. 

14. FEES; TAXES 

Fees. OPSWAT offers free and paid Services. If You choose a paid Service, You agree to pay 

the Fees when You purchase that Service. OPSWAT reserves the right to change its Fees any 

time in connection with subsequent purchases. Discounts and changes in Fees do not apply to 

completed purchases. However, if OPSWAT offered a specific duration and Fees for Your use 

of the Services, OPSWAT agrees the Fees will remain in force for that duration. 

Taxes. All Fees for Services do not include Taxes. OPSWAT may calculate Taxes payable by 

You based on the billing information You provide at the time of purchase. All Fees are payable 

in full and without reduction for Taxes. You shall not withhold from Fees the Taxes imposed 

upon You by a taxing authority. You are responsible for paying all Taxes associated with Fees, 

excluding OPSWAT income taxes. If You are legally entitled to an exemption from the 

payment of Taxes, You will promptly provide OPSWAT with legally sufficient tax exemption 

certificates for each taxing jurisdiction for which You claim exemption. Unless otherwise 

prohibited by law, OPSWAT will apply the benefits of a requested tax exemption to charges 

after the date OPSWAT receives and reasonably processes the tax exemption certificates. 

https://www.opswat.com/support
https://www.opswat.com/legal/terms-of-service/end-of-sale-and-end-of-support-for-on-site-opswat-products
https://www.opswat.com/legal/terms-of-service/opswat-inc-community-terms-of-service
https://go.opswat.com/OPSWATCommunity
https://onlinehelp.opswat.com/policies/OPSWAT%2C_INC._COMMUNITY_TERMS_OF_SERVICE.html.
https://go.opswat.com/OPSWATCommunity
https://www.opswat.com/legal/terms-of-service/opswat-inc-community-terms-of-service
https://www.opswat.com/legal/terms-of-service/opswat-inc-community-terms-of-service


Currency. You will pay the Fees in the currency OPSWAT quotes at the time of purchase. 

OPSWAT reserves the right to change the eligible currencies any time. You are responsible for 

all charges related to using the purchased Services (including data charges and currency 

exchange settlements). 

Non-refundable and No Cancellation. Except as specifically set forth in these Terms, all 

payment obligations are non-cancelable, and all payments made are non-refundable, to the 

extent not prohibited by Applicable Laws. 

This Section 14 (Fees; Taxes) survives expiration or termination of the Terms or the Services.  

15. BILLING/PAYMENT 

If You select a paid Service, You must provide OPSWAT current, complete, accurate, and 

authorized payment method information. You authorize OPSWAT or its third party payment 

processing service provider (e.g. PayPal, Stripe) to immediately charge Your payment method 

for the Services You select. Upon receiving Your payment, OPSWAT will provide You a 

Proof of Entitlement. 

You shall pay Fees according to the payment terms in a Quote. Failure to pay charges or Fees 

may result in the suspension or termination of Services. 

At OPSWAT’s discretion, past due amounts may accrue a late fee equal to the lesser of (a) 

1.5% per month, or (b) the maximum Applicable Laws allow. 

This Section 15 (Billing/Payment) survives expiration or termination of the Terms or the 

Services. 

16. DURATION; TERMINATION 

Duration. If You choose a paid Service, the Terms shall remain in effect until the expiration of 

the applicable Subscription Term, unless earlier terminated pursuant to this Section 16. 

Duration for Online Store Purchases. When You make purchases through OPSWAT Online 

Stores, You may select from the duration options provided to You. 

Termination for Cause. Either party may terminate these Terms or the Services for cause upon 

twenty (20) days’ written notice to the other party of a material breach of the Terms (which, 

for the avoidance of doubt, includes non-payment in full of applicable Fees) if such breach 

remains uncured after the expiration of such period. If You purchase through a Reseller, 

OPSWAT may immediately terminate these Terms, upon twenty (20) days’ written notice, due 

to Reseller’s breach of its payment obligations to OPSWAT with respect to the Services 

Reseller is reselling to You in connection with these Terms. In such event, your only recourse 

to such termination shall be against the applicable Reseller. 

Termination for Insolvency. Either party may terminate these Terms or the Services for cause 

if the other party becomes insolvent, admits in writing its inability to pay its debts as they 



mature, makes an assignment for the benefit of creditors, becomes subject to control of a 

trustee, receiver or similar authority, or becomes subject to an Insolvency Proceeding. The 

Cloud Services is a service, not goods, provided pro rata over the Subscription Period on a 

daily basis. Your use of the Services after an Insolvency Proceeding commencement is an 

actual, necessary cost and expense of preserving Your estate. Nothing herein limits 

OPSWAT’s rights of offset or recoupment. OPSWAT is entitled to offset or recoup the value 

of Services provided after You become subject to an Insolvency Proceeding against any Claim 

brought by or on behalf of You, including state or federal preference, fraudulent transfer, or 

other avoidance action. 

Post-Termination Obligations. Upon expiration or termination of these Terms or the Services 

for any reason, You will have thirty (30) days following the expiration or termination, and 

subject to Your prior written request, to retrieve Content remaining on the Services. After such 

thirty (30) days, You will have no further rights to access the Services, and OPSWAT may 

delete Content. 

17. LIMITED WARRANTIES AND DISCLAIMERS 

Mutual Warranties. Each party represents and warrants that: (a) these Terms has been duly 

authorized, executed, and delivered, and constitutes a valid and binding agreement enforceable 

against such party in accordance with its terms; (b) no authorization or approval from any third 

party is required in connection with such party’s execution, delivery, or performance of these 

Terms; (c) the execution, delivery, and performance of these Terms does not violate any other 

agreement to which it is a party or by which it is otherwise bound; and (d) it has the right to 

disclose its Confidential Information. 

OPSWAT Warranty. OPSWAT warrants that it owns or has obtained all necessary rights from 

its Third-Party Providers to the Services. The Services are not warranted to be totally error-

free. 

Limited Cloud Services Warranty. If You enter into a paid transaction for Cloud Services with 

OPSWAT as evidenced by a Proof of Entitlement, in the event You report to OPSWAT, during 

the Subscription Period, the Cloud Services do not materially conform with the Documentation 

under normal use, and such non-conformity is reproducible and verifiable, OPSWAT, at its 

discretion, shall either (a) cure the non-conformity within thirty (30) days of verifying and 

reproducing the non-conformity You report, or (b) refund the prepaid Cloud Services not 

rendered. This Limited Cloud Services Warranty excludes non-conformity resulting from 

accidents, abuse, modifications, misapplication, or use of Cloud Services in a manner 

materially inconsistent with the Documentation. 

Limited Software Warranty. If You enter into a paid transaction for Software with OPSWAT 

as evidenced by a Proof of Entitlement, the initially-delivered version of the Software shall 

materially conform to the Documentation for ninety (90) days, provided that You are on the 

then-current release of the Software made generally available by OPSWAT to its customers or 

users (“Software Warranty Period”). In the event You report to OPSWAT, during the Software 

Warranty Period, the Software does not materially conform with the Documentation under 



normal use, and such non-conformity is reproducible and verifiable, OPSWAT, at its 

discretion, shall either (a) repair or replace the Software, or (b) refund the fees received for the 

non-conforming Software, prorated for the use period. This Limited Software Warranty 

excludes non-conformity resulting from accidents, abuse, unauthorized repair, modifications, 

misapplication, or use of the Software in a manner materially inconsistent with the 

Documentation. 

Limited Support Warranty. If You enter into a paid transaction for Support with OPSWAT as 

evidenced by a Proof of Entitlement, OPSWAT warrants Support shall be provided in a 

professional and workmanlike manner with reasonable care, knowledge, experience, 

qualifications, resources, and skills. In the event You notify OPSWAT of non-conforming 

Support within seven (7) days of receiving the non-conforming Support, Your sole remedy 

shall be reperformance of the Support at no additional charge. 

Limited Hardware Product Warranty. 

This Limited Hardware Product Warranty applies only to Hardware Products You purchase or 

to which You subscribe for internal use, and not for resale. 

Provided that You either: (i) sign up for a subscription to any Hardware Product; or (ii) 

purchase any Hardware Product: 

(a) OPSWAT warrants the hardware components of the Hardware Products shall be free from 

material defects in design, materials, and workmanship, and will function, under normal use, in 

accordance with Documentation, for the following applicable time period (the “Hardware 

Product Warranty Period”): 

(1) If You sign up for a subscription to the Hardware Product, the warranty period commences 

on the Hardware Product shipment date and co-terminates with Your Subscription Period. 

(A) For subscriptions to MetaDefender Kiosk, MetaDefender USB Firewall, or MetaDefender 

Drive: Your Hardware Products shall stop working upon the termination of the Subscription 

Period. You are solely responsible for exporting any data from Your Hardware Products prior 

to termination of the Subscription Period. OPSWAT has no obligation to continue to store the 

data contained in Your Hardware Products after termination of the Subscription Period. 

(B) For subscriptions to OTfuse, Netwall, and MetaAccess OT, along with subscriptions to any 

Hardware Products purchased from the Online Store: Your Hardware Products will continue to 

operate after expiration of the Subscription Period based on the last update implemented. 

However, all support and this limited warranty shall terminate and Your continued use of Your 

Hardware Products is entirely at Your own risk. 

(2) If You purchase a Hardware Product, the warranty period commences on the Hardware 

Product shipment date and continues for a period of (1) year. You may purchase an extended 

Hardware Product Warranty Period by contacting OPSWAT Support via the methods listed 

on https://opswat.com/support/contact-support. 

https://www.opswat.com/support/contact-support


(b) In the event You report to OPSWAT, during the Hardware Product Warranty Period, the 

Hardware Product does not materially conform with the Documentation under normal use, and 

such non-conformity is reproducible and verifiable, OPSWAT, at its discretion, shall either (1) 

repair or replace the Hardware Product, or (2) refund Fees received for the non-conforming 

Hardware Product, prorated for the use period. 

(c) All replacement parts furnished to You under this Limited Hardware Product Warranty may 

be new or refurbished, and warranted as new for the remainder of the Hardware Product 

Warranty Period. 

(d) All component parts, which have been replaced, becomes OPSWAT property. All 

component parts that have been repaired remains Your property. 

(e) Return or Replacement Procedures. If a Hardware Product or component part does not 

function as warranted during the Hardware Product Warranty Period, and such non-conformity 

is reproducible and verifiable, You shall comply with OPSWAT’s return or replacement 

procedures, including without limitation: (1) obtain OPSWAT’s prior written approval; (2) 

register the Hardware Product in Your Portal account; (3) present a Proof of Entitlement and 

certificate of origin; (4) provide OPSWAT the Hardware Product’s identification number; (5) 

remove all features, parts, options, alterations, data, configuration settings, programs, and 

attachments not under warranty or provided by OPSWAT; (6) ensure the Hardware Product is 

free of legal obligations or restrictions that prevent exchange, including Hardware Product 

owner authorization to have OPSWAT service the Hardware Product; (7) backup and secure all 

programs and data in the Hardware Product; and (8) inform OPSWAT of changes to the 

Hardware Product physical location. In the event OPSWAT must repair or replace a Hardware 

Product at Your premises, You agree to provide OPSWAT sufficient work space and safe 

access to facilities. 

(f) If you signed up for a subscription to MetaDefender Kiosk, MetaDefender USB Firewall, or 

MetaDefender Drive and OPSWAT chooses to replace such Hardware Product(s) or any 

component(s) thereof pursuant to subsection (b) above, OPSWAT may demand that You return 

the Hardware Product(s) or component(s) to the return location designated by OPSWAT within 

ninety (90) days after OPSWAT provides replacement of the Hardware Product(s) or 

component(s) thereof. Transportation costs incurred in connection with the return of a 

Hardware Product to OPSWAT shall be borne by OPSWAT. You agree to ship the Hardware 

Product or component part suitably packaged according to OPSWAT guidelines to the 

OPSWAT designated location. Transportation costs incurred in connection with the redelivery 

of a repaired or replacement Hardware Product or component part to You by OPSWAT shall 

be borne by OPSWAT; provided, however, that if OPSWAT determines, in its sole discretion, 

that the Hardware Product is not covered by this Limited Hardware Product Warranty or made 

after the Hardware Product Warranty Period, the repair or replacement costs, including 

shipping, shall be paid by You, and OPSWAT shall have no obligation to deliver the repaired 

or replaced Hardware Product or component part to You until You provide OPSWAT Your 

shipping carrier and account. 



(g) You acknowledge that in order to perform this Limited Hardware Product Warranty, 

OPSWAT may ship all or part of the Hardware Product to third parties located anywhere in the 

world, and You authorize OPSWAT to do so. 

(h) Hardware Product Warranty Exclusions. The Limited Hardware Product Warranty shall be 

void as to Hardware Products damaged or rendered unserviceable by: (1) improper or 

inadequate maintenance by anyone other than OPSWAT or OPSWAT’s authorized 

Representatives; (2) software or interfacing supplied by anyone other than OPSWAT; (3) 

modifications, alterations, repairs, installations, openings, or additions to the Hardware 

Products by anyone not certified by OPSWAT or OPSWAT’s authorized Representatives; (4) 

negligence by any person other than OPSWAT or OPSWAT’s authorized Representatives; (5) 

misuse, abuse, accident, electrical irregularity, theft, vandalism, water, or Force Majeure 

Event; (6) damage caused by containment and/or operation outside the environmental 

specifications for the Hardware Products; (7) alteration or connection of the Hardware 

Products to systems, equipment, or devices (other than those OPSWAT specifically approved) 

without OPSWAT’s prior approval; (8) governmental actions or inactions; (9) strikes or work 

stoppages; (10) Your failure to follow Documentation, including handling or storage not 

according to OPSWAT’s guidelines or Services specifications; or (11) repair or replacement 

contrary to Applicable Laws. 

(i) The Hardware Product Warranty Period is not extended when OPSWAT repairs or replaces 

a Hardware Product or component part. 

OPSWAT, at its discretion, may change the availability of the Limited Hardware Product 

Warranty, but changes will not be retroactive, or affect existing signed Quotes. 

Disclaimer of Warranties. EXCEPT AS PROVIDED IN THIS SECTION 17 (LIMITED 

WARRANTIES AND DISCLAIMERS), NEITHER PARTY NOR ANY OF ITS THIRD-

PARTY PROVIDERS MAKES ANY (AND EACH PARTY SPECIFICALLY DISCLAIMS 

ALL) REPRESENTATIONS, WARRANTIES OR CONDITIONS OF ANY KIND, 

WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, 

WITHOUT LIMITATION, REPRESENTATIONS, WARRANTIES OR CONDITIONS: (A) 

ARISING OUT OF ANY COURSE OF PERFORMANCE, COURSE OF DEALING OR 

USAGE OF TRADE; (B) OF: (I) SATISFACTORY QUALITY; (II) FITNESS FOR A 

PARTICULAR PURPOSE; (III) NON-INFRINGEMENT; OR (IV) INTEROPERABILITY 

WITH THIRD-PARTY PRODUCTS OR SERVICES; AND (C) THAT THE SERVICES 

WILL BE UNINTERRUPTED, ERROR-FREE OR FREE OF HARMFUL COMPONENTS. 

NEITHER OPSWAT NOR ITS THIRD-PARTY PROVIDERS WARRANT THAT THE 

SERVICES SHALL ACCURATELY IDENTIFY ALL KNOWN MALWARE. SOME 

JURISDICTIONS DO NOT ALLOW THE EXCLUSIONS OF IMPLIED WARRANTIES. IN 

SUCH AN EVENT, THE ABOVE EXCLUSIONS WILL NOT APPLY SOLELY TO THE 

EXTENT PROHIBITED BY LAW. 

IF YOU ARE DISSATISFIED WITH THE SERVICES OR THESE TERMS, YOUR SOLE 

AND EXCLUSIVE REMEDY IS TO DISCONTINUE USE OF THE SERVICES. 



This Section 17 (LIMITED WARRANTIES AND DISCLAIMERS) survives expiration or 

termination of the Terms or the Services. 

18. INDEMNIFICATION 

Your Indemnification. You will defend and indemnify OPSWAT, its Affiliates, and their 

officers, Representatives, directors, successors and assigns (“OPSWAT Indemnified Parties”), 

against any third party Claim: (a) that Your, Your Affiliates’, Outsourced Providers’, or 

customers’ use of the Services in breach of these Terms, infringes or misappropriates a 

registered trademark, copyright, trade secret, or United States registered patent (to the extent 

such infringement or misappropriation is not the result of OPSWAT’s actions); (b) relating to 

Your, Your Affiliates’, Outsourced Providers’, or customers’ use of the Services in violation of 

Services use restrictions (including Section 6 (Use of Services; Acceptable Use) and Section 

26 (Specific Services Terms)); or (c) relating to the acts and omissions of Your Affiliates’, 

Outsourced Providers’, and customers’ use of the Services. You will, with respect to any Claim 

against OPSWAT Indemnified Parties that is subject to this Section 18 (Indemnification), 

indemnify OPSWAT Indemnified Parties for Losses finally awarded against OPSWAT 

Indemnified Parties to such third party by a court of competent jurisdiction or agreed in 

settlement. 

OPSWAT Indemnification. If You enter into a paid transaction with OPSWAT as evidenced by 

a Proof of Entitlement, OPSWAT will defend You, Your Affiliates, and their officers, 

Representatives, directors, successors and assigns (“Your Indemnified Parties”), against any 

third party Claim brought against Your Indemnified Parties alleging the Services infringe or 

misappropriate a United States registered patent, registered trademark, copyright, or trade 

secret, and indemnify Your Indemnified Parties from Losses finally awarded against Your 

Indemnified Parties by a court of competent jurisdiction as a result of, or for amounts paid by 

Your Indemnified Parties under a Claim settlement approved by OPSWAT in writing. If 

OPSWAT receives information about an infringement or misappropriation related to the 

Services, OPSWAT may in its discretion and at no cost to You (a) modify the Services so they 

are no longer claimed to infringe or misappropriate, (b) obtain a license for You to continue 

using the Services in accordance with these Terms, or (c) terminate Your rights to the Services 

upon thirty (30) days’ written notice and refund You prepaid Fees, prorated for the use period. 

OPSWAT shall have no indemnification obligations with respect to (1) modification or 

alteration of the Services by anyone other than OPSWAT or without OPSWAT’s written 

approval, or (2) Claims arising out of use of the Services, or any part thereof, (A) in 

combination with software, technology, processes, equipment, services, or other products not 

supplied by OPSWAT, or explicitly supported in the Documentation, if such Claims would 

have been avoided without such combination, or (B) not in accordance with these Terms. 

Indemnification Process. Indemnification obligations shall be subject to the party seeking 

indemnification (“Indemnified Party”) (a) notifying the other party (“Indemnifying Party”) in 

writing within ten (10) days of receiving information of any threatened or actual Claim; 

provided, however, the failure to give notice shall not relieve the Indemnifying Party’s 

obligations except to the extent that the Indemnifying Party is prejudiced by such failure; (b) 

giving the Indemnifying Party exclusive control and authority over the defense or settlement of 



such Claim; (c) not entering into any settlement or compromise of any Claim without the 

Indemnifying Party’s prior written consent; and (d) providing reasonable assistance requested 

by the Indemnifying Party. 

Exclusive Remedy. This Section 18 (Indemnification) states Your sole and exclusive remedy 

against OPSWAT, and OPSWAT’s sole liability to You, for Claims under this Section 18 

(Indemnification). 

This Section 18 (Indemnification) survives expiration or termination of the Terms or the 

Services. 

19. LIMITATION OF LIABILITY 

EXCEPT FOR INDEMNIFICATION OBLIGATIONS IN SECTION 18, TO THE EXTENT 

NOT PROHIBITED BY LAW, IN NO EVENT WILL OPSWAT’S AND ITS AFFILIATES’ 

TOTAL AND CUMULATIVE LIABILITY, FOR ALL CLAIMS OF ANY NATURE 

ARISING OUT OF OR RELATED TO THESE TERMS EXCEED THE TOTAL FEES PAID 

BY YOU TO OPSWAT FOR THE SPECIFIC SERVICES UPON WHICH THE FIRST 

EVENT GIVING RISE TO LIABILITY WAS BASED (“LIABILITY EVENT”) DURING 

THE TWELVE (12) MONTHS PRECEDING THE LIABILITY EVENT DATE, OR ONE 

HUNDRED UNITED STATES DOLLARS (US $100), WHICHEVER IS MORE. 

IN NO EVENT WILL OPSWAT BE LIABLE FOR YOUR COSTS TO PROCURE 

SUBSTITUTE GOODS OR SERVICES. 

THE LIMITATIONS AND EXCLUSIONS APPLY EVEN IF THIS REMEDY DOES NOT 

FULLY COMPENSATE YOU FOR ANY LOSSES OR FAILS OF ITS ESSENTIAL 

PURPOSE. 

IN NO EVENT WILL OPSWAT OR ITS AFFILIATES BE LIABLE FOR INDIRECT, 

INCIDENTAL, SPECIAL, PUNITIVE, COVER, LOSS OF PROFITS OR REVENUE, OR 

CONSEQUENTIAL DAMAGES (INCLUDING, WITHOUT LIMITATION, LOSS OF 

REVENUE, LOSS OF ACTUAL OR ANTICIPATED PROFITS, LOSS OF THE USE OF 

MONEY, LOST OF ANTICIPATED SAVINGS, LOSS OF BUSINESS, LOSS OF 

OPPORTUNITY, LOSS OF GOODWILL, LOSS OF REPUTATION, LOSS OF, OR 

DAMAGE TO, OR CORRUPTION OF DATA, DAMAGE TO FIXTURES, STRUCTURES 

OR WIRING, OR ELECTRICITY LOSS, RESULTING FROM USE OF HARDWARE 

PRODUCTS) HOWEVER CAUSED, WHETHER BASED IN CONTRACT, TORT, 

WARRANTY, NEGLIGENCE, OR OTHER LIABILITY THEORY, EVEN IF OPSWAT 

HAS BEEN ADVISED AS TO THE POSSIBILITY OF SUCH DAMAGES. SOME 

JURISDICTIONS DO NOT ALLOW THE EXCLUSIONS OF INCIDENTAL, 

CONSEQUENTIAL OR OTHER DAMAGES. IN SUCH AN EVENT, THE ABOVE 

EXCLUSIONS WILL NOT APPLY SOLELY TO THE EXTENT PROHIBITED BY LAW. 

This Section 19 (LIMITATION OF LIABILITY) survives expiration or termination of the 

Terms or the Services. 



20. GOVERNING LAW; VENUE; EQUITABLE RELIEF 

Governing Law. These Terms will be construed and enforced in all respects in accordance with 

the laws of the State of Florida, U.S.A., without reference to its choice of law rules.  

Venue. In the event of a Claim arising out of the Terms, the parties submit to exclusive venue 

in, and the exclusive jurisdiction of, federal and state courts, as applicable, located in Tampa, 

Florida, U.S.A. 

Equitable Relief. The foregoing does not restrict either party from enforcing a judgment or 

seeking equitable relief without having to prove actual damages or posting bond from any 

court of competent jurisdiction. 

English is the language governing these Terms. 

This Section 20 (Governing Law; Venue; Equitable Relief) survives expiration or termination 

of the Terms or the Services. 

21. MANDATORY ARBITRATION AND CLASS ACTIONS WAIVER 

READ THIS SECTION 21 CAREFULLY. IT AFFECTS YOUR LEGAL RIGHTS, 

INCLUDING YOUR RIGHT TO FILE A LAWSUIT IN COURT. 

DO NOT RELY SOLELY UPON THE INFORMATION PROVIDED IN THESE TERMS 

WHEN DECIDING WHETHER TO AGREE TO SECTION 21 (MANDATORY 

ARBITRATION AND CLASS ACTIONS WAIVER). THESE TERMS ARE NOT 

INTENDED TO CONTAIN A COMPLETE EXPLANATION OF THE CONSEQUENCES 

OF ARBITRATION OR WAIVER OF CLASS ACTIONS. CONDUCT FURTHER 

RESEARCH AND CONSULT WITH OTHERS, INCLUDING BUT NOT LIMITED TO AN 

ATTORNEY, REGARDING THE CONSEQUENCES. 

You agree these Terms affect interstate commerce and the Federal Arbitration Act, 9 U.S.C. § 

1 et seq. governs the interpretation and enforcement of these arbitration provisions, not state 

law. This Section 21 (MANDATORY ARBITRATION AND CLASS ACTIONS WAIVER) is 

intended to be interpreted broadly and, subject to the Excluded Claims (as defined below), 

governs Claims between OPSWAT and You, including but not limited to Claims arising out of 

or relating to any aspect of the relationship between the parties, whether based in contract 

(including formation, performance, breach), tort (including intentional tort), statute, fraud, 

misrepresentation, or other legal theory, including consumer protection, advertising, common 

law; Claims arising out of or relating to these Terms, and/or Your download of, access to, or 

use of Services; Claims that arose before these Terms; and Claims that may arise after the 

termination or expiration of these Terms or the Services. 

(a) Excluded Claims. “Excluded Claims” means Claims that can be resolved in the Small 

Claims Courts located in (1) San Francisco, California, 

U.S.A.: https://www.sfsuperiorcourt.org/divisions/small-claims, Department 506, 400 

https://www.sfsuperiorcourt.org/divisions/small-claims


McAllister Street, San Francisco, CA 94102-4514 or (2) Tampa, Florida, 

U.S.A.: https://www.hillsclerk.com/Court-Services, Hillsborough County Courthouse, 800 E. 

Twiggs St. Tampa, FL 33602, Tel: (813) 276-8100. 

(b) Initial Dispute Resolution. If You have a Claim involving OPSWAT, You agree that before 

taking formal action, You will email OPSWAT at Legal@opswat.com, and provide a written 

description of the Claim and Your contact information. The parties agree to use reasonable 

efforts to settle any Claim, and good faith negotiations shall be a condition to either party 

initiating a lawsuit or arbitration. 

(c) Binding Arbitration. If the parties do not reach a mutually agreed solution within thirty (30) 

days from the time informal dispute resolution is initiated under Section 21(b), either party 

may initiate binding arbitration as the sole means to resolve Claims (except for Excluded 

Claims). Except for Excluded Claims, all Claims arising out of or relating to these Terms, the 

parties’ relationship with each other, and/or Your use of the Services shall be finally settled by 

binding arbitration administered by the Judicial Arbitration and Mediation Services, Inc. 

(“JAMS”) (or, if unavailable, such other similar group that can provide former judges as 

arbiters) in accordance with the JAMS Streamlined Arbitration Procedure Rules for Claims 

that do not exceed $250,000 and the JAMS Comprehensive Arbitration Rules and Procedures 

for Claims exceeding $250,000, in effect at the time the arbitration is initiated, excluding rules 

or procedures governing or permitting class actions, by a single arbiter who is (i) fluent in 

written and spoken English, and (ii) skilled and experienced with software, software-as-a-

service applications, and Internet services. 

(d) Confidentiality. The parties shall maintain the confidential nature of the arbitration 

proceeding and the award, including the arbitration hearing, except as may be necessary to 

prepare for or conduct the arbitration hearing on the merits, or as may be necessary in 

connection with a court application for a preliminary remedy, a judicial challenge to an award 

or its enforcement, or unless otherwise required by law or judicial decision. 

(e) Venue. The place of arbitration may be (i) virtual, (ii) San Francisco, California, U.S.A or 

(iii) Tampa, Florida, U.S.A. You and OPSWAT agree to submit to the personal jurisdiction of 

federal or state courts located in San Francisco County, California, U.S.A. or Tampa, Florida, 

U.S.A. in order to compel arbitration, stay proceedings pending arbitration, or to confirm, 

modify, vacate, or enter judgment on the award entered by the arbitrator. 

(f) Arbitrator’s Powers. The arbitrator, and not any federal, state, or local court or agency, shall 

have exclusive authority to resolve all Claims (except for the Excluded Claims) arising out of 

or relating to the interpretation, applicability, enforceability, or formation of these Terms, 

including but not limited to any Claim that all or any part of these Terms is void or voidable, 

whether a Claim is subject to arbitration, any unconscionability challenge, or the question of 

waiver by litigation conduct. The arbitrator shall be empowered to grant whatever relief 

available in a court under law or in equity, subject to Section 19 (LIMITATION OF 

LIABILITY). The arbitrator’s award shall be written and binding on the parties and may be 

entered as a judgment in any court of competent jurisdiction. The judgment of the arbitrator 

will be final and non-appealable (to the extent not inconsistent with Applicable Laws). 

https://www.hillsclerk.com/Court-Services
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(g) Award. The arbitrator shall award to the prevailing party, if any, costs and attorneys' fees 

reasonably incurred by the prevailing party in connection with the arbitration. If a party 

prevails on some but not all of the claims and counterclaims, the arbitrator may award the 

prevailing party an appropriate percentage of the costs and attorneys' fees reasonably incurred 

by the prevailing party in connection with the arbitration. 

(h) No Jury or Court Trial. The parties understand that, absent this Section 21 (MANDATORY 

ARBITRATION AND CLASS ACTIONS WAIVER), they would have the right to sue in 

court and have a jury or court trial. They understand that, in some instances, arbitration costs 

could exceed litigation costs and the right to discovery may be more limited in arbitration than 

in court. 

CLASS ACTION WAIVER. The parties agree that the arbitration shall be conducted in the 

party’s respective individual capacities only and not as a class action or other representative 

action, and the parties expressly waive their right to file a class action or seek relief on a class 

basis. YOU AND OPSWAT AGREE THAT EACH MAY BRING CLAIMS AGAINST THE 

OTHER ONLY IN YOUR OR ITS INDIVIDUAL CAPACITY, AND NOT AS A PLAINTIFF 

OR CLASS MEMBER IN ANY PURPORTED CLASS, COLLECTIVE, OR 

REPRESENTATIVE PROCEEDING, OR IN A PRIVATE ATTORNEY GENERAL 

CAPACITY. NEITHER YOU NOR OPSWAT WILL BE ENTITLED TO JOIN OR 

CONSOLIDATE CLAIMS BY OR AGAINST OTHER OPSWAT CUSTOMERS OR USERS 

IN COURT OR IN ARBITRATION. You cannot seek relief that will affect other OPSWAT 

customers or users. The arbitral tribunal has no power to consider the enforceability of this 

Class Action Waiver and any challenge to the Class Action Waiver may only be raised in a 

court of competent jurisdiction. If any court determines this Class Action Waiver is void or 

unenforceable for any reason or an arbitration can proceed on a class basis, then the arbitration 

provisions set forth in this Section 21 (MANDATORY ARBITRATION AND CLASS 

ACTIONS WAIVER) shall be deemed null and void in their entirety and the parties shall be 

deemed to have not agreed to arbitrate Claims. 

30-Day Right to Opt Out. You may opt out and not be bound by Section 21 (MANDATORY 

ARBITRATION AND CLASS ACTIONS WAIVER) by sending written notice (including 

name, physical address, email, telephone, and a clear statement that You want to opt out of this 

Section 21 (MANDATORY ARBITRATION AND CLASS ACTIONS WAIVER)) to opt out 

to OPSWAT Inc., 5411 Skycenter Dr., Suite 900, Tampa, FL 33607, with a copy 

to: Legal@opswat.com, Attn: ARBITRATION AND CLASS ACTIONS WAIVER OPT-OUT, 

within thirty (30) days of Your acceptance of these Terms. Otherwise You shall be bound to 

arbitrate Claims in accordance with Section 21 (MANDATORY ARBITRATION AND 

CLASS ACTIONS WAIVER). If You opt out of Section 21 (MANDATORY ARBITRATION 

AND CLASS ACTIONS WAIVER), OPSWAT also will not be bound by Section 21. 

This Section 21 (MANDATORY ARBITRATION AND CLASS ACTIONS WAIVER) 

survives expiration or termination of the Terms or the Services. 

22. GOVERNMENT USERS 

mailto:Legal@opswat.com


If You are a U.S. government entity or these Terms becomes subject to the Federal Acquisition 

Regulations, You acknowledge that elements of the Services constitute software and 

documentation and are provided as “Commercial Items” as defined at 48 C.F.R. 2.101, and 

licensed to the U.S. government as commercial computer software subject to the restricted 

rights described in 48 C.F.R. 2.101 and 12.212 (or successor sections). 

If You are an entity purchasing Services through the U.S. General Services Administration, 

1800 F St, NW, Washington, DC 20405 (“GSA”), in the event of a conflict between these 

Terms and the GSA Acquisition Regulation (“GSAR”), the GSAR prevails for the specific 

provision in these Terms when agreed by OPSWAT in a Multiple Award Schedule contract.  

This Section 22 (Government Users) survives expiration or termination of the Terms or the 

Services. 

23. THIRD-PARTY REFERRALS 

You agree that third parties (e.g. CrowdStrike Holdings, Inc., Salesforce, Inc.), which refer 

You to Services are not parties to these Terms and have no liability or responsibility to You or 

OPSWAT with respect to compliance or non-compliance with these Terms. 

If You purchase Services from a Reseller, then different terms regarding invoicing, payment 

and taxes may apply as specified between You and the Reseller. You acknowledge that: (a) 

OPSWAT may share information with the Reseller related to Your use and consumption of the 

Services for account management and billing purposes; (b) Reseller is not authorized to make 

any changes to these Terms or otherwise authorized to make any warranties, representations, 

promises or commitments on behalf of OPSWAT or in any way concerning the Services; and 

(c) Your use of any Services purchased through a Reseller will be subject to these Terms. 

24. MISCELLANEOUS 

No Publicity. Except for Compelled Disclosures pursuant to Section 12 (Confidential 

Information), neither party will use the other party’s name, logos, identifiers, trademarks, and 

symbols in any customer or vendor lists, advertisements, websites, news or press releases, 

releases to professional or trade publications, or in any document that a party plans to file with 

the Securities and Exchange Commission or other government authority, without the other 

party’s written approval. 

Severability. In the event any provision of these Terms becomes or is declared by a court of 

competent jurisdiction to be illegal, void, or unenforceable, the remainder of the Terms 

continue in full force and effect and the application of such provision will be interpreted so as 

reasonably to effect the parties’ intent. 

Force Majeure. In the event that either party is prevented from performing, or unable to 

perform obligations under the Terms due to a Force Majeure Event (except for Your 

obligations under Sections 14 (Fees; Taxes) and 15 (Billing/Payment)), the affected party’s 

performance will be excused and the time for performance extended for the period of delay or 



inability to perform due to such occurrence; provided that the affected party: (a) provides the 

other party prompt notice (to the extent possible) of the nature and expected duration of the 

Force Majeure Event; (b) uses commercially reasonable efforts to address and mitigate the 

cause and effect of such Force Majeure Event; (c) provides periodic notice of relevant 

developments; and (d) provides prompt notice of the end of such Force Majeure Event. You 

understand that: (x) the Services may not be provided in countries listed on the Office of 

Foreign Assets Control sanction list; (y) Your rights to Services may be restricted in such 

countries; and (z) such prohibitions shall not constitute a Force Majeure Event. 

Integration. These Terms constitute the entire agreement between the parties and supersedes all 

prior agreements or communications between the parties with regard to the subject matter. 

Subject to Section 2 (Changes to These Terms), these Terms may not be amended or modified 

except by a writing signed by each party. These Terms supersede and control over conflicting 

or additional terms and conditions of any purchase order, acknowledgement, confirmation, or 

other document You issue. 

Assignment. You will not, directly, indirectly, by operation of law or otherwise, assign or 

transfer all or part of these Terms or its rights or delegate performance of its duties without the 

prior written consent of OPSWAT. Any attempted assignment or transfer by You without 

consent shall be void and of no effect. OPSWAT may assign the Terms without obtaining Your 

consent: (a) to an OPSWAT Affiliate; or (b) in connection with a successor in interest in a 

merger, acquisition, reorganization, sale of all or substantially all of the assets, or other change 

of control. Subject to the foregoing, the Terms will be fully binding upon, inure to the benefit 

of, and be enforceable by, the parties and their respective permitted successors and assigns.  

Third Party Beneficiaries. Nothing in these Terms shall confer, or is intended to confer, on any 

third party any benefit or the right to enforce these Terms. 

Relationship. The parties enter into the Terms as independent contracting parties. Neither party 

will have, or hold itself out as having, any right or authority to incur any obligation on behalf 

of the other party. These Terms will not be construed to create an association, joint venture, or 

partnership between the parties or to impose any partnership liability upon any party. 

Nonwaiver. The failure of either party to insist upon or enforce strict performance of any 

Terms provision or to exercise rights or remedies under the Terms will not be construed as a 

waiver or relinquishment to any extent of such party’s right to assert or rely upon any such 

provision, right, or remedy in that or any other instance; rather, the same will remain in full 

force and effect. 

Compliance with Laws. OPSWAT and You agree to comply with Applicable Laws, including 

but not limited to those relating to anti-corruption, anti-bribery (e.g., U.S. Foreign Corrupt 

Practices Act, as amended), and exports (including restrictions on destinations, end users, and 

end use). 

Notices. Notice given by a party to any other party will be in writing and effective upon 

confirmed delivery as follows: (a) if to You, when sent via email or physical address specified 



in a Quote or otherwise on record for You; and (b) if to OPSWAT, when sent via email 

to Legal@OPSWAT.com or 5411 Skycenter Dr., Suite 900, Tampa, FL 33607, Attn: Legal 

Department. A notice must specifically reference that it is a notice given under these Terms. 

Emailed notices will be considered given and received when the email is sent. You agree to 

accept service of process by mail. 

This Section 24 (Miscellaneous) survives expiration or termination of the Terms or the 

Services. 

25. EVALUATION USE 

Notwithstanding anything to the contrary in these Terms, if a Service is provided to You for 

evaluation purposes, whether via Online Store, a Quote, or otherwise, You may use such 

Service only for internal evaluation purposes for a maximum of 30 days (or such other period 

specified by OPSWAT in writing at its sole discretion (the “Evaluation Period”)). Prior to the 

end of the Evaluation Period, You may contact OPSWAT to subscribe to the Service to 

continue using the Service pursuant to these Terms. During the Evaluation Period, use of the 

Service is subject to these Terms, except that the Service is provided on an “as is” basis 

without any warranties of any kind and no use of the Service for penetration testing is 

permissible. OPSWAT may modify or terminate the Evaluation Period at any time and without 

notice, in its sole discretion. If You elect not to subscribe to the Service prior to the end of the 

Evaluation Period, the Service will terminate on the last day of the Evaluation Period. Any data 

that You enter into the Service during the Evaluation Period and any configurations made to 

the Service by or for You during the Evaluation Period may be permanently lost unless You 

purchase a subscription to the Service. 

NOTWITHSTANDING ANYTHING IN THESE TERMS TO THE CONTRARY, TO THE 

MAXIMUM EXTENT PERMITTED UNDER LAW, UNDER NO CIRCUMSTANCES WILL 

OPSWAT OR ITS AFFILIATES BE LIABLE FOR ANY DAMAGES WHATSOEVER, 

INCLUDING BUT NOT LIMITED TO ANY LOSS OF REVENUE OR PROFIT, 

INTERRUPTION TO BUSINESS, LOSS OF INFORMATION, OR ANY OTHER DIRECT, 

SPECIAL, INDIRECT, CONSEQUENTIAL, INCIDENTAL, OR PUNITIVE DAMAGES, 

HOWEVER CAUSED, REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT 

OF YOUR USE OR INABILITY TO USE THE SERVICES FOR EVALUATION 

PURPOSES, WHETHER OPSWAT HAS BEEN ADVISED OF OR OPSWAT HAS 

POINTED OUT THE POSSIBILITY OF SUCH DAMAGES. YOU HAVE RELIED UPON 

YOUR OWN SKILL AND JUDGMENT IN ACQUIRING THE SERVICES FOR 

EVALUATION PURPOSES. TO THE EXTENT APPLICABLE LAW DOES NOT PERMIT 

A COMPLETE LIMTATION OF DAMAGES AS SET FORTH HEREIN, YOU AGREE 

THAT YOUR DAMAGES SHALL BE LIMITED TO ONE HUNDRED U.S. DOLLARS (US 

$100). NOTHING HEREIN SHALL BE CONSTRUED AS ATTEMPTING TO ENFORCE 

RIGHTS AGAINST YOU BEYOND THOSE PERMITTED BY APPLICABLE LAWS. 

26. SPECIFIC SERVICES TERMS 

You agree to the following terms for the specific Services You purchase, use, or access:  
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A. Professional Services 

If You engage us for Professional Services, the Professional Services Terms and Conditions 

located at https://www.opswat.com/legal/professional-services apply. 

B. Hardware Products 

Risk of loss passes to You upon shipment of the Hardware Product to You. It is Your sole 

responsibility to arrange applicable insurance covering the Hardware Products during transit to 

their destination. 

Unless otherwise agreed by the parties in writing, OPSWAT at its option, may provide a new 

or refurbished Hardware Product. 

You are solely responsible for complying with Applicable Laws relating to waste, health and 

safety, including without limitation EC Directive on Waste Electrical and Electronic 

Equipment (2002/96/EC) and The Restriction of the Use of Certain Hazardous Substances in 

Electrical and Electronic Equipment Regulations (2002/95/EC), as amended, in connection 

with Your use, transport, and/or disposal of a Hardware Product. 

If You have purchased a subscription to MetaDefender Kiosk, after three (3) continuous years 

of Your subscription to MetaDefender Kiosk, You are entitled to one (1) replacement of Your 

current MetaDefender Kiosk unit pursuant to the terms of the MetaDefender Kiosk Hardware 

Replacement Addendum. 

C. MetaAccess 

Except for planned downtime (which OPSWAT gives advance notice) OPSWAT shall make 

MetaAccess Available at least 99.9% of the time, excluding any Scheduled Downtime, as 

measured over the course of each calendar month during the Subscription Period. 

If You implement the “Threat Detection” feature of MetaAccess (which is enabled by default), 

Your devices running the OPSWAT Client product (“Client”) will periodically submit hash 

values of applications then running on these devices to OPSWAT’s MetaDefender Cloud to 

determine if any such hash values are associated with known Malware based on prior Malware 

analysis of files corresponding to such hash values by MetaDefender Cloud. If hash values 

have not previously been analyzed for Malware by MetaDefender Cloud, the Client will upload 

the application file and dependent files to MetaDefender Cloud for Malware analysis. 

If You choose within MetaAccess to collect information regarding other devices running on 

Your network with Client installed, You are responsible for ensuring that You have obtained 

any and all necessary consents and approvals from Your end users to collect such information 

as required under Applicable Laws (such as, but not limited to, the laws and regulations related 

to privacy and data protection). 

https://www.opswat.com/legal/professional-services
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Network Discovery. Network Discovery allows You to obtain information about the networks 

to which a chosen subset of Your managed devices connect. Depending on the subset of Your 

managed devices for which You enable Network Discovery, You may see information about 

networks owned or controlled by You, or networks not owned or controlled by You, including 

networks of third parties and personal networks (“Alternative Networks”). By turning on 

Network Discovery and selecting network devices for monitoring, You understand and agree to 

each of the following: 

(a) You may receive limited information about other devices that may not be owned or 

controlled by You connected to the Alternative Networks, including local IP addresses, MAC 

addresses, hostnames, device types, and OS types; 

(b) You represent and warrant to OPSWAT that You have the right to monitor other devices 

connected to the Alternative Networks; and 

(c) You are solely responsible for obtaining any consents or authorizations required under 

applicable law to collect information relating to other devices connected to the Alternative 

Networks. 

D. MetaDefender Platform (on-premises) 

API Access. Subject to these Terms, You shall have a non-exclusive right, until the expiration 

or termination of the Terms or the Services, to incorporate the API into any application used by 

or on behalf of You for the sole purpose of accessing the Services, or accessing certain 

functionality of the Services, provided that such access is limited to the amount of API calls 

You purchase or offered at no charge. You agree to use Services results only for internal 

purposes, and not to use Services results provided by the API to build or enhance a 

commercially available product except in accordance with a joint development or channel 

partner agreement with OPSWAT. 

Annual Plan. If You purchase the Annual Plan referenced in Section 16 (Duration; 

Termination), You are not permitted during the one-year billing cycle to reduce the number of 

Third-Party Engines for a refund of Fees. 

Third-Party Engines. OPSWAT may add, replace, or discontinue use of Third-Party Engines 

used in any of OPSWAT’s Services at OPSWAT’s sole discretion. 

Limited Third-Party Engine Warranty. If You enter into a paid transaction with OPSWAT as 

evidenced by a Proof of Entitlement and You choose one or more Third-Party Engines for use 

in Your Proof of Entitlement, OPSWAT warrants that Third-Party Engines You chose in Your 

Proof of Entitlement shall be made available to You during the Subscription Period. In the 

event OPSWAT discontinues or replaces a Third-Party Engine listed in Your Proof of 

Entitlement during the term listed in Your Proof of Entitlement, Your sole remedy shall be to 

select a new Third-Party Engine as currently offered by OPSWAT in the package provided to 

You. 



Specific Third-Party Engine Terms. Certain packages of Third-Party Engines may include 

BitDefender SDK © BitDefender 1997-2022. 

E. MetaDefender Cloud 

Except for planned downtime (which OPSWAT gives advance notice) OPSWAT shall make 

MetaDefender Cloud Available at least 99.5% of the time (for Professional customers) or 

99.9% of the time (for Enterprise customers), except for Scheduled Downtime, as measured 

over the course of each calendar month during the Subscription Period. For more information 

on MetaDefender Cloud’s Professional and Enterprise offerings, please 

visit https://metadefender.opswat.com/licensing. 

You agree to comply with any MetaDefender Cloud use restrictions detailed in MetaDefender 

Cloud Documentation. 

If You enter into a paid transaction with OPSWAT as evidenced by a Proof of Entitlement, 

You may use the “private scanning” feature to delete any files uploaded to MetaDefender 

Cloud immediately following analysis. If You choose this option, files you submit to 

MetaDefender Cloud will not be shared with OPSWAT cybersecurity Third-Party Providers. 

You understand OPSWAT will provide Prevention, Sandbox, and Reputation API results with 

a subset of the available Anti-malware engines referred to under “Anti-malware Engines” 

at https://metadefender.opswat.com/licensing. 

You understand that each API key to MetaDefender Cloud has daily limits for scanning with 

Prevention API, Reputation API, and Deep CDR (“Rate Limits”), and You agree to comply 

with such daily limits. You can check Your daily limits by logging into Your MetaDefender 

Cloud account. 

Additionally, You understand that OPSWAT may limit Your actions taken within 

MetaDefender Cloud per minute (e.g., scanning a file by upload, data sanitization request, 

retrieving scan reports, or scanning IPs, URLs, or domains) as stated 

on https://metadefender.opswat.com/licensing (“Throttling Limits”). 

If You are an existing MetaDefender Cloud customer or user, You may not purchase additional 

MetaDefender Cloud licenses or update Rate Limits or Throttling Limits for existing licenses 

through the Online Stores, and must contact OPSWAT at https://www.opswat.com/contact. 

Purchases Through Online Store. When You purchase MetaDefender Cloud through 

OPSWAT’s Online Store, You may select one of the duration options: 

(a) A monthly plan with a period thirty (30) calendar days from the purchase date. 

(b) An annual plan with a period three hundred sixty-five (365) calendar days from the 

purchase date. NOTE: Under the annual plan You will not be permitted during the one year to 

https://metadefender.opswat.com/licensing
https://docs.opswat.com/mdcloud
https://docs.opswat.com/mdcloud
https://metadefender.opswat.com/licensing
https://metadefender.opswat.com/licensing
https://www.opswat.com/contact


cancel, downgrade Your MetaDefender Cloud subscription, or reduce the number of licenses, 

agents, usage limits, or named users. 

If You select the monthly plan, You can switch to the annual plan any time. If You select the 

annual plan, You may not change to the monthly plan until the end of one year. 

Unless either party notifies the other party in writing of its intent not to renew MetaDefender 

Cloud at least thirty (30) days’ prior to the end of the then-current plan, Your MetaDefender 

Cloud subscription plan shall automatically renew at the then-current Fees for the same plan. 

OPSWAT or its third party payment processing service provider (e.g. PayPal, Stripe) will 

charge Your payment method on file on the first day of plan renewal. 

F. MetaDefender Drive 

Limited MetaDefender Drive Hardware Product Warranty. This Limited MetaDefender Drive 

Hardware Product Warranty applies only to MetaDefender Drive Hardware Products You 

purchase for internal use, and not for resale. If You enter into a paid transaction for 

MetaDefender Drive Software with OPSWAT as evidenced by a Proof of Entitlement: 

(a) OPSWAT warrants the hardware components of the MetaDefender Drive Hardware 

Products shall be free from material defects in design, materials, and workmanship, and will 

function, under normal use, in accordance with Documentation, during the MetaDefender 

Drive Software Subscription Period (“MetaDefender Drive Hardware Product Warranty 

Period”). 

(b) In the event You report to OPSWAT, during the MetaDefender Drive Hardware Product 

Warranty Period, the MetaDefender Drive Hardware Product does not materially conform with 

the Documentation under normal use, and such non-conformity is reproducible and verifiable, 

OPSWAT, at its discretion: 

(1) For the first reported non-conformity, shall either (A) repair or replace the MetaDefender 

Drive Hardware Product, or (B) refund Fees received for the non-conforming MetaDefender 

Drive Hardware Product, prorated for the use period. 

(2) For the second and succeeding non-conformity, shall repair or replace the MetaDefender 

Drive Hardware Product according to OPSWAT’s then-current price list. 

Section 17 on Limited Hardware Product Warranty, paragraphs (c), (d), (e), (f), (g), (h), (i) 

apply to You. 

G. MetaDefender USB Firewall 

If You enter into a paid transaction for MetaDefender USB Firewall for internal use, and not 

for resale, with OPSWAT as evidenced by a Proof of Entitlement, the Limited Hardware 

Product Warranty in Section 17 (LIMITED WARRANTIES AND DISCLAIMERS) applies to 

You without purchase of OPSWAT’s Platinum Hardware Support Plan. 



H. OPSWAT Academy 

1. Terms 

By accessing OPSWAT Academy, You are agreeing to be bound by these Terms of Use, all 

applicable laws and regulations, and You agree that You are responsible for compliance with 

any applicable local laws. If You do not agree with any of these terms, You are prohibited 

from using or accessing OPSWAT Academy. The materials contained in OPSWAT Academy 

are protected by applicable copyright and trademark law. 

2. Use License 

Permission is granted to access OPSWAT Academy, including temporarily downloading one 

copy of any downloadable materials on OPSWAT Academy’s website for personal, non-

commercial transitory viewing only. This is the grant of a license, not a transfer of tit le, and 

under this license You may not: 

▪ modify or copy the materials; 

▪ use the materials for any commercial purpose, or for any public display (commercial or 

non-commercial); 

▪ attempt to decompile or reverse engineer any software contained on OPSWAT 

Academy’s web site; 

▪ remove any copyright or other proprietary notations from the materials; or 

▪ transfer the materials to another person or 'mirror' the materials on any other server.  

This license shall automatically terminate if You violate any of these restrictions and may be 

terminated by OPSWAT at any time. Upon terminating Your viewing of these materials or 

upon the termination of this license, You must destroy any downloaded materials in Your 

possession whether in electronic or printed format. 

3. DISCLAIMER 

THE MATERIALS ON OPSWAT ACADEMY’S WEBSITE ARE PROVIDED “AS IS.” 

OPSWAT MAKES NO WARRANTIES, EXPRESSED OR IMPLIED, AND HEREBY 

DISCLAIMS AND NEGATES ALL OTHER WARRANTIES, INCLUDING WITHOUT 

LIMITATION, IMPLIED WARRANTIES OR CONDITIONS OF MERCHANTABILITY, 

FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF 

INTELLECTUAL PROPERTY OR OTHER VIOLATION OF RIGHTS. FURTHER, 

OPSWAT DOES NOT WARRANT OR MAKE ANY REPRESENTATIONS CONCERNING 

THE ACCURACY, LIKELY RESULTS, OR RELIABILITY OF THE USE OF THE 

MATERIALS ON ITS WEBSITE OR OTHERWISE RELATING TO SUCH MATERIALS 

OR ON ANY SITES LINKED TO THIS SITE. 

4. LIMITATIONS 



IN NO EVENT SHALL OPSWAT BE LIABLE FOR ANY DAMAGES (INCLUDING, 

WITHOUT LIMITATION, DAMAGES FOR LOSS OF DATA OR PROFIT, OR DUE TO 

BUSINESS INTERRUPTION) ARISING OUT OF THE USE OR INABILITY TO USE THE 

MATERIALS ON THE OPSWAT ACADEMY WEBSITE, EVEN IF OPSWAT OR AN 

AUTHORIZED REPRESENTATIVE OF OPSWAT HAS BEEN NOTIFIED ORALLY OR IN 

WRITING OF THE POSSIBILITY OF SUCH DAMAGE. BECAUSE SOME 

JURISDICTIONS DO NOT ALLOW LIMITATIONS ON IMPLIED WARRANTIES, OR 

LIMITATIONS OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, 

THESE LIMITATIONS MAY NOT APPLY TO YOU. 

5. Revisions and Errata 

The materials appearing on the OPSWAT Academy website may include technical, 

typographical, or photographic errors. OPSWAT does not warrant that any of the materials on 

its web site are accurate, complete, or current. OPSWAT may make changes to the materials 

contained on its web site at any time without notice. OPSWAT does not, however, make any 

commitment to update the materials. 

6. Links 

OPSWAT has not reviewed all of the sites linked to its website and is not responsible for the 

contents of any such linked site. The inclusion of any link does not imply endorsement by 

OPSWAT of the site. Use of any such linked website is at the user's own risk. 

I. OPSWAT FileScan 

1. FileScan On-Premises. If FileScan is installed on Your premises, You agree and 

acknowledge that You are solely responsible for ensuring that Your installation of FileScan is 

in an isolated and secure environment. If You choose to establish network connectivity for 

Your on-premises instance of FileScan, You assume sole responsibility for any and all liability 

arising from such network connectivity, including but not limited to any loss or unauthorized 

sharing of data You upload to FileScan. 

2. FileScan Software-as-a-Service (“SaaS”). FileScan SaaS collects indicators of malware, 

virus, worm, Trojan horse, or other potentially malicious or harmful code or metadata 

(“Indicators of Compromise”) from Your uploaded files to: (i) analyze, characterize, attribute, 

warn of, and/or respond to threats found in Your uploaded files, (ii) analyze trends and 

performance, and (iii) improve FileScan’s dynamic analysis to better identify threats. For the 

avoidance of doubt, Indicators of Compromise exclude Your Personal Data and any other data 

identifying You. By using FileScan SaaS, You understand and agree that OPSWAT owns and 

retains all right, title, and interest (including all Intellectual Property rights) in and to the 

Indicators of Compromise. 

3. OPSWAT’s FileScan environment is initially provided to You in a virtual machine with 

Windows 7, Windows 10, and the Microsoft Office product suite (collectively, the “Microsoft 

Products”) already installed on such virtual machine. Upon installation of FileScan, You are 



solely responsible for (a) obtaining the appropriate licenses from Microsoft Corporation to use 

the Microsoft Products incorporated in FileScan; and (b) switching license keys and other 

license information for the Microsoft Products to Your own license keys. OPSWAT disclaims 

all representations, warranties, and obligations with respect to the Microsoft Products. For the 

avoidance of doubt, the Microsoft Products are Third-Party Products and the provisions in 

these Terms with respect to Third-Party Products shall also apply to the Microsoft Products. 

 



Flairdocs™ End User License Agreement 

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT 
CAREFULLY IN ITS ENTIRETY. BY ACCEPTING THESE TERMS, YOU AFFIRM 
THAT YOU HAVE READ THIS END USER LICENSE AGREEMENT IN ITS 
ENTIRETY, ARE AWARE OF ALL TERMS, AND ACCEPT THE RESPONSBILITIES 
AND RESTRICTIONS SET FORTH HEREIN. 

1. Definitions 

For the purposes of this agreement, the following terms shall be defined as follows: 

“Agreement” means this End User License Agreement. 

“Authorized Entity” means the company, agency, firm, or other entity with which Flairsoft 
has a master agreement that governs the terms and scope the engagement between the entity 
and Flairsoft for use of Flairdocs™. 

“Database” means the construct of tables within Flairdocs™ used for the input, collection, 
saving, searching, and retention of data for use by the Authorized Entity or User. 

“Downloaded Data” means any data downloaded from the Databases by a User. 

“Flairdocs™” means the software solution and any associated or ancillary related products, 
including, but not limited to, the source code, framework, and databases.  

“Flairsoft Products” means Flairdocs™, including all updates, upgrades, modifications, and 
versions, as well as any other software product owned by Flairsoft for which the User has 
access. 

“License” means limited, non-exclusive, non-transferable access to use Flairdocs™ solely for 
the internal business purposes of the Authorized Entity. A License granted to the User under 
this Agreement license runs part and parcel with the License of the User’s Authorized Entity. 
Any change in the Authorized Entity’s license may affect the conditions of the User’s license 
without advanced warning. 

 “Usage Period” means the duration of time that the User is authorized to use Flairdocs™. 
This is initially determined and may be extended by mutual agreement of Flairsoft and the 
Authorized Entity.  

 “User” means the individual person who has been given access by means of dedicated 
username and password to use the Flairdocs™ software as a result of an Authorized Entity’s 
separate agreement with Flairsoft.  

 



2. License. Subject to the terms and conditions of this Agreement, Flairsoft grants to User a 
License, as defined in Section 1. Unless expressly permitted herein, User agrees not to: 
(i) sell, lease, sublicense, assign or otherwise transfer the License;  
(ii) copy, modify, publish, sell, export, distribute, transfer or perform, or prepare derivative 
works of, any part of Flairdocs™; 
(iii) disclose, display or grant access to any part of Flairdocs™ to any person or entity who is not 
a User within the same organization as the Authorized Entity, including, without limitation, any 
consultant, sub-contractor or customer of the Authorized Entity; or 
(iv) permit any other User or other third party to do any of the foregoing. User agrees to abide by 
any additional restrictions imposed by third-party content providers on the use of content 
supplied by such providers through Flairdocs™. Notwithstanding the foregoing, and provided 
that the User’s Authorized Entity pays all required access and license fees, User shall be 
permitted to electronically download certain data (“Downloaded Data”) from the Databases to 
the computers of the Authorized Entity and use such data in accordance with the terms set forth 
in this Agreement solely for its own internal operations and not for further transfer, distribution 
or resale. Each User’s use of Flairdocs™ shall also be subject to all privacy policies, terms of use 
and terms of services posted on Flairsoft’s website.  

3. Usage Period and Termination. Each User’s Usage Period runs with that of the User’s 
Authorized Entity. Upon the termination or suspension of the Authorized Entity’s license, User 
must immediately cease all use of Flairdocs™. Any action within Flairdocs™ following the 
termination or suspension of the Authorized Entity’s license, including but not limited to logging 
in, searches, and data input/retrieval will be considered a material breach of this Agreement and 
Flairsoft may seek legal remedies against the User and/or the Authorized Entity for such breach. 

4. Authorized Access and Use. Subject to the terms and conditions of this Agreement, only 
Users may access or use Flairdocs™. Notwithstanding the foregoing, Users may disclose the 
contents of Flairdocs™ to other employees of the Authorized Entity provided that such User: (i) 
reproduces all proprietary notices relating to Flairdocs™; (ii) identifies Flairsoft as the owner of 
Flairdocs™ and all intellectual property rights therein; and (iii) advises such other employees 
that use of Flairdocs™ is subject to the terms and conditions of this Agreement. The number of 
Users authorized to access and use Flairdocs™ is based solely on a separate agreement between 
the Authorized Entity and Flairsoft. Each User's username and password is personal to such 
User, and neither the User nor the Authorized Entity shall not permit any User to supply their 
usernames and passwords to other Users or to non-Users or to allow non-Users to access or use 
Flairdocs™. Except as otherwise permitted under this Section 4, User will not disclose the 
contents of the Databases, or any part thereof, to any person or entity, including parent, affiliate 
or subsidiary entities, other than a User, without Flairsoft’s prior written consent. Each User and 
the Authorized Entity is mutually responsible for maintaining the confidentiality of the 
usernames and passwords issued to it and for any access to and use of Flairdocs™ that occurs 
through the use of such usernames and passwords. The Authorized Entity shall notify Flairsoft 
when any User is no longer employed by the Authorized Entity or if any User should otherwise 
be denied access to Flairdocs™. 

5. Intellectual Property. Flairsoft is the owner or licensor of all worldwide copyrights, 
trademarks, service marks, patents, patent registration rights, trade secrets, know-how, database 



rights and all other intellectual property rights in or relating to Flairdocs™, including, without 
limitation, all text, data, information, software (including source and object codes) and all other 
technology and content of any description, in visual, oral or digital form, embodied or included 
in Flairdocs™. The parties agree that this Agreement conveys no title to Flairdocs™ and no 
rights in Flairdocs™ other than those rights expressly provided herein. 

6. Ownership of Flairsoft Products:  

a. Warranty of Title - The Flairsoft warrants that it has all rights necessary to grant to the 
Authorized Entity. The rights granted hereunder are to use Flairsoft Products for the 
Authorized Entity’s internal use only.  

b. Retention of Rights by Flairsoft - All proprietary and intellectual property rights, title 
and interest including copyright in and to the original and all copies of Flairsoft Products 
and the documentation or any changes or modifications made to Flairsoft Products or 
related documentation shall be and remain that of Flairsoft. Authorized Entity and its 
Users have no proprietary and intellectual property rights, title or interest in or to any 
Flairsoft Products or related documentation except as expressly granted herein and shall 
at no time, whether before or after the termination of this Agreement, contest, assert or 
aid others in contesting, asserting or doing anything which otherwise impairs the validity 
of any proprietary and intellectual property rights, title or interest of Flairsoft in and to 
any Flairsoft Products or related documentation. 

7. Trademarks: Flairsoft Products are marketed under certain registered or unregistered 
trademarks, which are the sole and exclusive property of the Flairsoft. User acknowledges and 
agrees that User acquires no interest in any of such trademarks by virtue of this Agreement or 
otherwise and shall not modify or alter such trademarks. User will comply with all reasonable 
rules and regulations furnished by Flairsoft with respect to use the Flairsoft Products marks. User 
shall not adopt or attempt to register any Corporate Mark based on Flairsoft’s Corporate Marks 
or which is otherwise confusingly similar to any of Flairsoft’s Corporate Marks, or use 
Flairsoft’s Corporate Marks for purposes outside of this Agreement.  

8. Uses of Flairsoft Products or Any Prior Versions Thereof Not Permitted:  

a. User shall not copy, translate, alter, modify, sub-license, transfer, rent, lease, assign, time-
share, in whole or in part, or provide unlicensed third-party access to Flairsoft Products, data, 
and related material. Any attempt to do so is void and constitutes a material default under this 
Agreement.  
 
b. User shall not reverse engineer, decompile, or disassemble Flairsoft Products, or make any 
attempt to unlock or bypass any software/hardware key codes of Flairsoft Products or knowingly 
permit any User to do so, and any breach hereof shall constitute a material default under this 
Agreement.  
 
c. User shall not remove or obscure any Flairsoft copyright, trademark, and/or proprietary rights 
notices or knowingly permit any User to do so, and any breach hereof shall constitute a material 



default under this Agreement. 
 
d. User shall not acquire any rights to Flairsoft Products other than for resale pursuant to the 
terms hereof. 
 
e. User shall not engage in any illegal, unlawful or other activity regarding Flairsoft Products 
other than as expressly permitted by this Agreement. As applicable, User will comply with 
export laws. 
 
9. No Warranties.  
USER EXPRESSLY AGREES THAT USE OF FLAIRDOCS™ IS AT ITS SOLE RISK. 
FLAIRDOCS™ ARE AVAILABLE STRICTLY ON AN "AS IS," "AS AVAILABLE" BASIS. 
FLAIRSOFT, ITS LICENSORS AND ITS SUPPLIERS, TO THE FULLEST EXTENT 
PERMITTED BY LAW, DISCLAIM ALL WARRANTIES OF ANY KIND, EXPRESS OR 
IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION, 
WARRANTIES OF TITLE, IMPLIED WARRANTIES OF MERCHANTABILITY OR 
FITNESS FOR A PARTICULAR PURPOSE, AND WARRANTIES THAT FLAIRDOCS™ 
WILL BE TIMELY, COMPLETE, RELIABLE, ADEQUATE, ACCURATE, USEFUL, 
SECURE OR ERROR-FREE. FLAIRSOFT OBTAINS THE INFORMATION IN 
FLAIRDOCS™ FROM SOURCES BELIEVED TO BE ACCURATE, BUT CLIENT AND 
USER BOTH ACKNOWLEDGE THAT FLAIRDOCS™ MAY CONTAIN INACCURACIES 
OR ERRORS. FLAIRSOFT DOES NOT UNDERTAKE TO ADVISE USER OF ANY 
SUBSEQUENT CHANGES OR UPDATES TO FLAIRDOCS™. USER ACKNOWLEDGES 
THAT FLAIRSOFT PROVIDES FLAIRDOCS™ SOLELY FOR USE AS A RESEARCH 
TOOL, AND THAT FLAIRDOCS™ ARE NOT INTENDED TO, AND DO NOT, (i) 
SUGGEST OR SUPPORT SPECIFIC COURSES OF ACTION OR BUSINESS DECISIONS, 
OR (ii) CONSTITUTE RECOMMENDATIONS WITH RESPECT TO ANY CONTACTS, 
CONTRACTS OR BUSINESS OPPORTUNITIES. FLAIRSOFT EXPRESSLY DISCLAIMS 
ANY RESPONSIBILITY FOR DECISIONS MADE, IN WHOLE OR IN PART,  

10. Limitation of Liability. TO THE MAXIMUM EXTENT PERMITTED BY LAW, 
NEITHER PARTY NOR ITS RESPECTIVE LICENSORS AND SUPPLIERS SHALL BE 
LIABLE FOR ANY CONSEQUENTIAL, INCIDENTAL, INDIRECT, PUNITIVE OR 
SPECIAL DAMAGES (INCLUDING, WITHOUT LIMITATION, LOSS OF PROFITS, 
REVENUE OR DATA; COMPUTER VIRUSES; ERRORS, OMISSIONS OR DEFECTS IN 
FLAIRDOCS™ OR ANY INFORMATION CONTAINED THEREIN; AND LOSSES FROM 
INTERRUPTION, TERMINATION OR FAILED OPERATION OF FLAIRDOCS™) 
INCURRED BY ANYONE IN ANY MANNER WHATSOEVER IN CONNECTION WITH 
THE USE OR INABILITY TO USE FLAIRDOCS™, WHETHER IN AN ACTION IN 
CONTRACT, TORT OR OTHERWISE, EVEN IF SUCH PARTY HAS BEEN ADVISED OF 
THE POSSIBILITY OF SUCH DAMAGES AND REGARDLESS OF THE FAILURE OF 
ESSENTIAL PURPOSE OF ANY EXCLUSIVE OR LIMITED REMEDY. IN NO EVENT 
SHALL THE TOTAL CUMULATIVE LIABILITY OF FLAIRSOFT EXCEED THE FEE 
PAID BY THE AUTHORIZED ENTITY UNDER THIS AGREEMENT.  



11. User Responsibilities. 
User shall be responsible for acquiring and maintaining access to the Internet (including but not 
limited to, using the proper web browsers) in order to access and use Flairdocs™ and that 
Flairsoft shall not be liable for any failure of or interruption to such access and use resulting from 
failure or impairment of any network, software, web browser or equipment not under the control 
of Flairsoft. User shall be solely responsible for obtaining and maintaining all hardware and 
software necessary to download the Downloaded Data. User shall be responsible for installation 
and uninstall processes as well as updating the software upon release by Flairsoft. 

User further agrees that Flairsoft shall have no obligation to make the Downloaded Data 
available to User in any particular format or to otherwise modify the Databases to allow User to 
download the Downloaded Data. Flairsoft shall, in its sole discretion, determine the format in 
which Downloaded Data will be made available to User.  

12. Digital Millennium Copyright Act (Safe Harbor Provision) 
Pursuant to 17 U.S. Code § 512 (aka “Safe Harbor Provision”), Flairsoft shall not be held liable 
for monetary relief or for injunctive or other equitable relief for infringement of copyright for (a) 
transitory digital network communications, (b) system caching, (c) information residing on 
systems or networks at the discretion of the User, or (d) providing access to information location 
tools. See the full text of 17 U.S. Code § 512 for more details. 

13. General Provisions 
This Agreement shall be governed and construed in accordance with the laws of the State of 
Ohio, without giving effect to the conflict-of-laws provisions thereof, and the parties consent to 
exclusive jurisdiction and venue in the federal courts (or, if no federal subject matter jurisdiction 
exists, then state courts) located in or serving Columbus, Ohio. If any provision of this 
Agreement is held to be invalid or unenforceable, such provision will be stricken and the 
remaining provisions enforced. The failure by either party to act with respect to a breach of this 
Agreement does not waive the right of such party to act with respect to subsequent breaches. 
Headings are for reference purposes only and do not form part of the Agreement. The provisions 
of Sections 4, 5, 6, 7, 8, 9, 10, 12 and 13 will survive the expiration or termination of this 
Agreement. This Agreement sets forth the entire understanding between Flairsoft and the User 
with respect to the subject matter hereof and supersedes all prior or contemporaneous statements, 
agreements and understandings with respect to the subject matter hereof.  

 
 

I have read the terms of this Agreement and agree to all responsibilities and restrictions 
described herein.  

 
 
 

Accept Decline
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MASTER SERVICES AGREEMENT  
  

THIS MASTER SERVICES AGREEMENT (“AGREEMENT“) GOVERNS YOUR (referred to herein as 
“SUBSCRIBER“, “You,“ or “Your“) ACQUISITION AND USE OF IRTH SOLUTIONS LLC (referred to herein as  
“IRTH,“ “We”, “Us”, or “Our”) SERVICES.  
  
 
BY ACCEPTING THIS AGREEMENT BY EXECUTING ANY ORDER FORM THAT REFERENCES THIS 
AGREEMENT, OR BY MAKING USE OF THE SERVICES, YOU AGREE TO THE TERMS OF THIS 
AGREEMENT. IF YOU ARE ENTERING INTO THIS AGREEMENT ON BEHALF OF A COMPANY OR OTHER 
LEGAL ENTITY, YOU REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY AND ITS 
AFFILIATES TO THESE TERMS AND CONDITIONS, IN WHICH CASE THE TERMS "YOU" OR "YOUR" SHALL 
REFER TO SUCH ENTITY AND ITS AFFILIATES. IF YOU DO NOT HAVE SUCH AUTHORITY, OR IF YOU DO 
NOT AGREE WITH THESE TERMS AND CONDITIONS, YOU MUST NOT ACCEPT THIS AGREEMENT AND 
ARE NOT AUTHORIZED TO ACCESS OR USE THE SERVICES.  

  
You may not access the Services if You are Our direct competitor, except with Our prior written consent. In 
addition, You may not access the Services for purposes of monitoring their availability, performance or 
functionality, or for any other benchmarking or competitive purposes.  

  
It is effective between You and Us as of the date You accepted this Agreement.  

  
TABLE OF CONTENTS  

  
1. Definitions  
2. irth Responsibilities  
3. Subscriber Use of Services  
4. Fees and Payment for Services  
5. Proprietary Rights and Licenses  
6. Confidentiality  
7. Representations, Warranties, Exclusive Remedies and Disclaimers  
8. Mutual Indemnification  
9. Limitation of Liability  
10. Terms and Termination  
11. Insurance  
12. General Provisions  
13. Availability and Upgrades  
14. Services Privacy Policy 

  
STATEMENT OF AGREEMENT  

  
 IRTH and Subscriber hereby acknowledge the accuracy of the foregoing Background Information and hereby agree 
as follows:  
  
1. DEFINITIONS.  Unless otherwise stated in this Agreement, all of the capitalized terms in this Agreement shall 
have the following meanings:  

1.1 “Affiliate” means any entity that directly or indirectly controls, is controlled by, or is under common control 
with You or Us.  “Control,” for purposes of this definition, means direct or indirect ownership or control of 
more than 50% of the voting interests of the subject entity.  

1.2 “Agreement” means this Master Services Agreement, any amendment to this Agreement, and each Order 
Form incorporated herein by reference.  

1.3 “Cloud Service” means products and services made available online by IRTH as described in the 
Documentation. 
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1.4 "Documentation" means the applicable Cloud Service’s usage guides and policies, as updated from time to 
time, accessible by logging into the applicable Cloud Service. 

1.5 “Intellectual Property Rights” means copyright, trademark, patent, publicity, trade secret, and all other 
intellectual property rights.  

1.6 "Losses" means actual or alleged claims, allegations, suits, damages, liabilities, losses, expenses, costs, 
including court costs, collections fees, reasonable attorney’s fees, or amounts payable under any judgment, 
verdict, court order, or settlement.  

1.7 "Order Form" means a statement of work, ordering document or online order specifying the Services to be 
provided hereunder that is entered into between You and Us or any of Our or Your Affiliates, including any 
addenda and supplements thereto. By entering into an Order Form hereunder, an Affiliate agrees to be 
bound by the terms of this Agreement as if it were an original party hereto.  

1.8 “Professional Services” means any services provide to Subscriber hereunder excluding the Cloud Services, 
including without limitation any implementation, configuration, support or training services. 

1.9 “Services” means the Cloud Services and Professional Services  

1.10 “Subscriber Data” means all documents, information, and other data You provide or make available to Us 
in connection with our provision of the Services to you, including without limitation any data or information 
uploaded to the Cloud Services by You or Your Users or on behalf of You or Your Users.  

1.11  "Subscriber Materials" means all text, images, settings, and other materials provided directly by the 
Subscriber, for use in connection with the Service. Subscriber Materials does not include any information, 
designs, processes or ideas introduced by IRTH for use in a project. 

1.12 “User” means an individual who is authorized by Subscriber to use a Service, for whom Subscriber has 
ordered the Service. Users may include, for example, employees, consultants, contractors and agents.  

1.13 “Cloud Service Credit” means: 

1.1 If the Uptime Percentage is less than 99.9% but greater than or equal to 99.0%, Subscriber shall be 
eligible for a monetary credit equal to the value (as determined by the Fees) of three (3) days of the 
Cloud Services. 

1.2 If the Uptime Percentage is less than 99.0% but greater than or equal to 95.0%, Subscriber shall be 
eligible for a monetary credit equal to the value (as determined by the Fees) of seven (7) days of the 
Cloud Services. 

1.3 If the Uptime Percentage is less than 95.0%, Subscriber shall be eligible for a monetary credit equal 
to the value (as determined by the Fees) of fifteen (15) days of the Cloud Services. 

1.14 “Uptime Percentage” means the total number of minutes in a Term minus the number of minutes of 
Unscheduled Downtime suffered in a Term, divided by the total number of minutes in a Term.  

1.15 “Unscheduled Downtime” shall mean any interruption of one (1) minute or more in the availability of the 
Services to Subscriber (as measured by IRTH on the server side), wherein said interruption is not due to 
scheduled software or hardware upgrades as set forth in Section 12.2 below. 

2. OUR RESPONSIBILITIES  

2.1 Provision of Services.  IRTH will (a) make the Services available to Subscriber pursuant to this Agreement 
and one or more Order Form, (b) provide IRTH's standard support for the Services to Subscriber at no 
additional charge, (c) use commercially reasonable efforts to make the online Services available 24 hours 
a day, 7 days a week, except for:  (i) planned downtime (for which We will give You reasonable advance 
notice), and (ii) any unavailability caused by emergency maintenance or circumstances beyond our 
reasonable control, including, for example, an act of God, act of government, flood, fire, earthquake, civil 
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unrest, act of terror, strike or other labor problem (other than one involving Our employees), Internet service 
provider failure or delay, or denial of service attack.  

2.2 Protection of Subscriber Data.  IRTH will collect, use, disclose and protect Subscriber Data as set forth in 
the Services Privacy Policy, which is hereby incorporated into this Agreement by reference.   

3. SUBSCRIBER USE OF SERVICES  

3.1 Subscriptions.  Unless otherwise provided in an Order Form, (a) Cloud Services are purchased as 
subscriptions, (b) subscriptions may be added during a subscription term at the same pricing as the 
underlying subscription pricing, prorated for the portion of that subscription term remaining at the time the 
subscriptions are added, and (c) any added subscriptions will terminate on the same date as the underlying 
subscriptions.  

3.2 Usage Limits.  Some Services are subject to usage limits, including, for example, the quantities specified in 
an Order Form.  Unless otherwise specified, (a) a quantity in the Order Form refers to Users, and the Service 
may not be accessed by more than that number of Users, (b) a User’s password may not be shared with 
any other individual, and (c) a User identification may be reassigned to a new individual replacing one who 
no longer requires ongoing use of the Service. If You exceed a contractual usage limit, We may work with 
You to seek to reduce Your usage so that it conforms to that limit.  If, notwithstanding Our efforts, You are 
unable or unwilling to abide by a contractual usage limit, You will execute an Order Form for additional 
quantities of the applicable Services promptly upon Our request, and/or pay any invoice for excess usage 
in accordance with Section 4.2 below.  

3.3 Subscriber Responsibilities.  Subscriber will (a) be solely responsible for providing and maintaining 
equipment, software, and connections to the Internet as necessary to enable it and its Users to access the 
Services, (b) be solely responsible for each User’s compliance with this Agreement, (c) be solely responsible 
for ensuring the security, confidentiality, and proper use, of all of User passwords and other credentials, (d) 
be solely responsible for all Losses arising from the use of User credentials by any individual (whether 
proper, improper, lawful, unlawful, authorized, or unauthorized), (e) be solely responsible for the accuracy, 
quality and legality of Subscriber Data and the means by which You acquired the Subscriber Data, (f) prevent 
unauthorized access to or use of Services through User credentials or any equipment, software or 
connections under Subscriber's control, (g) notify Us promptly of any actual or suspected unauthorized 
access to or use of any Service, and (h) use Services only in accordance with the Documentation and 
applicable laws and government regulations.  

3.4 Usage Restrictions.  Subscriber will not (a) make or attempt to make any Service available to, or use or 
attempt to use any Service for the benefit of, anyone other than Subscriber, (b) sell, resell, license, 
sublicense, distribute, rent, lease, or otherwise share the benefits of any Service, whether or not 
consideration is exchanged, (c) use or attempt to use a Service to store or transmit infringing, libelous, or 
otherwise unlawful or tortious material, or to store or transmit material in violation of third-party privacy rights, 
(d) use or attempt to use a Service to store or transmit malicious code, (e) intentionally or unintentionally 
interfere with or disrupt the integrity or performance of any Service, (f) gain or attempt to gain unauthorized 
access to any Service or its related systems or networks, (g) intentionally or unintentionally permit direct or 
indirect access to or use of any Service in a way that circumvents a contractual usage limit or otherwise 
violates this Agreement, (h) copy a Service or any part, feature, function or user interface thereof, (i) frame 
or mirror or attempt to frame or mirror any part of any Service, other than framing on Your own intranets or 
otherwise for Your own internal business purposes or as permitted in the Documentation, (j) access any 
Service in connection with any efforts to build or design a competitive product or service, (k) reverse 
engineer or attempt to reverse engineer any Service, (l) modify or make any derivative uses of a Service, or 
any part thereof, (m) use any manual or automated data mining or similar data gathering or extraction 
method on any webpage, screen or other content contained in, generated by, or otherwise relating to a 
Service, or (n) intentionally or unintentionally permit any User to access or use or attempt to access or use 
the Services in a manner that violates this Agreement.  

4. FEES AND PAYMENT FOR SERVICES  

 
4.1 Fees.  Subscriber will pay all fees specified in all executed Order Forms.  Except as otherwise specified 

herein or in an Order Form, (i) fees are based on Services purchased and not actual usage, (ii) payment 
obligations are non-cancelable and fees paid are non-refundable, (iii) quantities purchased cannot be 
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decreased during the relevant subscription term and (iv) IRTH shall have the right to adjust fees for the 
Services on an annual basis.   

4.2 Invoicing and Payment. We will invoice You in advance and otherwise in accordance with the applicable 
Order Form.  Unless otherwise stated in the Order Form, invoiced charges are due net 30 days from the 
invoice date.  You are responsible for providing complete and accurate billing and contact information to Us 
and notifying Us of any changes to such information.  

  
4.3 Overdue Charges.  If any invoiced amount is not received by Us by the due date, then without limiting Our 

rights or remedies, (a) those charges may accrue late interest at the rate of 1.5% of the outstanding balance 
per month, or the maximum rate permitted by law, whichever is lower, and/or (b) We may condition future 
subscription renewals on payment terms shorter than those specified in Section 4.2.  

4.4 Suspension of Service and Acceleration.  If any amount owing by You under this or any other agreement 
for Our Services is 30 or more days overdue, We may, without limiting our other rights and remedies, 
accelerate Your unpaid fee obligations under such agreements so that all such obligations become 
immediately due and payable, and suspend Our Services to You until such amounts are paid in full.  We will 
give You at least 10 days’ prior notice that Your account is overdue, in accordance with Section 13.1, before 
suspending any Services to You.  

4.5 Payment Disputes.  We will not exercise our rights under Section 4.3 or Section 4.4 above if You are 
disputing the applicable charges reasonably and in good faith and are cooperating diligently to resolve the 
dispute.  

4.6 Taxes.  Our fees do not include any taxes, levies, duties or similar governmental assessments of any nature, 
including, for example, value-added, sales, use or withholding taxes, assessable by any jurisdiction 
whatsoever (collectively, “Taxes”).  You are responsible for paying all Taxes associated with the Services 
hereunder.  If We have the legal obligation to pay or collect Taxes for which You are responsible under this 
Section 4.6, We will invoice You and You will pay that amount unless You provide us with a valid tax 
exemption certificate authorized by the appropriate taxing authority.  For clarity, We are solely responsible 
for taxes assessable against Us based on Our income, property and employees.  

4.7 Future Enhancements.  You agree that Your purchases are not contingent on the delivery of any future 
functionality or features, or dependent on any oral or written public comments made by Us regarding future 
functionality or features.  

4.8 Monitoring.  IRTH may, at its sole discretion, monitor Subscriber's use of the Services – including 
Subscriber's compliance with any contractual usage limits, the identity and employment status of its Users, 
the use and protection of User credentials, and details regarding User access and usage including specific 
information added or accessed by Users and whether specific Users’ access is and has been limited to the 
designated account structure – throughout and at any time during the term of the Agreement.  Subscriber 
hereby consents to such monitoring, and hereby represents and warrants that it has provided all necessary 
disclosures to and acquired all necessary approvals from all Users to ensure such Users' informed consent 
to the same.  

  
5. PROPRIETARY RIGHTS AND LICENSES   

5.1 Reservation of Rights.  Subject to the limited rights expressly granted hereunder, We reserve all of our right, 
title and interest in and to the Services and all associated software, including all of our related Intellectual 
Property Rights.  No rights are granted to You hereunder other than as expressly set forth herein.  

5.2 License by You to Host Subscriber Data.  You hereby grant Us and our Affiliates a worldwide, royalty-free, 
sublicenseable, limited license to host, copy, transmit, distribute, share, backup, store, and display all of 
your Subscriber Data: (a) as necessary for Us to provide the Services in accordance with this Agreement; 
(b) as necessary for Us to prevent or address service or technical problems, (c) as compelled by law in 
accordance with Section 6.3 below, or (d) as You authorize in writing.   
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5.3 License by You to use Subscriber Materials. You hereby grant us worldwide, royalty-free, sublicensable, 
limited license to use and reproduce the Subscribe Materials for the sole purpose of providing Services 
hereunder. 

5.4 Aggregated Data. Notwithstanding the foregoing, We own any and all Subscriber Data or other data We 
collect or have access to under this Agreement or through Your or Your Users use of the Services provided 
that any Subscriber Data is aggregated, and to the extent Subscriber Data contains personally identifiable 
information, anonymized (“Aggregated Data”). No rights are granted to You hereunder to use Aggregated 
Data.  

5.5 License by You to Use Feedback.  You grant to Us a worldwide, perpetual, irrevocable, royalty-free license 
to use and incorporate into the Services any suggestion, enhancement request, recommendation, correction 
or other feedback provided by You or any User relating to the operation of the Services.  

   
6. CONFIDENTIALITY  

6.1 Definition of Confidential Information.  “Confidential Information” means all information disclosed by a party 
(“Disclosing Party”) to the other party (“Receiving Party”), whether orally or in writing, that is designated as 
confidential or that reasonably should be understood to be confidential given the nature of the information 
and the circumstances of disclosure.  Our Confidential Information includes the Services; and Confidential 
Information of each party includes the terms and conditions of this Agreement and all Order Forms, as well 
as business and marketing plans, technology and technical information, product plans and designs, and 
business processes disclosed by such party.  However, Confidential Information does not include any 
information that (i) is or becomes generally known to the public without breach of any obligation owed to the 
Disclosing Party, (ii) was known to the Receiving Party prior to its disclosure by the Disclosing Party without 
breach of any obligation owed to the Disclosing Party, (iii) is received from a third party without breach of 
any obligation owed to the Disclosing Party, or (iv) was independently developed by the Receiving Party.  

6.2 Protection of Confidential Information.  The Receiving Party will use the same degree of care that it uses to 
protect the confidentiality of its own confidential information of like kind (but not less than reasonable care) 
(i) not to use any Confidential Information of the Disclosing Party for any purpose outside the scope of this 
Agreement, and (ii) except as otherwise authorized by the Disclosing Party in writing, to limit access to 
Confidential Information of the Disclosing Party to those  employees and contractors (including employees 
and contractors of Affiliates) who need that access for purposes consistent with this Agreement and who 
have signed confidentiality agreements with the Receiving Party containing protections no less stringent 
than those herein.  Neither party will disclose the terms of this Agreement or any Order Form to any third 
party other than its Affiliates, legal counsel and accountants without the other party’s prior written consent, 
provided that a party that makes any such disclosure to its Affiliate, legal counsel or accountants will remain 
responsible for such Affiliate’s, legal counsel’s or accountant’s compliance with this Section 6.2.  

6.3 Compelled Disclosure.  The Receiving Party may disclose Confidential Information of the Disclosing Party 
to the extent compelled by law to do so, provided the Receiving Party gives the Disclosing Party prior notice 
of the compelled disclosure (to the extent legally permitted) and reasonable assistance, at the Disclosing 
Party’s cost, if the Disclosing Party wishes to contest the disclosure.  If the Receiving Party is compelled by 
law to disclose the Disclosing Party’s Confidential Information as part of a civil proceeding to which the 
Disclosing Party is a party, and the Disclosing Party is not contesting the disclosure, the Disclosing Party 
will reimburse the Receiving Party for its reasonable cost of compiling and providing secure access to that 
Confidential Information.  

6.4 Permitted IRTH Disclosures. Notwithstanding anything to the contrary herein, IRTH may disclose that You 
are a customer of IRTH verbally to prospective future clients.  

7. REPRESENTATIONS, WARRANTIES, EXCLUSIVE REMEDIES AND DISCLAIMERS  

7.1 Representations.  Each party represents that it has validly entered into this Agreement and has the legal 
power to do so.  

7.2 Our Warranties.  We warrant that (a) this Agreement, any executed Order Form(s), and the Documentation 
accurately describe the applicable administrative, physical and technical safeguards for protection of the 
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security, confidentiality and integrity of your Subscriber Data, see attached “Services Privacy Policy”, (b) 
except as set forth in Section 4.1, we will not materially decrease the overall security of the Services during 
a subscription term, (c) the Cloud Services will perform materially in accordance with the applicable 
Documentation, and (d) except as set forth in Section 4.1, we will not materially decrease the functionality 
of the Services during a subscription term.  For any breach of an above warranty, your exclusive remedies 
are those described in Sections 10.3 and 10.4.  

7.3 Subscriber Warranties.  You hereby represent and warrant that: (i) You and your Users have obtained all 
necessary permissions and documents, including consent forms, licenses, agreements, and certifications, 
necessary to ensure that We can possess, have custody of, use, store, copy, distribute, and modify 
Subscriber Data in a manner consistent with the law and the provisions of this Agreement; (ii) You and your 
Users will at all times comply with all applicable laws, ordinances, codes, and regulations – including all 
applicable laws for processing and transferring Subscriber Data to Us in connection with the Services – in 
the performance of its obligations and receipt of Services under the Agreement; and (iii) your provision of  
the Subscriber Data and Subscriber Materials, and OUR use thereof as authorized herein does not and 
shall not violate any third party right, including without limitation any third party Intellectual Property Rights.  

7.4 Disclaimers.  EXCEPT AS EXPRESSLY PROVIDED HEREIN, NEITHER PARTY MAKES ANY 
WARRANTY OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, AND 
EACH PARTY SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY IMPLIED 
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-
INFRINGEMENT.  EACH PARTY HEREBY EXPRESSLY DISCLAIMS ALL LIABILITY AND 
INDEMNIFICATION OBLIGATIONS FOR ANY HARM OR DAMAGES CAUSED BY ANY THIRD-PARTY 
HOSTING PROVIDERS.  

8. MUTUAL INDEMNIFICATION  

8.1 Indemnification by Us.  We will defend You against any claim, demand, suit or proceeding made or brought 
against You by a third party alleging that the use of a Purchased Service in accordance with this Agreement 
infringes or misappropriates such third party’s Intellectual Property Rights (a “Claim Against You”), and we 
will indemnify You from any damages, attorney fees and costs finally awarded against You as a result of, or 
for amounts paid by You under a court-approved settlement of, a Claim Against You, provided You (a) 
promptly give Us written notice of the Claim Against You, (b) give Us sole control of the defense and 
settlement of the Claim Against You (except that We may not settle any Claim Against You unless it 
unconditionally releases You of all liability), and (c) give Us all reasonable assistance, at Our expense.  If 
We receive information about an infringement or misappropriation claim related to a Service, We may in Our 
discretion and at no cost to You (i) modify the Service so that it no longer infringes or misappropriates, 
without breaching Our warranties under Section 7.2, (ii) obtain a license for Your continued use of that 
Service In accordance with this Agreement, or (iii) terminate Your subscriptions for that Service upon 30 
days’ written notice and refund You any prepaid fees covering the remainder of the term of the terminated 
subscriptions.  The above defense and indemnification obligations do not apply to the extent a Claim Against 
You arises from Your breach of this Agreement.   

8.2 Indemnification by You.  You will defend Us against any claim, demand, suit or proceeding made or brought 
against Us by a third party alleging that your Subscriber Data, or Your use or any User's use of any Service 
in breach of this Agreement, infringes or misappropriates a third party’s Intellectual Property Rights or 
violates applicable law (a “Claim Against Us”), and will indemnify Us from any damages, attorney fees and 
costs finally awarded against Us as a result of, or for any amounts paid by Us under a court-approved 
settlement of, a Claim Against Us, provided We (a) promptly give You written notice of the Claim Against 
Us, (b) give You sole control of the defense and settlement of the Claim Against Us (except that You may 
not settle any Claim Against Us unless it unconditionally releases Us of all liability), and (c) give You all 
reasonable assistance, at Your expense.  

8.3 Exclusive Remedy.  This Section 8 states the indemnifying party’s sole liability to, and the indemnified party’s 
exclusive remedy against, the other party for any type of claim described in this Section 8.  

9. LIMITATION OF LIABILITY  

9.1 Limitation of Liability.  TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT SHALL IRTH BE 
LIABLE FOR PERSONAL INJURY, OR ANY INCIDENTAL, SPECIAL, INDIRECT OR CONSEQUENTIAL 
DAMAGES WHATSOEVER, INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, 

http://go.irthsolutions.com/rs/908-BSW-296/images/isdataprivacypolicy7-28-16.pdf
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LOSS OF DATA, BUSINESS INTERRUPTION OR ANY OTHER COMMERCIAL DAMAGES OR LOSSES, 
ARISING OUT OF OR RELATED TO YOUR USE OR INABILITY TO USE THE LICENSED SOFTWARE, 
HOWEVER CAUSED, REGARDLESS OF THE THEORY OF LIABILITY (CONTRACT, TORT OR 
OTHERWISE) AND EVEN IF IRTH HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.  
SOME JURISDICTIONS DO NOT ALLOW THE LIMITATION OF LIABILITY FOR PERSONAL INJURY, OR 
OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THIS LIMITATION MAY NOT APPLY TO YOU.  
IN NO EVENT SHALL IRTH’ TOTAL LIABILITY FOR ALL DAMAGES (OTHER THAN AS MAY BE 
REQUIRED BY APPLICABLE LAW IN CASES INVOLVING PERSONAL INJURY) EXCEED THE AMOUNT 
PAID UNDER THIS AGREEMENT. THE FOREGOING LIMITATIONS WILL APPLY EVEN IF THE ABOVE 
STATED REMEDY FAILS OF ITS ESSENTIAL PURPOSE.  IRTH shall not be liable to Subscriber or any 
third party for: (i) any Losses that Subscriber or any User may suffer arising out of the use of, the inability to 
use, interruptions to, impairments to, or loss of use of any Services; (ii) any loss, failure, corruption, or 
inaccuracy of data or communications, including those related to Subscriber Data; (iii) any Losses related 
to Subscriber Data; (iv) interoperability, or lack thereof, of specific Subscriber or User applications or 
software; (v) Losses arising from any unauthorized access to Subscriber Data; or (vi) the cost of 
procurement of substitute goods, services, or technology.  

10.  TERMS AND TERMINATION  

10.1 Term of Agreement.  This Agreement commences on the date You first accept it and continues until all 
subscriptions hereunder have expired or have been terminated (the “Term”).  

10.2 Term of Purchased Subscriptions.  The term of each subscription shall be as specified in the applicable 
Order Form.  Except as otherwise specified in an Order Form, subscriptions will automatically renew for 
additional periods equal to the expiring subscription term or one year (whichever is shorter), unless either 
party gives the other notice of non-renewal at least 30 days before the end of the relevant subscription term.  
We may, at our sole discretion and without notice, change the per-unit pricing at the end of any relevant 
subscription term, including if Your subscription automatically renews; all pricing changes will be effective 
upon renewal and thereafter.  

10.3 Termination.  A party may terminate this Agreement for cause (i) upon 30 days written notice to the other 
party of a material breach if such breach remains uncured at the expiration of such period, or (ii) if the other 
party becomes the subject of a petition in bankruptcy or any other proceeding relating to insolvency, 
receivership, liquidation or assignment for the benefit of creditors.  

10.4 Refund or Payment upon Termination.  If this Agreement is terminated by You in accordance with Section 
10.3, We will refund to You any prepaid fees covering the remainder of the term of all Order Forms after the 
effective date of termination.  If this Agreement is terminated by Us in accordance with Section 10.3, You 
will pay any unpaid fees covering the remainder of the term of all Order Forms.  In no event will termination 
relieve You of Your obligation to pay any fees payable to Us for the period prior to the effective date of 
termination.  

10.5 Your Data Portability and Deletion.  Upon request by you made within 30 days after the effective date of 
termination or expiration of this Agreement, we will make Subscriber Data available to You for export or 
download as provided in the Documentation.  After that 30-day period, We will have no obligation to maintain 
or provide Subscriber Data to You.  

10.6 Surviving Provisions.  The Sections titled “Fees and Payment for Purchase Services,” “Proprietary Rights 
and Licenses,” “Confidentiality,” “Disclaimers,” “Mutual Indemnification,” “Limitation of Liability,” “Refund or 
Payment upon Termination,” “Your Data Portability and Deletion,” and “General Provisions” will survive any 
termination or expiration of this Agreement.  

11.   INSURANCE 

11.1 Insurance. IRTH shall provide and maintain insurance against losses or claims which may arise out of or 
result from IRTH’s performance or obligation to perform under this Agreement.  IRTH shall provide the 
following coverage’s to meet Subscriber’s insurance requirements:  (a) Commercial General Liability with 
Broad Form Liability Endorsement, in the amount of $2,000,000; (b) Vehicular Liability Insurance, in the 
amount of $1,000,000; (c) Umbrella Liability with amount of $5,000,000. (d)  Workers’ Compensation, 
including the following: Statutory Coverage applicable in the state where the Services are performed and 
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Employers Liability Coverage “B” (or stop gap coverage), in the amount of $1,000,000; and (e) Professional 
Liability Insurance with a combined single limit of not less than $1,000,000 per occurrence; (f) EDP Errors 
and Omissions Insurance in the amount of $2,000,000.  Before any Services begin, IRTH must furnish 
properly executed certificates of insurance or endorsements naming Subscriber as an additional insured on 
IRTH’s Commercial General Liability policy.  Subscriber shall be furnished at least thirty (30) days prior 
notice of any non-renewal and/or cancellation and/or reduction in limits or material change in any of the 
required coverages.  Whenever IRTH shall have Subscriber’s property in its possession, IRTH shall be 
deemed the insurer thereof and shall be responsible for such property until its return to and acceptance by 
Subscriber.  If IRTH’s insurance is canceled because IRTH failed to pay its premiums or any part thereof, 
or if IRTH fails to provide and maintain certificates as set forth herein, Subscriber shall have the right, but 
shall not be obligated, to withhold payment of IRTH’s invoices until Subscriber has received satisfactory 
evidence of IRTH’s payment of insurance premiums or pay such premium to the insurance company or to 
obtain such coverage from other companies and to deduct such payment from any sums that may be due 
or become due to IRTH, or to seek reimbursement for said payments from IRTH, which sums shall be due 
and payable immediately upon receipt by IRTH of notice Subscriber. 

  

 

12. AVAILABILITY AND UPGRADES 

12.1 Uptime Commitment.  IRTH will use commercially reasonable efforts to maintain availability of the Cloud 
Services to Subscriber at least 99.9% of the time during any continuous twelve (12) month period throughout 
the Term (“Uptime Commitment”). If IRTH does not meet the Uptime Commitment, and if Subscriber meets 
all of its obligations under this Agreement, Subscriber will be eligible to receive a Cloud Service Credit and 
such Cloud Service Credit shall be Subscriber’s sole and exclusive remedy for any failure by IRTH to meet 
the Uptime Commitment. The maximum Cloud Service Credit to be issued by IRTH to Subscriber for all 
Unscheduled Downtime that occurs in a one-year Term shall not exceed the monetary credit equal to the 
value of fifteen (15) days of Service.  In order to receive any of the Cloud Service Credits, Subscriber must 
notify IRTH in writing within thirty (30) days after expiration of each Term.  Failure to comply with this 
requirement will forfeit Subscriber’s right to receive a Cloud Service Credit. The Uptime Commitment does 
not apply to any performance issues: (i) caused by factors described in the “Force Majeure” clause of this 
Agreement; (ii) caused by performance issues with the Internet; (iii) that resulted from Subscriber's 
equipment, third party equipment, or both; or (iv) resulting from software or hardware upgrades as set forth 
in Section 12.2 below. 

12.2 Software Upgrades and Maintenance Releases. IRTH may provide Subscriber with Upgrades, Maintenance 
Releases, or both, for software associated with the Cloud Services. Subscriber agrees to timely implement 
and use the most recent Upgrade provided by IRTH.  Normal software or hardware upgrades are scheduled 
for nights and weekends, Eastern Standard Time, and designed to minimize interruption to the Cloud 
Service. Subscriber will be notified of such interruptions in advance. In the event that an unscheduled 
interruption occurs, IRTH will apply the appropriate use of internal and external resources to resolve the 
problem and return the Cloud Service to availability as soon as reasonably possible. During these scheduled 
and unscheduled interruptions, Subscriber may be unable to transmit and receive data. Subscriber agrees 
to cooperate with IRTH during the scheduled and unscheduled interruptions.  

13. GENERAL PROVISIONS  

13.1 Notices.  Notices given by Us to Subscriber will be given by email, by conventional mail, or by courier service.  
Notices will be sent to the email address or mailing address Subscriber provides to Us as part of the 
registration process, or to updated addresses which Subscriber provides to Us by notice given consistent 
with this provision.  Notices given by Subscriber to Us must be given by email and addressed to 
administration@irth.com, by conventional mail, or courier service sent to irth Solutions LLC, 5009 Horizons 
Drive, Columbus, Ohio 43220, or by facsimile sent to 1-614-784-8018, or such updated addresses which 
We may provide Subscriber by notice given consistent with this provision.  Notices will be deemed given the 
first business day after sending by email (provided that email shall not be sufficient for notices of termination 
or a claim for indemnification), the second business day after mailing, the first business day after delivery 
by courier service, or the first business day after sending by confirmed facsimile.   
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13.2 Governing Law and Venue. The validity, construction and interpretation of this Agreement and the rights 
and duties of the parties hereto shall be governed by the internal laws of the State of Ohio, excluding its 
principles of conflict of laws. Litigation respecting the terms or enforcement of this Agreement shall only be 
brought in a court of competent jurisdiction situated in Franklin County, Ohio  

13.3 Compliance with Laws. Subscriber agrees to comply with all applicable federal, state and municipal statutes, 
ordinances, rules and regulations, including, without limitation, the rules and regulations under the U.S. 
Export Administration Act and the U.S. Foreign Corrupt Trade Practices Act, as the same may be amended 
from time to time. Without in any way limiting the foregoing, Subscriber will not export or otherwise remove 
any software which Subscriber has been allowed to access hereunder from the United States of America or 
Canada, either directly or indirectly, without the consent of IRTH and without first obtaining any licenses or 
approvals as may be required from the U.S. Department of Commerce and any other applicable agency or 
department of the United States Government. 

13.4 Entire Agreement.  This Agreement, the Services Privacy Policy, and each Order Form, is the entire 
agreement between You and Us regarding Your use of Services and supersedes all prior and 
contemporaneous agreements, proposals or representations, written or oral, concerning its subject matter.  
No modification, amendment or waiver of any provision of this Agreement will be effective unless in writing 
and signed by the party against whom the modification, amendment or waiver is to be asserted.  The parties 
agree that any term or condition stated in Your purchase order or in any other of Your order documentation 
is void.  In the event of any conflict or inconsistency among the following documents, the order of precedence 
shall be: (1) the applicable Order Form; (2) this Agreement; and (3) the Documentation.  

13.5 Assignment.  Except as set forth below, Subscriber shall not assign any of its rights or obligations hereunder, 
whether by operation of law or otherwise, without Our prior written consent (not to be unreasonably 
withheld).  We may assign any of Our rights or obligations hereunder without Subscriber’s prior written 
consent.  Either party may assign this Agreement in its entirety (including all Order Forms), without the other 
party’s consent, to an Affiliate of such party or in connection with a merger, acquisition, corporate 
reorganization, or sale of all or substantially all of its assets.  Notwithstanding the foregoing, if Subscriber is 
acquired by, sells substantially all of its assets, to, or undergoes a change of control in favor of, a direct 
competitor of Us, then We may immediately terminate this Agreement upon written notice.  In the event of 
such a termination, We will refund to You any prepaid fees covering the remainder of the term of all 
subscriptions.  Subject to the foregoing, this Agreement will bind and inure to the benefit of the parties, their 
respective successors and permitted assigns.  

13.6 Force Majeure. Notwithstanding any provision contained in this Agreement, IRTH shall not be liable to the 
extent performance of any terms or provisions of this Agreement is delayed or prevented by revolution or 
other civil disorders, wars, acts of enemies, strikes, lack of available resources from persons other than 
parties to this Agreement, labor disputes, electrical equipment or availability failure, fires, floods, acts of 
God, or federal, state, or municipal action, statute, ordinance, or regulation. 

13.7 Relationship of the Parties.  The parties are independent contractors.  This Agreement does not create a 
partnership, franchise, joint venture, agency, fiduciary or employment relationship between the parties.  

13.8 Waiver.  No failure or delay by either party in exercising any right under this Agreement will constitute a 
waiver of that right.  

13.9 Severability.  If any provision of this Agreement is held by a court of competent jurisdiction to be contrary to 
law, the provision will be deemed null and void, and the remaining provisions of this Agreement will remain 
in effect.  
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[Signature Page to Master Services Agreement] 

This Agreement has been duly executed by the duly authorized representatives of the parties on the date set forth 
above. 

IRTH:       SUBSCRIBER:  
                             

By:_______________________________   By:      

Name:       Name:      

Its:          Its:      

Date:        Date:       
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Services Privacy Policy  
IRTH Solutions LLC  

  
This Services Privacy Policy (the "Privacy Policy") governs the manner in which IRTH Solutions LLC ("Company," "we", 
or "us") collects, uses, maintains and discloses information collected from users (each, a "User," or "you") of the 
products and services we make available online, including our website(s) ("Services"). By using these Services, you 
signify your acceptance of this Privacy Policy.  

  
Personally identifiable information  

We collect personally identifiable information from Users in a variety of ways, including, but not limited to, when Users 
visit Services, register through the Services, fill out forms accessible by us, provide information through the Services, 
or otherwise make use of activities, services, features or resources we make available on our Services. Users may be 
asked for, as appropriate, name, email address, mailing address, phone number, and other information.  

  
We will collect personal identification information from Users only if they voluntarily submit such information to us. Users 
can refuse to supply personally identification information; however, refusing to provide personally identifiable 
information may prevent a User from using the Services or otherwise limit User's ability to engage in certain activities 
on our website.   

Other information  
We automatically collect other information about Users whenever they interact with our Services. This automatically 
collected information may include the browser name, the type of computer, the IP address, the domains from which 
Users are referred to the Services, and technical information about a User's means of connection to our Services, such 
as the operating system and the Internet service providers utilized and other similar information.  
  

Web browser cookies  
Our Services may use "cookies" to enhance our Users' experiences. Your web browser places cookies on your hard 
drive for record-keeping purposes and to identify you should you visit the Services again. You may choose to set your 
web browser to refuse cookies, or to alert you when cookies are being sent. If you reject cookies, you may still use the 
Services but please note that some parts of the Services may be limited or not function properly.  
  

How we use collected information  
We collect and use our Users' information for the following purposes:  

  
• To run and operate our Services and other services  
We use your information and share it with select third parties in order to display content on the Services correctly and 
to otherwise make the Services function properly. We also use your information and share it with select third parties in 
order to maintain and develop the Services and in connection with other services we provide to you.  

  
• To improve customer service  
Information you provide helps us respond to customer service requests and support needs more efficiently.  

  
• To research our services  
We may use information in the aggregate to understand how our Users as a group use the services and resources 
provided on our Services and to evaluate the effectiveness of the Services and our marketing and business efforts.    

  
• To improve our Services  
We use User information and feedback and share it with select third parties to improve our products and services.  
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• To send Users information they agreed to receive about topics we think will be of interest to them. We use 
User information and share it with select third parties on an ongoing basis to share details, news, and marketing 
information about our services and the services of select third parties.  
  
• To send periodic emails  
We may use your email address to send you information and updates or to respond to your inquiries, questions, and/or 
other requests.  

 We may also disclose any collected information, including personally identifiable information, if: (1) the disclosure is 
necessary or useful to our provision of services; (2) we believe in good faith that disclosure is necessary to protect our 
rights, interests, or property; (3) we are acting in good faith to protect your safety or the safety of others, to investigate 
fraud, or to respond to a government request; (4) we believe in good faith the disclosure is required by law, such as to 
comply with a subpoena, search warrant, court order, or similar legal or administrative process; and (5) a third party 
purchases or otherwise acquires us or the Services, in which case your information will likely be among the assets 
transferred.  
  

How we protect your information  
We have adopted appropriate data collection, storage and processing practices and security measures to help protect 
against unauthorized access, alteration, disclosure or destruction of your personal information, username, password, 
transaction information and data stored in connection with our Services. Nevertheless, we cannot guarantee and do 
not warrant the security of any information submitted through or stored in connection with the Services.  

  
Sharing your personal information  

In addition to the uses and disclosures described above, we may share information with third party service providers to 
help us operate our business and the Services or administer activities on our behalf, such as sending out newsletters 
or surveys.   

  
Electronic newsletters  

If a User decides to join our mailing list, they may receive emails that may include company news, updates, related 
product or service information, etc. If at any time the User would like to unsubscribe from receiving future emails, we 
include detailed unsubscribe instructions at the bottom of each email or User may contact us via the contact information 
listed below.  

  
Third party websites  

Users may find advertising or other content on our Services that links to the sites and services of our partners, suppliers, 
advertisers, sponsors, licensors and other third parties. We do not control the content or links that appear on these 
other websites and are not responsible for the practices employed by websites linked to or from our Services. Browsing 
and interaction on any other website, including websites which have a link to our Services, is subject to that website's 
own terms and policies, including the privacy policy.  
  

Changes to this privacy policy  
We have the discretion to update this privacy policy at any time. When we do, we will post a notification on the Services. 
We encourage Users to frequently check this page for any changes to stay informed about how we are helping to 
protect the personal information we collect. You acknowledge and agree that it is your responsibility to review this 
privacy policy periodically and become aware of modifications. Your continued use of the Services following the posting 
of changes to this policy will be deemed your acceptance of those changes.  

  
Children’s Privacy  

The Services are not designed to solicit or collect data from individuals under the age of 13.  In accordance with the 
Children's Online Privacy Protection Act (COPPA), we do not knowingly collect or store any personal information, even 
in aggregate, about children under the age of 13.  If we discover we have received any information from a child under 
the age of 13 in violation of this policy, we will delete that information within a reasonable time.  If you believe that we 
have any information from or about anyone under the age of 13, please contact us at the contact points specified below.  
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Controlling and Updating Your Personally Identifiable Information  
If you believe that the Services contain information about you that needs to be updated or corrected, you can update 
that information by contacting us at the contact information below.  
  

Your California Privacy Rights  
Under California’s "Shine the Light" law, California residents who provide personal information in obtaining products or 
services for personal, family, or household use are entitled to request and obtain from us once a calendar year 
information about the customer information we shared, if any, with other businesses for their own direct marketing uses.  
If applicable, this information would include the categories of customer information and the names and addresses of 
those businesses with which we shared customer information for the immediately prior calendar year (e.g., requests 
made in 2013 will receive information regarding 2012 sharing activities).  

  
To obtain this information in connection with information collected through the Services, please send an email message 
to customersucess@IRTHsolutions.com with "Request for California Privacy Information" in the subject line and in the 
body of your message.  We will provide the requested information to you at your e-mail address in response.  
  

California Do Not Track Disclosures  
We do not collect personally identifiable information about users’ online activities over time and across third-party web 
sites or online services.  For this reason, at this time, the Services do not respond to “do not track” signals.  Third parties 
may collect personally identifiable information through the Services as described in this Privacy Policy.  
  

Contacting us  
If you have any questions about this Privacy Policy, the practices of the Services, or your dealings with the Services, 
please contact us at customersucess@IRTHsolutions.com.  
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FileCloud Software End-User License Agreement (EULA)

By installing, deploying, or otherwise using the Product, you acknowledge that 
you have read this license agreement and agree to be bound by its terms. 

The Product is licensed, not sold, to you for use only under the terms of this 
agreement. If you do not agree to the terms of this license agreement, do not 
install, deploy or use the Product and delete all copies in your possession.

Read the following terms and conditions before installing or deploying this software on 
your network or personal computer. This software license agreement is a legal agreement 
between you, either on behalf of yourself as an individual or on behalf of an entity as its 
authorized representative (the “User”), on the one hand, and CodeLathe Technologies Inc. 
dba FileCloud and its subsidiaries and affiliates (collectively referred to as “FileCloud”) on 
the other hand, for the software products entitled “FileCloud® Server”, ‘FileCloud® Online”, 
“FileCloud® Service Provider”, “FileCloud® Community”, “FileCloud® ServerLink”, “Tonido®”, 
client software, apps or browser extensions installed on User’s desktop, mobile, local 
server or other devices entitled “FileCloud® Sync”, “FileCloud® Drive”, “FileCloud® 
Desktop”, “FileCloud® Desktop Edit”, “FileCloud® BackupServer”, “FileCloud® ServerSync”, 
“FileCloud® FileBrowser”, “FileCloud® for Chrome”, “FileCloud® for iPhone”, “FileCloud® for 
iPad”, “FileCloud® for Android”, “FileCloud® for Gmail”, “FileCloud® for Office”, “FileCloud® 
Outlook AddIn”, “FileCloud® Teams AddIn”, and bug fixes, patches, major or minor releases, 
or any other changes, enhancements, or modifications to the FileCloud software that 
FileCloud makes available over time as well as any associated media, printed materials, and 
on-line or electronic documentation (collectively referred to as the “Product”). Please read 
this agreement carefully and print out a copy for your records. This agreement supersedes 
all previous versions.
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1. License Grant

2. Restrictions

3. Ownership

Subject to the terms and conditions of this EULA, FileCloud grants you a non-exclusive, non-
transferable, limited license in accordance with the license key provided by FileCloud in the territory 
in which you acquired the Product for your own personal or commercial use but retains all property 
rights in the Product and all copies thereof. All other rights are expressly reserved by FileCloud. You 
may use the Product on any supported system configuration, provided each instance of the Product 
is licensed for use. You may not transfer, distribute, rent, sub-license, or lease the Product or 
documentation, except as provided herein; or alter, modify, or adapt the Product or documentation, 
or any portions thereof.

You acknowledge that the Product in source code form remains a confidential trade secret and 
property of FileCloud.



You shall not (a) copy, modify, or distribute the software, except as expressly permitted in this 
EULA. (b) Reverse engineer, decompile, or disassemble the software. (c) Remove any copyright or 
proprietary notices from the software. (d) Transfer, sublicense, or assign your rights under this 
EULA. (e) Use the software for any illegal, unauthorized, or prohibited purposes.

All rights, title and interest and intellectual property rights in and to the Product, including but not 
limited to any titles, computer code, concepts, screen images, and text incorporated into the 
Product, the accompanying printed materials, and any copies of the software, are owned by 
FileCloud. This EULA grants you no rights to use such content other than as part of the Product. You 
agree that no title and ownership of the intellectual property in the Product, or license keys is 
transferred to you. The Product and license keys are protected by intellectual property laws of the 
United States and other countries as well as by international treaties.



This EULA is effective upon your installation of the Product and shall continue until revoked by 
FileCloud or until you breach any term hereof.
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4. Warranty Disclaimer

5. License Restrictions

The Product is provided “as is”, “as available” without any warranties, express, implied, or statutory 
including but not limited to the implied warranties of merchantability, fitness for a particular purpose, 
and non-infringement of third-party rights. FileCloud does not warrant that the Product will meet 
your requirements or that its operation will be uninterrupted or error-free.



This warranty disclaimer affects your legal rights, and you may also have other rights which vary 
from jurisdiction to jurisdiction. Some jurisdictions do not allow exclusions of implied warranties or 
limitations on how long an implied warranty lasts, so the above exclusion may not apply to you.

You acknowledge that the foregoing license extends only to your use of the features and 
functionality of the Product as described in the documentation accompanying the version of the 
Software downloaded or Product obtained by you, and you agree not to reconfigure or modify the 
Product in order to enable features or functionality different than those described in the 
documentation accompanying the version of the Software without obtaining FileCloud’s approval 
and paying the applicable Product upgrade fee. You may not modify, or create derivative works 
based upon the Product in whole or in part; distribute copies of the Product; upgrade or modify any 
3rd party components or software that ships with FileCloud Product without explicit written consent 
of FileCloud; or remove any proprietary trademark, copyright or notices in the Product. Any use in 
violation shall immediately terminate your license to the Product.



A single FileCloud License is valid only for a single licensed domain which could be served by a 
single server or a cluster of servers running on physical or virtual machines across datacenters. 
Unless you are a FileCloud authorized Service Provider partner, you will need separate licenses for 
each domain for a multi-tenant installation or to run FileCloud software on multiple domains. Using a 
single FileCloud license for multiple domains is a violation of this EULA.



Your FileCloud license limits the number of licenses, including both full and external licenses, you 
can create but permits you to create an unlimited number of external users under certain conditions. 
To prevent User from using external accounts for internal uses, the system assumes that your 
FileCloud site domain including its sub-domains and sibling domains and any domain used by at 
least 10% of your licensed (both full and external) users as internal domains.



For more details on the Domain Limitations for External Users, refer to the following link:

https://www.filecloud.com/supportdocs/fcdoc/latest/server/filecloud-administrator-guide/filecloud-
site-setup/user-settings/new-account-creation/domain-limitations-for-external-users

https://www.filecloud.com/supportdocs/fcdoc/latest/server/filecloud-administrator-guide/filecloud-site-setup/user-settings/new-account-creation/domain-limitations-for-external-users
https://www.filecloud.com/supportdocs/fcdoc/latest/server/filecloud-administrator-guide/filecloud-site-setup/user-settings/new-account-creation/domain-limitations-for-external-users
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6. General

7. Limitation of Liability

8. Termination

FileCloud does not guarantee that use of the Product will be uninterrupted and error free. You 
acknowledge that the performance of the Product may be affected by any number of factors, 
including without limitation, technical failure of the Product, the acts or omissions of third parties 
and other causes reasonably beyond the control of FileCloud. Certain features of the Product may 
not be forward-compatible with future versions of the Product and use of such features with future 
versions of the Product may require purchase of the applicable future version of the Product. If any 
provision of this EULA is held to be unenforceable for any reason, such provision shall be reformed 
only to the extent necessary to make it enforceable, and such decision shall not affect the 
enforceability of such provision under other circumstances or the remaining provisions hereof under 
all circumstances. FileCloud’s failure to enforce at any time any of the provisions of this EULA shall in 
no way be construed to be a present or future waiver of such provisions, nor in any way affect the 
right of any party to enforce each and every such provision thereafter. The express waiver by 
FileCloud of any provision, condition or requirement of this EULA shall not constitute a waiver of any 
future obligation to comply with such provision, condition or requirement. Notwithstanding anything 
else in this EULA, no default, delay or failure to perform on the part of FileCloud shall be considered 
a breach of this EULA if such default, delay or failure to perform is shown to be due to causes 
beyond the reasonable control of FileCloud. This EULA represents the complete agreement 
concerning the agreement between you and FileCloud.

To the maximum extent permitted by law, FileCloud shall not be liable for any direct, indirect, 
incidental, special, consequential, incidental, or punitive damages, including but not limited to lost 
profits, loss or corruption of data, or for cost of procurement of substitute technology arising out of 
the use or inability to use the Product irrespective of whether FileCloud or its Suppliers has been 
advised of the possibilities of such damages. FileCloud’s maximum liability for damages shall be 
limited to the license fees received by FileCloud in the 12 months before the dispute for the 
particular product(s) which caused the damage. Some jurisdictions do not allow the exclusion or 
limitation of incidental or consequential damages, so the above limitation or exclusion may not apply 
to You.

This EULA is effective until terminated. This EULA shall terminate automatically if you fail to comply 
with all of the terms herein. No notice shall be required from FileCloud to affect such termination. 
Upon termination, you must cease all use of the Product, uninstall and destroy all copies in 

your possession.
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9. Export Compliance

10. Governing Law

11. U.S. Government Rights

12. Entire Agreement

The User agrees to comply with all applicable export and reexport control laws and regulations, 
including the Export Administration Regulations (“EAR”) maintained by the United States Department 
of Commerce. Specifically, each party covenants that it shall not directly or indirectly sell, export, 
re-export, transfer, divert, or otherwise dispose of any Software, source code, or technology 
received from the other party under this EULA to any country or any individual national thereof 
subject to antiterrorism controls or U.S. embargo, or to any other person, entity, or destination 
prohibited by the laws or regulations of the United States, without obtaining prior authorization from 
the competent government authorities as required by those laws and regulations.

This EULA shall be governed by and construed in accordance with the laws of the State of Delaware 
in the United States of America. Any legal action arising out of this EULA shall be brought in the 
courts of Delaware. The United Nations Convention on Contracts for the International Sale of Goods 
is specifically disclaimed.

The Product under this EULA is Commercial Computer Software as that term is described in 48 
C.F.R. 252.227-7014(a)(1). If acquired by or on behalf of a civilian agency, the U.S. Government 
acquires this Commercial Computer Software and Commercial Computer Software Documentation 
subject to the terms of this EULA as specified in 48 C.F.R. 12.212 (Computer Software) and 12.211 
(Technical Data) of the Federal Acquisition Regulations (“FAR”) and its successors. If acquired by or 
on behalf of any agency within the Department of Defense (“DOD”), the U.S. Government acquires 
this Commercial Computer Software and Commercial Computer Software Documentation subject to 
the terms of this EULA as specified in 48 C.F.R. 227.7202-3 of the DOD FAR Supplement (“DFAR”) 
and its successors.

This EULA constitutes the entire agreement between you and FileCloud with respect to the Product 
and supersedes all prior or contemporaneous understandings or agreements, written or oral, and all 
other communications between FileCloud and you relating to this EULA.
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13. Reservation of Rights

14. Injunction

15. Indemnity

16. FileCloud Online and Technical Support Services

All rights not expressly granted in this EULA are reserved by FileCloud including but not limited to 
the right to adjust subscription prices of FileCloud Products and the right to modify the provisions of 
this EULA. Such changes, modifications, additions or deletions shall be effective immediately upon 
notice thereof, which may be given by means including but not limited to sending an email to your 
registered email address or posting on FileCloud’s website. You acknowledge and agree that it is 
your responsibility to review and to be aware of any modifications after such communication. Your 
continuous use of FileCloud Products after such modifications will constitute your acknowledgment 
and agreement to abide and be bound by the updated terms.

Because FileCloud would be irreparably damaged if the terms of this EULA were not specifically 
enforced, you agree that FileCloud shall be entitled, without bond, other security or proof of 
damages, to appropriate equitable remedies with respect to breaches of this EULA, in addition to 
such other remedies as FileCloud may otherwise have under applicable laws.

To the maximum extent permitted by applicable law, you agree to defend, indemnify and hold 
harmless FileCloud, its subsidiaries, affiliates, contractors, officers, directors, employees, agents, 
licensors, licensees, distributors, developers, content providers, and other users of the Product, 
from all damages, losses, liabilities, claims and expenses, including attorneys’ fees, arising directly or 
indirectly from your acts and omissions to act in using the Product pursuant to the terms of this 
EULA or any breach of this EULA by you. FileCloud reserves the right, at its own expense, to assume 
the exclusive defense and control of any matter otherwise subject to indemnification by you 
hereunder, and in such event, you shall have no further obligation to provide indemnification for 
such matter.

Subject to the terms and conditions of this EULA, you may be granted Support Services based on 
the products and services you purchased from FileCloud. Your FileCloud Online Terms of Service is 
located at  and the Technical Support Entitlements 
Terms of Service can be found at .

https://www.filecloud.com/filecloud-online-tos/
https://www.filecloud.com/filecloud-support-entitlements-tos/

https://www.filecloud.com/filecloud-online-tos/
https://www.filecloud.com/filecloud-support-entitlements-tos/
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17. FileCloud Relay Service

18. FIPS 140-2 Mode

19. Grant of Publicity Rights

FileCloud offers relay infrastructure and services that enable you to create, open, edit and save 
Microsoft Office files stored in FileCloud using Microsoft Office 365. On User’s request to create, 
open, edit or save, FileCloud Relay Service (“FRS”) transmits the contents of the files between your 
FileCloud Server instance and Microsoft Office services, run by Microsoft. FRS only transmits the 
files and doesn’t store them. FileCloud uses secure HTTPS for transmitting files between servers. 
When using the FRS you agree (a) not to interfere or disrupt networks connected to FRS; (b) not to 
use FRS to infringe any third party’s copyright, patent, trademark, trade secret or other proprietary 
rights or rights of publicity or privacy; and (c) not to transmit any unlawful, harassing, libelous, 
abusive, threatening, harmful, vulgar, obscene or otherwise objectionable material of any kind or 
nature. You will not attempt to gain unauthorized access to other computer systems or interfere with 
another user’s service. FileCloud reserves the right to modify, alter or terminate this service at any 
time and offer it as a paid-only service in the future. Microsoft and Office 365 are trademarks of the 
Microsoft group of companies.

When using FileCloud Products with FIPS mode enabled, such usage of additional product modules 
licensed from SafeLogic is subject to the following additional terms: (a) SafeLogic product must only 
be used bundled with FileCloud Products and cannot be used separately or by itself. (b) You cannot 
sublicense, assign or transfer the SafeLogic product. (c) You will not undertake, cause, permit or 
authorize the modification, creation of derivative works, translation, reverse engineering, 
decompiling, disassembling or hacking of SafeLogic product or any part thereof except to the extent 
permitted by law. (d) All rights and ownership regarding SafeLogic product remains with SafeLogic. 
(e) You expressly understand and agree that your use of SafeLogic product is at your sole risk and 
that the modules are provided “as is” and “as available” and “without warranty of any kind.” The 
same warranty disclaimer and limitation of liability provisions in this EULA applies. (f) You agree that 
any export or re-export of SafeLogic product will comply with all applicable export and re-export 
control laws and regulations, including the Export Administration Regulations (“EAR”) maintained by 
the United States Department of Commerce.

The User grants FileCloud the right to include the User’s entity name and logo as a customer on 
FileCloud’s website and other promotional and advertising materials. You can opt out of such use 
with a written request sending to FileCloud at  and FileCloud will cease to 
include the User’s entity name and logo in FileCloud’s promotional and advertising materials.


legal@filecloud.com

mailto:legal@filecloud.com
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20. Privacy

22. Assignment

21. Lawful Use

FileCloud is committed to protecting your privacy. We work hard to ensure the safety of the 
information you shared with us. You can review FileCloud’s Product Privacy Notice at 

to understand what information we collect, why we 
collect it and how we manage it while you are using FileCloud Product. You agree our Product 
Privacy Notice applies to your use of our Product.

https://
www.filecloud.com/product-privacy-notice 

FileCloud may assign this agreement and all rights and/or obligations to a third party without notice, 
including without limitation for the purpose of collection of unpaid receivable amounts, or in the 
event of a Change of Control, Corporate Restructure, Merger or Sale of substantially all assets to 
another party. You hereby consent to such assignment. In this regard, we may assign the rights and 
obligations under this EULA. You should continue making all payments to the successor(s) 
accordingly, unless notified otherwise.

You will use FileCloud solely for lawful purposes. You may not, without limitation (a) knowingly 
intercept or monitor, damage or modify any system communication which is not intended for you; (b) 
knowingly use any type of spider, virus, worm, trojan-horse, time bomb or any other codes or 
instructions that are designed to distort, delete, damage or disassemble FileCloud Product; (c) 
knowingly send any unsolicited commercial communication not permitted by applicable law; (d) 
knowingly expose any third party to material which is offensive, harmful to minors, indecent or 
otherwise objectionable; (e) knowingly use FileCloud to cause or intend to cause embarrassment or 
distress to, or to threaten, harass or invade the privacy of any third party; or (f) knowingly use any 
material or content that is subject to any third party proprietary or intellectual property rights, unless 
you have a license or permission from the owner of such rights. If the law of your country or 
applicable jurisdiction prohibits you from downloading or using FileCloud Product because you are 
under the age limit or because FileCloud Products are not permitted to use, you agree not to use 
FileCloud Product and to indemnify and hold FileCloud harmless from such use.

https://www.filecloud.com/product-privacy-notice/
https://www.filecloud.com/product-privacy-notice/


For more information or to try FileCloud, please visit

 or call 1-888-571-6480.https://www.filecloud.com/eula/
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23. Miscellaneous
In order to provide you with better FileCloud products and services, FileCloud periodically provides 
new software updates to its active Users. However by accepting this EULA, you acknowledge and 
agree that FileCloud is under no obligation to make subsequent versions of FileCloud Product, 
except in the case of security vulnerability patches, you may be required to download and install an 
updated version of Product. FileCloud reserves the right to discontinue bug fixes and Product 
support for outdated Product versions. For more details, please refer to FileCloud’s Software 
Lifecycle Policy at .



By clicking “I Agree” or installing the software, you acknowledge that you have read and understood 
this EULA and agree to be bound by its terms. You confirm that you are legally authorized to 
represent on behalf of your entity and you are of legal age to form a binding contract in your country 
and jurisdiction.

https://www.filecloud.com/software-lifecycle-policy

Date: October 17th, 2023

https://www.filecloud.com/eula/
https://www.filecloud.com/software-lifecycle-policy


A privately held software company, 
headquartered in Austin, Texas, USA, FileCloud is 
helping organizations thrive by providing hyper-
secure content collaboration and processes 
solutions. FileCloud is used by millions of 
customers around the world, ranging from 
individuals to Global 1000 enterprises, educational 
institutions, government organizations, 
manufacturing companies, managed service 
providers and more.

13785 Research Blvd, Suite 125

Austin TX 78750, USA

Phone: U.S: +1 (888) 571-6480

Fax:  +1 (866) 824-9584

support@filecloud.com

https://www.filecloud.com
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Copyright Notice

© 2023 FileCloud. All rights reserved. 

No reproduction without written permission. 



While all reasonable care has been taken in the preparation of this document, no liability is 
accepted by the authors, FileCloud, for any errors, omissions or misstatements it may contain, or 
for any loss or damage, howsoever occasioned, to any person relying on any statement or 
omission in this document. 



FileCloud Online Terms of Service 

These Terms of Service (“Terms”) are between you, either on behalf of yourself as an individual 
or on behalf of an entity as its authorized representative, (“You” or “Customer”) and CodeLathe 
Technologies Inc. dba FileCloud and its subsidiaries and affiliates (collectively referred to as 
“FileCloud” or “Contractor”). Please read the Terms carefully as the Terms establish what you 
can expect from FileCloud as you use FileCloud® Online services, and what we expect from you. 
These Terms govern your initial subscription of the FileCloud Online services as well as any future 
renewals. These Terms also apply to all trials including pre-purchase trials and pilots, and whether 
your subscriptions are purchased directly from FileCloud or through FileCloud’s authorized 
resellers, distributor, partners, or system Integrators (collectively, the “Authorized Partners”).  

By deploying, using or accessing the FileCloud Online services described herein, you acknowledge 
that you have read these Terms of Service and agree to be bound by the Terms. If you do not 
agree to the Terms, do not deploy, use or access FileCloud Online services. 

These Terms may be modified from time to time. The date of the most recent revisions will 
appear on this page, so please check back often. Your use or continued access to FileCloud Online 
services after any changes constitutes your acceptance of those changes, whether or not you 
have reviewed them. If you do not agree to the changes to the Terms, you must stop using the 
FileCloud Online services. 

If these Terms of Service conflict or are inconsistent with the FileCloud Software End-User License 
Agreement (“EULA”), the EULA will prevail and control with respect to that specific condition, 
and these Terms of Service will govern as to all other matters. 

1. FileCloud Online Service and Support 

Subject to these Terms of Service, FileCloud will use commercially reasonable efforts to provide 
Customer the FileCloud Online services. The Technical Support Entitlements are based on what 
you subscribe and can be found at https://www.filecloud.com/filecloud-support-entitlements-
tos/.  

2. Additional Definitions 

These definitions are in addition to those defined elsewhere in these Terms. 

 “Account” means a Content storage account created by you or on your behalf within the 
FileCloud Online services. 

 “FileCloud Administrator” means a user (or users) you identify as having administrative 
rights including, without limitation, the permission to manage licenses, users and 
FileCloud instance. 

 “Content” means files, materials, data, text, audio, video, images, email or other contents. 
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 “Documentation” means written or online user documentation that describes the 
functionality, operation, and use of the FileCloud Online services. 

 “FileCloud Online” refers, collectively, to (a) the cloud storage solution provided by 
FileCloud for the online storage, sharing and processing of Content, (b) the FileCloud 
Software, and (c) the Documentation. 

 “Services” refers, collectively, to the FileCloud Online services, support for the FileCloud 
Online services, and ancillary services. 

 “Software” means the software provided or made available by FileCloud for use in 
connection with the Services. Software includes the FileCloud Client Software (Sync, Drive, 
Browser Extensions, and Others) which is the portion of the Software that is installed on 
Customer’s desktop, mobile, local server or other devices (for example, mobile apps, 
desktop apps, or group apps). Software also includes bug fixes, patches, major or minor 
releases, or any other changes, enhancements, or modifications to the FileCloud Client 
Software that FileCloud makes available (“Releases”) over time. 

 “End User” means an individual you authorize to use your FileCloud Online services. 
 “Limited Client User” or “External User” means an individual who was authorized by “End 

User,” while not part of the licensed entity, to access data using FileCloud Online services. 

Any reference below in these Terms refer to both “End User” and “External User”: 

 “Attributable Monthly Subscription Fee” means one-twelfth of the base annual fee for 
the Services. 

 “Emergency Maintenance” means downtime of the Services outside of the Scheduled 
Maintenance Window hours that is required to complete the application of urgent 
patches or fixes, or to undertake other urgent maintenance activities. If Emergency 
Maintenance is required, FileCloud will immediately contact Customer and provide the 
expected start time of the Emergency Maintenance, its planned duration, and whether 
FileCloud expects the Services to be unavailable during the Emergency Maintenance. 

 “Scheduled Maintenance Window” means the window during which scheduled 
maintenance of the Services may be performed, which may cause the Services to be 
unavailable. The Scheduled Maintenance Window occurs each Saturday, 8:00 AM to 1:00 
PM (Central Standard Time, or CST) for North American based customers and 2:00 PM to 
7:00 PM (Central European Time, or CET) for European based customers, and will not 
generally exceed three hours per calendar quarter. Additional, non-impactful updates to 
the Services may be released periodically during the work week.  

 “Service Credit” means the percentage of the Attributable Monthly Subscription Fees that 
is awarded to Customer for a validated claim related to breach of the SLA during that 
month. 

 “System Availability” means the percentage of total time during which the Services are 
available to Customer, excluding the Scheduled Maintenance Window and Emergency 
Maintenance. 

3. Availability of the FileCloud Online Services 
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(a)  Access to the FileCloud Online Services: FileCloud Online services are on-line, subscription-
based products made available by FileCloud for your use on a non-exclusive basis in accordance 
with these Terms and all applicable laws. Your use includes allowing End Users and/or External 
Users to transmit, store, share, retrieve, and process Content through the FileCloud Online 
services solely through an Account registered to you and in accordance with the orders you place 
with FileCloud. All use of the FileCloud Online services by you and your End Users must be within 
the Scope of Use defined below, for the quantity and User type for which you have paid, and 
solely for the benefit of you. 

(b)  Software provided for use with FileCloud Online services: Subject to your continued 
compliance with EULA and these Terms, we grant you a non-exclusive, non-transferable, limited 
license to install and use the FileCloud Software for the sole purpose of accessing the FileCloud 
Online services. You acknowledge that we may issue updates to the Software such as addressing 
security vulnerabilities, upgrading the protocol, improving usability or performance, and 
upgrading features. We require you to run the latest FileCloud Software. All updates to the 
Software will be subject to the EULA and these Terms.  

(c)  Support: All support requests have to be made by your FileCloud Administrator. FileCloud 
doesn’t provide direct support to End Users. In case of temporary reduced hours of support or 
permanent changes to support timings, FileCloud will inform you through email and through our 
website.  

(d)  Updates to the FileCloud Online services: We reserve the right, in our sole discretion, to 
change, update, enhance, suspend or stop providing the FileCloud Online services as well as 
support for the FileCloud Online services at any time including to add functionalities and features, 
or remove them from FileCloud Online. 

4. Your Responsibilities relating to Use of the FileCloud Online Services 

(a)  Passwords and Account: To obtain access to the FileCloud Online services, you will be 
required to obtain an Account with FileCloud by completing a registration form and designating 
a user ID and password. You agree and represent that all registration information you provide is 
accurate, complete, and current, and that you will update it promptly when that information 
changes. FileCloud may withdraw Account approval at any time in its sole discretion, with or 
without cause. You are responsible for safeguarding the confidentiality of your user ID and 
passwords, and for all activities that take place in connection with your Account. FileCloud shall 
not be liable for for any loss or damage arising from unauthorized use of your Account. 

(b)  Equipment: You shall be responsible for obtaining and maintaining any equipment and 
ancillary services needed to connect to, access or otherwise use the Services, including without 
limitation, PCs, smartphones, operating systems, networking, modems, hardware, software, and 
equipment (collectively, the “Equipment”). You shall also be responsible for maintaining the 
security of the Equipment. 
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(c)  Notices from FileCloud: You acknowledge that once you have registered with FileCloud Online 
services, we may send you communications or data regarding the FileCloud Online services using 
electronic means. These may include but are not limited to notices about your use of the 
FileCloud Online services, including any notices concerning violations of use; updates to the 
Services; promotional information and materials regarding FileCloud’s products and services and 
information the law requires us to provide. Notices we email to you will be deemed given and 
received when the email is sent.  

(d)  Notices from You regarding Unauthorized Use: You agree to notify us promptly in writing 
when you become aware of any unauthorized use of an Account, the Content or the FileCloud 
Online services, including if you suspect there has been any loss, theft or other security breach 
of your password or user ID. If there is unauthorized use by a third party which obtained access 
to the Services through you or your End Users, whether directly or indirectly, you agree to take 
all steps necessary to terminate the unauthorized use. You also agree to cooperate with FileCloud 
and provide assistance related to the unauthorized use which we reasonably request. 

(e)  Content: FileCloud does not monitor any Content transmitted or processed through, or stored 
in the FileCloud Online services. You agree that you: 

 are responsible for the accuracy and quality of all Content that is transmitted or processed 
through or stored in your Account; will ensure that the Content, including its storage and 
transmission, complies with these Terms, and applicable laws and regulations; 

 will promptly handle and resolve any notices and claims from a third party claiming that 
any Content violates that party’s rights including regarding take-down notices pursuant 
to the Digital Millennium Copyright Act; and 

 will maintain appropriate security, protection and backup copies of the Content, which 
may include the use of encryption technology to protect the Content from unauthorized 
access and routine archiving of the Content. FileCloud will have no liability of any kind as 
a result of any deletion, loss, correction, destruction, damage or failure to store or encrypt 
any Content. 

(f)  Use Restrictions: You are responsible for End Users and External Users’ compliance with these 
Terms and for the quality, accuracy and legality of the Content. You will not, and will ensure that 
your End Users and External Users do not: 

 use the FileCloud Online services in any manner or for any purpose other than as expressly 
permitted by these Terms; 

 sell, rent, resell, lease, or sublicense the FileCloud Online services to any third party; 

 modify, tamper with or otherwise create derivative works of the FileCloud Online services; 

 reverse engineer, disassemble, decompile or attempt to derive source code from the 
FileCloud Online services; 

 use the FileCloud Online services to send unsolicited junk mails, spam or any other form 
of duplicative or unsolicited messages or communication not permitted by laws; 
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 store or transmit Content containing unlawful, defamatory, threatening, pornographic, 
abusive, or libelous material; containing any material that encourages conduct that could 
constitute a criminal offense or violates the intellectual property rights or rights to the 
publicity or privacy of others; 

 use the FileCloud Online services to store or transmit viruses, worms, time bombs, Trojan 
horses or other harmful or malicious code, files, scripts, agents or programs; 

 interfere with or disrupt servers or networks connected to the FileCloud Online services 
or the access by other FileCloud clients to the servers or networks, or violate the 
regulations, policies or procedures of those networks; 

 access or attempt to access FileCloud’s other accounts, computer systems or networks 
not covered by these Terms, through password mining or any other means. 

(g)  Fair Use Policy: FileCloud provides a multi-tenanted SaaS solutions and seeks to ensure and 
maintain an optimal user experience. We monitor usage to prevent improper use of the services, 
so we can offer all of our clients an excellent user experience. FileCloud does not charge extra 
costs when the service is used reasonably and normally. When we determine the scope of Fair 
Use, we take into account your subscription, the observed use of many other clients, technical 
advances and the current price rate of all necessary assets. When out of the ordinary usage is 
detected in your FileCloud online environment, we will contact you to discuss the situation and 
potential alternatives. FileCloud reserves the rights to limit or terminate your available storage, 
bandwidth, database usage, API usage or allowed emails. 

(h)  Third Party Services and Content: All transactions using the FileCloud Online services are 
between the transacting parties only. The FileCloud Online services may contain features and 
functionalities linking or providing you with certain functionality and access to third party content, 
including websites, directories, servers, networks, systems, information, databases, applications, 
software, programs, products or services, and the Internet as a whole. You acknowledge that 
FileCloud is not responsible for such content or services. We may also provide some content to 
you as part of the FileCloud Online services. However, FileCloud is neither an agent of any 
transacting party nor a direct party in any such transaction. Any of those activities, and any terms 
associated with those activities, are solely between you and the applicable third-party. Similarly, 
we are not responsible for any third-party content you access with the FileCloud Online services, 
and you irrevocably waive any claim against FileCloud with respect to such sites and third-party 
content. FileCloud assumes no liability, obligation or responsibility for any such correspondence, 
purchase or promotion between Customer and any such third-party. In the event you have any 
problems resulting from your use of a third-party service or suffer data loss or other losses as a 
result of problems with any of your other service providers or any third-party services, FileCloud 
is not responsible unless the problem was the direct result of breaches of FileCloud Online 
services. 

5. Fees and Payments 

(a)  Fees: You agree to pay, using a valid credit card, bank-to-bank wire transfer, or other forms 
of payment which we may accept from time to time, for the charges and fees, such as recurring 
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monthly or annual fees, set forth in the most current FileCloud pricelist (collectively, “Fees”), 
applicable taxes as defined below, and other charges incurred for the Services. You will pay Fees 
in the currency we quoted for your account (and we reserve the right to change the quoted and 
transactional currency). We will bill you at the start of the billing period and at the start of each 
subsequent renewal period. Except specifically agreed in a separate written agreement between 
you and FileCloud, the FileCloud Online services are prepaid for the period selected and are non-
refundable. This includes Accounts that are renewed. FileCloud reserves the right to adjust 
renewal prices at anytime and the most current prices will take effect at the beginning of your 
next renewal subscription term or support period, as applicable. 

(b)  Fees for Upgrade: If you upgrade or expand consumption of the FileCloud Online services 
such as obtaining additional End User licenses, or add-on features or functionalities to the 
FileCloud Online services, the additional upgrade fees may be due at FileCloud’s then-current 
pricing. If additional fees are due, those fees will be immediately billed to your account and will 
apply for the entire month in which the service upgrade occurred. 

(c)  Invoicing and Payment Terms: You agree to keep all information in your billing account 
current. You may change your billing account information at any time. In the event that we bill 
you, all Fees are due and payable upon receipt. We may suspend your access to the FileCloud 
Online services or cancel the Services if your account is past due over 15 days. 

(d)  Purchases through Authorized Partners: If you purchase Services through a FileCloud 
Authorized Partner, you owe the payment to the Authorized Partner as agreed between you and 
the Authorized Partner, and the payment terms described in this provision may not apply to you. 
You acknowledge, however, that we may terminate your rights to use the FileCloud Online 
services and discontinue such Services if we do not receive corresponding payments from the 
Authorized Partner. 

(e)  Applicable Taxes: Fees quoted to you, unless specified otherwise, are exclusive of applicable 
taxes and you will pay or reimburse FileCloud for all applicable taxes arising out of these Terms, 
whether assessed at the time of your purchase or are thereafter determined to have been due. 
For purposes of these Terms, applicable taxes include but not limited to any sales and use taxes, 
VAT, GST, export and import fees, customs duties, withholding taxes and similar charges 
applicable to the transactions contemplated by these Terms that are imposed by any government 
or authorities. You agree to promptly provide FileCloud with legally sufficient tax exemption 
certificates for each jurisdiction for which you claim exemption.  

6. Canceling the FileCloud Online Services 

To cancel the FileCloud Online services, you must provide us with at least 30-day advance notice. 
If you cancel, the Services will end at the end of your current subscription term or support period 
following the 30-day notice. If you fail to cancel with required sufficient notice, we will 
automatically renew the FileCloud Online services for the same subscription term at most current 
price and will bill you on the first day of the renewal subscription term. 
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7. Protection of Content. 

FileCloud maintains appropriate administrative and technical safeguards to protect the security 
and integrity of the Content in the FileCloud Online services. Except as requested by you in 
connection with customer support, we will not modify the Content; disclose the Content except 
pursuant to the requirements of a governmental agency, by operation of law, to investigate 
occurrences that may involve violations of system or network security or as you expressly permit 
in writing; or access the Content except to provide the Services or to address other service or 
technical issues. 

8. Data Retention 

(a)  File Deletion 

 If your FileCloud Administrator has turned on FileCloud’s ‘Deleted Files’ (Recycle Bin) 
feature: When an End User deletes a file, the file will be moved to the recycle bin or 
referred as a soft deletion. The End User can recover the file from recycle bin. Once a file 
moves into recycle bin, the file stays in the recycle bin till the End User clears the recycle 
bin or a FileCloud Administrator empties the recycle bin. If End User deletes files from 
recycle bin or FileCloud Administrator empties the recycle bin, then files will be purged 
permanently or referred as a hard deletion. If the files are larger than the default size set 
in FileCloud Administrator Portal, then files will be permanently deleted immediately. 
(Special Note: recycle bin only holds the most recent deleted file version. A new deleted 
file will replace any other older versions with same name and file path in the recycle bin.) 

 If your FileCloud Administrator has turned off FileCloud’s ‘Deleted Files’ (Recycle Bin) 
feature: when an End User deletes a file, the file will be purged or referred as a hard 
deletion from the system permanently and it cannot be recovered.    

(b)  File Version Retention: FileCloud comes with the ability to store previous versions of a file 
(versioning stores older versions only when a new version of a file has the same name and same 
path as the older file). If your FileCloud Administrator has turned off this versioning feature, then 
older file versions will not be retained. If your FileCloud Administrator has turned on the 
versioning feature, the older versions will be retained until any of the following actions: 

 End User deletes the previous versions from the User Interface. 
 Original file is deleted: When a file is sent to recycle bin or permanently deleted, its 

previous versions are permanently deleted. 
 FileCloud Administrator deletes the older versions. 

(c)  Account Cancellation: If you cancel your FileCloud Online services, your files and account data 
will be marked for deletion from our servers after 30 days from the effective date of termination 
or expiration of relevant FileCloud services and no longer than what is required to meet the 
Company’s legal, regulatory and operational requirements and as necessary to perform services. 
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After the Account Cancelation, files can no longer be recovered. If you need immediate data 
deletion, you can request it by contacting FileCloud’s Customer Support. 

9. Ownership 

(a)  Ownership by Customer: Customer owns all right, title and interest in and to the Content 
provided, transmitted or processed through, or stored in, the FileCloud Online services. Customer 
hereby grants FileCloud the right to transmit, use, modify, adapt, reproduce, display or disclose 
the Content solely to provide the Services to Customer and End Users; to comply with request of 
a governmental or regulatory body such as subpoenas, court orders or as otherwise required by 
laws; for statistical use (provided such data is not personally identifiable); and as necessary to 
monitor and improve the FileCloud Online services and corresponding support. Customer 
represents and warrants that Customer has all rights in the Content necessary to grant these 
rights and use the FileCloud Online services, and that the transmission, storage, retrieval, and 
processing of the Content do not violate any laws, FileCloud’s EULA or these Terms. 

(b)  Ownership by FileCloud: FileCloud owns and reserves all right, title and interest in and to the 
Services including all hardware, software and other items used to provide the FileCloud Online 
services and Materials including all intellectual property rights such as patents, patent 
applications, trademarks, servicemarks, copyrights, or other intellectual property rights. No title 
or ownership of any FileCloud proprietary rights is transferred to Customer or any End User 
pursuant to these Terms or any transaction contemplated by these Terms. FileCloud reserves all 
rights not explicitly granted to Customer. FileCloud is free to use any comments, suggestions, 
recommendations, and other feedbacks you provide with respect to the Services for any purpose, 
without obligation.  

10. Warranty 

FILECLOUD PROVIDES THE SERVICES “AS IS,” AND “AS AVAILABLE” TO THE MAXIMUM EXTENT 
PERMITTED BY APPLICABLE LAW, FILECLOUD MAKES NO REPRESENTATIONS OR WARRANTIES OF 
ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE. FILECLOUD SPECIFICALLY 
DISCLAIMS, WITHOUT LIMITATION, ANY WARRANTY THAT THE SERVICES WILL BE 
UNINTERRUPTED, ERROR-FREE OR FREE OF HARMFUL COMPONENTS, THAT THE CONTENT WILL 
BE SECURE OR NOT OTHERWISE LOST OR DAMAGED, OR ANY IMPLIED WARRANTY OF 
MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-
INFRINGEMENT, AND ANY WARRANTY ARISING OUT OF ANY COURSE OF PERFORMANCE, 
COURSE OF DEALING OR USAGE OF TRADE. 

11. SLA 

(a)  FileCloud warrants at least 99.9% System Availability during each calendar month. If the 
System Availability is less than 99.9%, and if Customer has fulfilled all of its obligations under 
these Terms, FileCloud will provide Customer with a Service Credit applied to the month in which 
the failure to meet the SLA has occurred. The Service Credit will be equal to the credit percentage 
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identified in the table below multiplied by the Customer’s Fees paid to FileCloud for the FileCloud 
Service that are attributable to the corresponding month, calculated on a straight line pro-rated 
basis with respect to any Fees paid in advance. Customer may terminate the subscription upon 
30-day written notice if System Availability is less than 97% for one or more validated SLA claims 
submitted by Customer under the SLA in each of three consecutive calendar months or one or 
more validated SLA claims submitted by Customer under the SLA in each of three out of five 
consecutive calendar months. 

% of Services Availability per Calendar Month Service Credit 

99.9% to 99.5% 10% 

99.4% to 99.0% 20% 

< 99.0% 40% 

(b)  General Terms Applicable to the SLA: 

 SLA Claims and Service Credit: 
o In order to receive any Service Credit, Customer must notify FileCloud in writing 

within 10 business days from the time Customer becomes eligible to receive a 
Service Credit. The remedies set forth herein represent Customer’s sole and 
exclusive remedy for FileCloud’s failure to meet the SLA defined in these Terms. 
Failure to comply with this requirement will forfeit Customer’s right to receive the 
Service Credit. In no event will the total amount of Service Credit, if any, exceed 
the fees paid by Customer for the corresponding month.  

o All claims are subject to validation by FileCloud: FileCloud will use log files, 
database records, audit logs, and any other information available to validate 
claims and make a good faith judgment on the applicability of Service Credits to 
the incident. FileCloud will make information used to validate the SLA claim 
available for auditing by Customer at Customer’s request. 

o The maximum Service Credit Customer is entitled to receive in any given month is 
calculated against the Attributable Monthly Subscription Fee for the Services. 
Customers who are past due on any payments owed to FileCloud are not eligible 
to receive Service Credit. FileCloud will issue Service Credit, as determined in its 
sole discretion, either on future billing cycles or as a refund against Fees paid. 

 Exceptions: 
o Customer will not be entitled to Service Credit in connection with any Force 

Majeure Event as defined in these Terms. 
o Customer will not be entitled to Service Credit to the extent a Service Credit claim 

is due to violation of FileCloud’s EULA; use of the Services outside the scope 
described in these Terms and the Documentation; Customer equipment, software, 
other technology or third party equipment, software or other technology outside 
of FileCloud’s datacenter and not under the direct control of FileCloud; failure of 
Customer to meet the configuration requirements for Customer equipment set 
forth in the Documentation; any actions or inactions of Customer or any other 
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third party not under the direct control of FileCloud; or due to attacks such as 
hacks, denial of service attacks, malicious introduction of viruses and disabling 
devices caused by third parties, unless such attacks succeeded due to FileCloud’s 
failure to meet its security requirements described in these Terms. 

12. Indemnification 

To the maximum extent permitted by applicable law, you agree to defend, indemnify and hold 
harmless FileCloud, its subsidiaries, affiliates, contractors, officers, directors, employees, agents, 
licensors, licensees, distributors, developers, content providers, and other users of the Services, 
from all damages, losses, liabilities, claims and expenses, including attorneys' fees, arising directly 
or indirectly from any third party demand or claim that any Content provided by you, or your use 
of the Services, in breach of infringing any patent, trademark, or copyright of a third party or 
misappropriates a trade secret to the extent that such misappropriation is not the result of 
FileCloud’s actions; or violates applicable laws or these Terms. FileCloud reserves the right, at its 
own expense, to assume the exclusive defense and control of any matter otherwise subject to 
indemnification by you hereunder, and in such event, you shall have no further obligation to 
provide indemnification for such matter. 

13. Limitation of Liability 

To the maximum extent permitted by law, FileCloud shall not be liable for any direct, indirect, 
incidental, special, consequential, incidental, or punitive damages, including but not limited to 
lost profits, loss or corruption of data, or for cost of procurement of substitute technology arising 
out of the use or inability to use the Services irrespective of whether FileCloud or its Suppliers 
has been advised of the possibilities of such damages. FileCloud’s maximum liability for damages 
shall be limited to the Fees received by FileCloud in the 12 months before the dispute for the 
particular Services which caused the damage.  

14. Privacy 

FileCloud is committed to protecting your privacy. We work hard to ensure the safety of the 
information you shared with us. You can review FileCloud’s Product Privacy Notice at 
https://www.filecloud.com/product-privacy-notice to understand what information we collect, 
why we collect it and how we manage it while you are using FileCloud products and services. You 
agree our Product Privacy Notice applies to your use of our products and services. 

15. Suspension and Termination of your Use of the Services 

(a)  FileCloud reserves the right to temporarily suspend or terminate your access to the Services 
at any time in FileCloud’s sole discretion, with or without cause, and with or without notice, 
without incurring liability of any kind. For example, we may suspend or terminate your access or 
use of the FileCloud Online services for: 
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 Violation of FileCloud’s EULA or these Terms; 

 Use of FileCloud Online services in a manner that may cause FileCloud to have legal 
liabilities or disruption to others’ use of FileCloud Online services;  

 Suspicion or detection of any malicious code, virus or other harmful code in your Account 

  Your use of excessive storage capacity or bandwidth. If, in our determination, the 
suspension might be indefinite or we have elected to terminate your access to the 
FileCloud Online services, we will notify you through email registered with the Account. 
You acknowledge that if your access to the FileCloud Online services is suspended or 
terminated, you may no longer have access to the Content that is stored with the 
FileCloud Online services. We may not be able to restore the Content that was stored 
prior to the suspension. 

(b)  Post-Termination Obligations: Upon termination of these Terms for any reason, all of your 
rights to use or access the FileCloud Online services will cease. For 15 days following the 
expiration or termination of these Terms or the applicable subscription term for which you have 
paid, and subject to your prior written request, we will grant you with limited access to the 
FileCloud Online services solely for purposes of your retrieval of the Content. After the 15-day 
period, FileCloud has no further obligation to maintain the Content and will delete the Content 
unless legally prohibited. In the case of Trials, FileCloud has no further obligation to maintain the 
Content after the trial is completed and will delete the Content at the end of the trial period. 

16. Force Majeure 

Notwithstanding anything to the contrary contained herein, neither party shall be liable for any 
delays or failures in performance under these Terms resulting from acts beyond its reasonable 
control including, without limitation, acts of God, terrorist acts, or loss of data due to power 
failures or mechanical difficulties, war, or civil unrest. Payment obligation is specifically excluded 
from this provision. 

17. Digital Millennium Copyright Act of 1998 

We respect the intellectual property of others and reserve the right to delete or disable Content 
that appears to violate these terms or applicable laws. The Digital Millennium Copyright Act of 
1998 (the “DMCA”) provides recourse for copyright owners who believe that material appearing 
on the Internet infringes their rights under U.S. copyright law. If you believe in good faith that 
Content infringes your copyright, you or your representative may send us a notice requesting 
that the Content be removed or access to it blocked. U.S. Federal law requires that your 
notification include the following information:  

 physical or electronic signature of a person authorized to act on behalf of the owner of 
an exclusive right that is allegedly infringed;  

 identification of the copyrighted work claimed to have been infringed or, if multiple 
copyrighted works at a single online site are covered by a single notification, a 
representative list of such works at that site;  
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 identification of the material that is claimed to be infringing or to be the subject of 
infringing activity and that is to be removed or access to which is to be disabled and 
information reasonably sufficient to permit us to locate the material; 

 information reasonably sufficient to permit us to contact you, such as physical address, 
telephone number, and, if available, an email address; 

 a statement that you have a good faith belief that use of the material in the manner 
complained of is not authorized by the copyright owner, its agent, or the law;  

 a statement that the information in the notification is accurate, and under penalty of 
perjury, that you are authorized to act on behalf of the owner of an exclusive right that is 
allegedly infringed. 

18. General Provisions 

(a)  In terms of Export Compliance, Governing Law, U.S. Government Rights, Grant of Publicity 
Rights, Assignment and other provisions not specifically called out in these Terms, FileCloud’s 
EULA shall apply and govern. 

(b)  You may not assign these Terms or your rights and obligations under them, in whole or in 
part, to any third party without FileCloud’s prior written consent. 

19. Exhibit 7 Safeguarding Contract Language 

I. PERFORMANCE 

In performance of this contract, the Contractor agrees to comply with and assume responsibility 
for compliance by officers or employees with the following requirements: 

(1) All work will be performed under the supervision of the contractor. 
(2) The contractor and contractor’s officers or employees to be authorized access to FTI must 
meet background check requirements defined in IRS Publication 1075. The contractor will 
maintain a list of officers or employees authorized access to FTI. Such list will be provided to the 
agency and, upon request, to the IRS. 
(3) FTI in hardcopy or electronic format shall be used only for the purpose of carrying out the 
provisions of this contract. FTI in any format shall be treated as confidential and shall not be 
divulged or made known in any manner to any person except as may be necessary in the 
performance of this contract. Inspection or disclosure of FTI to anyone other than the 
contractor or the contractor’s officers or employees authorized is prohibited. 
(4) FTI will be accounted for upon receipt and properly stored before, during, and after 
processing. In addition, any related output and products require the same level of protection as 
required for the source material. 
(5) The contractor will certify that FTI processed during the performance of this contract will be 
completely purged from all physical and electronic data storage with no output to be retained by 
the contractor at the time the work is completed. If immediate purging of physical and electronic 
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data storage is not possible, the contractor will certify that any FTI in physical or electronic 
storage will remain safeguarded to prevent unauthorized disclosures. 
(6) Any spoilage or any intermediate hard copy printout that may result during the processing of 
FTI will be given to the agency. When this is not possible, the contractor will be responsible for 
the destruction of the spoilage or any intermediate hard copy printouts and will provide the 
agency with a statement containing the date of destruction, description of material destroyed, 
and the destruction method. 
(7) All computer systems receiving, processing, storing, or transmitting FTI must meet the 
requirements in IRS Publication 1075. To meet functional and assurance requirements, the 
security features of the environment must provide for the managerial, operational, and technical 
controls. All security features must be available and activated to protect against unauthorized 
use of and access to FTI. 
(8) No work involving FTI furnished under this contract will be subcontracted without the prior 
written approval of the IRS. 
(9) Contractor will ensure that the terms of FTI safeguards described herein are included, without 
modification, in any approved subcontract for work involving FTI. 
(10) To the extent the terms, provisions, duties, requirements, and obligations of this contract 
apply to performing services with FTI, the contractor shall assume toward the subcontractor all 
obligations, duties and responsibilities that the agency under this contract assumes toward the 
contractor, and the subcontractor shall assume toward the contractor all the same obligations, 
duties and responsibilities which the contractor assumes toward the agency under this contract. 
(11) In addition to the subcontractor’s obligations and duties under an approved subcontract, the 
terms and conditions of this contract apply to the subcontractor, and the subcontractor is bound 
and obligated to the contractor hereunder by the same terms and conditions by which the 
contractor is bound and obligated to the agency under this contract. 
(12) For purposes of this contract, the term “contractor” includes any officer or employee of 
the contractor with access to or who uses FTI, and the term “subcontractor” includes any officer 
or employee of the subcontractor with access to or who uses FTI. 
(13) The agency will have the right to void the contract if the contractor fails to meet the 
terms of FTI safeguards described herein. 

II. CRIMINAL/CIVIL SANCTIONS 

(1) Each officer or employee of a contractor to whom FTI is or may be disclosed shall be notified 
in writing that FTI disclosed to such officer or employee can be used only for a purpose and to 
the extent authorized herein, and that further disclosure of any FTI for a purpose not authorized 
herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or 
imprisonment for as long as 5 years, or both, together with the costs of prosecution. 
(2) Each officer or employee of a contractor to whom FTI is or may be accessible shall be notified 
in writing that FTI accessible to such officer or employee may be accessed only for a purpose and 
to the extent authorized herein, and that access/inspection of FTI without an official need-to-
know for a purpose not authorized herein constitutes a criminal misdemeanor punishable upon 
conviction by a fine of as much as $1,000 or imprisonment for as long as 1 year, or both, together 
with the costs of prosecution. 
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(3) Each officer or employee of a contractor to whom FTI is or may be disclosed shall be notified 
in writing that any such unauthorized access, inspection or disclosure of FTI may also result in an 
award of civil damages against the officer or employee in an amount equal to the sum of the 
greater of $1,000 for each unauthorized access, inspection, or disclosure, or the sum of actual 
damages sustained as a result of such unauthorized access, inspection, or disclosure, plus in the 
case of a willful unauthorized access, inspection, or disclosure or an unauthorized 
access/inspection or disclosure which is the result of gross negligence, punitive damages, plus the 
cost of the action. These penalties are prescribed by IRC sections 7213, 7213A and 7431 and set 
forth at 26 CFR 301.6103(n)-1. 
(4) Additionally, it is incumbent upon the contractor to inform its officers and employees of the 
penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 
5 U.S.C. 552a(i)(1), which is made applicable to contractors by 5 U.S.C. 552a(m)(1), provides that 
any officer or employee of a contractor, who by virtue of his/her employment or official position, 
has possession of or access to agency records which contain individually identifiable information, 
the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, 
and who knowing that disclosure of the specific material is so prohibited, willfully discloses the 
material in any manner to any person or agency not entitled to receive it, shall be guilty of a 
misdemeanor and fined not more than $5,000. 
(5) Granting a contractor access to FTI must be preceded by certifying that each officer or 
employee understands the agency’s security policy and procedures for safeguarding FTI. A 
contractor and each officer or employee must maintain their authorization to access FTI through 
annual recertification of their understanding of the agency’s security policy and procedures for 
safeguarding FTI. The initial certification and recertifications must be documented and placed in 
the agency's files for review. As part of the certification and at least annually afterwards, a 
contractor and each officer or employee must be advised of the provisions of IRC sections 7213, 
7213A, and 7431 (see Exhibit 4, Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil 
Damages for Unauthorized Disclosure). The training on the agency’s security policy and 
procedures provided before the initial certification and annually thereafter must also cover the 
incident response policy and procedure for reporting unauthorized disclosures and data 
breaches. (See Section 10) For the initial certification and the annual recertifications, the 
contractor and each officer or employee must sign, either with ink or electronic signature, a 
confidentiality statement certifying their understanding of the security requirements. 
 
III. INSPECTION 
 
The IRS and the Agency, with 24 hour notice, shall have the right to send its inspectors into the 
offices and plants of the contractor to inspect facilities and operations performing any work with 
FTI under this contract for compliance with requirements defined in IRS Publication 1075. The 
IRS’ right of inspection shall include the use of manual and/or automated scanning tools to 
perform compliance and vulnerability assessments of information technology (IT) assets that 
access, store, process or transmit FTI. Based on the inspection, corrective actions may be required 
in cases where the contractor is found to be noncompliant with FTI safeguard requirements. 
 
 

DocuSign Envelope ID: 810F0656-DDEA-48D7-9220-3CC855EAD9BA



CodeLathe Technologies Inc. dba FileCloud 
 
 
SIGNATURE: _________________________ 
 
NAME: ______________________________ 
 
TITLE: _______________________________ 
 
DATE: _______________________________ 
 
 

DocuSign Envelope ID: 810F0656-DDEA-48D7-9220-3CC855EAD9BA

12/27/2023

George Lo

Chief Financial Officer



AtomAI Solutions Inc.

ATOM SUBSCRIPTION AGREEMENT

This Atom Subscription Agreement, with the attachments (this “Agreement”), is between AtomAI
Solutions Inc. (“AtomAI”), whose principal place of business is 254 Chapman Rd, Suite 208
#16317, Newark, Delaware 19702, and the customer identified on the associated Order Form or
Statement of Work (“Customer”). This Agreement includes the following attachments which are
hereby incorporated by reference:

Atom Privacy Policy (attached hereto as Attachment A);
Atom Services Terms (attached hereto as Attachment B); and
Atom Service Level Agreement (attached hereto as Attachment C).

THIS SUBSCRIPTION AGREEMENT GOVERNS CUSTOMER’S USE OF THE SERVICES. BY
EXECUTING AN ORDER FORM THAT REFERENCES THIS AGREEMENT, CUSTOMER
AGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ENTERING INTO THIS
AGREEMENT ON BEHALF OF A CORPORATION OR OTHER LEGAL ENTITY, YOU
REPRESENT THAT YOU HAVE THE AUTHORITY TO BIND SUCH ENTITY TO THESE
TERMS.

1. DEFINITIONS

Capitalized terms have the meanings provided in this Agreement or as defined as follows:

“Customer Data” means all data, including data points, search terms, text, sound, video,
images or files that are provided to AtomAI by, or on behalf of, Customer or collected and
processed by or on behalf of Customer using the Services.

“Documentation” means the online help and training materials for the Services made
available to Customer by AtomAI, as updated from time to time.

“End User” means any person, permitted or authorized by Customer to use the Services or
access Customer Data hosted through the Services and, in the case of any user-based
Subscription, for whom subscriptions have been purchased and to whom user identifications
and passwords have been supplied by Customer. End Users may include Customer’s
employees, contractors, vendors and agents, as well as third parties with whom Customer
transacts business.

“Fees” means the fees for the Subscription to be paid by Customer, as set forth in the Order
Form.

“Indemnified Liabilities” means any settlement amounts approved by the indemnifying party
and damages and costs awarded against the indemnified party in a final judgment by a court of
competent jurisdiction.
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“Intellectual Property Rights” means all patent rights, copyrights, trademark rights, rights in
trade secrets, database rights, moral rights and any other intellectual property rights (registered
or unregistered).

“Order Form” means an order form signed by Customer and AtomAI that includes
applicable limits on Customer’s use of Services, the length of Customer’s Subscription, and the
applicable Fees, subject to the terms of this Agreement.

“Services” means the online, web-based platform and mobile applications known as Atom
and other designated products as described in the Documentation and purchased by Customer
via an Order Form, including any associated offline components but excluding Third-Party
Products.

“Subscription” means the period for which Customer is authorized to use the Services, as
set forth in the Order Form.

“Third-Party Products” means online, web-based applications, platforms and infrastructure
and offline software products that may be configured to operate with the Services, but are
provided by third parties.

“Third-Party Legal Proceeding” means any formal legal proceeding filed by an unaffiliated
third party before a court or governmental tribunal.

2. USE OF SERVICES

2.1 Right to Use. Subject to Customer’s compliance with the terms of this Agreement,
AtomAI hereby grants Customer a non-sublicensable, non-transferable (except as provided in
Section 12.3), non-exclusive, terminable right to access and use the Services as further
described in this Agreement during the term of Customer’s Subscription. AtomAI reserves all
other rights.

2.2 Updates to the Services. AtomAI may modify, update or release enhancements to the
Services at any time, and for any reason. AtomAI will notify Customer of any material
modification, update or enhancement promptly after it is scheduled. If there is a large feature
release that impacts end user experience, all end users will receive an email, at least one week
prior to the release, describing the release, as well as providing a link to any Documentation
supporting the release. AtomAI will provide all such modifications, updates or enhancements at
no additional cost to Customer during the Subscription; provided that both parties agree that
there may be a cost for additional modules or functionality that may be offered in the future as
add-ons to the Services.

2.3 Conditions of Use.

(A) Customer may use the Services only in accordance with the terms of this Agreement, the
Documentation, and applicable laws. If Customer is using the Services with Google Maps
API, Customer agrees that it will comply with, and will cause its End Users to comply with,
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Google, Inc.’s then-current terms at the following URLs: (i) the Google Maps/Google Earth
Additional Terms of Service at https://maps.google.com/help/terms_maps.html; (ii) the
Google Maps / Google Earth Legal Notices at
https://maps.google.com/help/legalnotices_maps.html; and (iii) Google’s Acceptable Use
Policy at https://enterprise.google.com/maps/terms/universal_aup.html (or such other URLs
as Google, Inc. may make available from time to time).

(B) AtomAI may make modifications to the Atom Services Terms from time to time to
accommodate changes to the Services, legal requirements, changes to any Third-Party
Products on which the Services depend, or for any other commercially reasonable purpose.

(C) Customer may not reverse engineer, decompile, disassemble, or work around technical
limitations in the Services, except to the extent permitted by applicable law despite these
limitations. Customer may not distribute, rent, sublicense, sell, transfer, or otherwise make
the Services, or any part thereof, available to, or use the Services for the benefit of, any
person other than Customer and its End Users.

(D) Customer will comply with all export control laws and all anti-bribery laws applicable in
connection with its Subscription and use of the Services. Customer represents that it is not
named on any U.S. government list of persons or entities prohibited from receiving exports
and that it will not permit End Users to access or use the Services in violation of any U.S.
export embargo, prohibition, or similar restriction.

(E) Customer will not: (1) remove, obscure, or alter any copyright, trademark, or other
proprietary rights notices; or (2) falsify or delete any attributions, legal notices or other labels
regarding the origin or source of material obtained through the Services.

2.4 Responsibility for End Users; Customer Accounts.

(A) End Users. Customer is responsible for its End Users compliance with this Agreement.

(B) Customer Accounts. Customer is responsible for maintaining the confidentiality of any
non-public authentication credentials associated with its use of the Services. Customer will
use commercially reasonable efforts to prevent and, if necessary, terminate any
unauthorized use of the Services and will promptly notify AtomAI of any possible misuse or
any security incident related to the Services of which Customer becomes aware.

2.5 Customer Data

(A) Customer retains ownership of all Customer Data, as between AtomAI and Customer. By
submitting Customer Data to AtomAI through use of the Services, Customer hereby grants
AtomAI a perpetual, irrevocable, non-exclusive, worldwide, sublicensable, and royalty-free
license to use the Customer Data solely for the following purposes: (i) providing and
improving the Services; and (ii) providing technical support and/or implementation or
configuration assistance at Customer’s request.

(B) Customer is solely responsible for the content, accuracy, quality, integrity, and legality of
Customer Data, as well as the means by which Customer acquires Customer Data, and will
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secure and maintain all rights in Customer Data necessary for AtomAI to provide the
Services without violating the rights of any third party. AtomAI does not and will not assume
any obligations with respect to Customer Data or Customer’s use of the Services other than
as expressly set forth in this Agreement or as required by applicable law.

(C) Customer acknowledges that the Services will access and process Customer Data to
generate reports, work orders, summaries, analyses, documents and other results. If
Customer chooses to save such output, it will be saved as Customer Data. Customer’s
ability to recreate or duplicate such output will cease upon expiration or termination of this
Agreement. Customer understands and agrees that AtomAI has no control over (and makes
no representations, warranties, or covenants regarding) the storage, accessibility, or
protection of Customer Data by providers of Third-Party Products whose services may be
required for the storage, accessibility, or protection of Customer Data.

(D) Customer may request AtomAI’s assistance in exporting its Customer Data at any time, in
which case AtomAI will have 30 days from Customer’s written request to provide Customer
with such export. AtomAI will, at AtomAI’s cost, provide Customer with one export of
Customer Data upon the expiration or termination of this Agreement. If Customer requests
AtomAI’s assistance with any additional exports, such assistance will be provided at
AtomAI’s then-current rates.

3. FEES AND PAYMENTS

3.1 Fees. Customer’s use of the Services is subject to the payment of the Fees set forth in
the Order Form. Except as otherwise specified in this Agreement and the Order Form, (A) Fees
are based on the Services purchased and not actual usage, (B) payment obligations are
non-cancelable and fees paid are non-refundable, and (C) any End User subscription quantities
cannot be decreased during the relevant Subscription set forth on the Order Form. Fees for any
End User subscriptions added during a Subscription will be prorated based on that portion of the
Subscription remaining. Unless otherwise provided in the Order Form, Customer will pay for its
Subscription on a full annual prepaid basis. Fees are due 30 days from the invoice date.

3.2 Taxes. Unless otherwise stated in the Order Form, the Fees do not include any taxes,
levies, duties or similar governmental assessments of any nature, including but not limited to
value-added, sales, use or withholding taxes, assessable by any local, state provincial, federal
or foreign jurisdiction (collectively, “Taxes”). Customer is responsible for paying any Taxes
associated with its purchases. If AtomAI is legally obligated to pay or collect Taxes for which
Customer is responsible, the appropriate amount will be invoiced to and paid by Customer
unless Customer provides AtomAI with a valid tax exemption certificate.

4. TERM, TERMINATION, AND SUSPENSION

4.1 Term. This Agreement commences on the Effective Date and will remain in effect until
the expiration or termination of Customer’s Subscription.

4.2 Termination. Either party may terminate this Agreement with written notice if the other
party: (A) is in material breach of this Agreement and fails to cure such breach within 30 days of
written notice from the non-breaching party; or (B) becomes the subject of a petition in
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bankruptcy or any other proceeding relating to insolvency, receivership, liquidation or
assignment for the benefit of creditors.

4.3 Renewal. Upon expiration of Customer’s Subscription, should Customer wish to renew
its Subscription, Customer may be required to enter into a new agreement, a supplemental
agreement or an amendment to this Agreement.

4.4 Suspension. AtomAI may suspend Customer’s use of the Services if: (i) it is reasonably
necessary to prevent unauthorized access to Customer Data; (ii) Customer fails to respond to a
claim of alleged infringement of AtomAI’s Intellectual Property Rights within a reasonable time;
(iii) Customer does not comply with the Atom Services Terms or materially breaches Section
2.3(D) hereof; or (iv) Customer is more than 30 days delinquent in paying any undisputed Fees
due under this Agreement (AtomAI to provide Customer at least 10 days’ prior notice of any
suspension related to an overdue account). Any suspension will be in effect only while the
condition or need exists and AtomAI will provide notice to the named administrators of
Customer’s Subscription except where AtomAI reasonably believes the Services must be
suspended immediately.

4.5 Termination of Services. AtomAI may terminate this Agreement immediately upon
written notice if AtomAI reasonably determines that changes in applicable laws, or changes to
Third-Party Products upon which the Services are dependent and for which there are no
commercially reasonable substitutes, make it impracticable to continue providing the Services.

4.6 Effect of Expiration or Termination. If this Agreement is terminated for cause by
Customer in accordance with Section 4.2, or is terminated by AtomAI in accordance with
Section 4.5, AtomAI will refund to Customer any prepaid Fees on a prorated basis for any
unused Subscription periods. If this Agreement is terminated for any other reason, any Fees
outstanding will become immediately due and payable. When this Agreement expires or
terminates, Customer will have 30 days following the date of such expiration or termination to
request an export of Customer Data in accordance with Section 2.5(D) and all other rights under
this Agreement terminate, except as set forth in Section 12.8.

5. SUPPORT

During the Subscription, AtomAI will provide Customer with front-line technical support for the
Services directly to Customer’s technology administrators including responding to questions,
complaints and other support issues in accordance with AtomAI’s then-current support policy.

6. PRIVACY AND DATA PROTECTION

6.1 End User Privacy. Customer will obtain and maintain all required consents from End
Users in accordance with applicable data protection law to allow: (A) Customer to access,
monitor, use or disclose any data submitted through the Services; and (B) AtomAI to provide the
Services as contemplated herein, which may include the use, by AtomAI and providers of
Third-Party Products, of an End User’s location.

6.2 Additional Terms. Additional privacy and security terms are available in the Atom
Services Terms. The Atom Services Terms apply only to Customer’s use of the Services and not
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to any other services or products provided by AtomAI or third parties. Customer acknowledges
and agrees that certain providers of Third-Party Products may also have access to Customer
Data, and any use by such providers of Customer Data shall be governed by the privacy
policies of such third parties.

6.3 Disclosure Required by Law. Customer hereby consents and authorizes AtomAI, as
required by law, to access and disclose to law enforcement or other government authorities,
data from, about or related to Customer, including the content of communications (or to provide
law enforcement or other government entities access to such data). As and to the extent
required by law, Customer must notify End Users that their data may be processed for the
purpose of disclosing it to law enforcement or other governmental authorities as required by law,
and Customer must obtain End Users’ consent to the same.

7. INTELLECTUAL PROPERTY RIGHTS

7.1 Ownership. Except as expressly set forth herein, this Agreement does not grant either
party any rights to the other party’s intellectual property. As between the parties and subject to
the limited rights expressly granted herein, (A) Customer owns all rights, title and interest in and
to its Customer Data, including all Intellectual Property Rights therein, and (B) AtomAI and its
licensors own all rights, title and interest in and to the Services, including all Intellectual Property
Rights therein.

7.2 Marks. Any use of a party’s trade names, trademarks, service marks, logos, domain
names and other distinctive brand features (together, “Marks”), inures to the benefit of the party
holding rights in those Marks.

7.3 Feedback. Customer hereby grants AtomAI a royalty-free, worldwide, transferable,
sub-licensable, irrevocable, perpetual license to use or incorporate into the Services any
suggestions, enhancement requests, recommendations, corrections or other feedback provided
by Customer, including its End Users, relating to the Services.

8. CONFIDENTIALITY

8.1 Confidential Information. As used herein, “Confidential Information” means all
information disclosed by a party (“Disclosing Party”) to the other (“Receiving Party”), by any
means, that is designated as confidential or that reasonably should by understood to be
confidential given the nature of the information and the circumstances of disclosure. Customer
Confidential Information includes Customer Data. AtomAI Confidential Information includes the
Services and the terms of this Agreement and all Order Forms. Confidential Information does
not include any information that (A) is or becomes generally known to the public without breach
of this Agreement by Receiving Party, (B) was known to Receiving Party prior to its disclosure
by Disclosing Party, (C) is received from a third party without breach of any obligation owed to
Disclosing Party, or (D) was independently developed by Receiving Party without access or
reference to any Confidential Information of Disclosing Party.

8.2 Protection of Confidential Information. Except as otherwise permitted in writing by
Disclosing Party, Receiving Party will use the same degree of care that it uses to protect the
confidentiality of its own Confidential Information of a similar type (but in no event less than
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reasonable care) and Receiving Party will limit access to Disclosing Party’s Confidential
Information to those of its employees, contractors, and agents who need such access for
purposes consistent with this Agreement and who have signed confidentiality agreements with
Receiving Party that are no less stringent than those set forth in this Agreement. Customer will
not disclose the terms of this Agreement or any Order Form to any third party other than its
affiliates, legal counsel and accountants without AtomAI’s prior written consent. Receiving Party
will remain responsible for its employees, contractors, agents, affiliates, and professional
advisors complying with this Section 8.2. Receiving Party will promptly notify the Disclosing
Party of any unauthorized access to or disclosure of the Disclosing Party’s Confidential
Information.

8.3 Required Disclosure. Receiving Party may disclose Confidential Information of
Disclosing Party if it is required by law to do so, provided that, to the extent permitted by law,
Receiving Party provides Disclosing Party prior notice of such disclosure and reasonable
assistance, at Disclosing Party’s cost, if Disclosing Party wishes to contest the disclosure.

9. DISCLAIMERS

9.1 Third-Party Products. Customer acknowledges that availability of the Services depends
in part on the availability of Third-Party Products with which the Services are integrated, such as
mapping applications and customer relationship management (CRM) software or enterprise
resource planning (ERP) software. Customer also acknowledges that the Services have been
built and run on platforms operated by third-parties. Customer acknowledges that AtomAI has
no control over the availability of these Third-Party Products. Accordingly, AtomAI makes no
representations, warranties or covenants regarding the availability of the Services to the extent
that such availability is dependent on the availability of any Third-Party Products. Nothing in this
Agreement creates any rights or obligations on AtomAI’s part with respect to such Third-Party
Products or third-party providers, nor will this Agreement be construed as creating any rights or
obligations on the part of providers of Third-Party Products with respect to the Services.

General. EXCEPT AS SET FORTH IN THE SLA, TO THE MAXIMUM EXTENT PERMITTED
BY APPLICABLE LAW, AtomAI DISCLAIMS ALL REPRESENTATIONS, WARRANTIES,
CONDITIONS, OR OTHER TERMS OF ANY KIND, WHETHER EXPRESS, IMPLIED,
STATUTORY, OR OTHERWISE. WITHOUT LIMITATION, AtomAI DISCLAIMS ANY
REPRESENTATION OR WARRANTY THAT SERVICES OPERATION WILL BE ERROR-FREE
OR UNINTERRUPTED AND AtomAI, ITS LICENSORS, AND EACH OF THEIR SUPPLIERS
DISCLAIMS ANY REPRESENTATION OR WARRANTY OF CONTENT ACCURACY.

10. DEFENSE OF CLAIMS

10.1 Obligations.

(A) AtomAI will defend Customer, and indemnify Customer against Indemnified Liabilities, in any
Third-Party Legal Proceeding to the extent arising from an allegation that the Services
infringe that third party’s Intellectual Property Rights.

(B) Customer will defend AtomAI, and indemnify AtomAI against Indemnified Liabilities, in any
Third-Party Legal Proceeding to the extent arising from: (A) an allegation that any Customer
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conduct described in Section 10.2 infringes that third party’s Intellectual Property Rights; (B)
Customer’s violation of law; or (C) Customer’s failure to obtain necessary rights and
consents to provide data (if any) to AtomAI.

10.2 Limitations. A party’s indemnification obligations will not apply to the extent that the
underlying allegation arises from: (A) the indemnified party’s breach of this Agreement; (B)
modifications to the Services by anyone other than AtomAI; (C) Customer’s combination of the
Services with materials or items not provided by or authorized by AtomAI; (D) Customer’s use of
the Services after AtomAI notifies Customer to stop due to a third-party claim; or (E) AtomAI’s
compliance with Customer’s design or request for customized features.

10.3 Remedies. If the Services are the subject of a Third-Party Legal Proceeding or an
Intellectual Property Rights allegation, or if AtomAI reasonably believes that it may become
subject to such a proceeding or allegation, AtomAI will, at its expense: (A) secure the right for
Customer to continue using the Service; and (B) replace or modify the Service to make it
non-infringing, provided that any such replacement or modification will not degrade the
performance or quality of the Service, and notify Customer to stop use of the prior version of the
Service. If AtomAI cannot accomplish either of the foregoing using commercially reasonable
efforts, and only in such event, AtomAI will discontinue providing the Services and refund any
advance Fees paid for unused Subscription rights.

10.4 General. A party seeking protection under this Article 10 must (i) notify the other
promptly of any allegation(s) that could lead to a Third-Party Legal Proceeding and, (ii)
reasonably cooperate with the indemnifying party to resolve the allegation(s). If a party’s failure
to provide such notice prejudices the defense of a Third-Party Legal Proceeding, the
indemnifying party’s obligations under this Article 10 will be reduced in proportion to such
prejudice. The party seeking protection must (A) give the other party sole control over the
defense and settlement of any Third-Party Legal Proceeding; and (B) provide reasonable
cooperation in defending the Third-Party Legal Proceeding; provided that (i) any settlement
requiring the indemnified party to admit liability or pay any money will require the indemnified
party’s prior written consent, such consent not to be unreasonably withheld or delayed; and (B)
the indemnified party may join in the defense of a claim with its own counsel at its own expense.
Without affecting either party’s termination rights, this Article 10 sets forth the parties’ sole rights
and obligations under this Agreement for claims related to Intellectual Property Rights and
Third-Party Legal Proceedings.

11. LIMITATION OF LIABILITY

11.1 Limitations.

(A) The aggregate liability of either party for all claims under this Agreement is limited to direct
damages up to the amount paid under this Agreement for the Services during the 12 months
prior to the date the applicable cause of action arose; provided that in no event will a party’s
aggregate liability exceed the amount paid for the Services during the Subscription.

(B) NEITHER PARTY WILL BE LIABLE FOR INDIRECT, SPECIAL, INCIDENTAL,
CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES, INCLUDING, BUT NOT
LIMITED TO DAMAGES FOR LOSS OF REVENUE OR ANTICIPATED SAVINGS,

8



BUSINESS INTERRUPTION, OR LOSS OF DATA, WHETHER OR NOT THE LOSSES
WERE FORESEEABLE OR CONTEMPLATED BY THE PARTIES.

11.2 Exceptions. The limits of liability in this Article 11 apply to the full extent of the law, but
do not apply to either party’s liability for: (A) its defense and indemnification obligations under
Section 10.1; (B) violation of the other party’s Intellectual Property Rights; (C) fraud or fraudulent
misrepresentation; or (D) payment of Fees.

12. GENERAL PROVISIONS

12.1 Notices. All notices, consents, and waivers under this Agreement must be in writing and
delivered to the applicable party, sent to the address set forth in the preamble in the case of
AtomAI, and to the address set forth in the Order Form in the case of Customer. AtomAI and
Customer each agree that notices and other communications under this Agreement may be
received by email unless otherwise required by law. Notice will be deemed given: (A) when
verified by written receipt if sent by personal courier, overnight courier, or when received if sent
by mail without verification of receipt; or (B) when verified by automated receipt or electronic
logs if sent by email. A party may change its address or designee for notification purposes by
giving the other party written notice of the new address or designee and the date upon which it
will become effective.

12.2 Audit Rights. During the term of this Agreement and for a period of 12 months following
termination or expiration, AtomAI will have the right, upon 10 business days’ written notice,
during Customer’s normal business hours, to audit Customer’s use of the Services to verify its
compliance with the terms of this Agreement. Customer will maintain and make available
records sufficient to permit AtomAI or its independent auditor to conduct such an audit. If any
audit reveals any noncompliance, including but not limited to the underpayment of Fees,
Customer will promptly cure the noncompliance, including paying AtomAI any shortfall. If any
audit reveals a shortfall in Fees of 10% or more in any 12-month period, Customer will pay such
shortfall at AtomAI’s then-current list price and reimburse AtomAI the reasonable cost of its
audit.

12.3 Assignment; Change of Control. AtomAI may transfer this Agreement to an affiliate or
pursuant to a change of control (through a stock purchase or sale, merger, or other form of
corporate transaction). Any other attempt to assign this Agreement without the other party’s
prior written consent is void.

12.4 No Third-Party Beneficiaries. There are no third-party beneficiaries to this Agreement.

12.5 Customer Attribution; Publicity. Customer agrees that AtomAI may use its name and
logo on AtomAI’s customer list. Neither party may make any other public statement regarding
this Agreement or the parties’ relationship hereunder without the other party’s prior written
approval.

12.6 No Agency. The parties are independent contractors. This Agreement does not create
any agency, partnership or joint venture between the parties.
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12.7 No Waiver; Cumulative Remedies. Neither party will be treated as having waived any
rights by not exercising (or delaying the exercise of) any rights under this Agreement. Other
than as expressly stated in this Agreement, the remedies provided in this Agreement are in
addition to, and not exclusive of, any other remedies available to a party at law or in equity.

12.8 Survival. Those provisions that by their nature should survive termination of this
Agreement, will survive termination of this Agreement.

12.9 Force Majeure. Neither party will be liable for failure or delay in performance to the
extent caused by circumstances beyond its reasonable control. AtomAI may (at its sole
discretion) suspend the provision of the Services or modify the Services at any time to comply
with applicable law. If any suspension under this Section 12.9 continues for more than 30 days,
Customer may, at any time until use of the Services is reinstated, terminate this Agreement
upon written notice to AtomAI.

12.10 Governing Law; Jurisdiction; Waiver of Jury Trial. This Agreement will be governed
by and construed in accordance with the laws of the State of California, without regard to its
choice of law principles. For any litigation that may arise under this Agreement, the parties
irrevocably and unconditionally submit to the non-exclusive jurisdiction and venue (and waive
any claim of forum non conveniens) of the United States District Court for the Central District of
California located in Los Angeles or the Los Angeles Superior Court. Each party hereby waives
any right to a jury trial in connection with any action or claim in any way arising out of or related
to this Agreement.

12.11 Severability. If any provision (or portion of a provision) of this Agreement is found to be
invalid, illegal or unenforceable, such provision will be modified and interpreted so as to best
accomplish the objectives of the original provision to the fullest extent permitted by law, and the
rest of this Agreement will remain in effect.

12.12 Entire Agreement; Precedence; Amendment. This Agreement and the associated
Order Form(s) constitutes the entire agreement of the parties with respect to the subject matter
hereof and supersedes any prior or contemporaneous agreements on that subject. In entering
this Agreement, neither party has relied on (and neither party has any right or remedy based
on), any statement, representation or warranty, except those expressly stated herein. In the
event of any conflict or inconsistency among the following documents, the order of precedence
will be: (1) the applicable Order Form, (2) this Agreement, and (3) the Documentation. Any
amendment must be in writing, signed by both parties, and expressly state that it amends this
Agreement.
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IN WITNESS WHEREOF, this Agreement has been executed by the Parties through their duly authorized
officers as of the Effective Date.

AtomAI Solutions Inc. CUSTOMER

___________________________________ ___________________________________

Print name: _________________________ Print name: _________________________

Print title: ___________________________ Print title: ___________________________

Date: ______________________________ Date: ______________________________
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Attachment A

ATOM PRIVACY POLICY

This Privacy Policy describes the privacy and data security principles followed by AtomAI
Solutions Inc. with regard to the personal information of individuals, customers and licensees
who visit and use our online, web-based platform and mobile applications known as Atom App
(the “Services”).

This Privacy Policy will help you understand how we collect and use the personal information
you share with us. By using or accessing the Atom website and applications, you are accepting
the practices described in this Privacy Policy. In this privacy policy, we sometimes refer to “You”.
“You” may be a visitor to the Atom website, a customer and user of one or more of our Services,
or an employee of a customer.

This policy does not apply to third-party websites, products, or services even if they link to our
Services, and You should consider the privacy practices of those third parties carefully.

To further clarify, by accessing the Atom website and using the Atom applications, You
acknowledge and agree that certain providers of third-party products may also have access to
the data You share or we access. One such third-party provider is Google, Inc., and You allow
Google, Inc. to use such data as described in Google, Inc.’s privacy policy at
https://www.google.com/intl/ALL/policies/privacy/index.html.

This Atom Privacy Policy applies to the collection, hosting, storage, security, processing,
transfer, and use of, as well as the access to, personal information, customer data, and services
data concerning You, and applies only to use of the Services and not to any other services or
products provided by AtomAI or any third parties.

How We Collect and Use Information

We collect and use Your personal information to provide our Services to You and to operate and
improve the Atom website and services. We will only use your personal information in ways
outlined in this Privacy Policy. Depending on how You use the Atom website, applications, and
Services, we may collect the following types of information and use it in this manner:

Accessing our website – Like most websites, our Atom website automatically collects and
uses the data contained in log files. Information in log files may include Your computer’s IP
(internet protocol) address, your ISP (internet service provider), the web browser You used to
visit our site, the time You visited our site, which web pages You visited, and other anonymous
site usage data. Every computer with internet capability is given a number that serves as that
computer’s IP address. When You request a page from Atom’s website, our web servers
automatically recognize Your IP address. The domain name and IP address reveal nothing
personal about You other than the IP address from which You have accessed our site. We may
use this information to examine traffic in aggregate, investigate misuse of AtomAI’s websites,
detect fraud, or cooperate with law enforcement.
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Information You provide – We offer access to some information and services without a charge,
but to access the information we ask that You complete a registration form. In this instance, we
may ask You to provide limited personal information (such as your name and email address).
Furthermore, employees of our customers may provide information through Atom’s website and
applications in order to use the Services. Such information will include first and last name, work
email address (which may include an image of the employee profile from Google Accounts if the
employee signs-in using his or her Google-based email for work), and phone number. In the
future, the Atom website and related applications may collect an employee’s geolocation using
such employee’s mobile device in order to provide traffic conditions and routes, weather alerts,
disaster alerts, and on-site updates when actual work is being conducted. Our geolocation will
allow the user to opt-in and opt-out of any alerts or other notifications by modifying applicable
settings.

How we and others may communicate with You using the information You provide – We
communicate through email, and notices posted on the Atom website. Examples of these email
notices include: (1) welcome and engagement messages – when You register for our Services,
we may send you a series of emails to inform You about how to best use our Services, as well
as to inform you of new features; (2) service messages – these will cover service availability,
security, and other issues about the functioning of Atom; and (3) promotional email messages,
which may contain promotional information directly about us or about our business partners.
Finally, we may provide Your contact information to our partners for marketing purposes; please
see below if You would like to opt-out of such communications.

You may change your email and contact preferences, or any other personal information, at any
time by notifying us as explained in more detail at the end of this policy under the “Your Privacy
Rights” section of this Policy. If we use Your information in a manner different than the purpose
for which it was collected, we will ask for Your consent before such other use.

Push Notifications - We may send You push notifications from time-to-time in order to update
You about any updates, events or promotions that we may be running. If you do not wish to
receive these types of communications, you may turn them off at the device level. To ensure
You receive proper notifications, we will need to collect certain information about Your device
such as operating system and user identification information.

Cookies – When You visit Atom’s website or it related applications we may send one or more
“cookies” to your computer or mobile device. Third-party websites You may access through our
sites may also send cookies to Your computer. A cookie is a small piece of data that is sent to
Your browser from a web server and stored on Your computer’s hard drive. We use cookies to
improve the quality of our services, for instance, storing Your user preferences or log-in
information, as well as for marketing purposes. You can choose whether to accept cookies by
changing your browser settings. You can reset your browser to refuse all cookies, or allow Your
browser to show you when a cookie is being sent. If you choose not to accept cookies, Your
experience at our site and other websites may be diminished and some features may not work
as intended. Our systems do not recognize browser “Do Not Track” signals. We provide You
with tools to opt out of marketing from us or certain transfers of Your information. You can learn
about this in the “Your Privacy Rights” section of this Privacy Policy.
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Links – We may present links in a format that enables us to keep track of whether these links
have been followed. We use this information to determine which sites are being accessed and
how often, and to improve our services.

Other Sites – This Privacy Policy applies to the Atom website, applications, and Services only.
Although we may provide links to internet sites or resources administered by third parties, we do
not exercise control over third party sites that include other products or services. These other
sites may place their own cookies or other files on Your computer, collect data or solicit personal
information from You. We cannot protect the privacy of the information You share with any such
third party and we suggest that You review their applicable privacy policies.

Other Requested Information
We may request Your name, e-mail address or mailing address for the purposes of conducting a
survey or providing additional services (for example, subscriptions to e-mail newsletters,
promotional announcements, or information about seminars). When making such a request, we
will indicate the purpose of the inquiry. If we use this information in a manner different than the
purpose for which it was collected, we will ask for Your consent before such other use.

Potential Disclosure of Your Information
We will disclose personal information and an IP address when we have Your consent or have
the good-faith belief that such action is reasonably necessary to:

1. satisfy any applicable law, regulation, legal process or enforceable governmental request;
2. protect and defend the rights of our websites and related properties, or visitors to our

websites and related properties;
3. enforce applicable terms of our Terms of Use, including investigation of potential violations

thereof;
4. identify persons who may be committing a fraud or otherwise violating the law; or
5. cooperate with investigations of purported unlawful activities.

Security of Your Information
We take appropriate security measures to protect against unauthorized access to or
unauthorized alteration, disclosure, or destruction of data. Other than as set forth in the last
sentence in this paragraph, we restrict access to personal information to our employees,
contractors, agents and authorized third parties who need to know the information in order to
operate, develop or improve the Services. These individuals are bound by confidentiality
obligations. As noted above in the section entitled “How we and others may communicate
with You using the information You provide”, we may provide Your contact information to our
partners for marketing purposes.

Data Integrity
We process personal information only for the purposes for which it is collected and in
accordance with this Privacy Policy or any applicable service-specific privacy notice. We review
our data collection, storage and processing practices to ensure that we only collect, store and

14



process the personal information needed to provide or improve the Services or as otherwise
permitted under this Privacy Policy.

Customer Data and Services Data

Customer Data is information that we may collect from Your use of the Atom website and
related applications, and Your interactions with us off-line. We deal with Customer Data
according to the terms of this Privacy Policy.

Services Data is data that resides on the Google Cloud Platform or on our customers’ or
third-party systems to which we are provided access to perform the Services (including
development, Q&A, UAT and production environments that may be accessed to perform
consulting and support services). We treat Services Data in accordance with the terms of this
Privacy Policy.

Below are the conditions under which AtomAI may access, collect and/or use Services Data:

To Provide Services – Services Data may be accessed and used to fulfill the requirements
specified in a Services contract or purchase order for support, consulting, or other services.

To Maintain and Upgrade a System – Technical staff may require periodic access to Services
Data to monitor system performance, test systems and develop and implement upgrades to
systems, if applicable.

To Address Performance and Fix Issues – On occasion, we may have a need to deploy new
versions, patches, updates, and other fixes to our programs (or third party programs we support)
and services. In accordance with the terms of Your subscription order and/or with notice to You,
we may access and/or use a copy of Your development, Q&A, UAT and production
environment, including Services Data, to test such new versions, patches, updates and fixes
and validate that they work in Your environment(s).

Other Uses – We may transfer and access Services Data globally as required for the purposes
specified above. If we hire subcontractors to assist in providing services, their access to
Services Data will be consistent with the terms of this Privacy Policy, except where the
confidentiality provisions within a specific service contract define different requirements.

We do not use Services Data except as stated above or in Your order. We may process
Services Data, but we do not control Your information collection or use practices for Services
Data. If You provide any Services Data to us, You are responsible for providing any notices and
obtaining any consents necessary for us to access and use Services Data as specified in this
policy and Your order.

Your Privacy Rights: Opting Out Of Marketing And Transfers; Accessing, Updating And
Deleting Information – We want to communicate with You only if you want to hear from us. If
you wish to opt out of receiving our marketing efforts or our sharing information with third parties
for their marketing efforts, You may do so, at any time by clicking “unsubscribe” in any email you
receive from us and following the instructions on the screen or by responding to an email and
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including “Remove” in the subject line. Please be aware that You cannot opt out of receiving our
service messages.

You may also opt out of receiving our marketing efforts or our sharing information with third
parties by contacting us at: atom-support@AtomAIsystems.com  or mail your questions to:

AtomAI Solutions Inc.
254 Chapman Rd, Suite 208 #16317
Newark, DE 19702

Please note that, from time to time, personal information collected from You may be processed
and stored by us or our partners in jurisdictions in which disclosure may be compelled by
governments, law enforcement agencies and regulatory bodies of those jurisdictions as required
or permitted by the laws and courts of those jurisdictions. Depending on the laws of the
applicable jurisdiction, we may not be allowed to provide notice to You of such required
disclosure. We may also share Your personal information and other information with entities
controlling, controlled by, or under common control with us. If some or all of our business assets
are sold or transferred, we would transfer Your information to the buyer or transferee and for
due diligence purposes to its professional advisors under an obligation of confidentiality.

Changes to this Policy
Our Privacy Policy may change from time to time. If we do make changes, we will post any
policy changes on this page so that You are always aware of what information we collect, how
we use it, and under what circumstances we disclose it. Each version of this Privacy Policy will
be identified at the top of the page by its effective date. Please send any questions about our
Privacy Policy to the contact email and address above.
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Attachment B

ATOM SERVICES TERMS

Thank you for using our online, web-based platform and mobile applications known as Atom
(the “Services”). The Services are provided by AtomAI Solutions Inc.

By using our Services, you are agreeing to these terms. Please read them carefully.

Using our Services

You must follow any policies made available to you within the Services.

Do not misuse our Services. For example, do not interfere with our Services or try to access
them using a method other than the interface and the instructions that we provide. You may use
the Services only as described in these terms, your subscription agreement, order form, or as
permitted by applicable law. We may suspend or stop providing the Services to you if you do not
comply with our terms or policies or if we are investigating suspected misconduct.

Using the Services does not give you ownership of any intellectual property rights in the
Services or the content that you access. You may not use content from the Services unless you
obtain permission from its owner or are otherwise permitted by law. These terms do not grant
you the right to use any branding or logos used in the Services. Do not remove, obscure or alter
any legal notices displayed in or along with the Services.

The Services display some content that is not ours. This content is the sole responsibility of the
entity that makes it available.

In connection with your use of the Services, we may send you service announcements,
administrative messages and other information. You may opt out of some of those
communications, but not all of them.

Some of the Services are available on mobile devices. Do not use such Services in a way that
distracts you and prevents you from obeying traffic or safety laws.

In addition, you agree that you will not, and will not allow third parties to use our Services to:

● participate in, or promote any activity considered illegal;
● launch any unlawful, invasive, infringing, defamatory or fraudulent software or enterprise;
● intentionally distribute viruses, worms, Trojan horses, corrupted files, hoaxes, or other

items of a destructive or deceptive nature;
● interfere with anyone’s use of our Services, or interfere with the software and equipment

used to provide our Services;
● disable, interfere with or circumvent any aspect of our Services;
● take any action to allow users to infringe or misappropriate the intellectual property rights

of others;
● generate, distribute, or facilitate unsolicited mass email or advertising; or
● use the Services, or any interfaces included in the Services, to access any other

company’s product or service in a manner that violates the terms of service of such other
product or service.
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Privacy

Please review the Atom Privacy Policy to understand how we treat your personal data and
protect your privacy when you use our Services. By using our Services, you agree that we can
use such data in accordance with our Privacy Policy.

About Software in our Services

When the Service requires or includes downloadable software, this software may be updated
automatically on your device once a new version or feature is available.

We give you a personal, worldwide, royalty-free, non-assignable and non-exclusive license for
the term of your subscription to use the software provided to you by us as part of the Services.
This license is for the sole purpose of enabling you to use and enjoy the benefit of the Services
as provided by us in the manner permitted by these terms, the subscription agreement, and
your order form. You may not copy, modify, distribute, sell or lease any part of our Services or
included software, nor may you reverse engineer or attempt to extract the source code of that
software, unless laws prohibit those restrictions or you have our written permission.

Our Warranties and Disclaimers

We provide the Services using a commercially reasonable level of skill and care and we hope
that you will enjoy using them. But there are certain things that we do not promise about the
Services.

Other than as expressly set out in these terms and our additional terms, neither AtomAI nor its
partners, suppliers or distributors makes any specific promises about the Services. For example,
we do not make any commitments about the content within the Services, the specific functions
of the Services or their reliability, availability or ability to meet your needs. We provide the
Services “as is”.

Some jurisdictions provide for certain warranties, like the implied warranty of merchantability,
fitness for a particular purpose and non-infringement. To the extent permitted by law, we
disclaim all warranties.

Other Applicable Terms

If you are using the Services with Google Maps API, you are bound by the Google Maps/Google
Earth Additional Terms of Service at https://maps.google.com/help/terms_maps.html, including
the Google Privacy Policy at https://policies.google.com/privacy?hl=en&gl=us (or such other
URLs as Google, Inc. may make available from time to time).

About these Terms

We may modify these terms or any additional terms that apply to the Services to, for example,
reflect changes to the law or changes to the Services. You should look at the terms regularly.
We’ll post notice of modifications to the Service and these terms on this page. Changes will not
apply retrospectively and will become effective no earlier than fourteen days after they are
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posted. However, changes addressing new functions for the Services or changes made for legal
reasons will be effective immediately.

If there is any inconsistency between these terms and the additional terms, the additional terms
will prevail to the extent of the inconsistency.

If you do not comply with these terms and we do not take action immediately, this doesn’t mean
that we are giving up any rights that we may have (such as taking action in the future).

If it turns out that a particular term is not enforceable, this will not affect any other terms.

For information about how to contact us, please see the Atom Privacy Policy.
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Attachment C

ATOM SERVICE  LEVEL  AGREEMENT  (SLA)

During  the  Term  of the  applicable  Atom  License  Agreement  ( the  " Agreement "),  the Covered 
 Service  will  provide  a  Monthly  Uptime  Percentage  to  Customer  of  at  least 99.9%  (the  “Service
  Level  Objective"   or  "SLO").  If  AtomAI  does  not  meet  the  SLO,  and  if Customer  meets  its 
 obligations  under  this  SLA,  Customer  will  be  eligible  to  receive  the Financial  Credits  described 
 below.  This  SLA  states  Customer's  sole  and  exclusive remedy  for  any  failure  by  AtomAI  to  meet 
 the  SLO.  Capitalized  terms  used  in  this  SLA,  but not  defined  in  this  SLA,  have  the  meaning  set 
 forth  in  the  Agreement.    AtomAI  provides the  following  availability  service  level  agreement 
 (“SLA”)  for  the Atom product (“ Cloud  Service ”)  as  specified  in  an  “Agreement”.  This  SLA  is  not  a 
 warranty.  This  SLA  is  available only  to  Client  and  applies  only  to  use  in  production 
 environments.

1. Availability  Credits

Client  must  log  a  Severity  1  support  ticket  through  the AtomAI  Client  Support  Portal  within  the
AtomAI  technical  support  help  desk  within  24  hours  of  first  becoming  aware  that  there  is  a
critical  business  impact  and  the  Cloud  Service  is  not  available.

a. Client  must  reasonably  assist  AtomAI  with  any  problem  diagnosis  and resolution.

A  support  ticket  claim  for  failure  to  meet  an  SLA  must  be  submitted  within three  business  days 
 after  the  end  of  the  contracted  month.  Compensation for  a  valid  SLA  claim  will  be  a  credit 
 against  a  future  invoice  for  the  Cloud Service  based  on  the  duration  of  time  during  which 
 production  system processing  for  the  Cloud  Service  is  not  available  (“Downtime”).

i. Downtime  is  measured  from  the  time  Client  reports  the  event until  the  time  the  Cloud  Service 
 is  restored  and  does  not  include time  related  to:  a  scheduled  or  announced  maintenance 
 outage; causes  beyond  AtomAI’s  control;  problems  with  Client  or  third  party content  or 
 technology,  designs  or  instructions;  unsupported  system configurations  and  platforms  or  other 
 Client  errors;  a Client-caused security  incident;  Client  security  testing;  or  other Client  initiated 
 actions, such  as  performing  version  updates  which  cause  loss  of connectivity  or  inability  for  a 
 user  to  authenticate  to  access  the Cloud  Service.

ii. Intermittent  Downtime  for  a  period  of  less  than  five  minutes  will  not be  counted  towards  the 
 Downtime used in calculating compensation for any SLA claim.

b. AtomAI  will  apply  the  highest  applicable  compensation  based  on  the cumulative  availability  of 
 the  Cloud  Service  during  each  contracted  month, as  shown  in  the  table  below.  The  total 
 compensation  with  respect  to  any contracted  month  cannot  exceed  17.5  percent  of  one  twelfth 
 (1/12th)  of the  annual  charge  for  the  Cloud  Service.
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2. Service  Levels

Availability  during  a contracted
month

Compensation
(%  of  monthly  subscription  fee  for  contracted month 
 that  is  the  subject  of  a  claim)

Less  than  99.8% 3.5%

Less  than  98.8% 7.5%

Less  than  95.0% 17.5%

Example:   432  minutes  total  Downtime  during  contracted  month

43,200  total  minutes  in  a  30  day  contracted  month - Minus 
 432  minutes  of  Downtime

=  42,786  Minutes 43,200  Total  Minutes

=    99.0%  Availability  for  a 3.5% 
 credit  for availability  during  the
contracted  month

3. SLA  Exclusions

This  SLA  does  not  apply  to  any:  (a)  features  designated  Alpha  or  Beta  (unless otherwise  set 
 forth  in  the  associated  Documentation),  (b)  features  excluded  from the  SLA  (in  the  associated 
 Documentation),  or  (c)  errors:  (i)  caused  by  factors outside  of  AtomAI's  reasonable  control;  (ii) 
 that  resulted  from  Customer's  software or  hardware  or  third  party  software  or  hardware,  or  both; 
 (iii)  that  resulted  from abuses  or  other  behaviors  that  violate  the  Agreement;  or  (iv)  that  resulted 
 from quotas  applied  by  the  system  and/or  listed  in  the  Admin  Console.

21



AtomAI Solutions Inc.
MASTER PROFESSIONAL SERVICES AGREEMENT

This MASTER PROFESSIONAL SERVICES AGREEMENT (“Agreement”), is made and entered
into as of the date of last signature below (the “Effective Date”), by and between AtomAI Solutions Inc., a
corporation organized under the laws of the state of California, with offices at 254 Chapman Rd, Suite 208
#16317, Newark, Delaware 19702 (“AtomAI”), and CUSTOMER, a (state agency, corporation) organized
under the laws of the State of ??? with offices at ADDRESS ("Customer"). AtomAI and Customer may be
referred to in this Agreement individually as a “Party” and collectively as the “Parties.”

1. BACKGROUND, OBJECTIVES, CONSTRUCTION AND INTERPRETATION

1.1 Background and Objectives. This Agreement will serve as a framework under which AtomAI
will provide certain information technology services (the “Services”), as described in a statement of work
executed by an authorized signatory of both Parties (each, a “Statement of Work”), incorporated herein,
and as further requested by Customer from time to time during the term of this Agreement and agreed
upon in a Statement of Work.

1.2 Definitions.

(A) Capitalized terms used in this Agreement have the meanings assigned to them in the applicable
Section. Terms, acronyms and phrases that are used in the information technology industry or
other pertinent business context should be interpreted in accordance with their generally
understood meaning in such industries or business context.

(B) The word “include” and its derivatives (such as “including” and “includes”) mean “include without
limitation.”

1.3 References and Interpretation.

(A) Headings, captions and titles used in this Agreement are included for convenience only and in no
way define the scope or content of this Agreement or are to be used in the construction or
interpretation of this Agreement. Any reference to a particular article or article number or exhibit is
a reference to that specified article, article or exhibit of this Agreement, except to the extent that
the cross-reference expressly refers to another document.

(B) If there is a conflict or inconsistency between the terms of this Agreement and any Statement of
Work, the terms of this Agreement will prevail except to the extent that the Statement of Work
specifically and expressly states an intent to supersede specific terms of this Agreement with
applicability only to that executed Statement of Work. Notwithstanding the preceding sentence,
no Statement of Work will be effective to: (1) expand, eliminate or restrict the scope of any
indemnity obligation set forth in Article 11; (2) change any limitation of liability set forth in Article
12; (3) settle or resolve any dispute between the Parties; or (4) eliminate or restrict AtomAI’s
rights set forth in Section 5.4.

2. SCOPE OF SERVICES

2.1 Provision of Services. AtomAI will perform the Services identified in each Statement of Work
entered into and executed by each of the Parties under the terms of this Agreement. Absent a Statement
of Work, this Agreement does not, in and of itself, represent a commitment by either Party to provide any
minimum amount of charges or Services.
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2.2 Statements of Work. From time to time during the term of this Agreement, Customer may ask
AtomAI to perform services that are not described in a Statement of Work. Following any such request,
AtomAI will prepare and deliver a new statement of work. Each Statement of Work will, at a minimum,
contain:

(A) a description of the work AtomAI is expected to perform in connection with such project, including
a description of any Deliverables;

(B) a prospective schedule for commencing and completing such work; and

(C) AtomAI’s prospective charges for such work.

If a proposed Statement of Work is mutually acceptable to the Parties, the Parties will execute the
Statement of Work. Each Statement of Work will be a separate agreement and, except for any provisions
of this Agreement that are specifically excluded or modified in such Statement of Work (subject to Section
1.3(B)), each Statement of Work will incorporate and be subject to all the terms and conditions of this
Agreement.

2.3 Modification of a Statement of Work. Either Party may request modifications to a Statement of
Work by submitting a written change order request to the other Party (each, a “Change Order”). If
acceptable to both Parties, the Change Order will be executed by the Parties and will become part of the
applicable Statement of Work. Neither Party will be bound by the terms of any Change Order until it is
executed by both Parties.

2.4 Cooperation. Customer understands AtomAI’s performance is dependent on Customer’s timely
and effective cooperation, and that the quality of the Services is dependent on Customer providing timely
and accurate information to AtomAI and access to the required Customer resources in accordance with
the objectives of the applicable Statement of Work. Accordingly, any delay or nonperformance by AtomAI
will be excused if and to the extent that such delay or nonperformance results from Customer’s failure to
perform its responsibilities so long as AtomAI uses commercially reasonable efforts to perform
notwithstanding Customer’s failure (it being agreed that AtomAI will have no obligation to incur additional
expenses in connection with such efforts unless Customer agrees in writing to reimburse AtomAI for such
expenditures).

3. TERM, TERMINATION AND SUSPENSION OF SERVICES

3.1 Term. The term of this Agreement will begin on the Effective Date and will continue in effect until
the later of (A) three (3) years after the Effective Date, and (B) the expiration or earlier termination of the
last remaining Statement of Work, unless extended or terminated earlier in accordance with the terms of
this Agreement. The Parties may agree to extend the term by written agreement.

3.2 Termination for Cause. If a Party commits: (A) a material breach of this Agreement that is
capable of being cured within thirty (30) days after notice of breach (ten (10) days in the case of breach
due to non-payment) from the non-breaching Party, but is not cured within such period, or (B) a material
breach of this Agreement that is not subject to cure with due diligence within thirty (30) days of written
notice thereof, then the non-breaching Party may, by giving written notice to the breaching Party,
terminate this Agreement or the applicable Statement of Work, as of a date specified in the notice of
termination.

3.3 Right to Suspend Services. Without limiting any of its rights under this Agreement, if undisputed
invoices under this Agreement are at any time delinquent for thirty (30) days or more, AtomAI may
partially or totally suspend its performance of Services under this Agreement and any Statement of Work
in accordance with Section 3.2, without liability to Customer until such time as Customer brings its
account current and provides assurances, reasonably acceptable to AtomAI, that Customer can and will
meet its future payment obligations under this Agreement.
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3.4 Termination for Convenience. Customer may terminate this Agreement or any Statement of
Work for convenience and without cause at any time by giving AtomAI at least ten (10) business days’
prior written notice designating the termination date.

3.5 Consequences of Termination. If this Agreement or any Statement of Work is terminated in
accordance with the terms of this Article, Customer will pay AtomAI for all Services performed before the
termination date in accordance with the terms of this Agreement or the applicable Statement of Work,
including the cost of any third-party licenses procured for Customer that cannot be canceled. Termination
of a Statement of Work will not affect any other Statements of Work then in effect. Termination of this
Agreement will result in immediate termination of all Statements of Work then in effect.

4. AtomAI PERSONNEL

4.1 Oversight and Responsibility.

(A) AtomAI will assign an adequate number of AtomAI personnel to perform the Services. AtomAI
personnel will be properly trained and fully qualified for the Services they are to perform.

(B) AtomAI may utilize subcontractors and AtomAI affiliates to perform the Services, and elements of
the Services may be performed from locations outside the United States.

(C) AtomAI will be responsible for the appropriate oversight and supervision of all AtomAI employees
and any subcontractors who perform Services hereunder, each considered “AtomAI personnel”
for purposes of this Agreement. AtomAI will remain responsible for any Services performed by
subcontractors to the same extent as if AtomAI performed such Services itself.

5. PROPRIETARY RIGHTS

5.1 Customer IP. As between Customer and AtomAI, all right, title and interest in and to Customer IP
(as defined below) will remain the exclusive property of Customer. To the extent necessary to provide the
Services, Customer hereby grants AtomAI, solely to provide the Services, a non-exclusive,
non-transferable, fully paid-up and royalty-free, limited right to access and use Customer IP; provided
that the rights granted to AtomAI hereunder will automatically expire effective upon the date that AtomAI
ceases, for any reason, to provide the applicable Services. For purposes of this Agreement, “Customer
IP” means (A) software and tools, (B) processes, procedures and methodologies, (C) formulas, templates
and formats, and (D) documents and other written materials, whether proprietary to Customer or licensed
to Customer from third parties (other than AtomAI), that are provided to AtomAI by Customer in order for
AtomAI to provide the Services and fulfill its obligations under this Agreement.
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5.2 AtomAI IP.

(A) As between AtomAI and Customer, all right, title and interest in and to AtomAI IP (as defined
below) will remain the exclusive property of AtomAI. Except to the extent that the Parties enter
into separate license agreements with respect to any software or other products provided by
AtomAI (in which case such products will be governed by the terms of those license agreements),
AtomAI hereby grants to Customer a perpetual, non-exclusive, worldwide, fully paid-up and
royalty-free license to access and use (and to allow third parties to access and use solely for the
benefit of Customer) the AtomAI IP, for no additional consideration to the extent necessary to
receive or use the Services or any deliverable. Notwithstanding the foregoing, if a Statement of
Work: (i) provides for Services and Deliverables to be provided to Customer on a trial or pilot
basis, Customer’s license to access and use any AtomAI IP necessary to receive or use the
Services or Deliverables provided as part of such trial or pilot will not be perpetual, but will be
limited to the period of such trial or pilot, or (ii) includes the purchase of a license to use a AtomAI
proprietary product for a specific period of time, Customer’s license to use such product will not
be perpetual, but will be limited to the period set forth in the applicable Statement of Work.

(B) Nothing in this Section will be construed to grant Customer any right to separate AtomAI IP from
the deliverable into which it is incorporated and Customer will not (and will not knowingly allow
any third party to) adapt, modify, translate, reverse engineer, decompile, disassemble or attempt
to decode or disassemble, as broadly defined, any source code or underlying algorithms of any
AtomAI IP or part thereof. Customer will not sell, rent, lease, sublease, license, lend, market or
commercially exploit such AtomAI IP or use AtomAI IP for the benefit of any party not
contemplated by the applicable Statement of Work, or assign or transfer any rights with respect to
AtomAI IP granted under this Agreement (except as contemplated in Section 15.2).

(C) For purposes of this Agreement, “AtomAI IP” means, without limitation, and in addition to any and
all non-enumerated intellectual property of any nature owned by AtomAI and/or to which AtomAI
has a right of ownership or other assignable right of interest, any (i) software, code, programs and
tools, (ii) processes, procedures and methodologies, (iii) formulas, designs, templates and
formats, and (iv) documents and other written materials, whether proprietary to AtomAI or
licensed to AtomAI from third parties (other than Customer or its affiliates) that are used to
provide the Services, together, in each case, with any modifications or enhancements thereto and
derivative works based thereon. Customer acknowledges and agrees that with respect to any
AtomAI IP licensed to AtomAI from third parties, any rights granted to Customer hereunder or
under any Statement of Work, will be subject to all restrictions set forth in the applicable
third-party agreements.

5.3 Developed Property and Works for Hire. Subject to Section 5.2, AtomAI acknowledges and
agrees that Customer will have all right, title and interest in and to all Developed Property (as defined
below) developed while providing the Services. All Developed Property developed under this Agreement
in accordance with the terms of a Statement of Work will be deemed to be “works for hire.” To the extent
any Developed Property is not deemed “works for hire” by operation of law, AtomAI hereby irrevocably
assigns, transfers and conveys to Customer, without further consideration, all of its right, title and interest
in and to such Developed Property (including all patent, copyright, trademark, trade secret and other
intellectual property and proprietary rights). AtomAI will execute any documents or take any other actions
as may be reasonably necessary, or as Customer may reasonably request, to perfect the ownership
rights defined in this Section. For purposes of this Agreement, “Deliverables” means the results of
AtomAI’s performance of Services in the applicable Statement of Work and paid for by Customer.
“Developed Property” means any Deliverables that also include intellectual property generated or
developed specifically for Customer by AtomAI under a Statement of Work and paid for by Customer. To
qualify as Developed Property under this Agreement, the applicable Deliverables must be explicitly and
specifically called out to include the intellectual property in a Statement of Work and such Statement of
Work must include a written acknowledgement by AtomAI that the Parties intend to transfer the rights to
such intellectual property to Customer upon payment by Customer.
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5.4 Residual Knowledge. Nothing in this Agreement will restrict a Party from using Services-related
ideas, concepts, know-how, methodologies, processes, technologies, algorithms or techniques that are
general in nature and retained in the unaided mental impressions of the Party’s personnel, which either
Party, individually or jointly, develops or discloses under this Agreement; provided that, in doing so, each
Party does not breach its obligations under Article 7 or infringe the intellectual property rights of the other
Party or third parties who have licensed or provided materials to the other Party. The Parties acknowledge
AtomAI has the right to: (A) provide consulting or other services of any kind or nature to any person or
entity as AtomAI, in its sole discretion, deems appropriate, and (B) use any works of authorship or other
intellectual property included in the Deliverables (other than Developed Property and Customer IP, if any)
to develop for itself, or for others, materials or processes similar to those contemplated or produced under
this Agreement.

6. CHARGES AND INVOICES

6.1 General. Subject to the provisions of this Agreement, Customer will pay AtomAI the fees set
forth in each Statement of Work (including any Change Orders thereto).

6.2 Reimbursement of Expenses. Customer agrees to reimburse AtomAI for costs and expenses
incurred in connection with AtomAI’s performance of the Services, including any copy and delivery
charges, material fees and reasonable travel expenses (including air travel, ground transportation,
lodging, meals and incidentals); provided Customer has pre-approved such expenses in writing (which
approval may be evidenced in a Statement of Work). AtomAI will provide Customer with receipts or other
documentation substantiating all such reimbursable costs and expenses.

6.3 Invoices and Payment. AtomAI will invoice Customer for all amounts due under a Statement of
Work: (A) in accordance with the schedule set forth in such Statement of Work, in the case of fixed fee
engagements, and (B) monthly in arrears, in the case of Services provided on a time and materials basis.
For Services performed on a time and materials basis, the invoice will include substantiating
documentation, including the hourly rate of AtomAI Personnel performing Services and documentation
indicating the hours worked and work performed. Each invoice submitted to Customer pursuant to this
Agreement will be due and payable by Customer within thirty (30) days of receipt.

6.4 Taxes. All amounts payable under this Agreement and any Statement of Work are exclusive of
taxes, unless otherwise stated in such Statement of Work. Accordingly, AtomAI will add an amount equal
to all applicable taxes and duties, however designated, that relate to or arise out of AtomAI’s provision of
the Services (other than taxes based upon AtomAI’s net income), which amounts will be separately
itemized on all invoices provided to Customer, unless Customer provides AtomAI with a valid tax
exemption certificate authorized by the appropriate taxing authority. If Customer is required by law to
withhold any taxes from its payments to AtomAI, Customer must provide AtomAI with an official tax
receipt or other appropriate documentation to support such payments. If Customer does not pay any
taxes invoiced by AtomAI for which Customer is responsible, AtomAI may make such payments on
Customer’s behalf and Customer agrees to promptly reimburse AtomAI for such payments.

6.5 Disputed Fees and Late Payments.

(A) Customer agrees to notify AtomAI no later than ten (10) days before the payment due date of an
invoice from AtomAI, if Customer disputes any amount or item in such invoice in good faith.
Notwithstanding any dispute, Customer will pay the undisputed portion of an invoice when due. If
Customer withholds any amount associated with disputed amounts pursuant to this Section,
Customer will provide AtomAI with a written description of the basis for such withholding. Upon
resolution of a dispute involving any withheld amounts, Customer will immediately pay AtomAI
such portion, if any, of the disputed amount agreed or determined to be owed AtomAI.

(B) Payments against such delinquent amounts owed by Customer will be applied first to the principal
unpaid balance. If Customer is delinquent in paying its invoices, AtomAI may suspend further
work on behalf of Customer in accordance with Section 3.3. Customer is responsible for all
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reasonable expenses (including attorneys’ fees) incurred by AtomAI in collecting delinquent
amounts, except where such delinquent amounts are due to invoicing errors by AtomAI.

7. CONFIDENTIALITY

7.1 Disclosure of Confidential Information. The Parties agree that during AtomAI’s performance of
the Services, each Party may access, receive or exchange information that is confidential in nature. For
purposes of this Agreement “Confidential Information” will include all information, in any form, furnished or
made available, directly or indirectly, by one Party (“Disclosing Party”) to the other Party (“Recipient”) that
is marked confidential, restricted, or is otherwise designated as confidential. Confidential Information will
also include information that, by virtue of the nature of the information or the circumstances surrounding
disclosure, a reasonable party would understand to be proprietary to Disclosing Party or confidential,
including without limitation: (A) any personally identifiable information or financial information of any
individual; (B) information concerning the operations, affairs or business of a Party, a Party’s financial
affairs, or a Party’s relations with its vendors, customers or employees; (C) in the case of Customer,
Customer IP; and (D) in the case of AtomAI, AtomAI IP.

7.2 Exclusions. Confidential Information does not include, and this Article does not apply to,
information that (A) is or subsequently becomes published or available to the public through no fault of
Recipient, (B) is received by Recipient from a third party without a duty of confidentiality; (C) is
independently developed by Recipient without use of or reference to Disclosing Party’s Confidential
Information, or (D) was in Recipient’s possession or was known to Recipient before it was disclosed to
Recipient by Disclosing Party.

7.3 Restrictions on Disclosure and Use. The Parties agree:

(A) Neither Party will make any use of the other Party’s Confidential Information or any copies
thereof, for any purpose other than those contemplated by this Agreement.

(B) Neither Party will reveal, disclose or provide access to the other Party’s Confidential Information
to any third party without the prior written consent of such Party, provided that both Parties may
share Confidential Information with their responsible employees, contractors, or agents who have
a need to know such Confidential Information to perform their duties. Customer understands that
all materials provided to Customer by AtomAI are provided solely for Customer’s internal use.
Notwithstanding anything to the contrary in this paragraph, AtomAI may disclose Confidential
Information to properly authorized entities as and to the extent necessary for performance of the
Services, so long as in each such case, the receiving entity first agrees to the obligations
described in this Article.

(C) Recipient will take security precautions at least as great as the precautions Recipient takes to
protect its own confidential information, and at any rate will take commercially reasonable security
precautions to ensure that no one, other than a person authorized pursuant to this Section, gains
access to Disclosing Party’s Confidential Information without Disclosing Party’s prior written
consent. If Recipient becomes aware of any unauthorized use or disclosure of Disclosing Party’s
Confidential Information, Recipient will promptly notify Disclosing Party of such unauthorized use
or disclosure and will assist Disclosing Party in remedying such unauthorized use or disclosure.

(D) Recipient is permitted to disclose Confidential Information as required by law, regulation or
subpoena, provided that Recipient will, to the extent permitted by law: (i) give Disclosing Party
prompt notice of any such requirement, which notice must be sufficient to permit Disclosing Party
to seek relief to prevent such disclosure, (ii) cooperate with Disclosing Party to secure confidential
treatment of the Confidential Information, and (iii) disclose only that portion of Disclosing Party’s
Confidential Information that is legally required.

(E) Confidential Information is and will remain the exclusive property of Disclosing Party. Each Party
agrees that it will have no proprietary interest in the other Party’s Confidential Information and
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that nothing contained in this Agreement will be construed to grant either Party any rights, by
license or otherwise, to any of the other Party’s Confidential Information disclosed pursuant to this
Agreement.

(F) The obligations set forth in this Section will apply to Confidential Information provided, furnished
or otherwise disclosed by Disclosing Party to Recipient, whether before or after the Effective
Date.

7.4 Controlling Provisions. For purposes of this Agreement, and each Statement of Work, the
provisions of this Article will have precedence over and supersede any confidentiality or non-disclosure
agreement executed by the Parties before the Effective Date.

8. DATA PROTECTION

8.1 Data Protection Legislation. In performing the Services, AtomAI will comply with, and will
ensure that all AtomAI personnel comply with, the data protection and privacy legislation, guidelines and
industry standards applicable to the Services including, if applicable to the data involved, Regulation (EU)
2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, repealing
Directive 95/46/EC (“GDPR”) (such applicable legislation, guidelines and industry standards, “Data
Protection Laws”). AtomAI will not, by any act or omission on AtomAI’s part, place Customer in breach of
any applicable Data Protection Laws. For purposes of this Article, the terms “processing” and “personal
data” will have the meanings given in the GDPR. To the extent that the GDPR applies to any personal
data processed by AtomAI, in that the personal data applies to data subjects who are in the European
Economic Area (“EEA”) and the processing activities relate to activities identified in Article 3 of the GDPR,
the Parties agree that Customer is the “controller” of such data and AtomAI is acting as a “processor” of
such data, as such terms are defined in the GDPR.

8.2 Processing of Personal Data. If the Services involve the processing by AtomAI of personal data
on behalf of Customer, AtomAI will:

(A) process personal data provided by or on behalf of Customer only as needed to perform its
obligations under this Agreement and the applicable Statements of Work and to provide the
Services, and will comply with, and only act on, instructions from or on behalf of Customer
regarding the processing of that personal data;

(B) impose a duty of strict confidentiality on any AtomAI personnel authorized to access or process
personal data;

(C) implement appropriate technical and organizational safeguards to ensure a level of security
appropriate to the risk to personal data and protect the personal data against accidental or
unlawful destruction, loss, alteration, unauthorized disclosure or access; and

(D) at Customer’s discretion, evidenced by Customer’s written request, delete or return all such
personal data to Customer upon termination or expiration of this Agreement, or following the
conclusion of the Services related to processing such personal data, and delete any existing
copies, unless otherwise required by applicable law.

8.3 Processing by Subcontractors. AtomAI will ensure that any subcontractor engaged by AtomAI
that may access or process personal data provided by or on behalf of Customer only uses such personal
data in accordance with the terms of this Agreement and has entered into an agreement with AtomAI that
contains provisions at least as protective of Customer’s personal data as those set forth in this Section.
AtomAI will remain fully liable to Customer for the performance of its subcontractors’ obligations.
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8.4 Breach. AtomAI will promptly inform Customer of any suspected or confirmed data protection
breaches or unauthorized or unlawful processing, loss or destruction of, or damage to, personal data
impacting Customer, any such notice to be provided within 72 hours after AtomAI becomes aware of such
event, which notice will describe the nature of the breach and the measures taken or proposed to be
taken to address such breach.

8.5 Additional Provisions under the GDPR. In the case of personal data for which Customer is the
data controller and the provisions of the GDPR apply to AtomAI’s processing of such data (if, for example,
the processing by AtomAI (i) is carried out in the context of the activities of an establishment of Customer
in the EEA or (ii) the personal data relates to data subjects who are in the EEA and the processing relates
to the offering to them of goods or services in the EEA or the monitoring of their behavior in the EEA),
AtomAI will:

(A) process personal data in relation to which Customer is the data controller only in accordance with
specific documented instructions from or on behalf of Customer, including as set forth in this
Agreement and any Statements of Work, unless otherwise required by applicable European
Union or European Member State law (in which case, AtomAI will inform Customer of such legal
requirement, unless that law prohibits such disclosure on important grounds of public interest);

(B) obtain prior consent to engage any third party (including subcontractors) to process such
personal data on behalf of Customer, ensure that such third-party subcontractor is subject to the
provisions set forth in Section 8.3, and inform Customer of any intended changes concerning the
addition or replacement of such third parties, giving Customer the opportunity to object to such
changes;

(C) taking into account the nature of the processing, assist Customer, through appropriate technical
and organizational measures (insofar as possible), in meeting its obligations under applicable law
to respond to requests for exercising the data subject’s rights;

(D) assist Customer in ensuring compliance with any applicable obligations under the GDPR related
to security, breach notification, data impact assessments and prior consultation with the
supervisory authorities, taking into account the nature of processing and the information available
to AtomAI;

(E) provide relevant information and assistance, as reasonably requested in writing by Customer, to
demonstrate AtomAI’s compliance with its obligations imposed by this Agreement with respect to
such personal data, and allow for and cooperate with privacy and security audits, including
inspections, conducted by Customer or another auditor designated by Customer (any such audits
to be conducted during AtomAI’s normal business hours at upon no less than thirty (30) days’
prior written notice); and

(F) not transfer personal information from a country located in EEA to a country outside the EEA
unless Customer has consented to such transfer and such transfer is pursuant to an appropriate
data transfer mechanism or agreement that complies with applicable law.

8.6 Processing by Third Parties. For purposes of clarification, the provisions of this Article only
apply to any processing of personal data by AtomAI on behalf of Customer. Customer hereby agrees and
acknowledges that AtomAI is not responsible or liable for any processing of personal data that may be
done by third parties in connection with any third-party software, applications or other products, even if
the Services contemplate Customer’s use of such third-party software, applications or other products.

8.7 In case of a conflict between this Section 8 and any data protection agreement or addendum
(“DPA”) executed between the Parties in relation to Services provided under this Agreement, the
provisions of the DPA shall prevail.

9. REPRESENTATIONS, WARRANTIES AND COVENANTS
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9.1 Authorization. Each Party represents and warrants to the other that: (A) it has the requisite
corporate power and authority to enter into this Agreement and to carry out the transactions contemplated
by this Agreement; and (B) the execution, delivery and performance of this Agreement and the
consummation of the transactions contemplated by this Agreement have been duly authorized by the
requisite corporate action on the part of such Party.

9.2 Performance of Services. AtomAI represents, warrants and covenants to Customer that the
Services will be performed by qualified personnel with promptness and diligence in a workmanlike
manner, consistent with applicable industry standards.

9.3 Viruses and Disabling Code. AtomAI will use commercially reasonable efforts to prevent the
coding or introduction of viruses, disabling code or similar items into Customer systems by AtomAI or its
agents; and AtomAI will, in the event a virus, disabling code or similar item is found to have been
introduced into any software Deliverables or Customer systems by AtomAI or its agents, at no additional
charge, assist Customer in reducing the effects of the virus, disabling code or similar item.

9.4 Disclaimer. OTHER THAN AS PROVIDED IN THIS AGREEMENT, NEITHER PARTY
PROVIDES ANY EXPRESS WARRANTIES OR IMPLIED WARRANTIES, INCLUDING, WITHOUT
LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, NON-INFRINGEMENT OR OTHERWISE. IN ADDITION, AtomAI MAKES NO EXPRESS OR
IMPLIED WARRANTIES RELATING TO THIRD-PARTY PRODUCTS OR SERVICES.

9.5 Limited Warranty. If any implied warranties, guarantees or conditions implied by local law cannot
be waived, then any such implied warranties are limited in duration to 90 days from delivery of the
applicable Service or deliverable.

10. INSURANCE

During the term of this Agreement, AtomAI will keep in force the following insurance coverage with
insurers having an A.M. Best rating of A-, VIII or better:

● Workers Compensation as required by statute and Employers’ Liability with $1,000,000 per
accident, $1,000,000 disease policy limit, and $1,000,000 disease per employee.

● Commercial General Liability with $1,000,000 per occurrence and $2,000,000 aggregate.

● Professional Liability/Errors & Omissions with $5,000,000 per occurrence and $5,000,000
aggregate, including information security coverage with $1,000,000 per occurrence/aggregate.

● Employment Practices Liability with $1,000,000 per occurrence/aggregate.

● Excess Liability or Umbrella Liability with $6,000,000 per occurrence and $6,000,000 aggregate.

11. INDEMNIFICATION

11.1 By AtomAI. AtomAI agrees to indemnify, defend, and hold Customer harmless from and against
all losses, liabilities, damages, and related costs (including settlement costs and reasonable attorneys’
fees) (collectively, “Losses”) arising out of a third-party claim that any AtomAI IP, Deliverables or
Developed Property infringe or misappropriate any patent, copyright, trade secret or trademark of a third
party. Notwithstanding the foregoing, in no event will AtomAI have any obligations or liability under this
Section arising from: (A) use of any deliverable in a modified form or in combination with materials not
furnished or approved in writing by AtomAI, (B) use by Customer or its agents of any Deliverable in a
manner not reasonably consistent with the applicable specifications, requirements or instructions by
AtomAI for such item, (C) AtomAI’s compliance with Customer’s design or request for customized
features; or (D) any content, information or data provided by Customer or other third parties.

9
AtomAI Master Professional Services Agreement
Version 10



11.2 By Customer. Customer will indemnify, defend and hold AtomAI harmless from and against all
Losses arising out of (A) a third-party claim that Customer IP or other materials provided to AtomAI by
Customer infringe or misappropriate any patent, copyright, trade secret or trademark of a third party; (B)
any deficiency (including penalties and interest) relating to taxes that are the responsibility of Customer;
or (C) a third-party claim arising out of or relating to AtomAI’s use of any Customer content, provided such
use complies with the terms of this Agreement.

11.3 Infringement. If any Deliverable becomes, or in AtomAI’s reasonable opinion is likely to become,
the subject of an infringement or misappropriation claim or proceeding, AtomAI will, at its expense: (A)
secure the right to continue using the Deliverable; (B) replace or modify the Deliverable to make it
non-infringing, provided that any such replacement or modification will not degrade the performance or
quality of the Deliverable; or (C) if AtomAI cannot accomplish either of the foregoing using commercially
reasonable efforts, and only in such event, AtomAI will remove the Deliverable and any related charges
will be equitably adjusted to reflect such removal.

11.4 General. The Party seeking indemnification (the “Indemnitee”) will promptly notify the other Party
of the claim and cooperate with the indemnifying Party in defending the claim. The indemnifying Party will
have full control and authority over the defense, provided that: (A) any settlement requiring the
Indemnitee to admit liability, pay any money, or take (or refrain from taking) any action, will require the
Indemnitee’s prior written consent, such consent not to be unreasonably withheld or delayed; and (B) the
Indemnitee may join in the defense of a claim with its own counsel at its own expense. THE
INDEMNITIES PROVIDED IN THIS ARTICLE ARE THE ONLY REMEDY UNDER THIS AGREEMENT
FOR VIOLATION OF A THIRD PARTY’S INTELLECTUAL PROPERTY RIGHTS.

12. LIABILITY

12.1 Limitation of Liability.

(A) IN NO EVENT WILL EITHER PARTY BE HELD LIABLE UNDER THIS AGREEMENT FOR
SPECIAL, INDIRECT, CONSEQUENTIAL, EXEMPLARY OR PUNITIVE DAMAGES
(INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF DATA, BUSINESS
INTERRUPTION OR LOST PROFITS), WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE, OR OTHERWISE, EVEN IF SUCH PARTY IS AWARE OF OR HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES IN ADVANCE AND EVEN IF DIRECT
DAMAGES DO NOT SATISFY A REMEDY.

(B) EXCEPT AS PROVIDED IN SECTION 12.2, NEITHER PARTY MAY BE HELD LIABLE UNDER
THIS AGREEMENT FOR MORE THAN THE AGGREGATE AMOUNT PAID OR PAYABLE TO
AtomAI BY CUSTOMER UNDER THE APPLICABLE STATEMENT(S) OF WORK GIVING RISE
TO SUCH LOSS (EXCLUDING ANY LICENSE FEES PAID FOR THIRD-PARTY PRODUCTS).

(C) No action, regardless of form, arising out of the transactions under this Agreement, may be
brought by either Party more than one (1) year after the loss occurred, except that an action for
non-payment may be brought within one (1) year of the date of last payment.

12.2 Exceptions to Limitation of Liability. The limitations set forth in Section 12.1(B) will not apply
to: (A) damages occasioned by a Party’s breach of its obligations with respect to the other Party’s
intellectual property rights, (B) Losses that are the subject of indemnification obligations under this
Agreement, or (C) Losses determined to be the direct result of a Party’s gross negligence, bad faith, or
intentional or willful misconduct.

13. FORCE MAJEURE

No Party will be liable for any default or delay in the performance of its obligations under this Agreement if
and to the extent such default or delay is caused, directly or indirectly, by fire, flood, earthquake, elements
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of nature or other acts of God, pandemics, epidemics (or resurgence thereof), riots, civil disorders, acts of
terrorism, or any other similar cause beyond the reasonable control of such Party. Any Party so delayed in
its performance will promptly notify the Party to whom performance is due by telephone (to be confirmed
in writing within five (5) days of the inception of such delay) and describe at a reasonable level of detail
the circumstances causing such delay. This Section will not apply, however, to Customer’s payment
obligations under this Agreement.

14. DISPUTE RESOLUTION AND GOVERNING LAW

All claims, disputes or controversies arising out of or relating to this Agreement, including disputes relating
to the interpretation of any provision of this Agreement or any Party’s performance or breach hereunder,
will be resolved as set forth in this Section. All negotiations pursuant to this Section will be confidential
and will be treated as compromise and settlement negotiations for purposes of the applicable rules of
evidence.

14.1 Dispute Resolution and Arbitration. In the event of a claim, controversy or dispute, the Parties
will consult and negotiate with each other and, recognizing their mutual interests, attempt to reach a
satisfactory solution. If the Parties cannot reach settlement within a period of sixty (60) days, then either
Party may, upon written notice to the other Party, request that the unresolved dispute be settled by
binding arbitration conducted in Los Angeles, California by the American Arbitration Association (“AAA”)
in accordance with its Commercial Arbitration Rules, as amended (the “AAA Rules”), provided that
notwithstanding any contrary provision within the AAA Rules, the arbitrator must determine the rights and
obligations of the Parties according to the substantive laws of the state of California. The Parties will
select an arbitrator, who will be an attorney with at least ten (10) years’ experience in commercial and
contract law, provided that if the amount in dispute is greater than $500,000, the dispute will be heard by
a panel of three (3) arbitrators, with each Party selecting one (1) arbitrator and the AAA selecting the third
arbitrator. If the Parties are unable to agree on an arbitrator(s), the arbitrator(s) will be selected according
to AAA Rules. Each Party will bear its own expenses and will share equally the fees of the arbitrator(s),
provided that the arbitrator(s) will have the discretion to award the prevailing Party all or part of its
attorneys’ fees and costs, including the costs of the arbitrator(s), if the arbitrator(s) find that the position
taken by the other Party on material issues was without substantial foundation. The arbitrator(s) will not
have the power to add to, subtract from or modify any of the terms or conditions of this Agreement. The
arbitrator(s) rendering judgment upon disputes between the Parties will deliver a written opinion within
fifteen (15) business days following conclusion of the hearing, setting forth findings of fact, conclusions of
law and the rationale for the decision. Any award, which may include legal and equitable relief, will be
final and binding and judgment may be enforced by any court of competent jurisdiction.

14.2 Equitable Relief. Notwithstanding the foregoing, if a Party determines, in good faith, that a
breach or threatened breach of the terms of this Agreement by the other Party would result in irreparable
harm, such that a temporary restraining order or other form of injunctive relief is the only appropriate and
adequate remedy, such Party may proceed directly to court and may obtain such relief without bond (if
permitted by law) . The Parties further acknowledge and agree either Party may proceed directly to court
if the other Party breaches or threatens to breach its obligations under Article 5 (Proprietary Rights),
Article 7 (Confidentiality), or Article 8 (Data Protection).

14.3 Governing Law; Jurisdiction and Venue. This Agreement will be governed by and construed in
accordance with the laws of the State of California, without regard to its choice of law principles. For any
litigation that may arise under Section 14.2 of this Agreement or to enforce an award in accordance with
Section 14.1, the Parties irrevocably and unconditionally submit to the non-exclusive jurisdiction and
venue (and waive any claim of forum non conveniens) of the United States District Court for the Central
District of California located in Los Angeles or the Los Angeles Superior Court. The Parties further
consent to the jurisdiction of any court located within a district that encompasses assets of a Party against
which judgment has been rendered for the enforcement of such judgment or award against the assets of
such Party.
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14.4 No Limitation on Rights. Each Party agrees that the provisions contained in this Article do not
limit either Party’s right to terminate this Agreement as provided in Article 3.

15. GENERAL PROVISIONS

15.1 Notices. All notices, requests, consents, approvals, acknowledgements and waivers under this
Agreement (other than routine operational communications) will be in writing. Notice will be deemed
duly given when (A) delivered personally, (B) one (1) day after being given to an overnight courier with a
reliable system for tracking delivery (charges prepaid), (C) when sent by electronic mail with a copy sent
by another means specified in this Section, or (D) six (6) days after the day of mailing, when mailed by
United States mail, registered or certified mail, return receipt requested, postage prepaid and addressed
as follows:

If to Customer: [CUSTOMER]
[STREET ADDRESS]
[CITY, STATE, ZIP]
Attention: [TBD]
Email: [TBD]
Phone: [(000) 000-0000]

If to AtomAI: AtomAI Solutions Inc.
254 Chapman Rd, Suite 208 #16317
Attention: Chief Operating Officer
Email: joe.kosco@AtomAI.com
Phone: (213) 434-0500

A Party may change its address or designee for notification purposes by giving the other Party written
notice of the new address or designee, and the date upon which it will become effective.

15.2 Binding Nature and Assignment. This Agreement is binding on the Parties and their respective
successors and assigns. Either Party may assign this Agreement in connection with a merger, change of
control, consolidation, or sale or other disposition of all or substantially all of its assets, provided that the
successor of interest agrees to the terms of this Agreement in writing. Any other assignment will be null
and void, except with the other Party’s prior written consent.

15.3 Relationship of the Parties. AtomAI and Customer are independent contractors and this
Agreement does not create an agency, partnership or joint venture. Neither Party is an agent of the other
Party and has no authority to represent or bind the other Party as to any matters, except as expressly
authorized in this Agreement or in a Statement of Work.

15.4 Publicity. Customer acknowledges and agrees that AtomAI has the right to: (i) identify Customer
as a customer of AtomAI and/or identify Customer as a User of the Services on AtomAI’s website, social
media, marketing materials or public announcements; (ii) use Customer’s name and logo (in accordance
with any trademark guidelines Customer provides); and (iii) subject to Customer’s prior written consent,
participate in AtomAI case studies or testimonials in connection with the Services. Customer may revoke
any of the aforementioned rights at any time by emailing legal@AtomAI.com.

15.5 Waiver of Default. No delay or omission by either Party to exercise any right or power under this
Agreement will be construed to be a waiver thereof. A waiver by either Party of any breach or covenant
will not be construed to be a waiver of any succeeding breach or of any other covenant.

15.6 Third Party Beneficiaries and Use of Work. Neither Party intends this Agreement to benefit or
create any right or cause of action in or on behalf of, any person or entity other than the Parties.
Customer understands and agrees that Services performed by AtomAI under this Agreement are
intended only for the parties specified in the applicable Statement of Work and may be misleading or
inappropriate if used in another context or for another party. Customer agrees not to use any
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Deliverables or documents produced under this Agreement or a Statement of Work for any purpose other
than the intended purpose without AtomAI’s prior written consent.

15.7 Survival. The provisions of Article 3.5 (Consequences of Termination), Article 5 (Proprietary
Rights), Article 7 (Confidentiality), Article 8 (Data Protection), Section 9.4 (Disclaimer), Article 11
(Indemnification), Article 12 (Liability), Article 14 (Dispute Resolution and Governing Law) and this Section
15.7 (Survival), as well as any other provision of this Agreement that contemplates performance or
observance subsequent to termination or expiration of this Agreement, will survive expiration or
termination of this Agreement and continue in full force and effect for the period set forth therein, or if no
period is set forth therein, indefinitely.

15.8 Severability. If any provision of this Agreement is found to be invalid, illegal or otherwise
unenforceable in any respect, that provision will be deemed to be restated to reflect as nearly as possible
the original intent of the Parties in accordance with applicable law. The remainder of this Agreement will
remain in full force and effect.

15.9 Entire Agreement; Amendment and Waiver. This Agreement and each Statement of Work,
including any exhibits referred to herein or therein, each of which is incorporated herein for all purposes,
constitutes the entire agreement of the Parties with respect to the subject matter hereof and supersedes
all prior agreements, whether written or oral, with respect to the subject matter contained in this
Agreement. Customer may require a Purchase Order (“PO”) in connection with its invoice for payment of
Fees under this Agreement. Any terms and conditions in any Customer PO will not apply to or modify this
Agreement nor shall they take precedence over this Agreement, even if the PO terms and conditions
state that its terms supersede any other conflicting terms. No change, waiver or discharge will be valid
unless made in writing and signed by an authorized representative of the Party against which such
change, waiver or discharge is sought to be enforced.

15.10 Counterparts; Electronic Signatures. This Agreement may be executed in any number of
counterparts, including but not limited to PDF, e-signature (i.e., DocuSign) or any other electronic
equivalent format, all of which taken together will constitute one single agreement between the Parties.
The Parties agree that this Agreement, any Statement of Work, or any other document in connection
therewith, may be electronically signed, and that any electronic signatures are the same as handwritten
signatures for the purposes of validity, enforceability, and admissibility.

IN WITNESS WHEREOF, this Agreement has been executed by the Parties through their duly
authorized officers as of the Effective Date.

AtomAI Solutions Inc. CUSTOMER

___________________________________ ___________________________________

Print name: _________________________ Print name: _________________________

Print title: ___________________________ Print title: ___________________________

Date: ______________________________ Date: ______________________________

13
AtomAI Master Professional Services Agreement
Version 10



END USER AGREEMENT

This End User Agreement (“Agreement") is entered into by and between Verkada Inc. (“Verkada”) and
[name], a [state] [type of entity] (“Customer”), and governs the purchase and use of the Products (as
defined below) by Customer. This Agreement is effective as of the date last signed below.

Verkada and Customer hereby agree as follows.

1. DEFINITIONS

The definitions of certain capitalized terms used in this Agreement are set forth below. Others are defined
in the body of the Agreement.

“Customer Data” means all data provided by Customer to Verkada by means of the Products. Customer
Data does not include System Data (defined below).

“Documentation” means the online documentation regarding the Hardware, available at
www.verkada.com/docs/ or as otherwise provided within the Hosted Software.

“DPA” means the Data Processing Addendum available at www.verkada.com/support/dpa or other
negotiated data protection agreement, entered into between Verkada and Customer.

“Firmware” means the software developed and maintained by Verkada that is stored on the Hardware
and enables the basic functioning of the Hardware and its communication with the Hosted Software.

“Hardware” means the Verkada hardware products, including security cameras, access control units,
alarm units, and environmental sensors.

“Hosted Software” means Verkada’s Software-as-a-Service system, currently known as “Command,” and
related infrastructure made available to Customer to manage and configure the Hardware.

“License” has the meaning ascribed to it in Section 2.1.

“License Term” means the length of time indicated in the License SKU set forth on the applicable
Purchase Order.

“Partner” means a third-party authorized by Verkada to resell the Products, to whom Customer has
delivered an ordering document for such Products.

"Product Feature(s)” means a unique feature set within the Hosted Software that is identified by a
particular stock keeping unit (SKU) on a Purchase Order.

“Products” means, collectively, the Software, Hardware, Product Features, Documentation, and all
modifications, updates, and upgrades thereto and derivative works thereof.

“Purchase Order” means each order document submitted to Verkada by a Partner on behalf of
Customer, and accepted by Verkada, indicating Partner’s firm commitment to purchase the Products and
for the prices set forth thereon.

“Service Level Agreement” means the Service Level Agreement set forth on Exhibit A hereto.

“Software” means the Firmware and Hosted Software.

“Support” means the technical support services and resources available at www.verkada.com/support.
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“System Data” means configuration information, log and event data, Product performance data, and
statistics regarding Customer’s use of the Products.

“Users” means employees of Customer, or other third parties, each of whom are authorized by Customer
to use the Products on Customer’s behalf.

2. LICENSE AND RESTRICTIONS

2.1 License to Customer. Subject to the terms of this Agreement, Verkada grants Customer a
royalty-free, nonexclusive, transferable (subject to Section 12) worldwide right during each License Term
to use the Software, subject to the terms of this Agreement (“License”). Customer must purchase one or
more Licenses to use the Software for at least the number and type of Hardware units and/or Product
Features that the Customer manages by means of the Software (collectively, “Valid Licensing”);
however, Customer may authorize an unlimited number of Users to access and use the Software. If
Customer purchases additional Licenses, either in connection with the purchase of additional Hardware
units or renewal of Licenses for existing Hardware units, the overall License Term will be modified such
that the License Term for all Licenses purchased will expire and terminate on the same date. If Customer
does not maintain Valid Licensing, then (i) Customer will have limited or no access to Customer Data,
Product Features, and the Software, and (ii) the Hardware will not function as designed. If Customer
purchases the Monitoring Services (as defined on Exhibit B, the “Alarms Addendum”), the use of the
Products in connection with the Monitoring Services will be subject to the terms of the Alarms Addendum.

2.2 License to Verkada. During the License Term, Customer will transfer Customer Data to
Verkada while using the Products. Customer grants Verkada a non-exclusive right and license to use,
reproduce, modify, store, and process Customer Data solely to maintain the Products and provide them to
Customer. Customer represents and warrants that it possesses the necessary rights and authority to
grant Verkada the rights set forth in this Section 2.2 with respect to Customer Data.

2.3 Restrictions. Customer will not: (i) use (or allow a third party to use) the Products for any
competitive purposes (other than for routine product comparison purposes), including monitoring or
testing their availability, security, performance, or functionality, in each case without Verkada’s express
written consent; (ii) market, sublicense, resell, lease, loan, transfer, or otherwise commercially exploit the
Products; (iii) modify, create derivative works, decompile, reverse engineer, attempt to gain access to the
source code, tamper with the Hardware, or copy the Products or any of their components; or (iv) use the
Products to conduct any fraudulent, malicious, or illegal activities or otherwise in contravention of any
applicable laws or regulations (each of (i) through (iv), a “Prohibited Use”).

3. COURTESY RETURNS; HARDWARE WARRANTY AND WARRANTY RETURNS

3.1 Courtesy Returns. Customer may return up to $250,000 worth of Products (as reflected in
the net price set forth on one or more Purchase Order(s)) for any reason within the 30-day period starting
on the shipment date of such Products (a “Courtesy Return”). To initiate a Courtesy Return, Customer
must send a request for a Courtesy Return by email within such 30-day period either to (a) the Partner
that submitted the Purchase Order(s) for the Products to be returned or (b) the Verkada sales
representative responsible for Customer’s account, and include the serial numbers of the Products to be
returned.

3.2 Hardware Warranty. Verkada represents to the original purchaser and user of the
Hardware that, for the period set forth in the applicable Documentation from the date of shipment to the
location specified on the Purchase Order, the Hardware will be substantially free of defects in materials
and workmanship (“Hardware Warranty”).

3.3 Remedy for Breach of Hardware Warranty. Customer’s sole and exclusive remedy and
Verkada’s (and its suppliers’ and licensors') sole and exclusive liability for a breach of the Hardware
Warranty will be, in Verkada’s sole discretion, to replace the non-conforming Hardware. Replacement may
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be made with a new or refurbished product or components. If the Hardware or a component within it is no
longer available, then Verkada may replace the Hardware unit with a similar product of similar function.
Any Hardware unit that has been replaced under the Hardware Warranty will be covered by the terms of
the Hardware Warranty for the longer of (a) 90 days from the date of the delivery, or (b) the remainder of
the original Hardware Warranty period. Customer’s engaging in a Prohibited Use serves to void the
Hardware Warranty.

3.4 Warranty Returns. To request a return under the Hardware Warranty, Customer must
notify Verkada or the Partner within the Hardware Warranty period. To initiate a return directly to Verkada,
Customer must send a return request to Verkada at support@verkada.com and clearly state details on
where and when Customer purchased the Hardware, the serial numbers of the applicable Hardware
unit(s), Customer’s reason for returning the Hardware, and Customer’s name, mailing address, email
address, and daytime phone number. If approved, Verkada will provide Customer with a Return Materials
Authorization (“RMA”) and prepaid shipping label via email that must be included with Customer’s return
shipment to Verkada. Customer must return the Hardware unit(s) listed in the RMA with all included
accessories with the RMA within the 14 days following the day on which Verkada issued the RMA.

4. VERKADA OBLIGATIONS

4.1 General. Verkada is responsible for providing the Products in conformance with this
Agreement, the Purchase Order(s), and applicable Documentation.

4.2 Availability. Verkada uses its best efforts to ensure that the Hosted Software is available
in accordance with the terms of the Service Level Agreement, which sets forth Customer’s remedies for
any interruptions in the availability of the Hosted Software.

4.3 Support. If Customer experiences any errors, bugs, or other issues in its use of the
Products, then Verkada will provide Support in order to resolve the issue or provide a suitable
workaround. The fee for Support is included in the cost of the License. As part of a Support case,
Customer may grant access, in its sole discretion, to a member of Verkada’s Support team through
functionality provided in the Hosted Software for a length of time determined by Customer.

4.4 Maintenance. Verkada will use commercially reasonable efforts to maintain the Products
and implement updates, upgrades, and fixes as necessary to meet its obligations under this Agreement.

5. CUSTOMER OBLIGATIONS

5.1 Payment; Compliance. Customer is responsible for paying Partner for the Products
pursuant to Partner’s invoice(s). In the event Customer is delinquent on fees, Verkada may pursue
payment directly from Customer if Partner is unable to or chooses not to pursue such fees itself.
Customer will use the Products only in accordance with the Documentation and in compliance with all
applicable laws, including procurement and maintenance of any applicable licenses and permits.
Customer will ensure that none of the Products are directly or indirectly exported, re-exported, or used to
provide services in violation of the export laws and regulations of the United States or any other country. If
Customer operates in a regulated industry, Customer represents that it has obtained all necessary local
and state licenses and/or permits necessary to operate its business and is in compliance (and will use its
best efforts to remain in compliance) with all local, state, and (if applicable) federal regulations regarding
the conduct of its business. Verkada reserves the right to suspend use of any Products operating in
violation of the obligations of this Section 5.1, following written notice to Customer.

5.2 Account Administration. Customer is responsible for identifying one or more individuals
within Customer’s organization who will act as administrator(s) of Customer’s account. Such person(s)
will be responsible for, among other things, monitoring and managing access privileges of other Users.
Customer is also responsible for verifying, including ensuring that any third-party installer verify, that all
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Hardware Products purchased are properly claimed into Customer’s account within the Hosted Software
prior to installation, as more fully set forth in the Documentation.

6. TERM AND TERMINATION

6.1 Term. The term of this Agreement will commence on the Effective Date and will continue
for so long as Customer maintains any active Licenses.

6.2 Termination or Suspension for Cause. Either party may terminate this Agreement, and
Verkada may suspend Customer’s access to the Hosted Software, for cause (i) upon 30 days written
notice to the other party of a material breach if such breach remains uncured at the expiration of the
30-day period, or (ii) if the other party becomes the subject of a petition in bankruptcy or any other
proceeding relating to insolvency, receivership, liquidation or assignment for the benefit of creditors. For
purposes of clarity, a material breach of the Agreement includes Customer’s failure to purchase and/or
maintain a sufficient number of Licenses, as required by Section 2.1.

6.3 Effect of Termination. If Customer terminates this Agreement in accordance with
Section 6.2, then Verkada will refund Customer a pro rata portion of any prepaid fees allocable to the
remaining License Term. The following provisions will survive any expiration or termination of the
Agreement: Sections 7, 9, 10, 11, and 12, and any other provisions that, by their nature, would reasonably
be considered intended to survive.

7. CONFIDENTIALITY

7.1 Confidential Information. Except as explicitly excluded below, any information of a
confidential or proprietary nature provided by a party (“Disclosing Party”) to the other party (“Receiving
Party”) constitutes the Disclosing Party’s confidential and proprietary information (“Confidential
Information”). Verkada’s Confidential Information includes the Products and any information conveyed to
Customer in connection with Support. Customer’s Confidential Information includes Customer Data.
Confidential Information does not include information which is: (i) already known by the receiving party
without an obligation of confidentiality other than pursuant to this Agreement; (ii) publicly known or
becomes publicly known through no unauthorized act of the Receiving Party; (iii) rightfully received from a
third party without a confidentiality obligation to the Disclosing Party; or (iv) independently developed by
the Receiving Party without access to the Disclosing Party’s Confidential Information.

7.2 Confidentiality Obligations. Each party will use the Confidential Information of the other
party only as necessary to perform its obligations under this Agreement, will not disclose the Confidential
Information to any third party, and will protect the confidentiality of the Disclosing Party’s Confidential
Information with the same standard of care as the Receiving Party uses or would use to protect its own
Confidential Information, but in no event will the Receiving Party use less than a reasonable standard of
care. Notwithstanding the foregoing, the Receiving Party may share the other party’s Confidential
Information with those of its employees, agents and representatives who have a need to know such
information and who are bound by confidentiality obligations at least as restrictive as those contained
herein (each, a “Representative”). Each party shall be responsible for any breach of confidentiality by
any of its Representatives.

7.3 Additional Exclusions. A Receiving Party will not violate its confidentiality obligations if it
discloses the Disclosing Party’s Confidential Information if required by applicable laws, including by court
subpoena or similar instrument so long as the Receiving Party provides the Disclosing Party with written
notice of the required disclosure so as to allow the Disclosing Party to contest or seek to limit the
disclosure or obtain a protective order. If no protective order or other remedy is obtained, the Receiving
Party will furnish only that portion of the Confidential Information that is legally required, and agrees to
exercise reasonable efforts to ensure that confidential treatment will be accorded to the Confidential
Information so disclosed.
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8. DATA PROTECTION

Verkada secures the Software and Customer Data in accordance with the security practices available at
www.verkada.com/trust/security-controls. Verkada will process all Customer Data in accordance with the
DPA.

9. OWNERSHIP

9.1 Verkada Property. Verkada owns and retains all right, title, and interest in and to the
Software, the System Data, and all intellectual property embodied in the Hardware and accessories.
Except for the limited license granted to Customer in Section 2.1, Verkada does not by means of this
Agreement or otherwise transfer any rights in the Products to Customer, and Customer will take no action
inconsistent with Verkada’s intellectual property rights in the Products.

9.2 Customer Property. Customer owns and retains all right, title, and interest in and to the
Customer Data and does not by means this Agreement or otherwise transfer any rights in the Customer
Data to Verkada, except for the limited license set forth in Section 2.2.

10. INDEMNIFICATION

10.1 By Verkada. Verkada will indemnify, defend, and hold Customer, its affiliates, and their
respective owners, directors, members, officers, and employees (collectively, “Customer Indemnitees”)
harmless from and against any claim, action, demand, suit or proceeding (each, a “Claim”), and the
attorneys’ fees and court and investigative costs of Customer Indemnitees, made or brought by a third
party against any of the Customer Indemnitees alleging that Customer’s use of the Products infringes or
misappropriates any patent, trademark, copyright, or any other intellectual property of such third party.

Verkada will pay any damages finally awarded against any Customer Indemnitees by a court of
competent jurisdiction as a result of any such Claim, or any final settlement of such Claim, so long as
Customer (i) gives Verkada prompt written notice of the Claim, (ii) gives Verkada sole control of the
defense and settlement of the Claim (provided that Verkada may not settle any Claim without the
Customer Indemnitee’s written consent, which will not be unreasonably withheld), and (iii) provides to
Verkada all reasonable assistance, at Verkada’s request and expense.

If Customer’s right to use the Products hereunder is, or in Verkada’s opinion is likely to be, enjoined as
the result of a Claim, then Verkada may, at Verkada’s sole option and expense procure for Customer the
right to continue using the Products under the terms of this Agreement, or replace or modify the Products
so as to be non-infringing and substantially equivalent in function to the claimed infringing or enjoined
Products.

Verkada will have no indemnification obligations under this Section 10.1 to the extent that a Claim is
based on or arises from: (a) use of the Products in a manner other than as expressly permitted in this
Agreement; (b) any alteration or modification of the Products except as expressly authorized by Verkada;
(c) the combination of the Products with any other software, product, or services (to the extent that the
alleged infringement arises from such combination); or (d) where the Claim arises out of specifications
provided by Customer. This Section 10.1 sets forth Verkada’s sole and exclusive liability, and Customer’s
exclusive remedies, for any Claim of infringement or misappropriation of intellectual property.

10.2 By Customer. Customer will indemnify, defend, and hold harmless Verkada, its affiliates,
and their respective owners, directors, members, officers, and employees (together, the “Verkada
Indemnitees”) from and against any Claim, and the attorneys’ fees and court and investigative costs of
Verkada Indemnitees, related to: (a) Customer or its Users engaging in a Prohibited Use; and (b)
Customer’s indemnity obligation under the Alarms Addendum set forth in Exhibit B hereto (if any).
Customer will pay any settlement of and any damages finally awarded against any Verkada Indemnitee
by a court of competent jurisdiction as a result of any such Claim so long as Verkada (i) gives Customer
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prompt written notice of the Claim, (ii) gives Customer sole control of the defense and settlement of the
Claim (provided that Customer may not settle any Claim without Verkada’s prior written consent which will
not be unreasonably withheld), and (iii) provides to Customer all reasonable assistance, at Customer’s
request and expense.

11. LIMITATIONS OF LIABILITY

11.1 Disclaimer. EXCEPT FOR THE WARRANTIES EXPLICITLY SET FORTH IN THIS
AGREEMENT, VERKADA MAKES NO WARRANTIES, WHETHER EXPRESS, IMPLIED, OR
STATUTORY, REGARDING OR RELATING TO THE PRODUCTS, OR ANY MATERIALS OR SERVICES
FURNISHED OR PROVIDED TO CUSTOMER IN CONNECTION WITH THIS AGREEMENT,
INCLUDING UPDATES OR SUPPORT. WITHOUT LIMITING THE FOREGOING, VERKADA HEREBY
DISCLAIMS ANY AND ALL IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, NON-INFRINGEMENT, OR TITLE. VERKADA DOES NOT WARRANT THAT
THE PRODUCTS WILL MEET CUSTOMER’S NEEDS OR EXPECTATIONS, THAT USE OF THE
PRODUCTS WILL BE UNINTERRUPTED OR ERROR-FREE, OR THAT DEFECTS WILL BE
CORRECTED.

11.2 No Consequential Damages. NEITHER PARTY, NOR ITS AFFILIATES, NOR THE
OFFICERS, DIRECTORS, EMPLOYEES, SHAREHOLDERS, AGENTS OR REPRESENTATIVES OF
ANY OF THEM, WILL BE LIABLE TO THE OTHER PARTY FOR ANY INCIDENTAL, INDIRECT,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES, WHETHER FORESEEABLE OR
UNFORESEEABLE, THAT MAY ARISE OUT OF OR IN CONNECTION WITH THIS AGREEMENT, EVEN
IF THE OTHER PARTY HAS BEEN NOTIFIED OF THE POSSIBILITY OR LIKELIHOOD OF SUCH
DAMAGES OR COSTS OCCURRING AND WHETHER SUCH LIABILITY IS BASED ON CONTRACT,
TORT, NEGLIGENCE, STRICT LIABILITY, PRODUCTS LIABILITY OR OTHERWISE.

11.3 Direct Damages Cap. EXCEPT WITH RESPECT TO EXCLUDED CLAIMS AND
UNCAPPED CLAIMS, IN NO EVENT WILL THE COLLECTIVE LIABILITY OF EITHER PARTY, OR
THEIR RESPECTIVE AFFILIATES, OFFICERS, DIRECTORS, EMPLOYEES, SHAREHOLDERS,
AGENTS AND REPRESENTATIVES, TO THE OTHER PARTY FOR ANY AND ALL DAMAGES,
INJURIES, AND LOSSES ARISING FROM ANY AND ALL CLAIMS AND CAUSES OF ACTION ARISING
OUT OF, BASED ON, RESULTING FROM, OR IN ANY WAY RELATED TO THIS AGREEMENT,
EXCEED THE TOTAL AMOUNT PAID OR PAYABLE BY CUSTOMER FOR THE USE OF THE
PRODUCTS UNDER THIS AGREEMENT DURING THE 24-MONTH PERIOD PRECEDING THE DATE
OF THE CLAIM.

THE EXISTENCE OF MULTIPLE CLAIMS OR SUITS UNDER OR RELATED TO THIS AGREEMENT
WILL NOT ENLARGE OR EXTEND THE LIMITATION OF MONEY DAMAGES WHICH WILL BE THE
CLAIMANT’S SOLE AND EXCLUSIVE REMEDY.

11.4 Excluded Claims Cap. “Excluded Claims” means any claim and/or liability associated
with: (a) both party’s indemnification obligations in Section 10; (b) any breach by Verkada of the DPA,
Section 8 (Data Protection), or other data privacy and security obligations. Each party’s total, cumulative
liability for all Excluded Claims will not exceed two (2) times the total amount paid or payable by Customer
for use of the Products under this Agreement during the Term.

11.5 Uncapped Claims. “Uncapped Claims” means any claim or liability associated with: (a)
Customer’s breach of Section 2.2 (License to Customer Data), Section 5.1 (Compliance), and Section 3
of Exhibit B (Customer Obligations) (if applicable); (b) either Party’s breach of confidentiality (but not
relating to any liability associated with Verkada’s security obligations with respect to Customer Data which
remains subject to the Excluded Claims cap); or (c) any liability of a Party which cannot be limited under
applicable law, including gross negligence, recklessness, or intentional misconduct.

12. MISCELLANEOUS
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This Agreement is the entire agreement between Customer and Verkada and supersedes all prior
agreements and understandings concerning the subject matter hereof and may not be amended or
modified except by a writing signed or electronically acknowledged by authorized personnel by both
parties. Customer and Verkada are independent contractors, and this Agreement will not establish any
relationship of partnership, joint venture, or agency between Customer and Verkada. Failure to exercise
any right under this Agreement will not constitute a waiver. There are no third-party beneficiaries to this
Agreement. This Agreement is governed by the laws of California without reference to conflicts of law
rules. Any notice provided by one party to the other under this Agreement will be in writing and sent either
(i) by overnight courier or certified mail (receipt requested), in the case of Customer to Customer’s
address on record in Verkada’s account information and in the case of Verkada, to 406 E. 3rd Ave., San
Mateo, CA 94401, or (ii) by electronic mail to Customer’s email address on record in Verkada’s account
information or to Verkada at legal@verkada.com. If any provision of this Agreement is found
unenforceable, the Agreement will be construed as if such provision had not been included. Neither party
may assign this Agreement without the prior, written consent of the other party, except that either party
may assign this Agreement without such consent in connection with an acquisition of the assigning party
or a sale of all or substantially all of its assets. In the event of an assignment by Customer in connection
with an acquisition of Customer or a sale of all or substantially all of Customer’s assets, Customer’s
License may be transferred to the party acquiring Customer or purchasing all or substantially all of its
assets, subject to Verkada’s prior written consent, such consent not to be unreasonably withheld. This
Agreement may be executed in two or more counterparts, each of which will be deemed an original, but
all of which together will constitute one and the same instrument. Facsimile or other electronic copies of
such signed copies will be deemed to be binding originals.

A party will not be liable for any failure to perform caused by circumstances beyond its reasonable control
which would otherwise make such performance commercially impractical including, but not limited to, acts
of God, fire, flood, acts of war, pandemics, government action, accident, labor difficulties or shortage,
inability to obtain materials, equipment or transportation (each, a “Force Majeure Event”). If a Force
Majeure Event lasts longer than five (5) business days, the parties will meet to determine if performance
under the Agreement can resume as agreed. If the parties cannot agree, then Verkada may terminate the
applicable Purchase Order or this Agreement.

If any disputes arise, the parties will first attempt to resolve the dispute informally via good faith
negotiation. If the dispute has not been resolved after 30 days, the parties will resolve any claim, dispute,
or controversy (excluding any claims for injunctive or other equitable relief) by binding arbitration before a
single arbitrator administered by JAMS, its successors and assigns, in San Mateo County, California,
unless otherwise agreed by the parties in writing, and pursuant to its arbitration rules. Each party will be
responsible for paying any arbitration fees in accordance with the foregoing rules, and the award
rendered by the arbitrator may include costs of arbitration, reasonable attorneys’ fees and reasonable
costs for expert and other witnesses. Any judgment on the award rendered by the arbitrator may be
entered in any court of competent jurisdiction. Nothing in this Section shall be deemed to prevent either
party from seeking injunctive or other equitable relief from the courts as necessary to prevent the actual or
threatened infringement, misappropriation, or violation of its data security, intellectual property rights or
other proprietary rights.

Signatures on following page
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IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be executed by their duly
authorized representatives.

[Customer] Verkada Inc.

By: By:

Name: Name:

Title: Title:

Date: Date:
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EXHIBIT A

Service Levels

Verkada will use commercially reasonable efforts to make the Hosted Software available 99.99% or more
of the time during any calendar month. Subject to the exclusions set forth below, an “Outage” will be
defined as any time when the Hosted Software is not available due to a cause within the control of
Verkada. The availability standard does not apply to any feature of the Hosted Software that Verkada
identifies as a “beta” feature or service.

Service Credits

If Verkada fails to achieve the availability percentage above, Customer will be eligible to receive a credit
(“Service Credit”) calculated as a certain number of days added to the end of the License Term. Service
Credits are based on the actual availability of the Hosted Software in a given calendar month as set forth
below. Service Credits are non-transferable.

Service Availability Service Credit

Less than 99.99% 3 days

Less than 99.9% 5 days

Less than 99% 10 days

Less than 90% 15 days

Exclusions

Verkada does not include in its calculation of downtime any time the Hosted Software is not available due
to:

● Planned maintenance windows where notice of planned unavailability has been given, via the
Hosted Software, at least two business days prior to the outage, unless in the case of emergency
changes;

● Force Majeure Events;

● Actions or inactions on Customer’s part;

● Events arising from Customer’s systems or any Customer websites;

● ISP or Internet outages outside of Verkada’s control.

Chronic Failure & Termination

Customer may elect to terminate this Agreement in accordance with Section 6.2 if the Hosted Software is
available less than 90% in a month for three consecutive months or any five months during a rolling
twelve-month period.

Sole Remedy

Notwithstanding any terms to the contrary in the Agreement, the Service Credits are Customer’s sole and
exclusive remedy for any Outage.
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EXHIBIT B

Alarms Addendum

This “Alarms Addendum” sets forth the terms applicable to Customer’s use of the Monitoring Services (as defined
below).

1. Certain Definitions.

a. “Alarm(s)” means an alarm signal, data, video or audio transmission initiated by the Hardware installed on
Customer’s premises signaling a specific type of situation that is transmitted to a Call Center for response via the
Hosted Software.

b. “Call Center(s)” means a central monitoring station that receives and responds to an Alarm for Customer as more
fully set forth below.

c. “Call List” means the list of names, with corresponding telephone numbers and email addresses, of those
persons in the order Customer wishes to receive notification of Alarms which must be created, and updated by
Customer from time to time, via the Hosted Software.

d. “First Responder(s)” means the entity (e.g., fire department, police department) that is contacted by the Call
Center to respond to an Alarm received at the Call Center.

e. “Monitoring Services” means the automated Alarm transmission functionality enabled by the Software that,
when triggered, transmits an Alarm to the Call Center for a response, as more fully described in the
Documentation. The Monitoring Services are deemed to be a Product under the Agreement.

2. Monitoring Services.

a. In order to use the Monitoring Services, Customer must: (i) purchase a License for each location at which
Monitoring Services will be provided (a “Monitoring License”); and (ii) enable the “Emergency Dispatch” toggle
within the Hosted Software, as more fully described in the Documentation.

b. For each Alarm transmitted through the Hosted Software, the Call Center will respond in accordance with its
internal operating procedures, and only if warranted in the sole discretion of the Call Center. Not all Alarms require
notification to First Responders. If the video verification settings are set to 'Normal Mode' (as described in the
Documentation), the Call Center may not notify the individuals on the Call List if it is unable to determine a threat
to person or property, including because Call Center cannot discern a threat from the video provided or it is
unable to access video of the trigger event. Once dispatched, the Call Center may be unable to recall First
Responders.

c. In the event of notification to Customer, the Call Center will call the person(s) named in the Call List, in the order
set by Customer. Receipt by Customer of any form of notification provided by the Call Center pursuant to the Call
List, is deemed compliance with the notification obligation hereunder, which notice may include SMS or voice mail
message.

d. If video or audio Alarms are received at the Call Center, the Call Center will monitor such video or sound in
accordance with its internal operating procedures, and for so long as the Call Center, in its sole discretion, deems
appropriate.

3. Customer’s Obligations.

a. Customer (or a properly licensed installer selected by Customer) is responsible for installation (including the
design of such installation), maintenance, service, repair, inspection and testing of the Products. Once installed, it
is Customer’s responsibility (or a properly licensed installer selected by Customer) to configure its Products in
order to enable the Monitoring Services, including by creating and maintaining appropriate Trigger and Response
Actions via the Hosted Software (i.e., by creating an “Alarm Address” within Customer’s account in the Hosted
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Software and configuring it in Customer’s discretion). Monitoring Services will be provided only if the Hardware
Products have been configured to transmit Alarms to the Call Center by means of the foregoing.

b. Customer is responsible, at Customer’s sole expense, for supplying all systems, and incidental functionality (e.g.,
high-speed Internet access, IP Address and or wireless services, all 110 Volt AC power), necessary to operate the
Products at Customer’s premises.

c. Once delivered, the Hardware Products are in the possession and control of Customer, and it is Customer’s sole
responsibility to regularly test the operation of its Products. Verkada does not design installations, install, inspect,
maintain, service, repair, or test Products for Customers.

d. Customer is responsible for obtaining and maintaining all licenses, registration and permits for the Products and
Monitoring Services, including those required by the Customer’s local government, necessary to use the Products
as contemplated under this Alarms Addendum in compliance with applicable laws and regulations.

4. Monitoring Services Exclusions.

a. Except for the systems under its control that Verkada uses to make the Hosted Software available, Alarms are
transmitted over third party communication networks beyond the control of Verkada and are not maintained by
Verkada. Verkada will not be responsible for any failure by such third-party networks which prevents transmission
of Alarms from reaching the Call Center or any damages arising therefrom.

b. Verkada will have no liability for permit fees, false alarms, false alarm fines, the manner in which First Responders
respond, any response delays caused by the First Responders, the failure of First Responders to respond, or the
manner in which Alarms are handled by the Call Centers or First Responders.

c. Verkada makes no representation that any aspect of the Products meets code requirements or constitute an
alarm system, burglar alarm system, fire alarm system, CCTV system, access control system or other electronic
security system, as those terms are defined under the applicable laws of the jurisdictions in which Customer uses
the Products.

d. Verkada is not a Call Center and does not provide the services of a Call Center. Verkada does not respond to an
Alarm, notify, or attempt to notify the persons named in the Call List, request dispatch of First Responders, or
other agents to Customer’s premises to investigate or verify an Alarm. The portion of the Monitoring Services
performed by Verkada is strictly limited to Verkada’s automated signal and data retransmission software,
receivers, and related components, routing Alarms generated from the Products at Customer’s premise via a
third-party network to a Call Center for response. The Customer is not contracting with Verkada to provide the
services of the Call Center. Verkada and the Call Center are independent and unrelated entities, and there is no
subcontractor, employer or employee, master or servant, joint venture, partnership, or contractual relationship
between them.

5. Suspension & Termination. Verkada may, without prior notice, suspend or terminate the Monitoring Services, in
Verkada’s sole discretion, in the event of: (a) a Force Majeure Event which renders any aspect of the Monitoring
Services inoperable or impractical; (b) Customer defaults in its performance obligations under the Agreement or use
of the Products in a manner that violates any applicable law or any third party right of privacy; (c) Call Center’s
facilities or communication networks are nonoperational; (d) Customer causes the Products to transmit excessive
false alarms, runaway signals, or otherwise unreasonably overburdens either Verkada’s systems or the Call Center’s
systems; or (e) Customer fails to provide accurate information within the Call List or fails to properly update the Call
List.

6. No Representations or Warranties. Verkada makes no representation or warranty, whether express or implied, that
the Products including the Monitoring Services will prevent any loss, damage or injury to any person or property,
whether by reason of burglary, theft, hold-up, fire or any other cause, or that the Products will in all cases provide the
protection for which they are installed or intended. Monitoring Services are not error-free. Verkada is not an insurer,
and Customer assumes all risk for loss or damage to Customer’s premises, contents, business interruption, or
persons on or around the premises. Customer’s sole remedy for Verkada’s breach of this Exhibit B is to require
Verkada to replace the non-operational Products as set forth in Section 3.2 of the Agreement.

THE ABOVE EXCLUSIONS WILL NOT APPLY, IF THE GOVERNING LAW WHERE THE CUSTOMER’S PREMISE
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IS LOCATED PROHIBITS THE EXCLUSION OF IMPLIED WARRANTIES.

7. Indemnity. In addition to Section 10.2 of the Agreement, to the fullest extent permitted by governing law, Customer
will indemnify, defend, and hold harmless Verkada Indemnitees from and against any Claim (including reasonable
attorney’s fees, court costs, fees associated with investigations, or fees or fines relating to permits or false alarms)
arising from Customer’s use of the Monitoring Services or its performance, or failure to perform, its obligations under
this Exhibit B.

8. Exculpatory Clause.

a. To the fullest extent permitted by governing law, Verkada will not be liable for any loss or damage sustained by
Customer caused or contributed by the performance, or failure of performance, of the Monitoring Services under
this Exhibit B, even if caused or contributed by any negligence of any kind or degree of the Call Center, Verkada,
or any other third-party, except for Verkada’s gross negligence in states that do not permit the exculpation of
liability for gross negligence, recklessness and willful misconduct.

b. IN THE EVENT THAT THE EXCULPATORY CLAUSE IS NOT ENFORCEABLE UNDER THE GOVERNING LAW
WHERE THE CUSTOMER’S PREMISES IS LOCATED, THE LIMITATIONS OF LIABILITY IN SECTION 11 OF
THE AGREEMENT SHALL GOVERN AND CONTROL.

9. Insurance. Customer must maintain a policy of General Liability and Property Insurance for liability, casualty, fire,
theft, and property damage and, upon request, will ensure that Verkada is named as additional insured, and which
shall on a primary and non-contributing basis cover any loss or damage related to Customer’s use of the Products.
Customer assumes all potential risk and damage that may arise by reason of failure of the Products, and Customer
will look to its own insurance carrier for any loss or assume the risk of loss. Verkada will not be responsible for any
portion of any loss or damage which is recovered or recoverable by Customer from insurance covering such loss or
damage or for such loss or damage against which Customer is indemnified or insured. Customer and all those
claiming rights under Customer policies waive all rights against Verkada and its subcontractors for loss or damages
caused by perils intended to be detected by the Products or covered by insurance to be obtained by Customer, except
such rights as Customer or others may have to the proceeds of insurance.

10. Conflict Resolution. In the event of any conflict, discrepancy, or inconsistency between the terms of the Agreement
and this Exhibit B, the terms of this Exhibit B will govern and control.
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	Pega Master Terms and Conditions - NASPO - 11.16.2018
	1.  Subscription Services; Software License
	(b) If designated in an applicable Schedule, Pegasystems will grant Customer a non-transferable, non-exclusive license to install the Software in a Customer Managed Cloud in accordance with the Documentation to develop, test and/or deploy Customer App...
	(c) Customer is responsible for the performance of any Customer Application(s) and for configuring Guardrail Compliant Customer Application(s) in the Pega Cloud.
	(d) Customer will receive support, upgrades, and updates during the Term in accordance with the terms of the applicable Schedule and the Customer Support Handbook.
	(e) Pegasystems will email to Customer a URL to allow Customer access to the Software and/or Subscription Services. The Software and/or Subscription Services will be accepted upon delivery ("Acceptance").  This Acceptance is not dependent on any rema...
	2.    Restrictions.
	(a) Customer’s use of the Subscription Services and/or Software will comply with the terms of this Agreement. Customer’s use of the Subscription Services will comply with the Documentation, Customer Data Rights and Responsibilities, and Acceptable Use...
	(b)  Customer’s use of the Subscription Services and/or Software will be in object code and/or RuleSet form.  Unless specifically authorized by law, Customer may not reverse engineer, decompile, disassemble or otherwise attempt to determine source cod...
	“Cloud Data Storage” means the storage of business data and rules data in the Pegasystems database that is available for the Production Environment only.
	“Cloud File Storage” means the storage of files associated with features such as archive/purge, large attachment handling and file transfer services that is available across all Environments.
	 “Standard Sandbox” means a service that is intended to be used for development, functional/unit testing, UAT testing of Customer Applications and training. A Standard Sandbox is scaled to support up to 15 developers/users with a storage limit of 50G...
	 “Large Sandbox” means a service that is intended to support development, functional/unit testing, UAT testing, pre-production, staging, and/or training of the Customer Applications. A Large Sandbox is scaled to support up to 45 developers/users with...
	 “Production Environment” means a service that is designed, built and scaled to accommodate Customer Applications to process live and/or real-time data in connection with Customer’s ongoing business operations and is deployed within a single geograph...
	 “Production Mirror Sandbox” means a replica of the scaled Production Environment that can be used for staging, scaled benchmark testing, and/or load performance testing or as defined in the applicable Schedule.


	Software Subscription and License Agreement_US Version AGMT_24X7__20190617_
	1. Definitions
	“Premium Software” means (i) the software application(s) Customer is subscribing to as identified in the Order Form which is an AMS proprietary, online, web-based software application as provided by AMS (ii) any APIs to third party products provided ...
	“User Types” means various categories of Users as listed in this Agreement that have different rights of access to and use of the Premium Software and Mobile Applications.
	2. Grant of Access – Premium Software.
	2.1 Grant of Access – Premium Software. In consideration for the payment by the Customer to AMS of the Access Fees contained in the applicable Order Form(s), AMS shall grant to Customer a non-exclusive, non-transferable limited right to access and use...
	3. Grant of Access – MOBILE APPLICATIONS.
	3.1  Customer Mobile Applications. Subject to the terms and conditions of this Agreement and in consideration for the payment by Customer to AMS of the Access Fees contained in the applicable Order Form(s), AMS shall grant to Customer a non-transferab...
	3.2 Client Mobile Applications. Subject to the terms and conditions of this Agreement and in consideration for the Access Fees contained in the applicable Order Form(s) AMS shall grant to Customer a non-transferable, non-exclusive limited license to i...
	3.3 Access to Mobile Applications.  Mobile Applications are available by either a direct download link or through one of the mobile app stores supported by AMS.  For the Mobile Applications, AMS shall provide each User and, if applicable, Client User ...
	3.4 Updates.  The timing and frequency of any Updates to the Mobile Applications will be determined at the sole discretion of AMS.
	4.   Reservation of Rights; User Restrictions and Limitations of Use.
	4.1 Reservation of Rights. Except for the limited rights expressly granted hereunder, AMS (or its third party licensors) reserves all rights and title to and interest in the Premium Software and Mobile Applications (and all modification to the same), ...
	6. Availability of Services.  AMS shall use commercially reasonable efforts to make the Premium Software and Mobile Applications available for twenty-four (24) hours a day, seven (7) days a week. Customer agrees that from time to time the Premium Soft...
	7. Security.  AMS shall use commercially reasonable efforts to prevent unauthorized access to restricted areas of the Premium Software and any databases or other sensitive material. AMS reserves the right to deactivate or suspend access to the Premium...
	8. AMS Warranty.  AMS warrants that the Premium Software and the Mobile Applications will perform in all material respects in accordance with their respective User Guides for the Subscription Term. The entire liability of AMS and the exclusive remedy ...
	9. Customer Warranties.  Customer represents and warrants that (i) it has the legal power to enter into this Agreement, (ii) it will not transmit to AMS any viruses, worms, time bombs, Trojan horses and other harmful or malicious code, files, scripts,...
	11. Disclaimer AND Liability of the Parties.  EXCEPT AS EXPRESSLY PROVIDED HEREIN, NEITHER PARTY MAKES ANY WARRANTIES OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, AND EACH PARTY SPECIFICALLY DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDI...
	15.1   Confidential Information.  In connection with this Agreement a party (”Discloser”) may furnish to the other party (”Recipient”) confidential information, including without limitation, software, user and training manuals, data, Client informatio...
	16.1  Term of Agreement.  This Agreement commences on the Effective Date and continues for the Subscription Term specified in the Order Form unless the Agreement is extended pursuant to Section 16.2 or has been otherwise terminated as set forth in its...
	16.2 Term of Additional User/Client User/Provider User Subscriptions.  Additional Users, Client Users or Provider Users may be added by written addendum to the applicable Order Form. Additional User/Client User/Provider User subscriptions commence on ...
	17.2 Arbitration.  Disputes arising under this Agreement that cannot be resolved informally by the parties through good faith negotiations shall be resolved by arbitration before a sole arbitrator appointed and operating pursuant to the Federal Arbitr...
	17.10 Publicity.  Subject to Section 15, AMS shall have the right to issue news releases, press releases or other communications regarding the intended nature of the relationship between the parties in connection with this Agreement to potential inves...
	17.11 Headings.  Headings used in this Agreement are for convenience of reference only and shall not be construed as altering the meaning of this Agreement or any of its parts.
	17.13 Entire Agreement.  This Agreement constitutes the entire understanding of the parties, and supersedes and extinguishes all prior promises, assurances, warranties, representations and understandings between them, whether written or oral relating ...
	17.14  Third Party Rights.  No one other than a party to this Agreement (and their permitted assignees) shall have any right to enforce any of its terms. For the avoidance of doubt, no Clients shall have the right to enforce any terms of this Agreemen...
	17.15  Variation.  This Agreement may not be modified or amended except in writing and signed by both parties (or their authorised representatives).


	Tanium URL_Click-Wrap_EULA_8.31.21v2_86496 (1)
	1. Grant of License.
	1.1 License.  Subject to the terms and conditions of this Agreement, Tanium grants Customer a revocable, non-transferable, non-exclusive license ("License") to copy and use the proprietary software in object code form and related proprietary component...
	The Licensed Software and Support Materials are licensed to Customer, not sold. The Licensed Software, Documentation, Support Materials and Support provided by Tanium contain material that is protected by copyright, patent, trade secret law, and other...
	1.2 License Metric.  The Licensed Software is licensed on a per Managed OS Instance basis. A "Managed OS Instance" means a physical device or virtual machine where the Licensed Software can be installed, and where that device is capable of processing ...
	1.3 System Configuration. Hardware and software requirements for proper installation and use of the Licensed Software are set forth in the relevant Documentation.  Customer is solely responsible and fully liable for purchasing, providing, installing, ...
	2. Restrictions. Customer’s license to the Licensed Software is subject to the following license conditions and restrictions:
	2.1 Customer’s Benefit. Customer must not use or permit the Licensed Software to be used in any manner, whether directly or indirectly, that would enable Customer’s personnel or any other person or entity to use the Licensed Software for anyone’s bene...
	2.2 Limitations on Copying and Distribution. Customer must not copy or distribute the Licensed Software, whether directly or indirectly, except to the extent that copying is necessary to use the Licensed Software for the purposes set forth herein.  Cu...
	2.3 Limitations on Reverse Engineering and Modification. Except to the extent such a limitation is expressly prohibited by applicable law, Customer must not reverse engineer, decompile, disassemble, modify, or create derivative works of the Licensed S...
	2.4 Sublicense, Rental and Third-party Use. Except to the extent expressly permitted by this Agreement, Customer must not assign, sublicense, rent, timeshare, loan, lease or otherwise transfer the Licensed Software, or directly or indirectly permit an...
	2.5 Proprietary Notices. Customer must not remove any proprietary notices (e.g., copyright and trademark notices) from the Licensed Software. Customer must reproduce the copyright and all other proprietary notices displayed on the Licensed Software on...
	2.6 Use in Accordance with Documentation. All use of the Licensed Software shall be in accordance with the Documentation and this Agreement.
	2.7 Use of the Licensed Software. Customer shall be solely responsible and fully liable for its use of the Licensed Software, including, but not limited to, for ensuring that the use of the Licensed Software is in compliance with all applicable foreig...
	2.8 Tanium’s Intellectual Property. Customer shall not use the Licensed Software or Tanium Confidential Information whether directly or indirectly to contest the validity of any Tanium intellectual property, including the Licensed Software; any such u...
	2.9 Competition. Customer shall not use the Licensed Software or Tanium Confidential Information in a manner to compete with Tanium or to assist a third party in competing with Tanium, or for benchmarking or competitive analysis.
	2.10 Notice and Prevention. Customer shall notify Tanium promptly upon learning of any attempt by anyone to misuse, misappropriate, copy, modify, derive, or reverse engineer any Licensed Software and Customer shall cooperate and assist Tanium in disco...
	3. Affiliates and Managing Parties. The term "Affiliate" means an entity that is controlled by, controls, or is under common control of a party, where "control" means the ownership, in the case of a corporation, of more than fifty percent (50%) of the...
	4. Term and Termination. Unless otherwise agreed in a Schedule, the License(s) will commence upon the initial delivery of the license keys that allow Customer to download or access the Licensed Software ("Delivery") and will continue for the term of t...
	5. Fees and Expenses; Delivery and Taxes.
	5.1 Fees and Expenses.  Notwithstanding anything else to the contrary, if Customer orders from a Tanium authorized business partner ("Reseller"), final terms of the transaction (e.g., pricing, discounts, fees, payments, and taxes) are solely subject t...
	Unless otherwise set forth in a Schedule: (a) fees for Licenses and Support will be billed, due, and payable fully in advance thirty (30) days after Customer’s receipt of an invoice. Payments will be made by electronic transfer to a bank account desig...
	5.2 Taxes. All amounts payable by Customer to Tanium under this Agreement are exclusive of any taxes, levies, or duties, of any nature, that may be assessed by any jurisdiction (collectively "Taxes"). Customer is responsible for paying all Taxes inclu...
	All Licensed Software will be delivered and accessed electronically. In conjunction with the billing, collection and payment of any Taxes, Customer must provide Tanium with a physical address of the download site for the Licensed Software.  This addre...
	Unless both Customer and Tanium agree otherwise, Customer will make no deduction from any amounts owed to Tanium for any un-invoiced taxes of any type. Subject to applicable laws, Tanium will cooperate with Customer to reduce the amount of applicable ...
	6. Support; Personal Data and Systems Information; Supplemental Support and Training.
	6.1 Support. The term "Support" means, collectively, the Support Services, Supplemental Support, Training, and any other services acquired by Customer from Tanium, all of which are provided in accordance with, and governed by, the terms and conditions...
	6.2 Support Services. Unless otherwise set forth in the Schedule, Tanium will provide the following Support Services to Customer.
	7. Limited Warranty; Disclaimer; Integrations with Third-Party Software and Services.
	7.1 Limited Warranty. During the Warranty Period, Tanium warrants that (i) the Licensed Software will operate in substantial conformity with the Documentation; and (ii) it shall use commercially reasonable efforts to screen the Licensed Software prior...
	In addition, Tanium warrants that any Supplemental Support and Training will be provided in a professional and workmanlike manner consistent with relevant industry standards. If Tanium breaches the foregoing warranty, Customer’s sole remedy will be to...
	7.2 EXCEPT AS PROVIDED IN THIS SECTION, THE LICENSED SOFTWARE, SUPPORT MATERIALS, AND ALL SUPPORT ARE PROVIDED ON AN "AS-AVAILABLE, " "AS-IS" BASIS. TO THE MAXIMUM EXTENT PERMITTED BY LAW, TANIUM AND ITS LICENSORS AND SUPPLIERS DISCLAIM ALL OTHER WARR...
	7.3 Integrations with Third-Party Software and Services. Customer acknowledges that the Licensed Software may contain features designed to integrate or interoperate with third-party software or services, that Tanium reserves the right to remove or alt...
	8. Indemnities. If a third party claims that Customer’s licensed use of the Licensed Software in compliance with the terms of this Agreement infringes a United States: (i) patent, (ii) copyright, or (iii) trademark, or misappropriates a trade secret, ...
	9. Limitation of Liability. TO THE MAXIMUM EXTENT PERMITTED BY LAW, IN NO EVENT SHALL TANIUM OR ITS LICENSORS OR SUPPLIERS BE LIABLE TO CUSTOMER, ITS AFFILIATES OR ANY THIRD PARTY FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE, OR INDIRECT DAMAG...
	10. Confidentiality. Each party agrees to hold the other party’s (and that of its affiliates disclosed in connection with this Agreement) Confidential Information in confidence using the same degree of care that it uses to protect the confidentiality ...
	11. Evaluation Software and Feedback.
	11.1 Evaluation Software. This Section only applies to Licensed Software designated by Tanium as "Evaluation Software." Subject to Section 2 (Restrictions), Tanium grants to Customer a non-transferable, non-exclusive limited license to use the Evaluat...
	11.2 Feedback. Customer may provide suggestions, comments, or other feedback (collectively, "Feedback") to Tanium with respect to its products and services, including the Licensed Software. Feedback is voluntary and Tanium is not required to hold it i...
	11.3 Beta Software. If the Licensed Software released to Customer has been identified by Tanium as "Beta Software," then the provisions of Section 11.1 (Evaluation Software) will apply, in addition to this Section 11.3 (Beta Software).  Customer is un...
	12. Governing Law/Jurisdiction. This Agreement will be governed by and construed in accordance with the substantive laws in force: (a) in the State of Washington, if you purchased the Licensed Software and Support in the United States or Canada, or (b...
	13. General. This Agreement, together with the Data Processing Addendum, Documentation, Schedules and any exhibits attached hereto, constitutes the entire understanding and agreement between Tanium and Customer with respect to the subject matter of th...
	11. Evaluation Software and Feedback.
	11.1 Evaluation Software. This Section only applies to Licensed Software designated by Tanium as "Evaluation Software." Subject to Section 2 (Restrictions), Tanium grants to Customer a non-transferable, non-exclusive limited license to use the Evaluat...
	11.2 Feedback. Customer may provide suggestions, comments, or other feedback (collectively, "Feedback") to Tanium with respect to its products and services, including the Licensed Software. Feedback is voluntary and Tanium is not required to hold it i...
	11.3 Beta Software. If the Licensed Software released to Customer has been identified by Tanium as "Beta Software," then the provisions of Section 11.1 (Evaluation Software) will apply, in addition to this Section 11.3 (Beta Software).  Customer is un...
	12. Governing Law/Jurisdiction. This Agreement will be governed by and construed in accordance with the substantive laws in force: (a) in the State of Washington, if you purchased the Licensed Software and Support in the United States or Canada, or (b...
	13. General. This Agreement, together with the Data Processing Addendum, Documentation, Schedules and any exhibits attached hereto, constitutes the entire understanding and agreement between Tanium and Customer with respect to the subject matter of th...
	11. Evaluation Software and Feedback.
	11.1 Evaluation Software. This Section only applies to Licensed Software designated by Tanium as "Evaluation Software." Subject to Section 2 (Restrictions), Tanium grants to Customer a non-transferable, non-exclusive limited license to use the Evaluat...
	11.2 Feedback. Customer may provide suggestions, comments, or other feedback (collectively, "Feedback") to Tanium with respect to its products and services, including the Licensed Software. Feedback is voluntary and Tanium is not required to hold it i...
	11.3 Beta Software. If the Licensed Software released to Customer has been identified by Tanium as "Beta Software," then the provisions of Section 11.1 (Evaluation Software) will apply, in addition to this Section 11.3 (Beta Software).  Customer is un...
	12. Governing Law/Jurisdiction. This Agreement will be governed by and construed in accordance with the substantive laws in force: (a) in the State of Washington, if you purchased the Licensed Software and Support in the United States or Canada, or (b...
	13. General. This Agreement, together with the Data Processing Addendum, Documentation, Schedules and any exhibits attached hereto, constitutes the entire understanding and agreement between Tanium and Customer with respect to the subject matter of th...
	11. Evaluation Software and Feedback.
	11.1 Evaluation Software. This Section only applies to Licensed Software designated by Tanium as "Evaluation Software." Subject to Section 2 (Restrictions), Tanium grants to Customer a non-transferable, non-exclusive limited license to use the Evaluat...
	11.2 Feedback. Customer may provide suggestions, comments, or other feedback (collectively, "Feedback") to Tanium with respect to its products and services, including the Licensed Software. Feedback is voluntary and Tanium is not required to hold it i...
	11.3 Beta Software. If the Licensed Software released to Customer has been identified by Tanium as "Beta Software," then the provisions of Section 11.1 (Evaluation Software) will apply, in addition to this Section 11.3 (Beta Software).  Customer is un...
	12. Governing Law/Jurisdiction. This Agreement will be governed by and construed in accordance with the substantive laws in force: (a) in the State of Washington, if you purchased the Licensed Software and Support in the United States or Canada, or (b...
	13. General. This Agreement, together with the Data Processing Addendum, Documentation, Schedules and any exhibits attached hereto, constitutes the entire understanding and agreement between Tanium and Customer with respect to the subject matter of th...
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	Clinisys SaaS_10312022
	1.1 Authorized User means any person or entity authorized by Client to use the SaaS.
	1.2 Client Data means all Client data entered into, processed, and resulting output data received through use of the SaaS, by Client and its Authorized Users and all Client data accessed, processed or stored by Clinisys in the provision of the SaaS or...
	1.3 Confidential Information means any non-public information related to, disclosed by or on behalf of either Client or Clinisys to the other, which is either marked as confidential or is understood by a reasonable person to be confidential due to its...
	1.4 Documentation means the user guide(s), instructions, release notes, manuals and on-line help files generally made available by Clinisys to its customers regarding the functional and operational capabilities of the SaaS.
	1.5 Error means a material failure of the SaaS to conform to its functional specifications described in the Documentation.
	1.6 Fee(s) means the fees payable for Services, Subscriptions and/or Usage.
	1.7 Object Code means programs assembled or compiled in magnetic or electronic binary form on software media, which are readable and usable by machines, but not generally readable by humans without reverse assembly, reverse compiling, or reverse engin...
	1.8 Order means any document, including but not limited to a Quote Order Form, executed by Clinisys and the Client, specifying the products and services to be provided.
	1.9 Release means a new or upgraded version of the SaaS containing improvements, Updates and bug corrections, and as may be identified by a change in the numeric designation. Releases exclude new products for which Clinisys or a Third Party Software s...
	1.10 SaaS means the services provided and information technology infrastructure managed by Clinisys to deliver Software and Third Party Software (as applicable) as an internet-accessible application in a hosted environment under a Subscription, which ...
	1.11 Services mean the installation, implementation, training, consulting and/or other services designated as Service in an Order.
	1.12 Software means the software proprietary to Clinisys or its affiliate(s) that is used to deliver the SaaS, and includes all Object Code, Source Code, modifications, enhancements, improvements, derivatives, extensions, and any functional changes, U...
	1.13 Source Code means programs written in programming languages, including all comments and procedural code, such as job control language statements, in a form intelligible to trained programmers and capable of being translated into Object Code for o...
	1.14 Subscription means the Client’s time-limited right to use the SaaS, for the duration of the Term.
	1.15 Support means the SaaS support and maintenance services provided in accordance with the terms of this Agreement, Schedule A, and in an Order.
	1.16 System Requirements mean Clinisys-specified hardware, third party software, operating system configuration, network and other requirements and specifications for use of the SaaS, as modified from time to time by Clinisys.
	1.17 Term has the meaning set forth in Section 10.1.
	1.18 Third Party Software means the computer programs and/or data used for the delivery of SaaS, including Updates and Releases (as applicable) and related Documentation, which are owned by third parties.
	1.19 Updates means minor modifications or enhancements to the SaaS (including corrections to Errors) which Clinisys makes generally available to customers under Support or SaaS.
	1.20 Usage means Client’s use of a variable component of the SaaS for a maximum number of users, devices, transactions, units, reports or other similar basis for a specified period, as designated and/or defined by the term Usage in the applicable Order.
	1.21 User System means any computer hardware, software, telecommunication, connections, or other equipment necessary for Clinisys to interface with the Client’s systems (i.e., a gateway, user workstations, etc.) or for Client and its Authorized Users ...
	2 Use Terms.
	2.1 The terms applicable to the rights to access and use the SaaS, including any relevant Third Party Software, are set forth in Schedule A. Third Party Software may be subject to additional end user license terms that accompany delivery of the Third ...

	3 Services and Support Terms
	3.1 Services. Services purchased by Client will be set forth in an Order, which will include as applicable, a Services description, resources required and details regarding project governance and scope. Following execution of an Order, the Parties wil...
	3.2 Support. Support for the SaaS will be provided as set forth in Schedule A.

	4 Security
	5 Fees and Payments
	5.1 Fees. All Fees and any other charges stated in the relevant Order are payable in U.S. dollars subject to the payment terms in such Order.
	5.2 Payments. Payments are due thirty (30) days from the date of an undisputed invoice. Client agrees to advise Clinisys of invoice disputes prior to the invoice due date and agrees to pay any undisputed amounts by the due date. Disputes will be resol...
	5.3 Travel and Related Expenses. Client will reimburse Clinisys’ actual, reasonable travel, living and other incidental expenses incurred for Services performed on Client’s premises.
	5.4 Late Payments. Client agrees that undisputed Fees that are unpaid by the due date will incur interest charges of 1.5% per month until paid. If still unpaid thirty (30) days after the invoice due date, Clinisys may without prior written notice and ...
	5.5 Taxes. Fees set forth in Orders are not quoted to include taxes, duties, tariffs, levies, and similar assessments, however invoices issued to Client for payment of such Fees will include applicable taxes payable by Client unless Client provides a ...
	5.6 Annual Fee Assessment. Clinisys may increase Fees for Support or Subscriptions each year of the Term with ninety (90) days written notice. Any such increase will not exceed the annual percentage increase in the CPI for the previous calendar year. ...
	5.7 Usage Fees. For Subscriptions based upon Usage, the minimum Fees for the first year of Usage are based upon estimates provided by Client.  Prior to the end of each 12 months of the Term, the Usage for the then-current year will be evaluated by Cli...

	6 Proprietary Rights and Confidentiality
	6.1 Ownership.
	(a) Clinisys. Ownership of, and title to the Software, SaaS, Third Party Software, any deliverables developed or provided pursuant to the Services, and to Clinisys’ Confidential Information, and all intellectual property rights embodied therein, are v...
	(b) Client. Ownership of, and title to, the Client’s Confidential Information is vested in Client, its affiliates or the subjects of Client Data, as applicable. Clinisys shall not take any action inconsistent with such title and ownership.

	6.2 Confidentiality. In the performance of this Agreement, the Parties will be exposed to or provided with certain Confidential Information of the other Party. Each Party will protect the other's Confidential Information with the same degree of care u...

	7 Limitation of Liability
	7.1 Limitation of Types of Damages. EXCEPT AS PROHIBITED BY LAW, NEITHER PARTY WILL BE LIABLE TO THE OTHER PARTY FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, INDIRECT, EXEMPLARY OR PUNITIVE DAMAGES OR LIABILITIES FOR ANY CAUSE WHATSOEVER ARISING OUT OF...
	7.2 Limitation of Liability. EXCEPT AS PROHIBITED BY LAW, THE CUMULATIVE, AGGREGATE LIABILITY OF CLINISYS AND ITS LICENSORS TO CLIENT AND/OR ITS AFFILIATES FOR ALL CLAIMS, LIABILITIES AND DAMAGES (INCLUDING FOR ATTORNEYS’ FEES) ARISING OUT OF OR RELAT...
	7.3 Exclusions. The limitation of liability in Section 7.2 above shall not apply to Clinisys’ or Client’s indemnification obligations hereunder or Clinisys’ breach of Schedule A attached hereto.
	7.4 No Substitute for Professional Judgment. The SaaS, and Services are not intended to provide medical or professional advice, to determine or recommend an appropriate course of action for any individual patient or concern, or to otherwise provide he...

	8 Indemnification
	8.1 By Clinisys. Provided Client is current on its payment obligations, Clinisys will defend and indemnify Client against any third party claim asserted in its entirety that the SaaS infringes any United States trademark, patent, copyright, or Trade S...
	8.2 By Client. Client will defend and indemnify Clinisys and its affiliates, employees, agents, contractors, and licensors against any and all claims, damages, costs and liabilities arising from or related to (i) any misuse of the SaaS by Client and/o...
	8.3 Conditions for Indemnification. A Party seeking indemnification (Indemnitee) must promptly notify the other Party (Indemnitor) of the claim. Indemnitor will have sole control of the defense, compromise or settlement of the claim and Indemnitee mus...

	9 Warranties
	9.1 SaaS Warranty. Clinisys warrants that the SaaS set forth in the relevant Order conform(s) in all material respects to the Documentation for the Term.
	9.2 Services Warranty. Clinisys warrants that all Services will be performed in a workmanlike manner consistent with generally accepted industry standards and will conform to the specifications set forth in an Order for ninety (90) days from performan...
	9.3 Third Party Software Warranty. Any warranties applying to the Third Party Software are limited to those, if any, offered in the third party’s use terms. Clinisys makes no warranties of any kind with respect to Third Party Software.
	9.4 Exclusions. Use of the SaaS not in compliance with the Documentation or this Agreement is a material breach of this Agreement and voids all Clinisys warranties as to the SaaS and relieves Clinisys of any obligation to provide the Subscription.
	9.5 Remedies. Prior to expiration of the applicable warranty period, Client must notify Clinisys in writing detailing any alleged breach of any of the foregoing warranties.  Within thirty (30) days of receipt of such notice or such other period as the...
	9.6 Warranty Exclusions. EXCEPT AS SET FORTH IN THIS SECTION 9, NEITHER CLINISYS NOR ITS AFFILIATES MAKE ANY WARRANTY, REPRESENTATION, CONDITION OR AGREEMENT WITH RESPECT TO THE SAAS OR SERVICES PURCHASED HEREUNDER. CLINISYS AND ITS AFFILIATES EXPRESS...

	10 Term and Termination
	10.1 Term. For the purposes of this Agreement, Term means a) the non-cancelable three (3) year initial term for Subscriptions, beginning upon Live Operation thereof, and b) unless otherwise terminated as set forth herein, any or all subsequent non-can...
	10.2 Agreement Termination and Effects.
	(a) Except for those provisions surviving termination, this Agreement may be terminated in its entirety:
	i. By either party:
	ii.  By Clinisys, upon ninety (90) days’ notice should Client fail to promptly install and use Updates intended to remedy patient safety or security issues.  In addition to those rights set forth in Section 5.4, Termination of this Agreement has the e...
	(b) Once terminated, Client will have no further right to use the SaaS.  Clinisys will disable Client’s access to the SaaS and Client must de-install and/or destroy any Confidential Information received from Clinisys in Client’s possession. Client mus...
	(c) Upon termination of this Agreement and at Client’s request, Clinisys will return to Client any Client Confidential Information in Clinisys’ possession or under its control except for product, account or financial information to be retained by Clin...
	(d) In the case of Client Data related to an expired or terminated SaaS, upon Client’s request, Clinisys will provide Client with written certification of destruction of the same following the next media rotation cycle.  In the event Client desires re...
	(e) Notwithstanding Sections 10.2(b), (c) and (d), Clinisys or Client may retain any of the other’s Confidential Information for regulatory or legal purposes, and such copies will be subject to the obligations of confidentiality hereunder.


	11 General Provisions
	11.1 Governing Law and Disputes. The laws of the State of Arizona govern this Agreement without regard to the conflict of laws principles. The Parties agree to attempt in good faith to informally resolve any disputes arising out of this Agreement by n...
	11.2 Survival. All provisions survive termination of this Agreement except those requiring performance only during the Term.
	11.3 Entire Agreement, Amendment, Waiver, Conflict. This Agreement, any Order(s) and any attachments, amendments or addenda thereto constitute the entire agreement between Clinisys and Client regarding the subject matter hereof and supersedes all prev...
	11.4 the Parties. No amendment to this Agreement or additional terms contained in Client’s purchase order will bind either party unless agreed in writing signed by authorized representatives of Clinisys and Client.  Either party’s failure to enforce a...
	11.5 Severability. Any provision of this Agreement deemed invalid or unenforceable will be limited, modified, or severed to the extent necessary, to eliminate its invalidity or unenforceability, and all other provisions of this Agreement will remain i...
	11.6 Assignment. Client may not assign this Agreement in whole or in part without the prior written consent of Clinisys, except as otherwise permitted by applicable law.  In the case of any permitted assignment, this Agreement will be binding upon, an...
	11.7 Export. Client hereby agrees not to, directly or indirectly, export or transmit any of Clinisys’ Confidential Information to any country, entity or individual to which such transmission is restricted by applicable law.
	11.8 License to the Government. If any Software or Third Party Software is acquired by or on behalf of a unit or agency of the United States Government, the Government agrees such Software or Third Party Software is "commercial computer software" or "...
	11.9 Force Majeure. If either party cannot perform any of its obligations under this Agreement due to any cause beyond such party’s reasonable control and without its fault or negligence, the affected party's performance will be extended for the perio...
	11.10 Relationship. Each of Clinisys and Client agree that the other party is not an agent, representative, employer or employee of the other, nor are they joint venturers or partners for any purpose.
	11.11 Third Party Beneficiaries. There are no intended third party beneficiaries of this Agreement except providers of Third Party Software for which there are no published third party use terms.
	11.12 Compliance, Audits. During the Term and for one (1) year following termination, Client agrees that Clinisys or an independent auditor may perform an audit and/or request records to verify Client’s compliance with the terms of this Agreement. If ...
	11.13 HHS Audit Right. Until the expiration of four (4) years after the furnishing of products and services hereunder, Clinisys shall make available, upon written request of the Secretary (defined in Schedule C), the Comptroller General, or any of the...
	11.14 Notices. Official communications between Clinisys and Client must be in English, addressed to the attention of the relevant party’s legal department at the address specified below and either personally delivered or sent via a tracked delivery se...
	11.15 Required Reporting. To the extent required by 42 C.F.R. § 1001.952(h) (the Anti-Kickback Statute discount safe harbor regulations) or other applicable laws and regulations, in the event any of the prices set forth in an Order reflect discounts, ...
	11.16 Compliance with Laws. Each party must comply with all state, national and foreign laws applicable to its obligations under this Agreement.  Client agrees it is solely responsible for ensuring its organization and practices comply with applicable...
	11.17 Interpretation. The headings are for reference only and will not control or affect the meaning or construction of any provision of this Agreement. No presumption or interpretation for or against either party shall arise based on the drafting of ...
	A.1.3 External Information. The SaaS may contain links to or content from third party information sources (External Information).  Client understands and agrees External Information is provided by Clinisys solely for convenience and that Client’s and ...
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	When utilizing the SaaS Subscription, Licensor will use commercially reasonable efforts to maintain the online availability of the SaaS Subscription for a minimum of availability in any given month as provided in the chart below.  This Uptime Service ...
	Definitions

	Definitions.
	"Documentation" means Licensor's user manuals, handbooks, and installation guides relating to the Software provided by Licensor to Licensee either electronically or in hard copy form.
	"Software" means the Service and/or Licensor’s Services in object code format, including any Updates provided to Licensee pursuant to this Agreement.
	"Updates" means any updates, bug fixes, patches, or other error corrections to the Software that Licensor generally makes available free of charge through the License Service.

	1.0 License
	1.1 License Grant. Subject to and conditioned upon Customer’s payment of Fees and compliance with all other terms and conditions of this Agreement, Licensor hereby grants Customer a non-exclusive, non-sub-licensable, and non-transferable license durin...
	1.2 Use Restrictions. Customer shall not use the Software or Documentation for any purposes beyond the scope of the license granted in this Agreement. Without limiting the foregoing and except as otherwise expressly set forth in this Agreement, Custom...
	1.3 Reservation of Rights. Licensor reserves all rights not expressly granted to Customer in this Agreement. Except for the limited rights and licenses expressly granted under this Agreement, nothing in this Agreement grants, by implication, waiver, e...
	1.4 Delivery. Licensor shall deliver the Software electronically, on tangible media, or by other means, in Licensor's sole discretion. Risk of loss of any tangible media on which the Software is delivered will pass to Customer on delivery to carrier.

	2.0 Licensee Responsibilities.
	2.1 General. Customer is responsible and liable for all uses of the Software and Documentation resulting from access provided through the License Service, directly or indirectly, whether such access or use is permitted by or in violation of this Agree...
	2.2 Third-Party Products. Licensor may distribute certain Third-Party Products with the Software. For purposes of this Agreement, such Third-Party Products are subject to their own license terms and the applicable flow through provisions. If Customer ...

	4.0 Limited Warranties and Warranty Disclaimer.
	4.1 Licensor warrants that: (i) the Software will perform materially as described in the Documentation; and (2) the Software does not contain any virus or other malicious code that would cause the Software to become inoperable or incapable of being us...
	4.2. Warranties.  The warranties do not apply and become null and void if Customer breaches any provision of this Agreement or if Customer or any person provided access to the Software by Customer, whether or not in violation of this Agreement: (i) in...
	5.0 Supporting equipment and software.    It is the responsibility of Licensor to separately secure license or purchase of any equipment or software necessary for the operations of the licensed product.   Licensor does not warrant the performance or a...



	POSSE Standardized Software as a Service Agreement
	1. DEFINITIONS
	1.1. Add-On Module – additional functionality that extends core POSSE features.  Add-On Modules may be added to POSSE to permit additional functionality. Each Add-On Module is fully supported and has its own release cycle separate from the POSSE produ...
	1.2. Agent – another party (e.g. a private inspection or enforcement agency) under contract to Client and authorized by Client to act on its behalf to use POSSE in delivering services within the legal jurisdictional boundaries of Client.  Agents autho...
	1.3. Agreement – this document and all schedules attached or incorporated by reference, and any subsequent addendums or amendments made in accordance with the provisions hereof.
	1.4. Annual Software as a Service Fee – the annual fee payable by Client to Vendor for the use of Hosted Solution provided by the Vendor, under this Agreement.
	1.5. Business Module - a pre-existing set of Configurations that extends POSSE by providing functionality specific to a business area. Examples of Business Modules include POSSE ABC – Licensing, POSSE ABC – Enforcement, POSSE PLS – Business & Professi...
	1.6. Configuration – all work required to configure data definitions and/or process definitions to reflect the business rules, workflow, security and data requirements of Client, together with the resulting set of configured POSSE business processes. ...
	1.7. Defect - a program error that will cause POSSE to crash, or program algorithms or logic that produce incorrect results. Defects pertain to the intended operation of POSSE as delivered to Client, but do not pertain to subsequent errors brought abo...
	1.8. Enhancement - any work requested by Client to alter existing POSSE features, or to add any new features or functions to POSSE software.
	1.9. External User - an individual external to Client and served by Client who is provided access to the POSSE Production Database via the Internet.  External Users are typically customers of Client.
	1.10. Hosting Services – the services described in Section 4 of this Agreement that are provided by Vendor to Client.
	1.12. Hosted Solution – the POSSE software including any licensed Business Modules and Add-on Modules along with Client Site-Specific Configuration as installed at the Hosting Services Site for the benefit of the Client.
	1.13. Infrastructure – the physical wiring, network, hardware and software necessary to deploy and operate POSSE at the Client site. Infrastructure includes any workstation/notebook hardware and software, Internet Service Providers, wireless service p...
	1.14. Intellectual Property – property that derives from the work of the mind or intellect, specifically, an idea, invention, trade secret, process, program, data, formula, patent, copyright, or trademark or application, right, or registration. Intell...
	1.15. Named User - an individual internal to Client or representing Client or an Agent who has access to the POSSE Production Database. A Named User can access the POSSE Production Database from any workstation on Client's network or intranet, or via ...
	1.16. POSSE® – refers to a modular, web-based regulatory workflow management system that combines configurable workflow, mapping, electronic documents and mobile computing technologies into a single integrated database. POSSE® includes “toolbox” store...
	1.17. POSSE Alcoholic Beverage Control System (may also be referred to as “POSSE ABC”) – A functioning, commercially available “out of the box” system that utilizes pre-existing Configurations, reports and/or other Add-On Modules operating within POSS...
	1.18. POSSE Annual Software as a Service Agreement – the document (i.e., this Agreement) which provides the terms and conditions under which the right to use POSSE is provided to Client.
	1.19. POSSE Permitting and Licensing System (may also be referred to as “POSSE PLS”) – A functioning, commercially available “out of the box” system that utilizes pre-existing Configurations, reports and/or other Add-On Modules operating within POSSE ...
	1.20. Recovery Point Objective – the maximum targeted period in which data for Hosted Services may be lost due to a catastrophic failure at the primary Hosting Services Site.
	1.21. Recovery Time Objective – the targeted duration of time within which Hosting Services must be restored after Vendor has identified a catastrophic failure at the primary Hosting Services Site.
	1.22. Release – any version, point, maintenance or patch release to POSSE issued by Vendor.
	1.23. Site-Specific Configuration – any software deliverables, including but not limited to Configuration, reports, interfaces, data conversion scripts, and custom code, developed solely and specifically for Client.
	1.24. Source Code – Any and all program code or database definitions developed by Vendor programmers using a formal programming language and used by POSSE software.
	1.25. Statement of Work (SOW) – a document that describes the implementation services, software products, and other deliverables to be provided by Vendor (including its subcontractors if applicable) to Client under this Agreement.
	1.26. Third-Party – a person, corporation, organization or entity other than Client or Vendor.
	1.27. Third-Party Software – any identifiable product embedded in and/or linked to POSSE software, but to which the proprietary rights belong to an independent Third-Party.

	2. SCOPE OF AGREEMENT
	3. TERM OF AGREEMENT
	3.1. This Agreement will remain in effect for a period of one (1) year and will be renewed annually thereafter upon payment by Client of the Annual Software as a Service Fee, unless otherwise revised or terminated under the provisions of this Agreemen...

	4. GRANT OF LICENSE
	4.1. This Agreement provides Client with a non-exclusive and non-revocable license for POSSE as identified in an SOW or schedule to this Agreement. This license is in effective as long as this Agreement is in place and Client remains current with paym...
	4.2. Client is licensed to use POSSE for only one (1) POSSE production database.
	4.3. Client is licensed to use POSSE only for processing transactions associated with Client’s core business purposes. Any other use of POSSE by Client is not permitted under the POSSE Annual Software as a Service Agreement.  Client is permitted to us...

	5. SOFTWARE AS A SERVICE LICENSE FEE
	5.1. Client agrees to pay Vendor an Annual Software as a Service Fee as specified in the associated SOW for access to the POSSE Hosted Solution and for associated POSSE support and. All POSSE Software as a Service Fees are payable upon signing of this...
	5.2. The Annual Software as a Service Fee does not include Infrastructure or POSSE Site-Specific Configuration modifications or Client requested Enhancements. Vendor may provide these for additional cost under separate agreement.
	5.3. Client agrees to remit payment annually to Vendor within 30 calendar days of receipt of the invoice.

	6. SUPPORT SERVICES
	7. HOSTING SERVICES
	8. HOSTED SOLUTION AVAILABILITY
	9. CLIENT OBLIGATIONS AND RESPONSIBILITIES
	10. AVAILABLE VENDOR PROFESSIONAL SERVICES
	11. WARRANTY
	12. OWNERSHIP OF SOFTWARE AND DATA
	13. CONFIDENTIAL AND PROPRIETARY INFORMATION
	13.1. Each party will hold in confidence, and will not disclose to any unauthorized personnel, any confidential or proprietary information of the other party. Each party will use such confidential or proprietary information only for the purpose for wh...
	13.2. As used in this Agreement, the term “confidential or proprietary information” means all trade secrets or proprietary information designated as such in writing by one party to the other.  All software code in source of object format shall be deem...
	a) it would be apparent to a reasonable person, familiar with the business of the releasing party and the industry in which it operates, that such information is of a confidential or proprietary nature; or
	b) The releasing party, within thirty (30) calendar days after such disclosure, delivers to the receiving party a written document describing such information and referencing the place and date of such oral, visual, or written disclosure, and the name...

	13.3. Each party will only disclose confidential or proprietary information received by it under this Agreement to personnel who have a need to know such confidential or proprietary information for the performance of its duties and who are bound by an...
	13.4. Each party will adopt and maintain programs and procedures which are reasonably calculated to protect confidential or proprietary information, and will be responsible to the other party for any disclosure or misuse of confidential or proprietary...
	13.5. The obligations of each party specified above will not apply with respect to any confidential or proprietary information, if the receiving party can demonstrate, by reasonable evidence, that such confidential or proprietary information:
	a) was generally known to the public at the time of disclosure or becomes generally known through no wrongful act on the part of the receiving party;
	b) was already in the possession of the receiving party at the time of disclosure;
	c) becomes known to the receiving party through disclosure by sources having the legal right to disclose such confidential information;
	d) was independently developed by the receiving party without reference to, or reliance upon, the confidential information; or
	e) was required to be disclosed by the receiving party to comply with applicable laws or governmental regulations, provided that the receiving party provides prompt written notice of such disclosure to the offended party and takes reasonable and lawfu...

	13.6. If Client is subject to freedom of information legislation Vendor agrees to adhere to the standards outlined in such legislation regarding protection of privacy and disclosure of records with respect to all work done for Client pursuant to this ...
	13.7. Upon termination of this Agreement, each party will make all reasonable efforts to return to the other party all tangible manifestations, and all copies thereof, of confidential or proprietary information received by the other party under this A...

	14. INDEMNITY AND LIMITATIONS OF LIABILITY
	14.1. Both Vendor and Client agree to defend, indemnify and hold harmless the infringing party and its officials, agents and employees from and against any and all claims, actions, suits or proceedings of any kind brought against said parties because ...
	14.2. The liability of Vendor to Client for any losses or damages arising from the use of POSSE or from any other services covered under this Agreement will be limited to, at the discretion of Vendor, either the return of the current-year Annual Softw...
	14.3. Client SPECIFICALLY ACKNOWLEDGES AND CONFIRMS THAT UNDER NO CIRCUMSTANCES WHATSOEVER WILL Vendor BE LIABLE FOR ANY INCIDENTAL, INDIRECT, EXEMPLARY, SPECIAL OR CONSEQUENTIAL DAMAGES OF ANY NATURE OR KIND, OR ANY LOSS RESULTING FROM BUSINESS DISRU...

	15. TERMINATION AND DEFAULT CONDITIONS
	15.1. Vendor may terminate this Agreement if: Client fails to make required payments within 90 days of due date, Client materially fails to fulfill its obligations and responsibilities or breaches any material term of this Agreement, Client becomes ba...
	15.2. Client may terminate this Agreement if: Vendor materially fails to fulfill its obligations and responsibilities or breaches any material term of this Agreement, Vendor becomes bankrupt or insolvent, or if a receiver is appointed to manage the pr...
	15.5. At the time that the obligations of each of the parties have otherwise concluded, it is understood and agreed that the provisions of Section 12 (OWNERSHIP OF SOFTWARE AND DATA) and Section 13 (CONFIDENTIAL AND PROPRIETARY INFORMATION) will conti...

	16. RIGHTS AND OBLIGATIONS
	16.1. If either Vendor or Client terminates this Agreement, Vendor will retain all fees for products or services delivered to Client up to the date of termination.  Vendor will refund a pro-rated portion of the Annual Software as a Service Fee to Clie...
	16.2. Any termination by Vendor as provided in this Agreement will not in any way operate to deny any right or remedy of Vendor, either at law or in equity, or to relieve Client of any obligation to pay the sums due under this Agreement, or of any oth...
	16.3. Any termination by Client as provided in this Agreement will not in any way operate to deny any right or remedy of Client, either at law or in equity, or to relieve Vendor of any obligation to pay the sums due under this Agreement, or of any oth...
	16.4. Upon termination of this Agreement, Client agrees to cease any and all operational use of POSSE software and further agrees to delete all POSSE software and databases.  Vendor agrees to make reasonable provision for an extract of Client’s operat...
	16.5. POSSE is subject to the export control laws of the United States and other countries. Client may not export or re-export POSSE software without the appropriate United States and foreign government licenses. Client must comply with all applicable...

	17. DISPUTES
	17.1. Vendor and Client will both separately and jointly use diligent efforts to establish positive and ongoing communications both within and between their respective organizations.  Key personnel within Vendor and Client will communicate regularly i...
	17.2. In the event of any dispute arising between Vendor and Client with respect to their rights and obligations under this Agreement, the party feeling itself aggrieved will notify the other party of the substance in writing of such grievance.  Both ...
	 First level: the VP, Operations of Vendor and the Project sponsor for Client; and
	 Second level: the President/CEO of Vendor and the Chief Executive for Client.

	17.3. In the event the grievance cannot be resolved to the mutual satisfaction of the parties within 30 calendar days, the party feeling itself aggrieved may request mediation, based on the then-current commercial mediation rules of the American Arbit...

	18. WAIVER
	18.1. No failure or delay on the part of either party to exercise any right or remedy hereunder will operate as a waiver of such right or remedy.

	19. SUCCESSION
	19.1. This Agreement will be binding on the legal successors or representatives of Vendor and Client.  It will also be binding on any party that receives licensing and distribution rights to POSSE from Vendor.
	19.2. Any rights granted to either party under this Agreement may not be assigned by that party, or the successor to that party, without the prior written approval of the other party, which will not be unreasonably withheld.

	20. FORCE MAJEURE
	20.1. A delay in, or total or partial failure of, performance of either party in this Agreement will not constitute a default or termination or give rise to any claim for damages if such delay or failure is caused by any force majeure occurrence demon...
	20.2. Force majeure categories include acts of God; acts or inaction on the part of governmental authority; acts of war or the public enemy; or any other acts beyond the reasonable control of either party that result in either party being unable to ca...

	21. SEVERENCE
	21.1. If any provision of this Agreement is declared by a court of competent jurisdiction to be invalid, illegal, or unenforceable, such provision can be severed from this Agreement and all other provisions will remain in full force and effect.

	22. GOVERNING LAW
	22.1. This Agreement will be governed by, construed, and enforced in accordance with the laws of the State of Colorado. The parties irrevocably attorn to the jurisdiction of the courts of the State of Colorado.

	24. ACCEPTANCE OF AGREEMENT
	24.1. This Agreement comprises the entire and sole POSSE Software as a Service Agreement between Vendor and Client. No other understandings or agreements, verbal or otherwise, exist for the licensing of POSSE. Vendor and Client agree not to change thi...
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